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FREEDOM  OF  INFORMATION  REFORM  ACT 


MONDAY,  APRIL  18,  1983 

U.S.  Senate, 
Subcommittee  on  the  Constitution, 

Committee  on  the  Judiciary, 

Washington,  D.C. 
The  subcommittee  met,  pursuant  to  notice,  at  9:08  a.m.,  in  room 
SD-226,   Dirksen   Senate   Office   Building,   Hon.   Orrin   G.   Hatch 
(chairman  of  the  subcommittee)  presiding. 
Present:  Senator  Leahy. 

Staff  present:  Randall  Rader,  general  counsel;  Claire  Greif,  chief 
clerk;  and  Sharon  Peck,  clerk. 

OPENING  STATEMENT  OF  HON.  ORRIN  G.  HATCH,  A  U.S.  SENATOR 
FROM  THE  STATE  OF  UTAH,  CHAIRMAN,  SUBCOMMITTEE  ON 
THE  CONSTITUTION 

Senator  Hatch.  On  July  15,  1981,  the  Constitution  Subcommittee 
held  its  first  hearing  on  the  board  subject  of  Freedom  of  Informa- 
tion Act  reforms.  Since  that  initial  hearing,  we  have  covered  a 
great  deal  of  ground  toward  achieving  a  bill  that  will  improve  the 
act  without  weakening  its  effectiveness  as  a  valuable  tool  to  keep 
our  citizenry  informed  about  governmental  activities.  We  have  held 
seven  hearings  and  have  heard  testimony  from  over  50  participants 
in  these  hearings.  Today  will  be  the  8th  day  of  hearings  devoted  to 
this  subject. 

Already,  this  process  has  borne  fruit.  On  May  30,  1982,  the 
Senate  Judiciary  Committee  approved  unanimously  the  Freedom  of 
Information  Reform  Act.  That  bill,  S.  774,  in  the  98th  Congress  is 
the  specific  subject  of  our  hearings  today.  Due  to  the  lengthy  hear- 
ing and  deliberation  process  that  produced  S.  774,  it  already  enjoys 
broad  bipartisan  support  and  reflects  the  accumulated  wisdom  of 
news  media  representatives,  public  interest  groups,  law  enforce- 
ment officers,  the  business  community  and  the  Reagan  administra- 
tion. 

Perhaps  I  can  best  characterize  the  careful  balance  achieved  in 
the  bill  by  briefly  recounting  the  support  it  has  received  from  dif- 
ferent sources.  The  Attorney  General  of  the  United  States,  from 
his  position,  has  stated  that  this  bill  is,  "reasonable  and  well  draft- 
ed," and  that  it  "deserves  the  support  of  all  those  who  believe  in 
effective  law  enforcement."  The  Washington  Post,  not  known  for 
always  sharing  the  Attorney  General's  perspective,  has  editorial- 
ized that: 

(1) 


It  is  quintessentially  American  to  believe  that  the  people  control  the  Government 
and  that  they  have  a  right  to  know  what  the  Government  is  doing.  The  Judiciary 
Committee  bill  preserves  that  right. 

Anytime  the  Attorney  General  and  the  Washington  Post  are  in 
agreement,  someone  deserves  great  credit  for  performing  a  near 
miracle.  In  my  opinion,  the  credit  should  justifiably  be  directed 
toward  a  well-respected  colleague  of  mine,  Senator  Patrick  Leahy. 
His  untiring  efforts  and  deep  insights  into  the  intricacies  of  appro- 
priate Federal  information  policy  have  been  indispensable  to  the 
successful  balance  struck  by  S.  774.  In  addition  to  my  commenda- 
tions and  regard  for  the  Senator  from  Vermont,  I  would  also  like  to 
express  my  gratitude  at  his  willingness  to  devote  his  energies  once 
again  to  the  task  of  enacting  the  consensus  compromise  achieved 
by  S.  774. 

In  brief,  the  bill  deals  with  the  reforms  revealed  as  necessary  by 
our  detailed  hearing  process,  namely,  protection  of  technical  data — 
blueprints,  repair  manuals  and  the  like — important  to  our  national 
security,  protection  of  business  trade  secrets,  protection  against  in- 
vasions of  personal  privacy,  protection  of  law  enforcement  inform- 
ants and  investigations,  and  various  other  reforms,  such  £is  assess- 
ment of  appropriate  user  fees.  Each  of  the  Senator's  packets  con- 
tains a  Congressional  Record  statement  that  describes  the  bill  in 
more  detail.  We  will  make  that  a  part  of  the  record  of  these  pro- 
ceedings. 

Before  discussing  some  of  the  findings  of  those  hearings,  I  would 
like  to  pause  momentarily  to  reflect  on  one  important  reason  for 
this  legislative  effort:  The  protection  of  confidential  informants. 
Before  I  was  elected  to  the  Senate,  the  Supreme  Court  decided  the 
case  of  Zurcher  v.  Stanford  Daily  Procunier,  417  U.S.  817  (1974).  A 
primary  issue  at  stake  in  Zurcher  was  whether  a  journalist  could 
refuse  to  comply  with  a  search  warant  in  an  effort  to  protect  the 
confidentiality  of  his  sources  of  information.  Because  the  Court 
upheld  the  search  procedure  over  the  confidentiality  of  informants, 
several  of  us  in  the  Senate  and  others  in  the  House  undertook  ex- 
tensive legislative  efforts  to  restructure  the  law  to  avoid  the 
Zurcher  holding.  Our  intense  desire  to  protect  those  who  have  the 
courage  to  step  forward  to  risk  their  own  safety  to  protect  the  soci- 
ety's safety  is  a  primary  goal  of  S.  774  as  well.  Informant  protec- 
tion is  as  vital  to  effective  law  enforcement  as  it  is  to  effective 
news  reporting. 

The  Constitution  Subcommittee  hearings  have  been  the  most  ex- 
tensive oversight  of  FOIA  yet  undertaken.  A  major  aspect  of  these 
hearings  has  been  that  the  confidentiality  of  informants  and  inves- 
tigations is  jeopardized  by  the  threat  of  disclosures  of  sensitive  in- 
formation pursuant  to  a  FOIA  request.  The  documentation  of  this 
finding  in  the  hearings  has  served  to  confirm  the  earlier  fundings 
of  deleterious  effects  of  FOIA  on  law  enforcement.  In  1978,  the 
Senate  Judiciary  Subcommittee  on  Criminal  Law  concluded  that: 

Informants  are  rapidly  becoming  an  extinct  species  because  of  fear  that  their 
identities  will  be  revealed  in  response  to  a  FOIA  request. 

In  that  same  year  the  General  Accounting  Office  released  a 
study  detailing  49  instances  of  potential  informants  refusing  to  co- 
operate with  law  enforcement  authorities  due  to  FOIA.  In  1979, 


FBI  Director  Webster  supplied  documentation  of  over  100  instances 
of  FOIA  interference  with  law  enforcement  investigations  or  in- 
formants. In  1981,  his  list  was  expanded  to  204  examples.  In  fact, 
no  fewer  than  five  different  reports  studying  the  impact  of  FOIA 
have  concluded  that  the  act  has  harmed  the  ability  of  law  enforce- 
ment officers  to  enlist  informants  and  carry  out  confidential  inves- 
tigations. Among  these,  the  Attorney  General's  1981  Task  Force  on 
Violent  Crime  found  that  FOIA  should  be  amended  because  it  is 
used  by  lawbreakers  "to  evade  criminal  investigation  or  to  retali- 
ate against  informants."  A  1982  Drug  Enforcement  Administration 
study  documented  that  14  percent  of  DEA's  investigations  were 
"aborted  or  significantly  compromised"  by  "FOIA-related  prob- 
lems." 

Our  hearings  have  indicated  also  that  FOIA  is  being  misused  by 
businesses  in  an  effort  to  obtain  valuable  trade  secrets.  The  testi- 
monies are  replete  with  such  examples  of  abuse  by  business  con- 
cerns of  the  spirit  and  original  purpose  of  FOIA.  For  example,  Mr. 
Jack  Pulley,  an  attorney  with  the  Dow-Corning  Corp.,  told  us  of  an 
article  entitled  "Freedom  of  Information  Act:  Strategic  Opportuni- 
ties and  Threats,"  in  which  the  authors  described  how  FOIA  could 
be  used  to  gain  that  they  called  "a  differential  competitive  advan- 
tage." 

Currently  the  standard  of  protection,  "trade  secrets  and  commer- 
cial or  financial  information  obtained  from  a  person  privileged  and 
confidential,"  presumes  that  all  confidential  information  will  be 
protected,  but  supplies  no  statutory  definition  for  confidential.  In- 
stead the  1966  Senate  report  specified  that  information  "customari- 
ly not  released  to  the  public  by  the  person  from  whom  it  was  ob- 
tained" would  be  exempt.  The  House  report  extended  protection  to 
any  information  given  the  Government  in  confidence  "whether  or 
not  involving  commerce  or  finance."  Despite  the  breadth  of  protec- 
tion intended  by  Congress,  a  Federal  court  unilaterally  narrowed 
the  exemption  years  later  by  requiring  a  submitter  to  demonstrate 
a  "substantial  competitive  harm"  in  order  to  qualify  for  exemption. 
National  Parks  v.  Morton,  498  F.  2d  765  (D.C.  Cir.  1974).  This 
broader  test  requires  agencies  and  courts  to  guess  about  the  eco- 
nomic impacts  of  disclosure  and  has  led  to  numerous  "reverse 
FOIA"  lawsuits  as  submitters  have  attempted  to  protect  proprie- 
tary data  against  release  to  commercial  requesters  who  believe 
that  the  act,  under  current  standards,  can  be  used  to  learn  valua- 
ble information  about  competitors. 

The  current  standard  has  also  been  held  to  offer  no  protection  to 
nonprofit  submitters,  such  as  hospitals,  universities  and  scientific 
researchers,  because  they  cannot  show  economic  injury  if  the  prod- 
uct of  their  research  is  disclosed. 

In  addition,  our  extensive  Constitution  Subcommittee  hearings 
have  revealed  other  aspects  of  FOIA  in  need  of  fine-tuning.  As 
mentioned  earlier,  the  expanding  costs  of  the  act  to  the  taxpayer 
suggested  that  those  who  directly  benefit  by  requesting  information 
should  readily  accept  the  responsibility  of  paying  the  cost  of  pro- 
ducing the  information.  The  Government  agencies'  inability  to 
comply  with  the  act's  short-time  limits  recommended  a  more  work- 
able time  schedule  for  complying  with  requests  in  the  event  of  a 
backlog  of  requests  or  other  "unusual  circumstances."  Revising  the 


act's  second  exemption  to  provide  adequate  protection  for  law  en- 
forcement manuals  and  instructions  to  investigators,  auditors,  or 
negotiators  was  another  aspect  of  the  testimony.  Removing  impor- 
tant limitations  on  the  exemption  designed  to  guarantee  personal 
privacy  also  emerged  as  an  important  aspect  of  FOIA  reform.  New 
exemptions  to  protect  "technical  data" — predominantly  national 
security  information — that  may  not  be  lawfully  exported  without  a 
license  and  to  protect  Secret  Service  records  were  featured  as  sub- 
jects worthy  of  the  protection  currently  given  geological  data  and 
sensitive  information  about  regulation  of  financial  institutions 
under  current  exemptions  8  and  9.  The  hearings  also  noted  the 
need  to  reconsider  the  factors  governing  current  determinations  of 
types  of  information  that  may  be  released  because  they  are  "rea- 
sonably segregable"  from  classified  or  exempt  portions  of  a  request- 
ed record.  Clearly  giving  away  too  many  pieces  of  a  sensitive  record 
might,  in  the  hands  of  a  sophisticated  requester,  defeat  the  protec- 
tions intended  by  the  classification  or  exemption.  Another  item  dis- 
cussed was  the  propriety  of  requests  from  certain  classes  of  re- 
questers, including  aliens,  imprisoned  felons,  or  parties  in  litigation 
with  the  Government  who  have  access  to  information  via  the  alter- 
native route  of  discovery  under  the  Federal  Rules  of  Civil  Proce- 
dure. These  matters  each  became  an  element  of  the  bill  approved 
by  the  Judiciary  Committee  unanimously  last  Congress. 

Once  again,  I  would  like  to  commend  Senator  Leahy  and  all  the 
other  contributors  to  this  important  commentary  for  the  efforts 
that  have  brought  us  to  this  point.  I  look  forward  to  examining  spe- 
cifically S.  774  and  working  together  with  all  our  witnesses  and 
members  of  this  committee  and  the  Senate  to  achieve  these  neces- 
sary reforms. 

[The  bill,  S.  774,  follows:] 


98th  congress 
1st  Session 


S.774 


Entitled  "The  Freedom  of  Information  Reform  Act". 


m  THE  SENATE  OF  THE  UNITED  STATES 

March  11  Oegisiative  day,  March  7),  1983 

Mr.  Hatch  (for  himself,  Mr.  Thurmond,  and  Mr.  DeConcini)  introduced  the 
following  bill;  which  was  read  twice  and  referred  to  the  Committee  on  the 
Judiciary 


A  BILL 

Entitled  "The  Freedom  of  Information  Reform  Act". 

1  Be  it  enacted  by  the  Senate  and  House  of  Representa- 

2  tives  of  the  United  States  of  America  in  Congress  assembled, 

3  FEES  AND  WAIVERS 

4  Sec.  2.  Paragraph  (4)(A)  of  section  552(a)  of  title  5, 

5  United  States  Code,  is  amended  to  read  as  follows: 

6  "(4)(A)(i)  In  order  to  carry  out  the  pro\asions  of  this 

7  section,  each  agency  shall  promulgate  regulations,  pursuant 

8  to  notice  and  receipt  of  public  comment,  specifying  the  sched- 

9  ule  of  fees  applicable  to  the  processing  of  requests  under  this 

10  section  and  establishing  procedures  and  guidelines  for  deter- 

11  mining  when  such  fees  should  be  waived  or  reduced.  Such 


2 

1  schedules  shall  conform  to  the  guidelines  which  shall  be  pro- 

2  mulgated,  pursuant  to  notice  and  receipt  of  public  comment, 

3  by  the  Office  of  Management  and  Budget  and  which  shall 

4  provide  for  a  uniform  schedule  of  fees  for  all  agencies.  Such 

5  regulations — 

6  "(a)  shall  provide  for  the  payment  of  all  costs  rea- 

7  sonably  and  directly  attributable  to  responding  to  the 

8  request,     which     shall     include     reasonable     standard 

9  charges  for  the  costs  of  services  by  agency  personnel  in 

10  search,   duplication,   and   other   processing  of  the   re- 

11  quest.  The  term  'processing'  does  not  include  services 

12  of  agency  personnel   in   resolving  issues   of  law   and 

13  policy  of  general  applicability  which  may  be  raised  by 

14  a  request,  but  does  include  services  involved  in  exam- 

15  ining  records  for  possible  withholding  or  deletions  to 

16  carry  out  determinations  of  law  or  policy.  Such  regula- 

17  tions  may  also  provide  for  standardized  charges  for  cat- 

18  egories  of  requests  having  similar  processing  costs, 

19  "(b)  shall  provide  that  no  fee  is  to  be  charged  by 

20  any  agency  with  respect  to  any  request  or  series  of  re- 

21  lated  requests  whenever  the  costs  of  routine  collection 

22  and  processing  of  the  fee  are  likely  to  equal  or  exceed 

23  the  amount  of  the  fee,  and 

24  "(c)  in  the  case  of  any  request  or  series  of  related 

25  requests  for  records  containing  commercially  valuable 
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1  technological  information  which  was  generated  or  pro- 

2  cured  by  the  Government  at  substantial  cost  to  the 

3  public,  is  likely  to  be  used  for  a  commercial  purpose, 

4  and  will   deprive   the   Government  of  its   commercial 

5  value,  may  provide  for  the  charging  of  a  fair  value  fee 

6  or  royalties,  or  both,  in  addition  to  or  in  lieu  of  any 

7  processing  fees  otherwise  chargeable,  taking  into  ac- 

8  count  such  factors  as  the  estimated  commercial  value 

9  of  the  technological  information,  its  costs  to  the  Gov- 

10  ernment,  and  any  public  interest  in  encouraging  its  uti- 

1 1  lization. 

12  Nothing  in  this  subparagraph  shall  supersede  fees  chargeable 

13  under  a  statute  specifically  providing  for  setting  the  level  of 

14  fees  for  particular  types  of  records. 

15  "(ii)  With  respect  to  search  and  duphcation  charges, 

16  documents  shall  be  furnished  without  charge  or  at  a  reduced 

17  charge  where  the  agency  determines  that  waiver  or  reduction 

18  of  the  fee  is  in  the  public  interest  because  furnishing  the  in- 

19  formation  can  be  considered  as  primarily  benefiting  the  gen- 

20  eral  public  and  not  the  commercial  or  other  private  interests 

21  of  the  requester.  With  respect  to  all  other  charges,  docu- 

22  ments  shall  be  furnished  without  such  charges  where  the 

23  agency  determines  that  the  information  is  not  requested  for  a 

24  commercial  use  and  the  request  is  being  made  by  or  on  behalf 

25  of  (a)  an  individual,  or  educational,  or  noncommercial  scien- 
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1  tific  institution,  whose  purpose  is  scholarly  or  scientific  re- 

2  search;  (b)  a  representative  of  the  news  media;  or  (c)  a  non- 

3  profit  group  that  intends  to  make  the  information  available  to 

4  the  general  public. 

5  "(iii)  One-half  of  the  fees  collected  under  this  section 

6  shall  be  retained  by  the  collecting  agency  to  offset  the  costs 

7  of  complying  with  this  section.  The  remaining  fees  collected 

8  under  this  section  shall  be  remitted  to  the  Treasury's  general 

9  fund  as  miscellaneous  receipts.". 

10  TIME  LIMITS 

11  Sec.  3.  Paragraph  (6)  of  section  552(a)  of  title  5,  United 

12  States  Code,  is  amended  to  read  as  follows: 

13  "(6)(A)  Except  as  otherwise  provided  in  this  paragraph, 

14  each  agency,  upon  any  request  for  records  made  under  para- 

15  graph  (1),  (2),  or  (3)  of  this  subsection,  shall — 

16  "(i)  determine  within  ten  working  days  after  the 

17  receipt  of  any  such  request  whether  to  comply  with 

18  such  request  and  shall  immediately  notify  the  requester 

19  of  such  determination  and  the  reasons  therefor,  and  of 

20  the  right  of  such  person  to  appeal  to  the  head  of  the 

21  agency  any  adverse  determination;  and 

22  "(ii)   make   a   determination  with  respect   to   any 

23  appeal  within  twenty  working  days  after  the  receipt  of 

24  such  appeal.  If  on  appeal  the  denial  of  the  request  for 

25  records  is  in  whole  or  in  part  upheld,  the  agency  shall 


9 

5 

1  notify  the  requester  of  the  provisions  for  judicial  review 

2  of  that  determination  under  paragraph  (4)  of  this  sub- 

3  section. 

4  "(B)  In  unusual  circumstances  as  defined  in  this  subpar- 

5  agraph,  the  time  limits  prescribed  in  either  clause  (i)  or  clause 

6  (ii)  of  subparagraph  (A)  may  be  extended  by  wTitten  notice  to 

7  the  requester  setting  forth  the  reasons  for  such  extension  and 

8  the  date  on  which  a  determination  is  expected  to  be  dis- 

9  patched.  No  such  notice  shall  specify  a  date  that  would  result 

10  in  extensions  of  more  than  an  aggregate  of  thirty  working 

11  days.  As  used  in  this  subparagraph,  'unusual  circumstances' 

12  means,  but  only  to  the  extent  reasonably  necessary  to  the 

13  proper  processing  of  the  particular  request — 

14  "(i)  the  need  to  search  for  and  collect  the  request- 

15  ed  records  from  field  facilities  or  other  establishments 

16  that  are   separate  from  the   office  processing  the  re- 

17  quest; 

18  "(ii)  the  need  to  search  for,  collect,  and  appropri- 

19  ately  examine  a  voluminous  amount  of  separate  and 

20  distinct  records  which  are  demanded  in  a  single  re- 

21  quest; 

22  "(iii)   the   need  for   consultation,   which   shall   be 

23  conducted    with    all    practicable    speed,    with    another 

24  agency  having  a  substantial  interest  in  the  determina- 

25  tion  of  the  request  or  among  two  or  more  components 
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1  of  the  agency  having  substantial  subject-matter  interest 

2  therein; 

3  "(iv)  a  request  which  the  head  of  the  agency  has 

4  specifically    stated    in    writing    cannot    be    processed 

5  within  the  time  limits  stated  in  paragraph  (6)(A)  with- 

6  out   significantly   obstructing  or  impairing  the   timely 

7  performance  of  a  statutory  agency  function; 

8  "(v)  the  need  for  notification  of  submitters  of  in- 

9  formation  and  for  consideration  of  any  objections  to 

10  disclosure  made  by  such  submitters;  or 

11  "(vi)  an  unusually  large  volume  of  requests  or  ap- 

12  peals  at  an  agency,  creating  a  substantial  backlog. 

13  "(C)  Any  requester  shall  be  deemed  to  have  exhausted 

14  his  administrative  remedies  with  respect  to  such  request  if 

15  the  agency  fails  to  comply  with  the  applicable  time  limit  pro- 

16  visions  of  this  paragraph.  If  the  Government  can  show  excep- 

17  tional  circumstances  and  that  the  agency  is  exercising  due 

18  diligence  in  responding  to  the  request,  the  court  may  retain 

19  jurisdiction  and  allow  the  agency  additional  time  to  complete 

20  its  review  of  the  records.  An  agency  shall  not  be  considered 

21  to  have  violated  the  otherwise  applicable  time  limits  until  a 

22  court  rules  on  the  issue. 

23  "(D)  Upon  any  determination  by  an  agency  to  comply 

24  with  a  request  for  records,  the  records  shall  be  made  prompt- 

25  ly  available  to  the  requester,  subject  to  the  provisions  of 
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1  paragraph  (7).  Any  notification  of  denial  of  any  request  for 

2  records  under  this  subsection  shall  set  forth  the  names  and 

3  titles  or  positions  of  each  person  responsible  for  the  denial  of 

4  such  request. 

5  "(E)  Each  agency  shall  promulgate  regulations,  pursu- 

6  ant  to  notice  and  receipt  of  public  comment,  by  which  a  re- 

7  quester  who  demonstrates  a  compelling  need  for  expedited 

8  access  to  records  shall  be  given  expedited  access.". 

9  BUSINESS  CONFIDENTIALITY  PROCEDURES 

10  Sec.  4.  Section  552(a)  of  title  5,  United  States  Code,  is 

11  amended  by  adding  after  paragraph  (6)  the  following  new 

12  paragraph: 

13  "(7)(A)  Each  agency  shall  promulgate  regulations,  pur- 

14  suant  to  notice  and  receipt  of  public  comment,  specifying  pro- 

15  cedures  by  which — 

16  "(i)  a  submitter  may  be  required  to  designate,  at 

17  the  time  it  submits  or  provides  to  the  agency  or  there- 

18  after,  any  information  consisting  of  trade  secrets,  or 

19  commercial,  research,  financial,  or  business  information 

20  which    is    exempt    from    disclosure    under    subsection 

21  (b)(4); 

22  "(ii)  the  agency  shall  notify  the  submitter  that  a 

23  request  has  been  made  for  information  provided  by  the 

24  submitter,  within  ten  working  days  after  the  receipt  of 

25  such  request,  and  shall  describe  the  nature  and  scope 
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1  of  the  request  and  advise  the  submitter  of  his  right  to 

2  submit  written  objections  in  response  to  the  request; 

3  "(iii)  the  submitter  may,  within  ten  working  days 

4  of  the  forwarding  of  such  notification,   submit  to  the 

5  agency  written  objection  to  such  disclosure,  specifying 

6  all  grounds  upon  which  it  is  contended  that  the  infor- 

7  mation  should  not  be  disclosed;  and 

8  "(iv)  the  agency  shall  notify  the  submitter  of  any 

9  final  decision  regarding  the  release  of  such  information. 

10  "(B)  An  agency  is  not  required  to  notify  a  submitter 

1 1  pursuant  to  subparagraph  (A)  if — 

12  "(i)  the  information  requested  is  not  designated  by 

13  the  submitter  as  exempt  from  disclosure  in  accordance 

14  with  agency  regulations  promulgated  pursuant  to  sub- 

15  paragraph  (A)(i),  if  such  designation  is  required  by  the 

16  agency; 

17  "(ii)  the  agency  determines,  prior  to  giving  such 

18  notice,  that  the  request  should  be  denied; 

19  "(iii)  the  disclosure  is  required  by  law  (other  than 

20  this  section)  and  the  agency  notified  the  submitter  of 

21  the  disclosure  requirement  prior  to  the  submission  of 

22  the  information; 

23  "(iv)  the  information  lawfully  has  been  published 

24  or  otherwise  made  available  to  the  public;  or 
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1  "(v)  the   agency  is   a  criminal   law   enforcement 

2  agency  that  acquired  the  information  in  the  course  of  a 

3  lawful  investigation  of  possible  violations  of  criminal 

4  law. 

5  "(C)  Whenever  an  agency  notifies  a  submitter  of  the 

6  receipt  of  a  request  pursuant  to  subparagraph  (A),  the  agency 

7  shall  notify  the  requester  that  the  request  is  subject  to  the 

8  provisions  of  this  paragraph  and  that  notice  of  the  request  is 

9  being  given  to  a  submitter.  Whenever  an  agency  notifies  a 

10  submitter  of  final  decision  pursuant  to  subparagraph  (A),  the 

11  agency  shall  at  the  same  time  notify  the  requester  of  such 

12  final  decision. 

13  "(D)  Whenever  a  submitter  has  filed  objections  to  dis- 

14  closure  of  information  pursuant  to  subparagraph  (A)(iii),  the 

15  agency  shall  not  disclose  any  such  information  for  ten  work- 

16  ing  days  after  notice  of  the  final  decision  to  release  the  re- 

17  quested  information  has  been  forwarded  to  the  submitter. 

18  "(E)  The  agency's  disposition  of  the  request  and  the 

19  submitter's  objections  shall  be  subject  to  judicial  review  pur- 

20  suant  to  paragraph  (4)  of  this  subsection.  If  a  requester  files  a 

21  complaint  under  this  section,  the  administrative  remedies  of  a 

22  submitter  of  information  contained  in  the  requested  records 

23  shall  be  deemed  to  have  been  exhausted. 
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1  "(F)  Nothing  in  this  paragraph  shall  be  construed  to  be 

2  in  derogation  of  any  other  rights  established  by  law  protect- 

3  ing  the  confidentiality  of  private  information.", 

4  JUDICIAL  EEVIEW 

5  Sec.  5.  Section  552(a)(4)  of  title  5,  United  States  Code, 

6  is  amended — 

7  (1)  by  amending  subparagraph  (B)  to  read  as  fol- 

8  lows: 

9  "(B)  On  complaint  filed  by  a  requester  within  one  hun- 

10  dred  and  eighty  days  from  the  date  of  final  agency  action  or 

11  by  a  submitter  after  a  final  decision  to  disclose  submitted  in- 

12  formation  but  prior  to  its  release,  the  district  court  of  the 

13  United  States  in  the  district  in  which  the  complainant  re- 

14  sides,  or  has  his  principal  place  of  business,  or  in  which  the 

15  agency  records  are  situated,  or  in  the  District  of  Columbia, 

16  has  jurisdiction — 

17  "(i)  to  enjoin  the  agency  from  withholding  agency 

18  records  and  to  order  the  production  of  any  agency  rec- 

19  ords  improperly  withheld  from  the  requester; 

20  "(ii)  to  enjoin  the  agency  from  any  disclosure  of 

21  records  which  was  objected  to  by  a  submitter  under 

22  paragraph  (7)(A)(iii)  or  which  would  have  been  objected 

23  to   had  notice  been  given   as   required  by  paragraph 

24  (7)(A)(i);  or 
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1  "(iii)  to  enjoin  the  agency  from  failing  to  perform 

2  its  duties  under  sections  (a)  (1)  and  (2).". 

3  (2)  by  redesignating  subparagraphs  (C),  (D),  (E), 

4  (F),  and  (G)  as  subparagraphs  (F),  (G),  (H),  (I),  and 

5  (J),  respectively,  and  by  adding  after  subparagraph  (B) 

6  the  following  new  subparagraphs: 

7  "(C)  In  an  action  based  on  a  complaint — 

8  "(i)  by  a  requester,  the  court  shall  have  jurisdic- 

9  tion  over  any  submitter  of  information  contained  in  the 

10  requested  records,  and  any  such  submitter  may  inter- 

1 1  vene  as  of  right  in  the  action;  and 

12  "(ii)  by  a  submitter,  the  court  shall  have  jurisdic- 

13  tion  over  any  requester  of  records  containing  informa- 

14  tion  which  the  submitter  seeks  to  have  withheld,  and 

15  any  such  requester  may  intervene  as  of  right  in  the 

16  action. 

17  "(D)  The  agency  that  is  the  subject  of  the  complaint 

18  shall  promptly,  upon  service  of  a  complaint — 

19  "(i)  seeking  the  production  of  records,  notify  each 

20  submitter  of  information  contained  in  the  requested  rec- 

21  ords  that  the  complaint  was  filed;  and 

22  "(ii)   seeking   the   withholding   of  records,    notify 

23  each  requester  of  the  records  that  the  complaint  was 

24  filed. 
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1  "(E)  In  any  case  to  enjoin  the  withholding  or  the  disclo- 

2  sure  of  records,  or  the  failure  to  comply  with  subsection  (a) 

3  (1)  or  (2),  the  court  shall  determine  the  matter  de  novo.  The 

4  court  may  examine  the  contents  of  requested  agency  records 

5  in  camera  to  determine  whether  such  records  or  any  part 

6  thereof  shall  be  withheld  under  any  of  the  exemptions  set 

7  forth  in  subsection  (b)  of  this  section.  The  burden  is  on  the 

8  agency  to  sustain  its  action  to  withhold  information  and  the 

9  burden  is  on  any  submitter  seeking  the  withholding  of  infor- 

10  mation.";  and 

11  (3)  in  redesignated  subparagraph  (H) — 

12  (A)  by  adding  "or  any  submitter  who  is  a 

13  party  to  the  litigation"  after  "United  States";  and 

14  (B)  by  striking  out  "complainant"  and  insert- 

15  ing  in  lieu  thereof  "requester". 

16  PUBLIC  RECORD  REQUESTS 

17  Sec.  6.  Section  552(a)  of  title  5,  United  States  Code,  is 

18  amended  by  adding  at  the  end  thereof  the  follo^ving  new 

19  paragraph: 

20  "(8)  In  any  instance  in  which  a  portion  of  the  records 

21  requested  under  this  subsection  consists  of  newspaper  clip- 

22  pings,  magazine  articles,  or  any  other  item  which  is  a  public 

23  record  or  otherwise  available  in  public  records,  the  agency 

24  may  offer  the  requester  a  choice  of  (A)  furnishing  the  request- 

25  er  with  an  index  identifj-ing  such  clippings,  articles,  or  other 
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1  items  by  date  and  source,  provided  that  such  index  is  already 

2  in  existence,  or  (B)  notwithstanding  the  waiver  requirements 

3  contained  in  this  section,  furnishing  the  requester  with  copies 

4  of  such  cHppings,  articles,  or  other  items  at  the  reasonable 

5  standard  charge  for  duplication  established  in  the  agency's 

6  fee  schedule.". 

7  CLARIFY  EXEMPTIONS 

8  Sec.  7.  So  much  of  section  552(b)  of  title  5,  United 

9  States  Code,  as  precedes  paragraph  (1)  thereof  is  amended  to 

10  read  as  follows: 

11  "(b)  The  compulsory  disclosure  requirements  of  this  sec- 

12  tion  do  not  apply  to  matters  that  are — ". 

13  MANUALS  AND  EXAMINATION  MATERIALS 

14  Sec.  8.  Section  552(b)(2)  of  title  5,  United  States  Code, 

15  is  amended  by  inserting  a  comma  in  lieu  of  the  semicolon  at 

16  the  end  thereof  and  adding  the  following:  "including  such 

17  materials  as  (A)  manuals  and  instructions  to  investigators, 

18  inspectors,  auditors,  or  negotiators,  to  the  extent  that  disclo- 

19  sure  of  such  manuals  and  instructions  could  reasonably  be 

20  expected  to  jeopardize  investigations,  inspections,  audits,  or 

21  negotiations,  and  (B)  examination  material  used  solely  to  de- 

22  termine  individual  qualifications  for  employment,  promotion, 

23  or  licensing  to  the  extent  that  disclosure  could  reasonably  be 

24  expected  to  compromise  the  objecti\aty  or  fairness  of  the  ex- 

25  amination  process;". 
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1  PERSONAL  PRIVACY 

2  Sec.  9.  Section  552(b)(6)  of  title  5,  United  States  Code, 

3  is  amended  to  read  as  follows: 

4  "(6)  records  or  information  concerning  individuals, 

5  including  compilations  or  lists  of  names  and  addresses 

6  that  could  be  used  for  solicitation  purposes,  the  release 

7  of  which  could  reasonably  be  expected  to  constitute  a 

8  clearly  unwarranted  invasion  of  personal  privacy;". 

9  LAW  ENFORCEMENT 

10  Sec.  10.  (a)  Section  552(b)(7)  of  title  5,  United  States 

11  Code,  is  amended  to  read  as  follows: 

12  "(7)  records  or  information  compiled  for  law  en- 

13  forcement  purposes,  but  only  to  the  extent  that  the 

14  production  of  such  law  enforcement  records  or  informa- 

15  tion  (A)  could  reasonably  be  expected  to  interfere  with 

16  enforcement  proceedings,  (B)  would  deprive  a  person  of 

17  a  right  to  a  fair  trial  or  an  impartial  adjudication,  (C) 

18  would  constitute  an  unwarranted  invasion  of  personal 

19  privacy,  (D)  could  reasonably  be  expected  to  disclose 

20  the  identity  of  a  confidential  source,  including  a  State, 

21  local,  or  foreign  agency  or  authority  or  any  private  in- 

22  stitution  which  furnished  information  on  a  confidential 

23  basis,  and,  in  the  case  of  a  record  or  information  com- 

24  piled   by   criminal    law   enforcement   authority   in   the 

25  course  of  a  criminal  investigation  or  by  an  agency  con- 
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1  ducting  a  lawful  national  security  intelligence  investi- 

2  gation,  information  furnished  by  a  confidential  source, 

3  (E)  would  disclose  techniques  and  procedures  for  law 
4 .  enforcement  investigations   or  prosecutions,   or  would 

5  disclose  guidelines  for  law  enforcement  investigations 

6  or  prosecutions  if  such  disclosure  could  reasonably  be 

7  expected  to  risk  circumvention  of  the  law,  or  (F)  could 

8  reasonably  be  expected  to  endanger  the  life  or  physical 

9  safety  of  any  natural  person;". 

10  (b)  Section  552(a)  of  title  5,  United  States  Code,  is 

11  amended  by  adding  after  paragraph  (8)  thereof  the  following 

12  new  paragraph: 

13  "(9)  Nothing  in  this  section  shall  be  deemed  appHcable 

14  in  any  way  to  the  informant  records  maintained  by  a  law 

15  enforcement  agency  under  an  informant's  name  or  personal 

16  identifier,  whenever  access  to  such  records  is  sought  by  a 

17  third  party  according  to  the  informant's  name  or  personal 

18  identifier.". 

19  ADDITIONAL  EXEMPTIONS 

20  Sec.  11.  Section  552(b)  of  title  5,  United  States  Code, 

21  is  amended  by  striking  out  "or"  at  the  end  of  paragraph  (8), 

22  by  striking  out  the  period  at  the  end  of  paragraph  (9)  and 

23  inserting  in  lieu  thereof  a  semicolon,  and  by  adding  the  fol- 

24  lowing  new  paragraphs  after  paragraph  (9): 
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1  "(10)  technical   data  that  may  not  be   exported 

2  lawfully  outside  the  United  States  without  an  approval, 

3  authorization,  or  a  license  under  Federal  export  laws, 

4  except  that  this  section  shall  apply  to  such  data  if  reg- 

5  ulations   promulgated  under   such  laws   authorize   the 

6  export  of  such  data  without  restriction  to  any  person 

7  and  any  destination;  or 

8  "(11)  records  or  information  maintained  or  origi- 

9  nated  by  the  Secret  Service  in  connection  with  its  pro- 

10  tective  functions  to  the  extent  that  the  production  of 

11  such  records  or  information  could  reasonably  be  ex- 

12  pected  to  adversely  affect  the  Service's  ability  to  per- 

13  form  its  protective  functions.". 

14  EEASONABLY  SEGREGABLE 

15  Sec.  12.  Section  552(b)  of  title  5,  United  States  Code, 

16  is  amended  by  adding  after  the  last  sentence  thereof  the  fol- 

17  lowing:  "In  determining  which  portions  are  reasonably  segre- 

18  gable  in  the  case  of  records  containing  material  covered  by 

19  paragraphs  (1)  or  (7)  of  this  subsection,  the  agency  may  con- 

20  sider  whether  the  disclosure  of  particular  information  would, 

21  in  the  context  of  other  information  available  to  the  requester, 

22  cause  the  harm  specified  in  such  paragraph.". 

23  PROPER  REQUESTS 

24  Sec.    13.   Section  552(a)(3)  of  title  5,   United  States 

25  Code,  is  amended  to  read  as  follows: 
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1  "(3)(A)  Except  with  respect  to  the  records  made  availa- 

2  ble  under  paragraphs  (1)  and  (2)  of  this  subsection,  each 

3  agency,  upon  any  request  by  a  requester  who  is  a  United 

4  States  person  for  records  which  (i)  reasonably  describes  such 

5  records  and  (ii)  is  made  in  accordance  with  pubUshed  rules 

6  stating  the  time,  place,  fees  (if  any),  and  procedures  to  be 

7  followed,  shall  make  the  records  promptly  available  to  the 

8  requester. 

9  "(B)  The  time  limits  prescribed  in  subparagraph  (A)  of 

10  paragraph  6  shall  be  tolled  whenever  the  requester  (or  any 

1 1  person  on  whose  behalf  the  request  is  made)  is  a  party  to  any 

12  ongoing  judicial  proceeding  or  administrative  adjudication  in 

13  which  the  Government  is  also  a  party  and  may  be  requested 

14  to  produce  the  records  sought.  Nothing  in  this  subparagraph 

15  shall  be  construed  to  bar  (i)  a  request  for  any  records  which 

16  are  not  related  to  the  subject  matter  of  such  pending  proceed- 

17  ing,  or  (ii)  a  request  for  any  records  which  have  been  denied 

18  to  a  party  in  the  course  of  a  judicial  proceeding  or  adminis- 

19  trative  adjudication  that  is  no  longer  pending. 

20  "(C)  The  Attorney  General,  in  accordance  with  public 

21  rulemaking  procedures  set  forth  in  section  553  of  this  title, 

22  may  by  regulation  prescribe  such  limitations  or  conditions  on 

23  the  extent  to  which  and  on  the  circumstances  or  manner  in 

24  which  records  requested  under  this  paragraph  or  under  sec- 

25  tion  552a  of  this  title  shall  be  made  available  to  requesters 
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1  who  are  persons  imprisoned  under  sentence  for  a  felony 

2  under  Federal  or  State  law  or  who  are  reasonably  believed  to 

3  be  requesting  records  on  behalf  of  such  persons,  as  he  finds  to 

4  be  (i)  appropriate  in  the  interests  of  law  enforcement,  or  for- 

5  eign  relations  or  national  defense,  or  of  the  efficient  adminis- 

6  tration  of  this  section,  and  (ii)  not  in  derogation  of  the  public 

7  information  purposes  of  this  section.". 

8  ORGANIZED  CRIME 

9  Sec.  14.  Section  552  of  title  5,  United  States  Code,  is 

10  amended  by  adding  a  new  subsection  (c)  as  follows  and  redes- 

11  ignating  the  current  subsections  (c),  (d),  and  (e)  as  (d),  (e),  and 

12  (f)  respectively. 

13  "(c)  Nothing  in  this  section  shall  be  deemed  appli- 

14  cable  to  documents  compiled  in  any  lawful  investiga- 

15  tion  of  organized  crime,   designated  by  the  Attorney 

16  General  for  the  purposes  of  this  subsection  and  con- 

17  ducted  by  a  criminal  law  enforcement  authority  for  law 

18  enforcement  purposes,  if  the  requested  document  was 

19  first  generated  or  acquired  by  such  law  enforcement 

20  authority  within  five  years  of  the  date  of  the  request, 

21  except  where  the  agency  determines  pursuant  to  regu- 

22  lations  promulgated  by  the  Attorney  General  that  there 

23  is  an  overriding  public  interest  in  earlier  disclosure  or 

24  in  longer  exclusion  not  to  exceed  three  years.  Notwith- 

25  standing  any  other  provision  of  law,  no  document  de- 
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1  scribed  in  the  preceding  sentence  may  be  destroyed  or 

2  otherwise  disposed  of  until  the  document  is  available 

3  for  disclosure  in  accordance  with  subsections  (a)  and  (b) 

4  of  this  section  for  a  period  of  not  less  than  ten  years.". 

5  EEPORTING  UNIFORMITY 

6  Sec.  15.  Section  552(e)  of  title  5,  United  States  Code 

7  (as  redesignated),  is  amended — 

8  (1)  by   striking   out   "calendar"    the    second   and 

9  fourth  places  it  appears  and  inserting  in  lieu  thereof 

10  "fiscal"; 

11  (2)  by  striking  out  "March"  each  place  it  appears 

12  and  inserting  in  Heu  thereof  "December"; 

13  (3)  in  paragraph  (4),  by  striking  out  "subsection 

14  (a)(4)(r)"    and    inserting    in    lieu    thereof    "subsection 

15  (a)(4)(D";  and 

16  (4)  in  the  next  to  last  sentence,  by  striking  out 

17  "subsections  (a)(4)  (E),  (F),  and  (G)"  and  inserting  in 

18  lieu  thereof  "subsections  (a)(4)  (H),  (I),  and  (J).". 

19  TECHNICAL  DATA  PBOCEDUEES 

20  Sec.  16.  Title  5  of  United  States  Code  is  amended  by 

21  adding  after  section  559  a  new  section  560  as  follows: 

22  "Sec.  560.  Each  Federal  agency  maintaining  technical 

23  data  exempt  under  subsection  (b)(10)  of  section  552  of  this 

24  title  shall  promulgate  regulations  establishing  registration  (in- 

25  eluding  certification)  procedures   and  criteria  under  which 
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1  qualified  United  States  individuals  and  business  concerns  may 

2  obtain  copies  of  such  Government-owned  technical  data  for 

3  purposes  of  bidding  on  Government  contracts.  No  data  ob- 

4  tained  under  such  procedures  may  be  redisseminated  or  ex- 

5  ported  except  as  provided  by  law.". 

6  DEFINITIONS 

7  Sec.  17.  Section  552(f)  of  title  5,  United  States  Code 

8  (as  redesignated),  is  amended  to  read  as  follows: 

9  "(f)  For  purposes  of  this  section — 

10  "(1)   'agency'   means   any  executive   department, 

11  military  department,  Government  corporation,  Govem- 

12  ment-controlled  corporation,  or  other  establishment  in 

13  the  executive  branch  of  the  Government  (including  the 

14  Executive  Office  of  the  President),  or  any  independent 

15  regulatory  agency; 

16  "(2)  'submitter'  means  any  person  who  has  sub- 

17  mitted    to    an    agency    (other    than    an    intelligence 

18  agency),  or  provided  an  agency  access  to,  trade  se- 

19  crets,  or  commercial,  research,  or  financial  information 

20  (other  than  personal  financial  information)  in  which  the 

21  person  has  a  commercial  or  proprietary  interest; 

22  "(3)  'requester'  means  any  person  who  makes  or 

23  causes  to  be  made,   or  on  whose  behalf  is  made,   a 

24  proper  request  for  disclosure  of  records  under  subsec- 

25  tion  (a); 
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1  "(4)  'United  States  person'  means  a  citizen  of  the 

2  United  States  or  an  alien  lawfully  admitted  for  perma- 

3  nent  residence  (as  defined  in  section  101(a)(20)  of  the 

4  Immigration      and      Nationahty      Act,      8      U.S.C. 

5  1101(a)(20)),  an  unincorporated  association  a  substan- 

6  tial  number  of  members  of  which  are  citizens  of  the 

7  United  States  or  aliens  lawfully  admitted  for  perma- 

8  nent  residence,  or  a  corporation  which  is  incorporated 

9  in  the  United  States,  but  does  not  include  a  corpora- 
10  tion  or  an  association  that  is  a  foreign  power,  as  de- 
ll fined  in  section  101(a)  of  the  Foreign  Intelligence  Sur- 

12  veillance  Act  of  1978  (50  U.S.C.  1801(a)); 

13  "(5)   'working  days'   means  every  day  excluding 

14  Saturdays,  Sundays,  and  Federal  legal  holidays;  and 

15  "(6)  'organized  crime'  means  those  structured  and 

16  disciplined  associations  of  individuals  or  of  groups  of  in- 

17  di^^duals  who  are  associated  for  the  purpose  of  obtain- 

18  ing  monetary  or  commercial  gains  or  profits,  wholly  or 

19  in  part  by  illegal  means,  while  generally  seeking  to 

20  protect  and  promote  their  activities  through  a  pattern 

21  of  graft  or  corruption,  and  whose  associations  generally 

22  exhibit  the  following  characteristics: 

23  "(A)  their  illegal  activities  are  conspiratorial. 
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1  "(B)  in  at  least  part  of  their  activities,  they 

2  commit  acts  of  violence  or  other  acts  which  are 

3  likely  to  intimidate, 

4  "(C)  they  conduct  their  activities  in  a  me- 

5  thodical  or  systematic  and  in  a  secret  fashion, 

6  "(D)    they    insulate    their    leadership    from 

7  direct  involvement  in  illegal  activities  by  their  or- 

8  ganizational  structure, 

9  "(E)  they  attempt  to  gain  influence  in  gov- 

10  ernment,  politics,  and  commerce  through  corrup- 

11  tion,  graft,  and  illegitimate  means,  and 

12  "(F)  they  engage  in  patently  illegal  enter- 

13  prises  such  as  dealing  in  drugs,  gambling,  loan- 

14  sharking,  labor  racketeering,  or  the  investment  of 

15  illegally  obtained  funds  in  legitimate  businesses.". 
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Senator  Hatch.  We  will  call  upon  our  first  witness,  Mr.  Jona- 
than Rose,  the  Assistant  Attorney  General  in  charge  of  Federal  in- 
formation policy.  It  is  only  appropriate  that  we  begin  these  hear- 
ings with  the  Assistant  Attorney  General,  Jonathan  Rose,  whose 
service  as  the  head  of  the  Office  of  Legal  Policy  has  been  a  critical 
component  of  the  effort  to  forge  a  beneficial  balance  in  FOIA 
reform. 

Mr.  Rose  came  from  his  partnership  in  Jones,  Day,  Reavis  & 
Pogue  to  his  present  position.  In  earlier  administrations,  however, 
he  had  served  with  distinction  as  an  Associate  Deputy  Attorney 
General  and  as  Deputy  Assistant  Attorney  General  for  Antitrust. 

We  look  forward,  John,  to  hearing  from  you  for  the  third  time  in 
this  cycle  of  hearings  leading  up  to  a  sensible  FOIA  reform.  So,  we 
will  turn  the  time  over  to  you. 

STATEMENT  OF  JONATHAN  C.  ROSE,  ASSISTANT  ATTORNEY  GEN- 
ERAL, OFFICE  OF  LEGAL  POLICY,  U.S.  DEPARTMENT  OF  JUS- 
TICE 

Mr.  Rose.  Well,  thank  you,  Mr.  Chairman.  I  notice  you  have  a 
long  list  of  witnesses  this  morning,  so  I  will  try  to  briefly  summa- 
rize my  prepared  statement  and  ask  that  you  insert  the  full  state- 
ment in  the  record. 

I  am  pleased  to  appear  before  you  today  in  support  of  S.  774,  a 
bill  to  amend  the  Freedom  of  Information  Act.  I  am  very  hopeful, 
with  the  efforts  at  compromise  that  you  have  described  on  the  part 
of  you  and  Senator  Leahy,  that  this  year  we  will  finally  see  a  bill 
enacted  into  law. 

I  appeared  before  this  subcommittee  twice  in  1981  to  discuss  the 
administration's  proposed  amendments  to  the  FOIA,  and  it  was  for 
the  reason  that  you  had  worked  so  diligently  and  so  hard  with  your 
colleagues  to  produce  a  compromise  that  the  administration  did  not 
resubmit  a  new  bill  this  year,  but  rather  deferred  to  the  work  that 
you  had  already  done  in  the  last  Congress. 

I  told  you  then  and  I  emphasize  today  that  this  administration  is 
firmly  committed  to  the  faithful  implementation  of  the  Freedom  of 
Information  Act  by  all  Federal  agencies.  We  strongly  support  the 
basic  purpose  and  philosophy  of  the  act  to  inform  the  public  as 
fully  as  possible  about  the  conduct  of  its  Government  in  order  to 
protect  the  integrity  and  effectiveness  of  the  Government  itself.  We 
are  fully  committed  to  carrying  out  the  philosophy  and  spirit  of  the 
act. 

As  you  know,  there  is  a  long  history  of  proposals  to  amend  the 
FOIA.  In  the  years  following  the  substantial  broadening  of  the  act 
in  1974,  the  Department  of  Justice  and  the  Government  as  a  whole 
began  to  experience  serious  problems  with  some  of  the  require- 
ments and  language  of  the  FOIA. 

In  1979,  following  testimony  before  the  Congress,  the  Carter  De- 
partment of  Justice  prepared  a  series  of  proposed  amendments  to 
the  FOIA,  recommending  very  substantial  changes  in  the  act. 

When  this  administration  assumed  office,  the  Department  of  Jus- 
tice began  an  independent  review  of  the  problems  that  FOIA  has 
raised.  We  concluded  that  the  FOIA  has  indeed  created  serious 
problems  for  the  Federal  Government. 
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However,  we  also  found,  as  serious  as  these  problems  were,  that 
the  problems  tended  to  be  narrow  ones  that  could  be  remedied 
without  a  wholesale  revision  of  the  act.  Accordingly,  in  October 
1981  I  appeared  before  this  subcommittee  to  present  the  adminis- 
tration's proposed  amendments. 

Many  of  the  administration's  proposals  were  soon  incorporated 
into  the  existing  FOIA  reform  legislation,  S.  1730,  that  you  had  in- 
troduced only  1  month  before.  Commendably,  you  carefully  engraft- 
ed our  proposals  onto  the  provisions  of  S.  1730,  producing  a  set  of 
proposed  amendments  to  the  FOIA  that  were  drawn  as  narrowly  as 
possible. 

You  were  ably  assisted  in  this  effort  by  Senator  DeConcini  and 
others,  who  shared  our  concern  that  our  efforts  to  correct  the  defi- 
ciencies of  the  act  should  not  inadvertently  infringe  upon  the  over- 
riding purpose  of  the  act. 

The  final  version  of  S.  1730  was  one  of  the  most  carefully  drafted 
examples  of  remedial  legislation  that  we  have  seen.  We  at  the  De- 
partment found  that  the  bill  redressed  most,  although  not  all,  of 
the  serious  problems  we  had  encountered  with  the  FOIA. 

Similarly,  the  various  interest  groups  that  had  opposed  any 
amendments  at  all  to  the  act  seemed  to  concede  that  the  bill  was  a 
responsible  and  even-handed  approach  to  the  reform  of  FOIA. 

The  best  evidence  of  the  success  of  Senators  Hatch,  DeConcini 
and  Leahy  came  in  May  1982  when  the  full  Senate  Judiciary  Com- 
mittee approved  S.  1730  by  a  unanimous  17  to  nothing  vote. 

The  present  bill,  S.  774,  is  identical  to  your  bill  of  the  last  Con- 
gress. We  continue  to  strongly  support  this  bill  and  believe  it  repre- 
sents a  successful  compromise  between  the  Government's  need  to 
maintain  the  confidentiality  of  important  law  enforcement  infor- 
mation and  the  public's  right  to  know  about  the  operations  of  their 
Government. 

S.  774  also  contains  many  needed  procedural  reforms  in  the 
FOIA,  including  measures  that  would  permit  businesses  that 
submit  confidential  information  to  the  Government  to  receive 
notice  of  its  impending  disclosure,  allow  the  Government  to  recoup 
a  greater  portion  of  the  costs  of  processing  the  many  FOIA  re- 
quests, and  create  more  realistic  time  limits  for  the  Government  to 
respond  to  FOIA  requests. 

Although  all  of  these  proposed  amendments  are  familiar  to  the 
subcommittee,  I  would  like  to  take  a  few  minutes  to  summarize  the 
need  for  just  some  of  them. 

On  the  subject  of  law  enforcement,  the  FOIA  has  become  a  major 
problem.  The  FBI  has  found  that  16  percent  of  the  FOIA  requests 
that  it  receives  are  from  known  or  suspected  criminals. 

In  the  case  of  the  Drug  Enforcement  Administration,  this 
number  is  even  higher.  Fully  60  percent  of  the  FOIA  requests  that 
the  DEA  receives  are  from  imprisoned  or  known  drug  traffickers. 

The  frequency  with  which  criminals  use  the  FOIA  is  an  indirect 
indicator  of  its  usefulness  to  them.  However,  there  is  also  direct 
evidence  of  the  harmful  effects  that  the  FOIA  has  had  upon  law 
enforcement. 

In  the  course  of  the  hearings  held  last  Congress  on  S.  1730,  the 
Department  provided  to  the  committee  a  list  of  over  200  document- 
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ed  cases  where  the  FOIA  had  had  a  harmful  effect  on  law  enforce- 
ment activities. 

Moreover,  in  an  executive  session  of  this  subcommittee,  Director 
Webster  of  the  FBI  provided  many  additional  examples  of  the  use 
of  the  FOIA  by  criminals,  terrorist  groups,  and  hostile  foreign  in- 
telligence agencies. 

In  February  1982,  the  DEA  released  a  study  it  had  conducted 
that  found  that  14  percent  of  the  DEA's  investigations  were  abort- 
ed, narrowed,  compromised,  or  significantly  complicated  by  the 
FOIA. 

With  your  permission,  Mr.  Chairman,  I  will  submit  for  the 
record  today  copies  of  both  the  list  of  cases  where  the  FOIA  has 
harmed  law  enforcement  as  well  as  the  DEA  study. 

The  problems  that  the  FOIA  creates  for  law  enforcement  agen- 
cies become  especially  acute  when  organized  crime  uses  the  act  to 
discover  what  the  Government  knows  about  it. 

Organized  criminal  groups  engage  in  a  wide  range  of  illegal  ac- 
tivities and  often  have  a  long  institutional  memory.  As  a  conse- 
quence, otherwise  innocuous  information  that  the  Government  dis- 
closes under  the  FOIA  to  a  member  of  an  organized  crime  family 
or  a  drug  trafficking  conspiracy  can  often  be  pieced  together  with 
information  already  known  to  the  requester  to  form  a  mosaic  that 
reveals  the  identities  of  the  Government's  confidential  informants 
or  the  scope  of  the  Government's  investigation. 

As  explained  more  fully  in  the  detailed  analysis  of  S.  774  that 
accompanies  my  testimony,  the  Department  of  Justice  believes  that 
this  bill  will  go  a  long  way  toward  closing  this  very  critical  gap  in 
the  Government's  ability  to  maintain  the  confidentiality  of  its  law 
enforcement  files. 

Finally,  Mr.  Chairman,  I  will  skip  over  to  the  bill's  commercial 
provisions,  which  we  find  very  salutary  in  that  they,  for  the  first 
time,  will  give  a  business  the  statutory  right  to  label  the  informa- 
tion that  it  submits  and  receive  notice  and  opportunity  to  contest 
the  release  of  the  information  prior  to  its  release. 

There  was  one  fairly  famous  example  of  the  Monsanto  Co. 
having  an  entire  secret  formula  released  inadvertently,  I  believe, 
by  one  Government  agency.  I  think  this  is  a  minimal  reform  which 
is  long  overdue. 

The  FOIA's  unrealistic  time  limits  have  also  caused  serious  prob- 
lems for  the  Government  and  FOIA  requesters  alike.  The  short  10- 
day  time  limit  imposed  upon  agencies  responding  to  and  processing 
requests  often  forces  agencies  to  respond  prematurely  or  hurriedly. 

FOIA  requesters,  too,  are  dissatisfied  with  the  present  time  limi- 
tations which  prevent  agencies  from  meeting  statutory  deadlines 
and  occasionally  have  caused  needless  litigation. 

Moreover,  the  first  in,  first  out  system  established  by  the  FOIA 
requires  agencies  to  place  even  small  requests  at  the  end  of  the 
agency  backlog,  preventing  them  from  acting  quickly  even  in  cases 
where  a  timely  response  is  necessary. 

We  endorse  S.  774's  approach  to  this  problem,  which  establishes 
more  realistic  deadlines  to  guide  agency  conduct  while  simulta- 
neously providing  for  accelerated  consideration  of  FOIA  requests 
made  by  the  news  media  and  others  who  can  demonstrate  a  need 
for  expedited  access  to  Government  records. 
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I  would  hope  that  the  summary  of  important  changes  S.  774 
would  make  is  useful.  However,  I  think  it  is  also  useful  to  look  at 
what  S.  774  does  not  do.  The  bill  does  not  change  the  substantive 
standard  governing  the  protection  that  the  FOIA  gives  to  informa- 
tion that  has  been  classified  in  the  interest  of  national  defense  or 
foreign  policy. 

Similarly,  S.  774  does  not  change  the  scope  or  nature  of  protec- 
tions that  FOIA  currently  provides  for  trade  secrets  and  confiden- 
tial commercial  information.  As  I  have  stated,  the  bill  does  no 
more  than  give  submitters  of  such  information  the  right  to  be  told 
of  an  intended  disclosure  and  an  opportunity  to  object. 

In  my  past  testimony,  I  have  supported  amendments  to  the  FOIA 
that  would  give  greater  protection  to  each  of  these  classes  of  infor- 
mation, and  I  continue  to  believe  that  at  some  point  the  Congress 
should  return  to  these  subjects. 

However,  we  also  recognize  that  this  is  an  area  that  involves 
many  conflicting  concerns  and  we  acknowledge  the  importance  of 
the  FOIA  dictates  that  we  proceed  carefully  in  our  efforts  to  strike 
a  balance  between  the  public's  right  to  know  and  the  Government's 
need  to  maintain  the  confidentiality  of  nonpublic  information. 

By  way  of  concluding,  I  think  it  is  important  to  point  out  once 
again  just  how  well  this  committee  has  succeeded  in  striking  such 
a  balance.  In  a  study  released  last  May,  a  group  categorically  op- 
posed to  any  amendment  of  the  FOIA  listed  about  500  cases  where 
requesters  had  used  the  act  to  obtain  disclosure  of  important  gov- 
ernmental information. 

The  examples  listed  in  the  study  covered  the  entire  gamut  of  in- 
formation the  Government  keeps,  from  consumer  product  safety  in- 
formation to  national  security  information,  on  to  tax  information. 

As  part  of  my  preparation  for  testimony  today,  I  asked  my  staff 
to  compare  this  study  and  S.  774  to  gauge  just  how  seriously  this 
bill  would  have  affected  those  hundreds  of  disclosures  had  it  been 
in  effect  at  the  time.  The  results  surprised  me. 

Of  the  more  than  500  examples  listed  in  the  study,  there  were 
only  four  cases  where  S.  774  might  have  prevented  the  disclosure  of 
the  information  in  question.  I  sincerely  believe  that  when  you  con- 
sider the  negligble  effect  that  S.  774  would  have  upon  the  truly  im- 
portant public  disclosures  under  the  FOIA  against  the  more  than 
200  documented  examples  where  the  act  has  harmed  law  enforce- 
ment, this  bill  must  be  viewed  as  a  well-written  and  much-needed 
proposal  for  adjusting  the  balance  between  disclosure  and  confiden- 
tiality that  the  FOIA  is  meant  to  embody. 

In  conclusion,  we  would  thank  Senators  Hatch,  DeConcini,  and 
Leahy  for  the  abiding  concern  they  have  shown  to  preserve  the 
confidentiality  of  important  Government  files  on  law  enforcement 
and  other  subjects.  These  Senators  deserve  recognition  for  the  very 
real  assistance  S.  774  will  give  the  Government  without  infringing 
on  the  act's  goals. 

We  look  forward  to  working  with  the  Congress  to  achieve  the 
prompt  passage  of  this  legislation.  That  concludes  my  prepared 
statement,  Mr.  Chairman. 

Senator  Hatch.  Thank  you,  Mr.  Rose.  We  appreciate  you  sum- 
marizing your  statement.  We  hope  all  witnesses  will  do  so,  and  we 
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will  order  at  this  time  that  all  statements  will  be  placed  in  the 
record  as  though  fully  delivered. 

Mr.  Rose,  I  understand  that  the  Justice  Department,  and  specifi- 
cally your  office,  has  recently  issued  new  fee  waiver  guidance 
under  FOIA.  What  considerations  prompted  the  issuance  of  these 
new  guidelines? 

Mr.  Rose.  Mr.  Chairman,  we  found  that  when  we  came  into 
office,  we  had  very  varying  policies  across  agencies,  at  least  their 
understanding  of  what  the  policy  was.  When  you  looked  and  found 
what  existing  guidance  there  was,  it  consisted  of  about  a  30-page 
memorandum  that  one  newsman  who  uses  the  act  quite  frequently 
at  Justice,  Carl  Stern  himself,  has  referred  to  as  confusing  and  baf- 
fling. 

We  simply  thought  that  a  succinct  statement  of  the  current  case 
law  and  the  statutory  requirements  would  be  more  helpful,  and  so 
we  reduced  it  to  approximately  three  pages  and  issued  it  as  agency 
guidance.  It  was  not  meant  to  change  existing  law. 

Senator  Hatch.  Well,  I  have  read  a  great  deal  about  this  guid- 
ance in  the  press.  To  say  the  least,  it  has  generated  some  contro- 
versy, so  would  you  briefly  summarize  the  substance  of  the  guid- 
ance that  you  know  has  caused  such  a  stir  in  the  public  mind? 

Mr.  Rose.  Yes;  I  certainly  would  be  happy  to  do  that.  The  new 
fee  waiver  guidelines  merely  reiterate  the  statutory  standard  for 
granting  fee  waivers,  and  provide  a  concise  discussion  of  five  con- 
siderations that  govern  their  grant. 

Briefly,  these  considerations  are:  One,  whether  there  is  a  public 
interest  in  the  subject  of  the  requested  records;  two,  whether  the 
records  are,  in  fact,  informative  or  relevant  to  that  subject;  third, 
whether  the  requested  record  is  already  publicly  available;  four, 
whether  the  requester  is  able  and  intends  to  make  the  information 
available  to  the  public;  and,  five,  whether  the  requester  is  seeking 
the  information  for  a  commercial  or  other  private  benefit. 

Each  of  these  considerations  are  taken  directly  from  the  22-page 
prior  guidance  and  from  the  case  law,  and  have  been  recognized  by 
the  courts  as  necessary  to  an  informed  fee  waiver  adjudication  by 
agency  officials  who  have,  under  the  statute,  that  responsibility. 

The  guidelines  inform  requesters  of  the  factors  that  guide  agency 
determinations  and  help  requesters  present  all  relevant  informa- 
tion at  the  outset  to  help  avoid  unnecessary  delays  or  agency  deci- 
sions which  might  be  based  on  inadequate  information. 

Senator  Hatch.  Would  you  say  then  that  the  guidelines  were  not 
intended  to  impose  new  criteria  or  restrictions  for  fee  waivers? 

Mr.  Rose.  That  is  correct  We  have  a  function  under  the  statute 
to  provide  guidance  to  the  agencies  as  to  what  the  law  and  the  csise 
law  is.  If  you  are  aware  of  the  vast  number  of  cases  that  come  out 
per  year  on  FOIA  litigation,  it  is  no  wonder  that  some  agency  has 
got  to  be  the  repository  of  what  the  existing  case  law  is. 

This  was  simply  meant  to  state  in  a  succinct  form  for  the  agen- 
cies' guidance  what  the  requirements  are  according  to  the  court  de- 
cisions. 

Senator  Hatch.  If  that  is  so,  then  why  has  there  been  such  a  stir 
in  the  media  about  your  memorandum? 

Mr.  Rose.  Well,  I  never  can,  frankly,  Mr.  Chairman,  understand 
why  there  is  a  stir  in  the  media  anytime  one  does  anything  about 
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the  FOIA,  whether  you  personally  should  regard  it  as  a  controver- 
sial matter  or  not. 

We  frankly  did  not  view  this  as  any  kind  of  a  controversial 
matter.  Indeed,  we  did  not  view  it  as  even  newsworthy,  but  I  think 
here  is  a  case  where  the  media  has  become  a  public  interest  group 
with  regard  to  this  act.  So,  anything  you  do  with  regard  to  it  be- 
comes automatically  newsworthy,  whether  someone  else  might  con- 
sider it  newsworthy  or  not. 

Senator  Hatch.  How  have  the  various  agencies  received  these 
guidelines? 

Mr.  Rose.  They  have  been  happy  to  have  something  that  was  a 
bit  less  than  25  pages  to  deal  with.  I  have  met  with  representatives 
of  the  media  and  other  public  interest  groups  that  were  concerned 
about  these  guidelines  and  have  offered,  in  any  case  where  they 
feel  that  the  statute  is  not  being  followed  by  any  agency,  to  investi- 
gate that  and  to  try  to  bring  about  a  satisfactory  resolution  if  this 
memorandum  is  taken  as  an  excuse  to  unjustifiably  withhold  a  fee 
waiver. 

Senator  Hatch.  Just  to  shift  gears  for  a  minute,  has  the  personal 
privacy  exemption  always  worked  adequately  to  protect  against  ob- 
vious harms  that  could  arise  from  the  disclosure  of  embarrassing 
or  sensitive  information  to  any  person  who  might  make  a  FOIA  re- 
quest? 

Mr.  Rose.  In  my  judgment,  Mr.  Chairman,  S.  774  makes  a  dis- 
tinct improvement  in  that  area,  in  that  it  redresses  the  balance  be- 
tween the  concerns  for  privacy  of  the  individual  versus  the  public's 
right  to  have  access  to  information  of  relevant  public  concern 
about  the  operations  of  Government. 

I  think  the  existing  exemption  6  has  been  interpreted  by  the 
courts  as  placing  a  heavy  emphasis  on  disclosure  and  much  less  of 
an  emphasis  on  individual  privacy,  and  I  think  that  the  language 
of  S.  774  will  go  quite  a  good  distance  to  correct  that. 

Senator  Hatch.  Now,  there  has  been  some  criticism  of  FOIA  that 
private  attorneys  have  been  able  to  use  it  as  a  discovery  tool.  In 
the  case  of  NLRB  v.  Robbins  Tire,  which  was  a  1978  case,  the  Su- 
preme Court  explained  that  "FOIA  was  not  intended  to  function  as 
a  private  discovery  tool." 

Has  this  intent  been  the  way  the  act  has,  in  fact,  operated,  and 
does  the  provision  in  S.  774  suffice  to  cut  off  any  abuse  from 
FOIA's  use  as  a  discovery  device? 

Mr.  Rose.  Well,  I  think  in  spite  of  the  Robbins  Tire  case,  the  act 
continues  to  be  used  as  a  rather  major  discovery  device  in  its  cur- 
rent form,  and  we  simply  have  not  been  able,  through  litigation,  to 
prevent  that. 

S.  774,  I  think,  makes  a  considerable  improvement  in  that  it 
would  toll  the  time  for  a  Government  response  to  an  FOIA  request 
to  a  party  in  litigation  with  the  Government  until  the  end  of  that 
litigation.  I  think  that  will  produce  a  considerably  better  situation 
than  the  one  you  have  now,  where — and  this  quite  often  does 
happen — you  are  in  the  middle  of  a  lawsuit  and  on  the  one  side 
you  have  a  battery  of  private  lawyers  and  a  well-compensated  pri- 
vate firm,  and  you  may  have  two  or  three  Government  attorneys 
on  the  other  side  who  are  suddenly  bombarded  with  a  FOIA  re- 
quest in  the  middle  of  the  trial. 
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It  turns  out  to  be  that  the  same  people  who  are  knowledgeable 
and  would  have  to  process  the  FOIA  request  also  are  responsible 
for  conducting  the  Government's  litigation.  That  does  not  seem  to 
us  sensible  or  fair  or  what  the  act  originally  intended. 

That  would  be  stopped  under  your  version  of  S.  774.  The  thing 
that  is  not  stopped,  and  I  frankly  have  not  figured  out  a  way  to 
stop  without  going  back  against  a  very  basic  purpose  of  the  Act,  is 
prelitigation  discovery,  where  FOIA  is  being  used  for  prelitigation 
discovery. 

We  just  have  not  found  a  way  to  craft  that  that  would  be  bal- 
anced and  fair  and  not  undermine  some  other  goal  of  the  act.  If  we 
do,  we  will  suggest  it  to  you. 

Senator  Hatch.  I  have  a  lot  of  other  questions  and  I  am  going  to 
keep  the  record  open  so  that  any  member  of  this  committee  can 
submit  questions  to  you,  but  let  me  ask  one  other. 

This  last  week  I  spoke  before  the  Society  of  Professional  Journal- 
ists in  my  home  State.  I  brought  out  that  when  the  Zurcher  v. 
Stanford  case  was  decided  by  the  Supreme  Court,  members  of  the 
media  strongly  objected  to  the  conclusion  that  their  confidential 
sources  might  not  be  protected. 

In  other  words,  the  news  media  wants  its  sources  protected.  It 
wants  them  protected  in  the  interests  of  being  able  to  follow  good 
reporting  practices  and  in  the  interests  of  furthering  public  under- 
standing through  dissemination  of  information.  The  media  compre- 
hends that  its  sources  will  not  continue  to  cooperate  if  their  confi- 
dential identities  are  not  protected. 

I  do  not  think  it  is  unreasonable  for  law  enforcement  officers  to 
want  to  protect  their  confidential  informants  for  the  same  reason, 
especially  when  our  law  enforcement  officers  know  that  their  in- 
formants are  going  to  be  endangered  if  they  are  not  protected. 
However,  our  law  enforcement  people  may  be  endangered  in  the 
process  because  many  of  them  are  doing  very  dangerous  undercov- 
er work.  The  disclosure  of  even  a  tiny  piece  of  information  that 
would  fit  into  a  larger  mosaic  to  reveal  the  identities  of  these  in- 
formants could  be  very  deleterious. 

I  really  personally  believe  that  the  media  ought  to  understand 
that  it  shares  very  similar  interest  with  law  enforcement  in  that 
regard.  On  the  one  hand,  I  think  that  law  enforcement  officials 
ought  to  have  their  sources  or  their  informants  protected  also. 
There  is  a  lot  more  danger  involved  in  sensitive  criminal  investiga- 
tions than  there  is  generally  involved  in  news  gathering. 

Do  you  agree  or  disagree  on  this? 

Mr.  Rose.  Senator,  I  share  your  view  exactly.  I  have  had  a  terri- 
ble time,  I  must  say,  in  the  discussions  that  I  have  had  on  this  sub- 
ject in  getting  the  media  to  agree  that  in  the  area  of  law  enforce- 
ment, sources  for  the  police  are  very  important  and  the  protection 
of  their  confidentiality  is  very  important. 

Senator  Hatch.  Maybe  even  as  important  a  source  as  for  journal- 
ists. 

Mr.  Rose.  Well,  each  of  these  groups  has  a  very  legitimate  inter- 
est in  the  protection  of  their  sources.  I  fully  agree  with  you  that 
the  confidentiality  of  newspaper  sources,  except  under  extraordi- 
nary circumstances,  has  a  very  legitimate  right  to  protection. 
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The  only  thing  I  wish  we  could  get  agreement  on  is  that  intelli- 
gence agents  doing  their  job  have  a  right  to  have  their  sources  pro- 
tected and  law  enforcement  officials  doing  their  job  have  a  right  to 
have  their  sources  protected,  because  the  commodity  that  we  are 
dealing  with  here  that  is  critical  to  the  effective  functioning  of 
each  of  these  agencies,  be  it  journalism  and  the  media,  be  it  the 
intelligence  agency,  or  be  it  law  enforcement,  is  information. 

Information,  I  can  guarantee  you,  will  not  be  given  by  people 
who  feel  that  they  cannot  give  it  in  confidence  and  with  their  iden- 
tities protected.  Look,  for  example,  at  the  judicial  selection  process. 
This  is  not  a  FOIA  problem — it  goes  more  to  the  Privacy  Act  prob- 
lem— but  nonetheless  it  is  an  example  of  what  we  are  speaking 
about. 

Frankly,  I  find  that,  in  reviewing  the  FBI  files,  I  can  often  get 
more  information  from  outside  sources,  like  the  ABA  and  others, 
about  the  qualifications  and  background  of  a  given  candidate,  be- 
cause people  are  willing  to  be  more  candid  with  outside  groups 
than  they  are  with  the  FBI. 

I  think  we  have  just  upended  what  used  to  be  the  tradition 
where  people  really  viewed  the  FBI  as  being  able  to  protect  their 
identity,  and  so  on.  I  think  it  has  really  affected  our  ability  to  get 
information  and  our  ability  to  make  very  critical  decisions  in  this 
Government,  and  I  think  it  is  unfortunate. 

Senator  Hatch.  Thank  you.  I  have  some  other  questions,  but  we 
will  turn  to  Senator  Leahy  at  this  time. 

Senator  Leahy.  Thank  you,  Mr.  Chairman.  I  would  just  summa- 
rize this  short  opening  statement,  if  I  might,  and  then  put  the  rest 
in  the  record. 

Senator  Hatch.  Sure. 

Senator  Leahy.  I  am  pleased  to  be  here.  I  came  back  late  last 
night  from  North  Dakota,  where  Senator  Andrews  and  I  were  at- 
tending hearings.  I  very  definitely  did  want  to  be  here  because  our 
witness  list  this  morning  is  a  distinguished  one. 

I  look  forward  to  continuing  this  committee's  dialog  on  one  piece 
of  legislation  which  more  than  any  other  tells  us  how  democracy 
works.  The  Freedom  of  Information  Act  makes  every  American  a 
partner  in  the  business  of  Government.  It  reminds  us  that  every 
citizen  has  a  right  to  ask,  and  perhaps  even  more  importantly  a 
right  to  get  an  answer. 

I  think  every  Congress  has  a  duty  to  guard  these  rights,  and  that 
is  just  what  we  are  going  to  do  this  morning.  Now,  it  seems  safe  to 
forecast  a  long  life  for  the  FOIA.  I  think  that  seemed  a  little  bit 
more  risky  a  couple  of  years  ago. 

We  had  an  administration  come  into  Washington  espousing  the 
same  values  that  we  all  have,  every  member  of  this  committee,  of 
open  Government.  But,  certainly,  the  impression  was  given  that 
they  may  not  practice  those  values. 

Whether  we  are  talking  about  restrictive  guidelines  for  fee  waiv- 
ers, an  executive  order  on  classification  that  resolves  all  doubts  in 
favor  of  secrecy,  a  directive  on  classified  information  that  treats  all 
Government  employees  as  if  they  were  members  of  the  CIA,  or 
EPA's  new  policy  restricting  the  release  of  pesticide  and  health 
data,  the  themes  seem  to  be  remarkably  similar.  It  reflects  a  Gov- 
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ernment  drifting  toward  secrecy  as  the  norm  that  dominates  trans- 
actions within  Government. 

It  was  at  least  in  part  to  bring  us  back  to  the  earUer  norm  and 
reverse  the  current  decline  in  the  spirit  of  openness  that  I  intro- 
duced the  Freedom  of  Information  Improvement  Act  of  1983  on 
April  12. 

The  impetus  for  this  bill  was  a  debate  in  this  very  committee  a 
year  ago  on  the  administration's  FOIA  proposals.  Now,  through 
reasoned  discussion  and  compromise,  the  committee  unanimously 
accepted  a  substitute  for  the  bill  which  left  the  essential  features  of 
the  law  intact. 

I  applaud  the  work  of  our  distinguished  Subcommittee  Chairman 
in  that  regard.  Senator  Hatch's  FOIA  bill,  S.  774,  contains  the  es- 
sence of  the  compromise  that  the  members  of  the  Judiciary  Com- 
mittee reached  around  the  table.  The  members  perhaps  on  that 
committee  reflect  as  wide  a  divergence  of  political  ideology  as  any 
committee  in  the  Senate. 

Now,  S.  774  mainly  looks  at  the  problems  the  Government  is 
having  administering  the  act.  I  will  work  very  closely  with  Senator 
Hatch  on  these  problems  as  I  have  in  the  past.  They  are  real;  they 
have  gone  unsolved  for  too  long.  Both  of  us  recognize  that. 

We  will  also  address  the  problems  that  requesters  of  information 
are  having  with  the  Government.  My  bill  seeks  to  look  at  the  con- 
cerns of  both  submitters  and  requesters  about  the  functioning  of 
the  act.  It  does  not  purport  to  deal  with  changes  in  the  language  of 
FOIA  exemptions — an  area  that  is  already  covered  in  Senator 
Hatch's  FOIA  bill. 

Most  notable  among  these  is  the  Judiciary  Committee  compro- 
mise in  the  law  enforcement  exemption  which  I  helped  to  craft.  I 
fully  support  the  adoption  of  the  law  enforcement  provisions  of 
S.  774  and  will  lend  my  voice  in  their  support  when  the  bill  comes 
up  for  debate. 

Since  the  focus  of  my  bill  is  on  requester  and  submitter  prob- 
lems, I  did  not  seek  to  include  similar  language  in  my  bill. 

I  think  that  the  efforts  we  had  on  behalf  of  the  Freedom  of  Infor- 
mation Act  in  the  97th  Congress  were  not  misspent.  We  had  many 
differences;  we  learned  to  narrow  them.  As  a  result  of  our  hard 
work,  there  is  a  very  new  spirit  in  this  body  about  the  future  of 
FOIA. 

Senator  Hatch's  bill  and  the  bill  I  have  introduced  represent  a 
fresh  start  in  a  new  Congress.  I  look  forward  to  working  together 
with  him  and  my  other  committee  colleagues  to  join  our  efforts 
toward  what  I  know  to  be  our  common  goal — a  Government  that  is 
open  to  its  people.  Hopefully,  an  act  will  come  out  of  our  commit- 
tee, one  supported  again  by  every  member  of  the  Judiciary  Com- 
mittee. 

Mr.  Rose,  we  ask  a  lot  of  questions,  obviously,  in  this  area,  and 
they  are  asked  sometimes  in  a  vacuum  or  in  the  abstract.  It  may 
make  it  a  little  bit  easier  for  people  like  myself  who  do  not  work  in 
this  area  every  single  day  to  look  at  specific  examples;  you  have  to 
help  us  small-town  lawyers  along. 

So,  I  am  going  to  refer  to  a  specific  case  and  you  might  be  able  to 
help  me  fully  understand  this.  I  am  interested  in  the  Department 
of  Justice  policy  on  fee  waivers  in  FOIA,  so  let  me  take  a  little  case 
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that  was  before  you  and  maybe  we  can  follow  that  along  point  by 
point  and  you  will  help  me  understand  now  the  process  works. 

I  have  recently  seen  an  exchange  of  correspondence  between 
NBC  correspondent  Carl  Stern  and  your  department  over  Mr. 
Stern's  request  for  certain  expense  vouchers  and  receipts  relating 
to  the  administration  of  certain  Government  programs.  He  asked 
for  a  waiver  of  the  fees  involved  because  the  request  was  on  behalf 
of  a  news  agency  doing  a  story  to  which  these  vouchers  related. 

On  December  20,  1982,  a  letter  from  the  Justice  Department  to 
Mr.  Stern  stated,  "I  assure  you  that  the  Department  does  not  have 
a  blanket  policy  of  waiving  or  reducing  FOIA  costs  to  either  indi- 
viduals or  organizations." 

Now,  as  I  read  the  act,  it  mandates  fee  waiver  where  the  agency 
determines  that  it  is  in  the  public  interest  because  the  information 
"can  be  considered  as  primarily  benefiting  the  general  public." 

Is  it  really  possible  to  turn  down  a  fee  waiver  request  from  a 
news  organization  under  that  standard? 

Mr.  Rose.  Well,  I  think  that  is  one  that  we  are  still  trying  to  re- 
solve, and  I  hope  we  will  have  a  resolution  of  it  because  I  had  first 
heard  of  it  several  weeks  ago  when  Mr.  Stern  raised  it. 

I  do  not  think  that  it  is  automatic;  I  would  say  it  is  virtually 
close  to  automatic  that  a  requester  who  is  from  a  bona  fide  news 
organization  would  get  a  fee  waiver.  But  let  us  say  he  asked  you  to 
copy  a  whole  set  of  files  that  he  had  no  conceivable  purpose  of 
making  public.  There  might  come  a  time  when  it  would  not  be  a 
reasonable  thing. 

I  do  not  think  the  statutory  standard  is  an  automatic  one,  but  he 
certainly  comes  as  close  to  an  automatic  one  as  there  would  be. 

Senator  Leahy.  I  do  not  fully  understand,  then.  You  have  to  bear 
with  me  a  little  bit  on  this.  You  have  obviously  spent  a  lot  of  time 
in  this  area. 

Mr.  Rose.  Well,  I  do  not,  frankly.  We  have  got  a  whole  office  of 
35  people  that  do  that. 

Senator  Leahy.  Well,  the  Justice  Department  does  it. 

Mr.  Rose.  I  am  not  going  to  pose  myself  as  the  true,  ultimate 
expert  that  spends  an  8-hour  day  at  this,  because  I  do  not. 

Senator  Leahy.  But  let  me  follow  along  and  we  will  have  the  two 
of  us  learning. 

Mr.  Rose.  Maybe  I  can  country-lawyer  along  with  you  and  we 
will  see  if  we  get  anywhere. 

Senator  Leahy.  Maybe  that  might  work. 

Mr.  Rose.  OK. 

Senator  Leahy.  You  say  it  first  came  to  your  attention  several 
weeks  ago,  but  it  actually  is  longer  ago  than  that  because  you 
wrote  to  Mr.  Stern  on  February  1. 

Mr.  Rose.  Did  I  write  him  on  February  1? 

Senator  Leahy.  As  I  understand  it,  you  first  wrote  to  him  on 
February  1  and  used  these  words,  "Once  you  identify  the  public  in- 
terest to  be  served,  we  will,  of  course,  be  happy  to  reconsider  your 
request  for  a  waiver." 

Now,  the  statute  says  what  the  public  interest  is;  it  does  not  say 
the  requester  has  to  define  that.  It  is  already  in  the  law.  It  says 
that  a  waiver  is  in  the  public  interest,  "because  furnishing  the  in- 
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formation  can  be  considered  as  primarily  benefiting  the  general 
public." 

Now,  did  your  letter  mean  that  you  doubted  that  NBC  wanted  to 
use  this  for  a  news  story?  Did  you  doubt  that  they  wanted  this  in- 
formation for  a  news  story? 

Mr.  Rose.  He  did  not  state  what  they  wanted  it  for,  as  I  recall, 
did  he?  I  do  not  have  access  to  the  documents  that  you  have. 

Senator  Leahy.  You  do  not  have  access  to  your  letter? 

Mr.  Rose.  I  do  not  have  it  here,  no.  I  did  not  come  prepared  to 
discuss  Mr.  Stern's  request. 

Senator  Leahy.  Well,  let  me  read  it  to  you.  It  says: 

Dear  Mr.  Stern,  enclosed  is  our  analysis  of  your  January  3  request  for  review  of 
the  denial  of  your  requested  FOIA  fee  waiver  for  certain  audit  slips.  This  more  de- 
tailed letter  recites,  we  believe,  that  our  subordinate  units  have  acted  properly  in 
this  matter  so  far. 

This  letter  asks  that  you  state  some  basis  beyond  your  personal  identity  as  a  news 
reporter  why  the  taxpayers  should  subsidize  the  search  and  copying  costs  involved 
in  the  release  of  numerous  arcane  audit  slips  with  no  apparent  public  interest. 
Until  such  an  interest  to  the  public  is  identified,  we  believe  that,  legally,  the  proc- 
essing costs  belong  to  the  substantial  news  organization  for  whom  you  work  or  to 
you  personally. 

Once  you  identify  the  public  interest  to  be  served,  we  will,  of  course,  be  happy  to 
reconsider  your  request  for  a  waiver.  With  best  regards,  sincerely  yours,  Jonathan 
C.  Rose,  Assistant  Attorney  General. 

Mr.  Rose.  Now,  do  you  have  a  copy  of  the  letter  that  responds  to 
that  from  Mr.  Stern? 

Senator  Leahy.  I  do  not  know  whether  he  responded  on  that. 

Mr.  Rose.  I  do  not  think  he  did,  but  he  may  have.  If  you  have  a 
copy  of  that,  maybe  we  could  discuss  that. 

Senator  Leahy.  Let  me  just  make  sure  I  understand  that.  If  we 
can  take  this  example  step  by  step,  it  will  make  it  easier  for  us  all 
to  understand  it.  If  you  were  not  contesting  that  they  wanted  it  for 
a  news  story,  were  you  then  saying  that  you  wanted  NBC  to  identi- 
fy why  their  news  stories  benefit  the  public  interest? 

Mr.  Rose.  No.  I  think  all  that  he  would  have  had  to  say  is  that, 
"I  am  working  on  a  bona  fide  news  story  to  which  these  materials 
are  relevant."  They  are  apparently  audit  slips  that  were  a  large 
number  and  I  do  not  know  exactly  what  kind  of  audit  slips  they 
were. 

But  if  he  said,  "We  are  working  on  a  news  story  that  we  believe 
is  in  the  public  interest"— if  he  had  simply  written  in  and  said, 
"Look,  I  am  working  on  a  news  story;  I  need  these  things,"  even 
though  NBC  is,  I  think,  fully  capable  of  affording  the  cost  of  pro- 
ducing these  things,  nonetheless  I  think  it  would  probably  qualify 
for  a  fee  waiver. 

Senator  Leahy.  Well,  let  me  understand  that.  Are  you  saying 
that 

Mr.  Rose.  I  am  informed  that  he  did  not  identify  any  specific  in- 
terest in  what  these  records  were;  I  mean,  what  was  the  specific 
nature  of  the  interest.  We  have  got  a  lot  of  records  at  the  Justice 
Department,  and  I  suppose  the  thing  could  be  drafted  in  such  a 
way  that  everybody  would  be  entitled  to  a  fee  waiver,  or  every  re- 
porter would  be  entitled  to  a  fee  waiver. 
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But  it  does  set  out  some  criteria  that  you  have  got  to  at  least 
meet  minimally  before  you  are  just  entitled  to  automatically  get 
one. 

Senator  Leahy.  Well,  let  me  just  follow  that  a  little  bit.  Suppose 
a  reporter  wrote  in  to  you  and  said,  "I  am  doing  a  story  on  actions 
of  the  Justice  Department  to  go  after  a  particular  litigation." 

I  am  not  suggesting  that  this  was  the  case  here,  but  "I  feel  that 
we  can  show  that  some  of  the  investigators  not  only  padded  ex- 
pense accounts,  but  spent  an  inordinate  amount  of  money  having 
singled  out  one  person  for  virtually  discriminatory  action,  and  we 
would  like  to  see  the  expense  accounts,"  and  so  on. 

Would  you  say  that  that  was  legitimate  enough? 

Mr.  Rose.  Yes.  I  think  something  of  that  sort 

Senator  Leahy.  Then,  having  said  that,  would  that  not  also,  how- 
ever, be  saying  that  you  would  be  putting  yourself  in  a  case  of  "We 
will  decide  ahead  of  time  what  you  can  print  or  not  print?" 

Mr.  Rose.  No.  Unfortunately,  the  statute  puts  the  agency  in  the 
business  of  deciding  whether  a  fee  waiver  ought  to  be  granted.  It 
does  not  put  it  somewhere  else,  and  that  is  one  of  the  unfortunate 
aspects  of  it. 

Maybe  somebody  else  ought  to  decide  whether  a  fee  waiver  ought 
to  be  granted.  Maybe  the  Congress  believes  that  fee  waivers  ought 
to  be  granted  to  everybody,  but  instead  it  is  given  to  the  agency  to 
decide  whether  a  fee  waiver  ought  to  be  granted  according  to  par- 
ticular criteria. 

Now,  I  think  what  Mr.  Stern  may  be  trying  to  establish  is  that 
anj^ime  I  as  a  representative  of  NBC  News  comes  in  and  says  I  am 
interested  in  having  you  copy  this  set  of  records,  that  should  be  the 
end  of  the  inquiry. 

We  are  saying  that  there  has  got  to  be  something  more  than  that 
to  meet  the  public  interest  standard.  That  is  all  we  are  saying. 

Senator  Leahy.  Well,  on  February  1,  along  with  your  letter  there 
was  an  explanation  of  the  Department  position  on  the  fee  waiver 
and  it  included  this  statement: 

We  have  been  advised  by  audit  staff  personnel  generally  familiar  with  the  ex- 
penditure of  receipts  to  which  you  seek  access  that  they  are  unaware  of  any  public 
interest  in  the  subject  matter  of  those  records.  Moreover,  they  cannot  discern  how 
their  disclosure  would  benefit  the  general  public. 

Does  that  put  the  Justice  Department  in  kind  of  the  role  of  a 
news  editor? 

Mr.  Rose.  I  do  not  think  it  does  if  there  is  a  general  statement 
made  that,  "Look,  here  is  the  general  story  about  which  we  are 
writing,  and  we  think  these  records  are  relevant  to  it." 

What  it  does  say — and  this  is  a  legitimate  question,  I  think — is 
whether  I,  Carl  Stern,  can  simply  walk  in  and  tell  the  Justice  De- 
partment that  I  am  an  NBC  reporter  and  you  will  copy  those 
records  because  I  am  a  reporter  and  I  am  the  sole  judge  of  what 
the  public  interest  is. 

That  is  not  what  the  statute  says.  You  can  write  a  statute  that 
way  if  you  want  to,  but  that  is  not  what  the  statute  says  that  was 
passed  in  1974. 

Senator  Leahy.  Except  that  the  act  does  mandate  a  fee  waiver 
where  the  agency  determines  that  it  is  in  the  public  interest  be- 
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cause  information  "can  be  considered  as  primarily  benefiting  the 
general  public." 

In  this  case,  there  had  been  not  only  a  request  from  NBC,  but,  as 
Mr.  Stern  pointed  out,  in  addition  to  NBC  the  Deputy  Attorney 
General,  several  U.S.  Senators,  an  Assistant  Attorney  General  and 
the  Director  of  the  Office  of  Justice  Assistance,  Research,  and  Sta- 
tistics were  apparently  all  interested  in  the  same  information. 

Although  that  might  not  be  representative  of  the  general  public 
at  large,  might  that  not  show  a  wee  bit  of  public  interest  in  these 
statistics?  And  if  there  was  such  a  public  interest  in  it,  does  not  the 
act  automatically 

Mr.  Rose.  He  shared  that  with  us  after  he  wrote  the  original 
letter.  I  have  to  say  to  you.  Senator,  I  think  we  got  a  bit  sand- 
bagged here.  This  is  not  atypical  of  our  experience  in  this  particu- 
lar circumstance. 

Senator  Leahy.  Have  you  got  any  information  yet? 

Mr.  Rose.  The  waiver  has  been  granted.  Senator. 

Senator  Leahy.  As  of  when?  When  was  it  granted? 

Mr.  Rose  My  staff  says  a  number  of  weeks  ago. 

Senator  Leahy.  More  than  two?  How  many? 

Mr.  Rose.  We  will  supply  that  to  you.  Senator,  if  you  like. 

Senator  Leahy.  Would  you  also  provide  me  an  estimate  of  the 
cost,  including  personnel  time,  which  the  Department  incurred  in 
deciding  whether  to  grant  Mr.  Stern  and  NBC  their  $196  fee 
waiver? 

Mr.  Rose.  We  can  try,  but  some  of  these  things  do  involve  a 
matter  of  principle  if  we  are 

Senator  Leahy.  A  little  old  ballpark  figure  would  be  fine.  You  do 
not  have  to  add  into  that  the  cost  of  answering  my  question. 
[Laughter.] 

Mr.  Rose.  I  appreciate  that. 

Senator  Leahy.  You  are  welcome. 

Let  me  just  ask  a  rhetorical  question  and  you  can  answer  it  if 
you  want,  but  without  any  reference  to  the  particular  audit  staff 
finding  in  this  case,  let  me  ask  you  this.  If  FOIA  is  one  of  the  tools 
for  the  public  to  learn  of  waste  and  inefficiency  in  Government, 
and  I  think  we  all  agree  that  that  is  one  of  its  main  purposes,  can 
you  think  of  a  better  way  to  weaken  the  act  than  to  let  the  agen- 
cies under  investigation  decide  what  is  or  is  not  important  for 
people  to  know? 

Mr.  Rose.  Well,  the  problem  is  that  that  is  the  way  the  statute  is 
drafted,  and  I  do  not  know  quite  how  else  you  would  do  it.  I  really 
think  that  if  you  look  at  what  has  been  released  and  what  has  not 
been  released,  the  agencies  are  really  doing  a  pretty  fair  job,  by 
and  large. 

Now,  you  can  pick  particular  examples.  There  are  particular  re- 
porters that  like  to,  I  think,  show  us  up  and  do  such  things  as  Mr. 
Stern  has  done  here,  but  we  do  not  run  into  this  very  often. 

I  think  the  more  typical  thing  that  I  run  into  is  not  on  a  techni- 
cal thing  like  a  fee  waiver,  but  whether  or  not  there  has  been  too 
much  redaction  of  material  and  things  like  that.  I  think  reporters 
have  some  very  legitimate  complaints  there,  and  those  are  ones 
that  I  have  personally  been  much  more  sympathetic  to  than  I  have 
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with  Mr.  Stern's  position — which  seemed  almost  like  a  game  with 
us  on  this  one,  frankly. 

I  mean,  he  could  have  said  enough  to  get  a  fee  waiver  in  his  first 
letter.  He  did  not  choose  to  do  that.  He  would  rather  have  me  go 
through  an  experience  up  here  and  make  speeches  to  the  Press 
Club  and  other  things  like  that.  If  that  is  the  way  he  prefers  it, 
that  is  certainly  his  right. 

Senator  Leahy.  Has  he  been  making  speeches  to  the  Press  Club? 

Mr.  Rose.  He  made  one  and  referred  to  me  personally  in  it,  yes. 

Senator  Leahy.  I  take  it  the  way  you  say  that  it  was  not  a  refer- 
ence that  your  parents  normally  would  have  used? 

Mr.  Rose.  No,  no.  [Laughter.] 

I  do  not  think  my  mother  would  have  thought  of  that. 

Senator  Hatch.  Mr.  Rose,  this  is  a  very  tough  issue.  I  have  en- 
dured some  of  that  myself  in  the  last  couple  of  years,  I  will  tell 
you. 

Senator  Leahy.  No,  Orrin.  Tell  me  it  is  not  so;  tell  me  it  is  not 
so.  [Laughter.] 

Senator  Hatch.  No  hard  feelings,  Mr.  Rose;  it  is  just  the  way  it 
is. 

Mr.  Rose.  That  is  the  way  it  is,  exactly.  I  do  not  have  any  hard 
feelings  about  it  either. 

Senator  Leahy.  The  chairman  has  let  me  go  well  beyond  my 
time.  If  I  could  just  read  one  paragraph,  and  I  realize  administra- 
tions change,  but  in  a  cover  memo  to  his  guidelines  on  fee  waivers. 
Attorney  General  Civiletti  said: 

Congress  clearly  intended  that  this  discretion  be  exercised  generously  in  all  cases 
where  either  the  content  of  the  records  being  released  or  the  identify  of  the  request- 
er suggests  that  the  public  interest  would  be  served  by  doing  so. 

Examples  of  requests  that  should  ordinarily  receive  consideration  for  partial  fee 
waivers,  at  minimum,  would  be  representatives  of  the  news  media  or  public  interest 
organizations  and  historical  researchers. 

Senator  Hatch.  Well,  thank  you,  Mr.  Rose.  We  appreciate  your 
appearance  this  morning  and  we  appreciate  the  hard  work  that 
you  have  put  in  on  this  issue. 

Mr.  Rose.  I  appreciate  the  chance  to  be  here,  Mr.  Chairman. 

Senator  Hatch.  It  is  a  tough  issue  and  it  is  one  that  has  to  be 
resolved,  and  no  matter  how  it  is  resolved,  there  will  be  critics  of 
whatever  is  done.  So,  I  appreciate  your  being  here. 

[The  prepared  statement  of  Mr.  Rose  and  additional  material 
submitted  follow:] 
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Prepared  Statement  of  Jonathan  C,  Rose 

Mr.  Chairman  and  Members  of  the  Subcommittee; 
I  am  pleased  to  appear  before  you  today  to  testify  in 
support  of  S.  774,  a  bill  to  amend  the  Freedom  of  Information 
Act, 

I  appeared  before  this  subcommittee  twice  in  1981  to 
discuss  the  Administration's  proposed  amendments  to  the  FOIA.   I 
told  you  then  --  and  I  emphasize  today  --  that  this 
Administration  is  firmly  committed  to  the  faithful  implementation 
of  the  Freedom  of  Information  Act  by  all  federal  agencies.   We 
strongly  support  the  basic  purpose  and  philosophy  of  the  Act:   to 
inform  the  public  as  fully  as  possible  of  the  conduct  of  its 
government  in  order  to  protect  the  integrity  and  effectiveness  of 
the  government  itself.   We  are  fully  committed  to  carrying  out 
the  philosophy  and  spirit  of  the  Act. 

There  is  a  long  history  of  proposals  to  amend  the  FOIA. 
In  the  years  following  the  substantial  broadening  of  the  Act  in 
1974,  the  Department  of  Justice  and  the  government  as  a  whole 
began  to  experience  serious  problems  with  some  of  the 
requirements  and  language  of  the  FOIA.   In  1979,  following 
testimony  before  Congress,  the  Department  of  Justice  prepared  a 
series  of  proposed  amendments  to  the  FOIA,  recommending  very 
substantial  changes  in  the  Act.   When  this  Administration  assumed 
office,  the  Department  of  Justice  began  an  independent  review  of 
the  problems  that  the  FOIA  has  raised.   We  concluded  that  the 
FOIA  has  indeed  created  serious  problems  for  the  federal 
government;  however,  we  also  found  that  —  as  serious  as  these 
problems  were  —  the  problems  also  tended  to  be  narrow  ones  that 
could  be  remedied  without  a  wholesale  revision  of  the  FOIA. 
Accordingly,  in  October  1981,  I  appeared  before  this  Subcommittee 
to  present  the  Administration's  proposed  amendments  to  the  FOIA, 
which  were  introduced  in  the  97th  Congress  as  S.  1751. 

Many  of  the  Administration's  proposals  were  soon 
incorporated  into  existing  FOIA  reform  legislation  —  S.  1730  — 
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that  Senator  Hatch  had  introduced  only  one  month  before. 
Coirunendably ,  Senator  Hatch  carefully  engrafted  our  propoFals  onto 
the  provisions  of  S.  1730,  producing  a  set  of  proposed  amendments 
to  the  FOIA  that  were  drawn  as  narrowly  as  possible.   Senator 
Hatch  was  ably  assisted  in  this  effort  by  Senator  DeConcini  who 
shared  his  concern  that  our  efforts  to  correct  the  deficiencies 
of  the  FOIA  should  not  inadvertently  infringe  upon  the  overriding 
purposes  of  the  Act. 

The  final  version  of  S.  1730  was  among  the  most 
carefully  drafted  examples  of  remedial  legislation  I  have  seen. 
We  at  the  Department  of  Justice  found  that  the  bill  redressed 
most,  although  not  all,  of  the  serious  problems  we  had 
encountered  with  the  FOIA.   Similarly,  the  various  interest 
groups  that  had  opposed  any  amendments  to  the  Act  conceded  that 
the  bill  was  a  responsible  and  even-handed  approach  to  reform  of 
the  FOIA.   The  best  evidence  of  the  success  of  Senators  Hatch  and 
DeConcini  came  in  May  1982,  when  the  full  Judiciary  Committee 
approved  S.  1730  by  a  unanimous  17-0  vote. 

The  present  bill,  S.  774,  is  identical  to  the 
Hatch  bill  of  the  last  Congress.   We  continue  to  strongly 
support  this  bill  and  we  believe  that  it  represents  a  successful 
compromise  between  the  government's  need  to  maintain  the 
confidentiality  of  important  law  enforcement  information  and  the 
public's  right  to  know  about  the  operations  of  their  government. 
S.  774  also  contains  many  needed  procedural  reforms  in  the  FOIA, 
including  measures  that  would  permit  businesses  that  submit 
confidential  information  to  the  government  to  receive  notice  of 
its  impending  disclosure,  allow  the  government  to  recoup  a 
greater  portion  of  the  costs  of  processing  many  FOIA  requests, 
and  create  more  realistic  time  limits  for  the  government  to 
respond  to  FOIA  requests.   Although  all  of  these  proposed 
amendments  are  familiar  to  the  Subcommittee,  I  would  like  to  take 
a  few  minutes  to  summarize  the  need  for  each. 

Law  enforcement.   The  FOIA  has  become  a  major  problem 
to  the  government's  law  enforcement  agencies.   The  FBI  has  found 
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that  16%  of  the  FOIA  requests  it  receives  are  from  known  or 
suspected  criminals.   In  the  case  of  the  Drug  Enforcement 
Administration,  this  number  is  even  higher:  fully  60%  of  the  FOIA 
requests  the  DEA  receives  are  from  imprisoned  or  known  drug 
traffickers.   The  frequency  with  which  criminals  use  the  FOIA  is 
an  indirect  indicator  of  its  usefulness  to  them.   However,  there 
also  is  direct  evidence  of  the  harmful  effects  the  FOIA  has  had 
upon  law  enforcement.   In  the  course  of  the  hearings  held  last 
Congress  on  S .  17  30,  the  Department  provided  to  the  Committee  a 
list  of  over  200  documented  cases  where  the  FOIA  had  a  harmful 
impact  on  lav;  enforcement  activities.   Moreover,  in  an  executive 
session  of  this  Subcommittee,  Director  Webster  of  the  FBI 
provided  many  additional  examples  of  the  use  of  the  FOIA  by 
criminals,  terrorist  groups,  and  hostile  foreign  intelligence 
agencies.   In  February  1982,  the  DEA  released  a  study  it  had 
conducted  that  found  that  14%  of  the  DEA's  investigations  were 
aborted,  narrowed,  compromised,  or  significantly  complicated  by 
the  FOIA.   With  your  permission,  Mr.  Chairman,  I  will  submit  for 
the  record  today  copies  of  both  the  list  of  cases  where  the  FOIA 
has  harmed  law  enforcement  and  the  DEA  study. 

The  problems  the  "FOIA  creates  for  law  enforcement 
agencies  become  especially  acute  when  organized  crime  uses  the 
Act  to  discover  what  the  government  knows  about  it.   Organized 
criminal  groups  engage  in  a  wide  range  of  illegal  activities  and 
often  have  a  long  institutional  memory.   As  a  consequence, 
otherwise  innocuous  information  that  the   government  discloses 
under  the  FOIA  to  a  member  of  an  organized  crime  family  or  a  drug 
trafficking  conspiracy  often  can  be  pieced  together  with 
information  already  known  to  the  requester  to  form  a  "mosaic" 
that  reveals  the  identities  of  the  government's  confidential 
informants  or  the  scope  of  the  government's  investigation.   As 
explained  more  fully  in  the  detailed  analysis  of  S.  774  that 
accompanies  this  testimony,  the  Department  of  Justice  that  the 
bill  will  go  a  long  way  towards  closing  this  very  critical  gap  in 


44 


the  government's  ability  to  maintain  the  confidentiality  of  its 
law  enforcement  files. 

Secret  Service  files.   In  past  testimony  before 
Congress,  the  Secret  Service  has  revealed  that  many  local  police 
departments  no  longer  share  information  with  them  because  they 
believe  that  the  Service  will  not  be  able  to  protect  the 
information  from  mandatory  disclosure  under  the  FOIA.   By  1977, 
this  problem  had  grown  to  such  an  extent  that  the  Secret  Service 
testified  that  it  recommended  against  President  Carter  visiting 
two  cities  because  of  fears  that  the  Service  could  not  protect 
the  President's  personal  safety.   Moreover,  in  1981  the  Secret 
Service  testified  that  its  informant  information  had  dropped  by 
75%  since  the  passage  of  the  1974  amendments  to  the  FOIA.   We 
endorse  S.  774 's  provisions  granting  broader  protection  to  the 
files  the  Secret  Service  compiles  in  connection  with  its 
protecti\'e  functions. 

Commercial  information.   Every  year,  thousands  of 
businesses  submit  to  the  government  many  of  their  most  important 
and  confidential  trade  secrets  and  business  records.   However, 
there  is  no  requirement  in  the  FOIA  that  the  government  must 
notify  these  companies  when  it  intends  to  release  this 
information  to  the  public.   The  seriousness  of  this  shortcoming 
is  shown  by  the  recent,  unhappy  experience  of  the  Monsanto 
Corporation,   As  required  by  law,  Monsanto  provided  to  the  EPA 
the  formula  it  had  developed  for  one  of  its  most  successful 
herbicides.  Roundup.   Though  an  error  of  judgment,  employees  of 
the  EPA  disclosed  the  formula  to  another  company  under  the  FOIA, 
without  even  notifying  Monsanto.  It  appears  that  the  FOIA  did  not 
actually  require  the  EPA  to  turn  over  Monsanto' s  secret  formula 
to  the  requester.   However,  the  fact  that  Monsanto  never  received 
notice  of  the  impending  disclosure  prevented  it  from  opposing  the 
release  either  before  the  EPA  or  in  court.  Although  the  Monsanto 
matter  arose  after  the  Judiciary  Committee  reported  out  S.  1730 
last  May,  it  shows  the  wisdom  of  the  bill's  provisions  requiring 
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government  agencies  to  notify  businesses  in  advance  whenever  the 
agency  intends  to  publicly  release  trade  secrets  or  sensitive 
commercial  information  under  the  FOIA.   S.  774  also  contains  this 
much-needed  provision. 

Manuals  and  examination  materials.   As  explained  more 
fully  in  the  accompanying  analysis  of  S.  774,  the  FOIA  often 
compels  the  government  to  release  the  internal  manuals  and 
instructions  that  government  agencies  give  to  their 
investigators,  auditors,  and  negotiators.   Frequently,  these 
materials  set  forth  the  government's  confidential  investigatory 
techniques  and  guidelines.   Public  disclosure  of  these  manuals 
significantly  hampers  the  government's  ability  to  enforce  the 
law,  detect  fraud,  or  acquire  goods  and  services  at  competitive 
prices,  since  subjects  of  investigations  or  government  suppliers 
may  learn  in  advance  what  the  government  intends  to  do.   Because 
of  the  crucial  role  that  manuals  and  guidelines  play  in  the 
government's  law  enforcement  and  acquisition  programs,  we 
strongly  believe  that  they  deserve  more  complete  protection. 

Personal  privacy.   One  can  point  to  many  laws  Congress 
has  enacted  —  notably  the  Privacy  Act  of  1974  —  that  exemplify 
the  importance  all  of  us  attach  to  the  interest  in  personal 
privacy.   Anomalously,  however,  the  FOIA  often  permits  a  complete 
stranger  to  obtain  access  to  government  files  that  contain 
personal  information  about  us.   Often  a  requester's  purpose  is 
chiefly  commercial  —  credit  bureaus,  employment  agencies,  and 
life  insurance  companies  rank  among  the  most  common  users  of  the 
FOIA  for  this  purpose  —  but  disclosure  of  personal  information 
about  us  is  an  invasion  of  privacy  nonetheless.   Any  system 
providing  for  the  public  disclosure  of  government  records  must 
necessarily  provide  that  information  the  government  compiles 
about  its  citizens  should  be  protected  from  those  who  would  use 
it  to  invade  our  personal  privacy.   Although  the  amendments 
S.  774  would  make  to  the  FOIA's  privacy  exemptions  perhaps  could 
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go  further,  we  strongly  support  the  effort  to  give  Americans 
greater  protection  of  their  personal  privacy. 

Fees .   One  of  the  unexpected  developments  from  the  1974 
amendments  to  the  FOIA  has  been  the  great  volume  of  requests  and 
the  expense  of  processing  those  requests.   Congress  estimated 
that  implementation  of  the  1974  amendments  would  cost  no  more 
than  $40,000  to  $100,000  annually.   The  direct  cost  of  compliance 
with  the  Act  by  all  agencies  rose,  however,  to  at  least  $57 
million  by  1980.   Frequently,  the  cost  to  the  government  of 
search  and  review  bears  little  correlation  to  the  public  interest 
in  disclosure,  yet  only  three  to  four  percent  of  this  cost  is 
typically  recovered  from  requesters.   We  support  the  bill's  goals 
of  ending  public  financing  of  requests  that  do  not  benefit  the 
general  public  and  encouraging  all  requesters  to  make  reasonable 
efforts  to  narrow  excessively  broad  requests. 

We  also  endorse  the  bill's  provision  permitting  an 
agency  to  charge  a  fair  value  fee  or  royalties,  or  both,  for 
records  containing  commercially  valuable  technological 
information  that  was  generated  or  procured  by  the  government  at 
substantial  cost  to  the  public,  when  the  requester  is  likely  to 
use  the  information  for  a  commercial  purpose  and  would  deprive 
the  government  of  this  commercial  value.   We  believe  that  the 
government  should  not  subsidize  the  development  of  commercially 
valuable  information  for  the  financial  benefit  of  private 
commercial  enterprises.   We  would  also  note  that,  in  many  cases, 
requests  for  such  information  deprive  not  only  the  government, 
but  also  the  private  firm  that  supplied  the  information  to  the 
government,  of  the  information's  commercial  value. 

Finally,  we  note  that  the  bill  would  retain  the 
provision  in  the  current  law  that  requires  an  agency  to  waive  or 
reduce  fees  whenever  a  requested  disclosure  would  primarily 
benefit  the  general  public.   Such  waivers  are  intended  to  ensure 
that  representatives  of  the  media,  public  interest  groups,  and 
scholars  would  have  ready,  inexpensive  access  to  government 
records.   The  bill  also  provides  for  a  waiver  of  all  fees  other 
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than  search  and  copying  charges  for  researchers,  journalists,  and 
public  interest  groups. 

Time  limits.   The  FOIA's  unrealistic  time  limits  have 
caused  serious  problems  for  the  government  and  FOIA  requesters 
alike.   The  short  (10  day)  time  limit  imposed  on  agencies  for 
responding  to  and  processing  requests  often  forces  agencies  to 
respond  prematurely  or  hurriedly.   FOIA  requesters,  too,  are 
dissatisfied  v/ith  the  present  time  limitations,  which  prevent 
agencies  from  meeting  statutory  deadlines  and  occasionally  has 
caused  needless  litigation.   Moreover,  the  "first-in,  first-out" 
system  established  by  the  FOIA  requires  agencies  to  place  even 
small  requests  at  the  end  of  their  backlog,  preventing  agencies 
from  acting  quickly  even  in  cases  where  a  timely  response  is 
necessary.   We  endorse  S.  774 's  approach  to  this  problem,  which 
establishes  more  realistic  deadlines  to  guide  agency  conduct, 
while  simultaneously  providing  for  accelerated  consideration  of 
FOIA  requests  made  by  the  news  media,  and  others  who  can 
demonstrate  a  need  for  expedited  access  to  government  records. 

Proper  requests.   S.  774  also  contains  three  other 
provisions  that  we  think  are  important.   First,  the  bill  would 
permit  the  Attorney  General,  by  regulation,  to  impose  limitations 
upon  FOIA  requests  by  imprisoned  felons  where  he  determines  that 
the  limitations  are  needed  in  the  interests  of  law  enforcement 
and  would  not  contravene  the  purposes  of  the  Act.   Second,  the 
bill  would  limit  the  use  of  the  FOIA  as  a  substitute  for  normal 
discovery  rules  by  parties  in  litigation  with  the  government. 
Third,  S.  774  would  limit  the  availability  of  the  FOIA's  public 
access  provisions  to  United  States  citizens  and  resident  aliens. 
We  believe  that  this  change  would  eliminate  a  number  of 
burdensome  requests  now  made  of  the  government  by  foreign 
citizens  and  corporations.   However,  it  would  not  impinge  in  any 
sense  upon  the  FOIA's  central  purpose  of  providing  information  to 
United  States  citizens  about  the  operation  of  their  government. 
I  hope  that  this  summary  of  the  important  changes 
S.  774  would  make  is  useful.   However,  I  think  that  it  also  is 
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useful  to  look  at  what  S.  774  does  not  do.   The  bill  does  not 
change  the  substantive  standard  governing  the  protection  the  FOIA 
gives  to  information  that  has  been  classified  in  the  interests  of 
national  defense  or  foreign  policy.   Similarly,  S.  774  does  not 
change  the  scope  or  nature  of  the  protections  that  the  FOIA 
currently  provides  for  trade  secrets  and  confidential  commercial 
information;  as  I  have  stated,  the  bill  does  no  more  than  give 
submitters  of  such  information  the  right  to  be  told  of  an 
intended  disclosure  and  an  opportunity  to  object.   In  my  past 
testimony,  I  have  supported  amendments  to  the  FOIA  that  would 
give  greater  protection  to  each  of  these  classes  of  information, 
and  I  continue  to  believe  that  at  some  point  Congress  should  turn 
its  attention  to  these  subjects.   However,  we  also  recognize  that 
this  is  an  area  that  involves  many  conflicting  concerns  and  we 
acknowledge  that  the  importance  of  the  FOIA  dictates  that  we 
proceed  carefully  in  our  efforts  to  strike  a  balance  between  the 
public's  right  to  know  and  the  government's  need  to  maintain  the 
confidentiality  of  non-public  information. 

By  way  of  concluding,  I  think  that  it  is  important  to 
point  out  once  again  just  how  well  this  Committee  has  succeeded 
in  striking  this  balance.   In  a  study  released  last  May,  a  group 
categorically  opposing  any  amendment  of  the  FOIA  listed  about  500 
cases  where  requesters  had  used  the  FOIA  to  obtain  the  disclosure 
of  important  government  information.  1_/   The  examples  listed  in 
study  covered  the  entire  gamut  of  the  information  the  government 
keeps,  from  consumer  product  safety  information  to  national 
security  information  to  tax  information.   As  part  of  my 
preparation  for  my  testimony  today,  I  asked  my  staff  to  compare 
this  study  and  S.  774  to  gauge  just  how  seriously  this  bill  would 
have  affected  these  hundreds  of  disclosures  had  it  been  in  effect 
at  the  time. 

The  results  surprised  me:  of  the  more  than  500  examples 
listed  in  the  study,  there  were  only  four  cases  where  S.  774 


1_/        Campaign  for  Political  Rights,  Former  Secrets  (1982  E. 
Hendricks  ed. ) . 
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might  have  prevented  the  disclosure  of  the  information  in 
question.  21      I  sincerely  believe  that  when  you  consider  this 
negligible  effect  that  S.  774  would  have  upon  the  truly  important 
public  disclosures  under  the  FOIA  against  the  more  than  200 
documented  examples  where  the  Act  has  harmed  law  enforcement, 
this  bill  must  be  viewed  as  a  well-written  and  much  needed 
proposal  for  adjusting  the  balance  between  disclosure  and 
confidentiality  that  the  FOIA  is  meant  to  embody. 

In  conclusion,  we  would  thank  Senators  Hatch  and 
DeConcini  for  the  abiding  concern  they  have  shown  for  the  need  to 
preserve  the  confidentiality  of  the  important  government  files  on 
law  enforcement  and  other  subject.   Both  Senators  deserve 
recognition  for  the  very  real  assistance  S.  774  will  give  the 
government  without  infringing  on  the  Act's  goals.   We  look 
forward  to  working  with  Congress  to  achieve  the  prompt  passage  of 
this  legislation. 


2/    Former  Secrets,  supra ,  pp.  53  (first  and  last  examples)  and 
62  (first  example) ,  and  193  (last  example).   The  first  two 
examples  both  involved  the  disclosure  of  law  enforcement 
files  on  organized  crime,  although  it  is  unclear  whether  the 
particular  documents  that  were  disclosed  were  less  than  five 
years  old,  as  S.  774  would  require  before  they  could  be 
withheld.   The  first  case  involved  allegations  of  organized 
crime's  involvement  in  the  American  coal  industry,  while  the 
second  pertained  to  the  Department  of  Justice's 
investiaation  of  various  Teamster  pension  funds.   Both  of 
the  remaining  examples  are  cases  where  internal  government 
audit  manuals  were  disclosed  under  the  FOIA.   The  example 
recited  on  page  62  of  the  study  was  a  request  for  an 
internal  HUD  audit  manual.   The  example  on  page  193  of  the 
study  involved  the  disclosure  of  what  appears  to  have  been  a 
multi-volume  manual  detailing  auditing  procedures  for  IRS 
agents. 

In  addition,  there  were  seven  examples  of  disclosure  listed 
in  the  study  where  a  request  had  been  made  by  foreign 
citizens  —  in  one  case  by  the  government  of  the  Soviet 
Union  and  another  by  a  suspected  Palestinian  terrorist.   See 
pp.  32,  73,  101,  105,  141,  145  and  177.   Under  S.  774,  all 
seven  requests  would  have  been  denied  because  they  were  not 
made  by  United  States  citizens  or  resident  aliens;  however, 
the  information  could  have  continued  to  be  available  to  any 
United  States  citizen  or  resident  who  made  the  same  request. 
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DETAILED  ANALYSIS  OF  S.  774 

For  the  benefit  of  the  Subconinittee ,  I  am  also 
providing  the  following  detailed  analysis  of  S.  774. 

Fees  and  Waivers 

Section  2  of  S.  774  would  authorize  agencies  to  r,ecover 
from  requesters  fees  which  more  nearly  reflect  the  true  costs  of 
processing  their  FOIA  requests.   Besides  encouraging  agencies  to 
recover  a  greater  proportion  of  their  costs,  Section  2  would 
encourage  all  requesters  to  make  reasonable  efforts  to  narrow 
excessively  broad  requests. 

Under  existing  law,  agencies  can  collect  only  the  costs 
of  searching  for  and  copying  requested  documents,  which  are  only 
a  fraction  of  the  true  costs  of  responding  to  a  FOIA  request  -- 
less  than  4  percent.   The  expense  of  reviewing  documents, 
redacting  exempt  material,  and  performing  other  processing 
accounts  for  the  remaining  96%  of  the  total  cost.   These  costs 
are  not  insignificant;  we  estimate  that  the  direct  cost  of 
compliance  with  the  Act  by  all  agencies  (not  including  litigation 
costs  and  other  indirect  costs)  rose  to  at  least  $57  million  by 
1980. 

The  cost  to  the  government  of  processing  a  request  does 
not  necessarily  bear  any  correlation  to  the  public  interest  in 
disclosure.   The  majority  of  all  FOIA  requests  are  filed  by  or  on 
behalf  of  corporations  for  private,  commercial  reasons.   In  many 
instances,  individuals  have  also  made  excessive  use  of  the  Act, 
at  public  expense,  for  reasons  that  are  purely  personal,  that 
serve  no  public  interest,  and  that  may  in  some  cases  even  be 
contrary  to  the  public  interest.   In  one  case,  a  single  Freedom 
of  Information  Act  request  for  voluminous  CIA  documents  by  a 
renegade  ex-agent,  Philip  Agee ,  cost  the  public  nearly  $500,000 
to  process.   Agee  v.  CIA,  517  F.  Supp.  1335,  1342  n.5  (D.D.C. 
1981)  . 

Section  2  would  allow  agencies  to  collect  "all  costs 
reasonably  and  directly  attributable  to  responding  to  the 
request,  which  shall  include  reasonable  standard  charges  for  the 
costs  of  services  by  agency  personnel  in  search,  duplication,  and 
other  processing  of  the  request."   The  bill  includes  several 
provisions  constraining  an  agency's  authority  to  collect  fees. 
First,  no  charge  may  be  made  in  connection  with  any  request  that 
requires  no  more  than  two  hours  of  agency  processing  time  and  for 
which  no  more  than  twenty  pages  are  released.   Second,  any 
processing  charges  must  be  reasonable,  standard  charges  and  must 
be  limited  to  services  directly  attributable  to  responding  to  the 
request.   Third,  the  term  "processing"  is  defined  to  exclude 
services  of  agency  personnel  in  resolving  issues  of  law  or  policy 
of  general  applicability  in  responding  to  a  request.   Thus,  a 
requester  would  not  be  charged  for  an  agency's  costs  in 
establishing  or  rethinking  a  policy  of  general  applicability, 
even  if  the  request  triggers  such  agency  action.   However,  a 
requester  could  be  charged  the  costs  of  review  and  redaction  of 
documents  pursuant  to  established  agency  policy. 

Fee  waivers.   The  bill  retains  essentially  the  same 
standard  as  in  current  law  for  waivers  of  search  and  copying  fees 
and  provides  for  an  automatic  waiver  of  the  processing  fees  for 
noncommercial  requests  by  (1)  individuals  or  institutions 
conducting  scholarly  or  scientific  research,  (2)  journalists,  and 
(3)  non-profit  groups  intending  to  make  information  publicly 
available. 

These  provisions  for  the  charging  and  waiver  of  fees 
under  the  Act  are  consistent  with  the  official  recommendation  of 
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the  Administrative  Conference  of  the  United  States.   See  1  C.F.R 
305.81-1.   It  should  be  noted  that  the  bill  would  not~af feet  the" 
ability  of  individuals  to  obtain  records  about  themselves  under 
the  Privacy  Act  for  only  the  cost  of  copying  the  record.   See  5 
U.S.C.§552a(f)(5).  ^^^ 

Commercially  valuable  information.   Section  2  also 
permits  an  agency  to  charge  additional  fees  for  information  that 
has  a  commercial  market  value  and  has  been  compiled  by  the 
government  at  substantial  expense  to  the  taxpayer.   This 
provision  carries  out  the  existing  federal  policy  enunciated  in 
31  U.S.C.  (1982)  §  3302  and  would  avoid  the  anomaly  in  current 
law  that  permits  a  requester  to  reap  personal  profit  from 
valuable  technological  information  that  all  taxpayers  paid  to 
develop,  and  which  he  obtained  at  fees  reflecting  little  more 
than  the  cost  of  duplication. 

Partial  retention  of  fees.   Finally,  section  2  permits 
each  agency  to  retain  one-half  of  the  fees  collected  under  the 
FOIA  to  defray  in  part  the  agency's  expenses  in  complying  with 
the  Act. 

Time  Limits 

lA  ^      Section  3  of  the  bill,  while  retaining  the  existing 
10-day  requirement  for  an  initial  response  to  a  request,  also 
provides  more  realistic  time  limits  for  processing  burdensome 
FOIA  requests  and  provides  for  expedited  processing  of  requests 
that  are  made  in  the  public  interest. 

The  complexity  and  sheer  volume  of  the  requests 
received  by  many  agencies  often  prevent  compliance  with  the 
current  time  limits.   Recognizing  the  inherent  inability  of  many 
agencies  to  process  requests  within  the  specified  time  limits, 
many  courts  have  freed  agencies  of  the  need  to  comply  with  time 
limits  by  resorting  to  use  of  the  "exceptional  circumstances"  and 

due  diligence"  provisions  in  section  552(a)(6)(C).  In  the 
leading  case.  Open  America  v.  Watergate  Special  Prosecution 
lorce,  547  F.2cl  bOb,  616  (1976),  the  United  States  Court  of 
Appeals  for  the  District  of  Columbia  Circuit  ruled  that 

"exceptional  circumstances"  exist  when  an  agency,  li)ce  the 
FBI  here,  is  deluged  with  a  volume  of  requests  for 
information  vastly  in  excess  of  that  anticipated  by 
Congress,  when  the  existing  resources  are  inadequate  to  deal 
with  the  volume  of  such  requests  within  the  time  limits  of 
subsection  (6) (A),  and  when  the  agency  can  show  that  it  "is 
exercising  due  diligence"  in  processing  the  requests. 

Accordingly,  the  court  ruled  that,  under  these  circumstances,  the 
Act's  time  limits  "become  not  mandatory  but  directory."  Ibid.   It 
is  then  sufficient  for  the  agency  to  process  all  requests  on  a 
fi^st-in,  first-out  basis,  unless  the  requester  can  demonstrate 
to  a  court  "exceptional  need  or  urgency"  for  preferential 
treatment.  Ibid. 

The  time  limits  in  their  present  form  cause  serious 
problems  both  for  the  agencies  and  for  the  requesters.   Agencies 
are  frequently  pressed  to  process  requests  hurriedly,  which 
increases  the  likelihood  of  premature  denials,  unnecessary 
litigation,  and  serious  errors.   For  requesters,  the  inability  of 
many  agencies  to  meet  the  rigid  deadlines  of  the  Act  has  led  to  a 
general  dissatisfaction  with  the  Act's  operation,  as  well  as  some 
needless  litigation.   Moreover,  the  present  "first-in,  first-out" 
system  prevents  agencies  that  have  a  backlog  of  requests  from 
responding  promptly  even  to  small  Freedom  of  Information  Act 
requests  when  their  processing  is  congested,  unless  the  requester 
can  demonstrate  "exceptional  need  or  urgency."   Members  of  the 
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public  and  the  news  media  are  often  unable  to  get  timely 
responses  from  agencies  that  receive  a  large  volume  of  requests. 

To  alleviate  these  problems,  the  bill  would  revise  the 
provisions  dealing  with  unusual  circumstances,  both  by  extending 
the  allowable  time  period  and  by  specifying  additional 
circumstances  in  which  more  time  for  completion  of  agency  action 
would  be  allowed.   For  example,  the  bill  would  increase  the 
maximum  extension  allowed  in  the  case  of  "unusual  circumstances" 
from  ten  to  thirty  days,  and  codify  in  part  the  existing  case  law 
by  authorizing  an  extension  in  the  case  of  "an  unusually  large 
volume  of  requfests  or  appeals  received  by  an  agency,  creating  a 
substantial  backlog."   We  believe  that  these  provisions  would 
help  to  resolve  many  of  the  significant  deadline  problems 
presented  by  the  1974  amendments. 

Section  3  also  would  require  each  agency  to  promulgate 
regulations  to  provide  that  requesters  who  demonstrate  a 
compelling  need  for  expedited  processing  and  whose  request  will 
primarily  benefit  the  general  public  should  be  given  processing 
priority  over  other  requesters.   This  section  should  serve  to 
facilitate  inquiries  by  the  news  media  intended  for  broad  public 
dissemination. 

Business  Confidentiality  Procedures 

Section  4  of  the  bill  establishes  a  procedural  route 
for  the  protection  of  confidential  business  information. 
Section  4  creates  procedures  requiring  agencies  to  proviae 
notice,  an  opportunity  to  object,  and  an  opportunity  to  bring 
suit  to  oppose  disclosure.   However,  the  bill  would  not  alter  the 
substantive  standard  of  Exemption  4. 

Under  these  procedures,  the  submitter  must  designate, 
at  the  time  of  submission  or  thereafter,  the  information  that  is 
exempt  under  Exemption  4.   The  agency,  upon  receiving  a  request 
for  the  disclosure  of  such  information,  shall  notify  the 
submitter  of  the  request,  describe  the  nature  and  scope  of  the 
request,  and  inform  the  submitter  of  his  right  to  object  to 
disclosure.   Notice  to  submitters  is  not  required  in  five 
specified  circumstances  —  in  particular,  for  criminal  law 
enforcement  agencies  that  acquire  information  in  the  course  of 
criminal  investigations.   Whenever  the  agency  determines  to 
disclose  such  information,  notwithstanding  the  objections  of  a 
submitter,  the  agency  must  give  the  submitter  at  least  ten 
working  days  notice  of  intent  to  disclose  and  of  the  submitter's 
right  to  file  suit  to  enjoin  the  disclosure.   Nothing  in  these 
procedures  alters  other  rights  established  by  law  protecting  the 
confidentiality  of  private  information  —  such  as  the  Trade 
Secrets  Act,  18  U.S.C.  §  1905,  the  Census  Act,  13  U.S.C.  301,  or 
the  Internal  Revenue  Code,  26  U.S.C.  §  6103. 

These  provisions  would  permit  a  submitter,  who  is 
frequently  more  aware  of  the  commercial  value  of  information  than 
is  the  government,  to  inform  the  government  why  the  submitter 
believes  the  information  should  not  be  released.   For  these 
reasons,  these  proposed  provisions  should  be  beneficial  not  only 
to  the  submitter,  but  also  to  the  government. 

Judicial  review 

Section  5  of  the  bill  would  amend  section  552(a) (4) (B) 
of  the  Act  to  include  a  limitations  period  of  180  days  for 
judicial  review  of  an  agency's  denial  of  a  request  for 
disclosure. 

Section  5  also  would  amend  subsection  (a) (4) (B)  to  vest 
the  district  courts  with  jurisdiction  to  enjoin  an  agency  from 
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disclosing  trade  secrets,  confidential  commercial  or  financial 
information,  or  other  commercially  valuable  information  where  a 
submitter  objected  to  its  disclosure.   Under  the  FOIA,  submitters 
have  no  such  right  of  action  but  must  resort  to  section  10  of  the 
Administrative  Procedure  Act,  5  U.S.C.  §  706,  in  order  to  prevent 
the  government  from  disclosing  confidential  business  information 
in  violation  of  the  Trade  Secrets  Act,  18  U.S.C.  §  1905.   See 
Chrysler  Corp.  v.  Brown,  441  U.S.  281,  285,  317-18  (1979).   The 
rights   of  submitters  as  outlined  by  the  Supreme  Court  in 
Chrysler  are  widely  viewed  as  inadequate  to  protect  against  the 
disclosure  of  material  which  should  properly  be  withheld  from 
disclosure  under  the  FOIA.   This  bill  would  establish  procedural 
rights  in  the  Freedom  of  Information  Act  itself  permitting 
submitters  to  appear  in  court  to  oppose  improper  disclosures. 

Additional  requirements  in  subsection  (a)(4)(C)  and  (D) 
would  provide  for  notice  to  both  submitters  and  requesters  that  a 
suit  to  enjoin  the  withholding  or  disclosure  of  records  has  been 
files.   It  also  provides  that  the  district  courts  shall  have 
personal  jurisdiction,  in  any  suit  filed  under  the  Act,  over  all 
requesters  and  submitters  of  particular  information.  1/      These 
proposed  provisions  would  assure  that  an  adverse  party,  whether 
submitter  or  requester,  would  receive  notice  of  the  complaint, 
have  the  right  to  intervene,  and  be  bound  by  the  court's 
decision. 

Section  5  would  not  change  the  present  rule  in  section 
552(a)(4)(E)  of  the  Act,  which  authorizes  the  court,  in  its 
discretion,  to  allow  attorney  fees  and  other  litigation  costs  in 
favor  of  a  requester  who  "substantially  prevails"  in  litigation 
with  the  government.   However,  it  would  authorize  the  award  of 
attorneys  fees  against  submitters,  as  well  as  against  the 
government.   Thus,  in  disputes  between  a  submitter  and  a 
requester,  where  the  government  has  little  interest  in  the 
outcome  of  the  suit,  but  is  involved  in  the  litigation  merely 
because  the  disputed  information  is  in  its  possession,  this 
provision  would  allow  the  court  to  charge  the  costs  and  attorney 
fees  of  a  requester  who  substantially  prevails  against  a 
submitter  rather  than  against  the  United  States.   As  under 
present  law,  the  provision  would  authorize  the  award  of  attorney 
fees  only  in  favor  of  requesters  who  substantially  prevail,  and 
even  then  the  award  would  be  discretionary. 

Public  Record  Requests 

Section  6  of  S .  774  would  amend  the  FOIA  to  eliminate 
the  need  for  federal  agencies  to  retrieve,  duplicate,  and  mail 
records  that  are  already  publicly  available.   Requests  that 
agencies  disclose  such  documents  often  require  employees  to 
duplicate  hundreds  of  pages  of  newspaper  and  magazine  articles 
that  a  requester,  with  no  greater  effort,  could  locate  and  copy 
at  the  nearest  public  library.   As  Professor  (now  Judge)  Antonin 
Scalia  has  observed,  there  is  no  reason  why  federal  agencies 
should  be  compelled  to  act  as  "the  world's  largest  library 
reference  system."  2/ 


1/    Statutory  provisions  for  "nationwide"  jurisdiction  and 
~    service  of  process  by  the  district  court  itself  already 

exist  in  other  contexts.   See,  e.g.  ,  Interpleader  Procedure 
Statute,  28  U.S.C.  §  2361;  Sherman  Antitrust  Act,  section  5, 
15  U.S.C.  §  5. 

2/        Freedom  of  Information  Act:   Hearings  on  S.  587,  S.  1235, 
~    S.  1247,  S.  1730,  and  S.  1751  Before  the  Subcommittee  on  the 
Constitution  of  the  Senate  Committee  on  Judiciary,  97th 
Cong.,  1st  Sess.  953  (1981)  (statement  of  Antonin  Scalia, 
Professor  of  Law,  Univ.  of  Chicago  Law  School) . 
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In  response  to  such  concerns,  the  Senate  Subcommittee 
on  Criminal  Laws  and  Procedures  recommended  in  1978  that 

"where  public  record  items  such  as  newspaper  clippings  and 
court  records  are  incorporated  in  the  file,  the  agency 
should  not  be  required  to  Xerox  these  for  the  requester,  but 
should,  instead  simply  be  required  to  identify  these  items 
by  data  and  source.  2/ 

Section  6  would  implement  that  recommendation  by  allowing 
agencies  the  choice  of  providing  an  index  identifying  the  date 
and  source  of  public  records  (but  only  if  the  index  already  is  in 
existence)  or  producing  copies  of  the  documents. 

Clarify  Exemptions 

Section  7  of  the  bill  merely  clarifies  the  fact  that 
the  compulsory  disclosure  requirements  of  the  Act  do  not  apply  to 
the  exemptions  listed  in  the  paragraphs  of  section  552(b). 

Manuals  and  Examination  Materials 

Section  8  of  S.  774  would  make  clear  that  materials 
whose  confidentiality  is  necessary  to  effective  law  enforcement 
and  other  vital  government  functions  are  exempt  from  disclosure. 
Such  materials  include  manuals  and  instructions  to  investigators, 
inspectors,  auditors,  and  negotiators.   Although  materials  of 
this  nature  are  arguably  protected  under  present  law,  the 
courts  are  divided  over  the  application  of  Exemption  2  to  law 
enforcement  manuals  4^/  and  to  audit  guidelines.  5_/ 

The  legislative  history  of  Exemption  2,  to  say  the 
least,  has  proved  confusing  to  the  courts  that  have  interpreted 


3/    S.  Rep.  No.  51,  95th  Cong.,  2d  Sess.  71  (1978). 

£/    One  court  granted  a  pro  se  Freedom  of  Information  Act 

litigant  access  to  all  portions  of  the  Drug  Enforcement 
Administration  Agents  Manual  other  than  those  pertaining 
solely  to  internal  housekeeping  matters.  Cox  v.  Department 
of  Justice,  576  F.2d  1302  (8th  Cir.  1978),  only  later  to 
deny  to  that  same  pro  se  litigant  the  portions  of  the 
Federal  Bureau  of  Investigation's  Manual  of  Instruction 
relating  to  investigative  techniques  and  procedures. 
Cox  V.  Levi,  592  F.2d  460  (8th  Cir.  1979) .   See  also  Cox  v. 
Department  of  Justice,  601  F.2d  1  (D.C.  Cir.  1979)  (same  pro 
se  litigant  denied  access  to  portions  of  United  States 
Marshals  Service  Manual  describing  procedures  for 
transporting  prisoners  in  custody) ;  Sladek  v.  Bensinger,  605 
F.2d  899  (5th  Cir.  1979)  (portions  of  Drug  Enforcement 
Administration  Agents  Manual  concerning  DEA's  handling  of 
confidential  informants  and  search  warrant  procedures 
ordered  disclosed) ;  Caplan  v.  Bureau  of  Alcohol,  Tobacco  & 
Firearms,  587  F.2d  544  (2d  Cir.  1978)  (entire  BATE  pamphlet 
concerning  raids  and  searches  withheld  from  disclosure) . 

5/    Compare  Kawkes  v.  IRS,  507  F.2d  481  (6th  Cir.  1974) 
(Internal  Revenue  Service  audit  guidelines  ordered 
disclosed)  with  Ginsburg,  Feldman  &  Bress  v.  Federal  Energy 
Administration,  591  F.2d  717  (D.C.  Cir.),  vacated  and 
reheard  en  banc,  591  F.2d  752  (D.C.  Cir.  1978)  (per  curiam)  ,' 
aff'g  by  an  equally  divided  court  Civ.  No.  76-27  (D.D.C. 
June  18,  1976),  cert,  denied,  441  U.S.  906  (1979)  (Federal 
Energy  Administration  guidelines  for  audits  of  refiners' 
reports  withheld  from  disclosure) . 


55 


it.  6^/   According  to  the  Senate  committee  report,  it  was  intended 
to  relate  only  to  internal  personnel  rules  and  practices  of  an 
agency,  such  as  the  agency's  rules  about  its  employees'  use  of 
parking  facilities  or  its  policies  concerning  sick  leave.  l_l      The 
House  committee  report,  on  the  other  hand,  stated  that  the 
exemption  should  protect  from  disclosure  the  operating  rules, 
guidelines  and  manuals  of  procedure  for  government  investigators 
or  examiners.  £/   Moreover,  the  legislative  history  of  a  related 
provision  of  the  Act,  subsection  (a) (2) (C)  (which  requires  an 
agency  to  make  available  to  the  public  "administrative"  staff 
manuals  and  instructions  to  staff  that  affect  a  member  of  the 
public)  indicates  that  Congress  intended  that  manuals  containing 
instructions  to  law  enforcement  personnel  or  guidelines  for 
auditing  and  inspection  procedures  should  not  be  disclosed.  'i_l 

The  bill  would  resolve  this  confusion  by  expressly 
protecting  confidential  information  in  manuals  and  instructions 
to  investigators,  inspectors,  auditors,  and  negotiators  from 
disclosure.   This  change  complements  the  amendment  to 
Exemption  7 (E)  relating  to  guidelines  for  law  enforcement 
investigations  or  prosecutions.   The  inclusion  of  negotiators  in 
this  list  reflects  the  government's  legitimate  need  to  maintain 
the  confidentiality  of  its  instructions  to  staff  in  contexts 
other  than  law  enforcement,  such  as  government  procurement 
programs.   The  term  "negotiators"  should  include  not  only  law 
enforcement  personnel  who  are  called  upon  to  negotiate  the 
settlement  of  pending  and  impending  litigation,  but  also  agency 
staff  who  conduct  negotiations  for  the  procurement  of  goods  and 
services,  the  acquisition  of  lands,  the  resolution  of 
labor-management  disputes,  the  release  of  hostages,  or  any  other 
negotiations  conducted  in  the  course  of  carrying  out  a  legitimate 
government  function  where  the  release  of  such  instructions  or 
manuals  may  jeopardize  the  success  of  the  negotiations. 

The  addition  of  Exemption  2 (B) ,  relating  to  testing  or 
examination  materials  used  to  determine  individual  qualifications 
for  employment,  promotion,  and  licensing,  would  protect  from 
disclosure  materials  that  would  compromise  the  objectivity  or 


6^/    See,  e.g.  ,  Department  of  Air  Force  v.  Rose,  425  U.S.  352, 
362-67  (1976);  Crooker  v.  Bureau  of  Alcohol,  Tobacco  & 
Firearms,  670  F.2d  1051  (D.C.  Cir.  1981)  (en  banc) ; 
Sladek  v.  Bensinger,  605  F.2d  899,  901-02  (5th  Cir,  1979); 
Jordan  v.  Department  of  Justice,  591  F.2d  753,  767-71  (D.C. 
Cir.  1978)  (en  banc);  Ginsburg,  Feldman  &  Bress  v.  Federal 
Energy  Administration,  591  F.2d  717,  723-26  (D.C.  Cir,), 
vacated  and  reheard  en  banc,  591  F,2d  752  (D.C.  Cir.  1978) 
(per  curiam) ,  aff'g  by  an  equally  divided  court  Civ, 
No,  76-27  (D.D.C.  June  18,  1976),  cert,  denied,  441  U.S.  906 
(1979);  Tietze  v.  Richardson,  342  F.  Supp.  610,  614-15  (S.D. 
Tex.  1972) . 

2/    Senate  Committee  on  the  Judiciary,  Clarifying  &  Protecting 
the  Right  of  the  Public  to  Information  and  for  Other 
Purposes,  S,  Rep.  No.  813,  89th  Cong.,  1st  Sess.  8  (1965). 

£/    House  Committee  on  Government  Operations,  Clarifying  & 

Protecting  the  Right  of  the  Public  to  Information,  H.R,  Rep, 
No,  1497,  89th  Cong.,  2d  Sess.  10  (1966). 

9/  S.  Rep.  No.  813,  supra,  at  2;  H.R.  Rep.  No.  1497,  supra,  at 
7-8.  See  City  of  Concord  v.  Ambrose,  333  F.  Supp.  958,  959 
(N.D.  Cal.  1971) . 
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fairness  of  the  testing,  examination,  or  licensing  process  within 
various  agencies.   Such  a  provision  exists  now  in  the  Privacy  Act 
of  1974,  5  U.S.C.  §  552a(k)(6),  and  inclusion  of  this  paragraph 
in  the  Freedom  of  Information  Act  would  promote  consistency 
between  the  two  statutes. 

Personal  Privacy 

Section  9  of  the  bill  changes  the  FOIA's  personal 
privacy  exemption  (Exemption  6)  in  three  respects.   The  change  in 
the  threshold  language  to  cover  all  "records  or  information 
concerning  individuals"  and  to  eliminate  the  existing  "similar 
files"  language  is  intended  to  reinforce  the  correctness  of  the 
Supreme  Court's  decision  in  United  States  Department  of  State  v. 
VJashington  Post  Co.,  456  U.S.  595  (1982),  when  the  court 
repudiated  a  formalistic  reading  of  "similar  files"  by  the 
federal  court  at  appeals  for  the  District  of  Columbia  Circuit. 

The  bill  also  would  reconcile  the  FOIA  and  the  Privacy 
Act  on  the  matter  of  disclosure  of  lists  of  names  and  addresses. 
The  Privacy  Act  currently  provides  that  "[a]n  individual's  name 
and  address  may  not  be  sold  or  rented  by  an  agency  unless  such 
action  is  specifically  authorized  by  law..."  and  the  accompanying 
Senate  Committee  Report  stated  that  the  disclosure  of  mailing 
lists  by  the  government  is  "totally  inconsistent  with  the 
purposes  of  the  bill."  1£/   Although  one  court  has  held  that 
the  disclosure  of  mailing  lists  is  "wholly  unrelated  to  the 
purposes  behind  the  Freedom  of  Information  Act  and  was  never 
contemplated  by  Congress  in  enacting  the  Act,"  lA/    other  courts 
have  required  such  disclosure.  12^/   This  provision  should  provide 
som.ewhat  greater  protection  against  this  abuse  by  making 
agencies'  disclosure  of  such  lists  expressly  subject  to  FOIA 
Exemption  6 . 

Section  9  also  modifies  the  standard  of  proof  by 
allowing  agencies  to  withhold  records  when  disclosure  "could 
reasonably  be  expected  to"  result  in  a  clearly  unwarranted 
invasion  of  personal  privacy.   Despite  the  importance  of  the 
right  to  individual  privacy,  which  Congress  has  sought  to  protect 
in  the  Privacy  Act,  5  U.S.C.  §  552a,  and  the  Right  to  Financial 
Privacy  Act  of  1978,  12  U.S.C.  §  3401  et  se^. ,  many  credit 
bureaus,  employment  agencies,  and  other  third  parties  routinely 
attempt  to  use  the  FOIA  to  acquire  financial  and  personal 
information  about  individuals.   The  current  law,  which  has  been 
construed  as  "an  imposing  barrier  to  nondisclosure"  that  weighs 
"heavily  in  favor  of  disclosure,"  L3/  hinders  the  government's 
ability  to  protect  individuals'  legitimate  privacy  interests. 
Although  it  retains  the  "clearly  unwarranted"  language,  the 
language  of  Section  9  allows  greater  leeway  to  protect  the  rights 
of  individuals  against  inquiring  third  parties  by  permitting 
agencies  to  withhold  information  whenever  disclosure  "could 
reasonably  be  expected"  to  cause  an  invasion  of  personal  privacy. 


10/   Senate  Comm.  on  Government  Operations,  Protecting  Individual 
Privacy  in  Federal  Gathering,  Use  and  Disclosure  of 
Information,  S.  Rep.  No.  93-1183,  93d  Cong.,  2d  Session.  31 
(1974)  . 

,11/   Wine  Hobby  USA,  Inc.  v.  IRS,  502  F.2d  133,  137  (3d  Cir. 
1974) 

12/   National  Western  Ins.  Co.  v.  United  States,  512  F.  Supp.  454 
(N.D.  Tex.  1980);  Disabled  Officer's  Ass'n  v.  Rumsfeld,  428 
F.  Supp.  454  (D.D.C.  1977) . 

13/   Kurzon  v.  Dep't  of  HHS,  649  F.2d  65,  67  (1st  Cir.  1981). 
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Law  Enforcement 

Section  10  of  the  bill  makes  several  significant 
improvements  in  the  language  of  Exemption  7,  which  protect  law 
enforcement  files  from  mandatory  disclosure.   Exemption  7 
authorizes  the  withholding  of  law  enforcement  investigatory 
records  only  to  the  extent  the  government  can  demonstrate  that 
one  or  more  of  six  specific  categories  of  harm  will  be  caused  by 
the  release.   While  this  exemption  is  intended  to  protect  the 
government's  important  law  enforcement  interests,  it  has  proved 
to  be  inadequate  in  practice. 

The  Department  of  Justice  has  extensive  experience  with 
the  problems  caused  by  the  application  of  FOIA  to  criminal  law 
enforcement  agencies.   Of  the  30,000  FOIA  requests  received  by 
the  Department  in  1980,  most  were  directed  specifically  to  the 
Department's  criminal  investigatory  agencies,  the  Federal  Bureau 
of  Investigation  (which  received  over  15,000  requests)  and  the 
Drug  Enforcement  Administration.   Significantly,  a  large  number 
of  these  requests  —  60  percent  at  the  DEA  —  v/ere  from  convicted 
felons  or  from  individuals  whom  the  FBI  and  DEA  believe  to  be 
connected  with  criminal  activities.   Such  requesters  have  made 
extensive  use  of  FOIA  to  obtain  investigatory  records  about 
themselves  or  to  learn  the  scope  of  ongoing  investigations, 
identify  government  informants,  and  uncover  government  law 
enforcement  techniques.   One  suspected  organized  crime  "hit  man" 
has  filed  over  137  FOIA  requests  for  this  purpose,  and  others 
have  claimed  that  they  have  used  the  FOIA  to  identify  informants. 

A  mainstay  of  law  enforcement  today  is  the  volunteered 
statements  and  background  information  provided  to  federal 
agencies  by  confidential  sources,  particularly  for  key  criminal 
enterprises  relating  to  narcotics,  organized  crime,  and  extremist 
violence.   However,  because  of  the  large  volume  of  FOIA  requests 
from  known  or  suspected  criminals,  many  sources  —  private 
citizens  and  "street"  informants  alike  —  have  become  reluctant 
to  assist  the  FBI  or  DEA  because  of  fears  that  the  government 
cannot  protect  their  identities.   Moreover,  this  perception 
exists  not  only  among  individual  informants,  but  also  state  and 
local  law  enforcement  agencies,  who  fear  losing  their  own  sources 
of  information  when  the  federal  government  discloses  the 
information  they  have. 

S.  774  would  close  gaps  in  the  coverage  of  Exemption  7, 
helping  to  give  better  protection  to  law  enforcement  files  and 
dispel  perceptions  that  the  government  cannot  protect  the 
identities  of  its  confidential  sources.   The  current  threshold 
language  of  Exemption  7  means  that  records  are  eligible  for 
protection  only  if  they  are  "investigatory  records"  compiled  for 
law  enforcement  purposes.   See  FBI  v.  Abramson,  456  U.S.  615 
(1982) .   The  bill  would  eliminate  this  "investigatory" 
requirement  and  would  apply  Exemption  7  generally  to  all  "records 
or  information"  compiled  for  law  enforcement  purposes.   This 
language  would  expand  the  categories  of  documents  eligible  for 
protection  under  Exemption  7  to  include  certain  types  of 
background  information,  law  enforcement  manuals,  procedures  and 
guidelines . 

Pending  investigations.   Section  10  also  amends  the 
language  of  Exemption  7 (A)  to  better  ensure  that  ongoing  law 
enforcement  investigations  will  not  be  compromised  by  the  FOIA. 
The  present  standard  —  whether  or  not  disclosure  "would" 
interfere  with  a  pending  proceeding  --  has  created  a  great  deal 
of  uncertainty,  since  it  is  often  impossible  to  determine  in 
advance  whether  the  release  of  a  particular  investigative  record 
"would"  interfere  with  the  government's  law  enforcement 
activities.   S.  774  eliminates  much  of  this  uncertainty  by 
amending  Exemption  7 (A)  to  exempt  all  records  or  information 
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which  "could  reasonably  be  expected  to"  interfere  with 
enforcement  proceedings.   We  note,  however,  that  this  change  in 
the  standard  of  harm,  as  welcome  as  it  is,  does  not  protect  law 
enforcement  agencies  against  the  burden  of  responding  to  FOIA 
requests  by  the  targets  of  law  enforcement  investigations  --  a 
practice  that  can  significantly  hinder  the  agency's  conduct  of 
ongoing  investigations.  14 / 

Confidential  sources.   Exemption  7 (D)  currently 
protects  against  disclosure  of  information  that  "would"  disclose 
the  identity  of  a  confidential  source.   S,  774  would  broaden  this 
exemption  to  include  information  that  "could  reasonably  be 
expected  to  disclose  the  identity  of  a  confidential  source." 
This  would  include  information  that  may  not  itself  identify  an 
informant  but  which,  when  viewed  in  context  with  other 
information  known  to  a  requester,  could  enable  the  a  requester  to 
piece  together  facts  that  reveal  the  identity  of  an  informant. 

Law  enforcement  guidelines.   The  bill  would  amend 
Exemption  7 (E)  to  grant  broader  protection  to  records  containing 
statements  of  law  enforcement  or  prosecutorial  guidelines.   At 
present.  Exemption  7(E)  protects  from  disclosure  only  those 
investigatory  records  that  would  disclose  "investigative 
techniques  and  procedures."   In  practice,  this  language  has 
proven  insufficient  to  protect  many  sensitive  law  enforcement 
materials  from  disclosure.  15/ 

Accordingly,  Exemption  7(E)  would  be  modified  to 
include  "techniques  and  procedures  for  law  enforcement 
investigations  or  prosecutions"  and  to  expressly  protect 
"guidelines  for  law  enforcement  investigations  or  prosecutions  if 
such  disclosure  could  reasonably  be  expected  to  risk 
circumvention  of  the  law."   This  change,  in  conjunction  with  the 
elimination  of  the  requirement  that  Exemption  7  apply  only  to 
"investigatory  records,"  would  alleviate  the  majority  of  the 
problems  discussed  above. 

Personal  safety.   The  current  language  in  Exemption 
7 (F)  exempts  records  only  if  their  disclosure  would  endanger  the 
life  of  a  police  officer.   However,  the  exemption  does  not  give 
similar  protection  to  the  life  of  any  other  person.   S.  774 
expands  Exemption  7(F)  to  include  such  persons  as  witnesses, 
potential  v/itnesses,  and  family  members  whose  personal  safety  is 
of  central  importance  to  the  law  enforcement  process. 

Informant  files.   Under  current  law,  criminal 
organizations  can  use  the  Act  to  attempt  to  uncover  suspected 
informants  in  their  midst  simply  by  asking  for  the  records  of 
individuals  whom  they  suspect  of  being  informants.   In  such 
cases,  it  is  not  sufficient  that  the  FBI  could  respond  that  it  is 
withholding  the  informant's  file  under  Exemption  7(D)  because  the 
very  step  of  specifying  that  exemption  identifies  the  person  as  a 
confidential  source.   The  bill  would  add  a  new  subsection  (a) (9) 
to  the  FOIA  that  would  resolve  this  problem  by  excluding  the 
informant  files  of  law  enforcement  agencies  from  the  scope  of  the 
Act  whenever  those  records  are  requested  according  to  the 
infornant's  name  or  personal  identifier  by  a  third  party.   Under 
this  dmendment,  the  agency  can  properly  limit  its  response  to  any 


14/   See,  e.g. ,  Kanter  v.  IRS,  433  F.  Supp.  812  (N.D.  111.  1977), 
dismissed,  478  F.  Supp.  552  (N.D.  111.  1979)  (IRS  required 
to  file  13,000  page  affidavit  to  support  withholding  of 
investigatory  records) . 

15/   See,  e.g. ,  Jordan  v.  Pep ' t  of  Justice,  591  F.2d  753  (D.C. 
Cir.  1978)  (U.S.  Attorney  manuals  and  guidelines). 
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collateral  records  or,  if  no  such  other  records  existed,  properly 
respond  that  it  has  no  records  responsive  to  the  FOIA  request. 

Organized  Crime 

Law  enforcement  agencies  have  found  that  organized 
criminal  elements  have  attempted  to  use  the  Freedom  of 
Information  Act  to  uncover  government  informants  in  their  midst 
or  to  discover  information  concerning  government  investigations. 
Organized  crime  has  the  incentive  and  the  resources  to  use  the 
Act  systematically  to  gather,  analyze,  and  piece  together 
disparate  --  and  sometimes  innocuous  --  pieces  of  information 
obtained  from  government  files  into  a  "mosaic"  that  reveals  the 
full  scope  of  the  government's  investigations  and,  perhaps,  the 
identities  of  the  government's  informants.   Application  of  the 
Act  to  such  files  thus  presents  a  significant  risk  of  inadvertent 
disclosure  of  harmful  information.   Indeed,  in  some  cases, 
acknowledgement  of  the  very  existence  or  non-existence  of  records 
relating  to  particular  investigatory  activities  or  designated 
individuals  provides  valuable  information  to  criminal 
organizations. 

Section  14  of  the  bill  would  rectify  some  of  these 
problems.   The  Attorney  General  would  be  authorized  to  designate 
lawful  investigations  of  organized  crime  conducted  for  criminal 
law  enforcement  purposes  for  protection  under  a  new  subsection 
(c)  of  the  FOIA.   Any  document  compiled  in  the  course  of  those 
special  investigations  would  not  be  subject  to  disclosure  under 
the  FOIA  for  five  years  after  they  were  generated  or  acquired. 
(The  subsection  also  provides  for  the  Attorney  General  to 
promulgate  regulations  for  an  earlier  disclosure,  or  a  longer 
exclusion  up  to  three  more  years,  in  cases  of  overriding  public 
interest.)   Notwithstanding  any  other  provision  of  law,  such 
documents  must  remain  available  for  disclosure  of  non-exempt 
portions  for  ten  years  after  the  expiration  of  this  exclusion. 

Reasonably  Segregable 

Section  12  would  clarify  the  current  requirement  that 
agencies  disclose  information  that  is  reasonably  segregable  from 
exempt  portions  of  documents.   The  bill  authorizes  agencies  to 
take  into  account  the  potentially  harmful  effect  of  disclosing 
parts  of  sensitive  law  enforcement  or  national  security  records 
that  can  supply  the  "pieces"  to  complete  a  mosaic  picture. 

The  purpose  of  the  "reasonably  segregable  requirement 
in  the  1974  amendments  to  the  Act  was  to  require  government 
agencies  to  release  any  meaningful  portion  of  a  requested  record 
that  could  be  separated  from  portions  that  were  specifically 
exempt  from  disclosure.   The  courts  have  often  strictly  enforced 
this  policy.   While  much  useful  and  nonconfidential  information 
has  been  released  under  this  clause,  both  the  courts  and  the 
agencies  have  expressed  concern  that  some  "reasonably  segregable" 
information  may  actually  prove  threatening  to  national  security 
and  law  enforcement  when  pieced  together  with  non-exempt  or 
publicly  available  information. 

Additional  Exemptions 

Critical  technology.   Section  11  of  S.  774  provides  an 
additional  exemption  for  critical  technology  which  might  be  used 
for  purposes  contrary  to  American  interests.   The  Arms  Export 
Control  Act,  22  U.S.C.  §  2751  et  sea.,  and  the  Export 
Administration  Act  of  1979,  50  U.S.C.  App.  §  2404,  impose 
controls  on  the  export  of  technology  which  may  be  used  for 
military  purposes.   The  new  Exemption  10  would  ensure  that 
congress-  intent  to  control  the  export  of  sensitive  technology 
could  not  be  frustrated  by  a  FOIA  request  for  information 
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regarding  or  comprising  critical  technology  subject  to  export 
control  under  these  statutes.   It  would  make  clear  that  agencies 
such  as  the  Department  of  Defense  have  the  authority  to  refuse  to 
disclose  such  information  in  response  to  a  FOIA  request  when  the 
technology  itself  is  subject  to  export  restrictions. 

Technical  data  procedures.   In  conjunction  with  the 
addition  of  Exemption  10,  Section  16  of  S.  774  indicates  that 
nothing  in  Exemption  10  is  intended  to  limit  the  government's 
ability  to  provide  access  to  information  necessary  to  companies 
with  a  legitimate  interest  in  bidding  on  government  procurement 
contracts.   Contractors,  especially  small  businesses,  need  access 
to  what  is  referred  to  as  "production  engineering  and  logistics 
information"  if  they  are  to  bid  on,  and  ultimately  perform, 
contracts  for  the  supply  material  to  the  government.   Such 
availability  may  serve  to  increase  competition  and  thereby  reduce 
prices  in  government  procurement. 

Section  16  of  the  bill  would  add  a  new  Section  560  to 
Title  5  of  the  United  States  Code  to  authorize  agencies  to 
establish  reasonable  procedures  to  provide  limited  access  to 
certain  technical  data  to  qualified  contractors.   Substantial 
discretion  is  accorded  agencies  in  establishing  these  procedures. 
Since  this  information  is  owned  by  the  federal  government  and  not 
protected  by  Exemption  4,  the  combination  of  Exemption  10  for 
protection  and  new  Section  560  for  qualified  access  should  assure 
appropriate  treatment  of  this  information. 

We  note  that  Section  560  is  not  part  of  the  Freedom  of 
Information  Act;  therefore,  none  of  the  special  administrative  or 
judicial  provisions  of  the  FOIA  apply  to  requests  under  Section 
560.   Also,  unlike  the  Freedom  of  Information  Act,  releases  under 
Section  560  are  discretionary  and  are  to  be  made  with  such 
restrictions  on  redissemination  as  the  agency  in  possession  of 
the  information  believes  necessary.   The  agencies  shall  condition 
release  on  the  agreement  of  the  recipients  not  to  redisclose 
information  obtained  under  Section  560.   The  agencies  should  have 
authority  to  investigate  and  enforce  these  agreements  and  failure 
by  companies  to  comply  with  non-disclosure  agreements  should  be 
grounds  for  appropriate  civil,  criminal  or  administrative 
sanctions. 

Secret  Service.   Exemption  (b) (11)  is  intended  to 
assist  the  Secret  Service  in  maintaining  the  confidentiality  of 
information  required  to  carry  out  its  important  protective 
functions.   The  1974  amendments  to  the  FOIA  have  severely  limited 
the  amount  of  informant  information  available  to  the  Secret 
Service,  thereby  jeopardizing  its  ability  to  safeguard  the 
president  and  other  important  individuals. 

Proper  Requests 

Section  13  of  the  bill  would  amend  the  provisions  of 
subsection  (a) (3)  of  the  Act  to  address  three  important  areas  of 
use  or  abuse  of  the  Act  not  intended  by  Congress. 

Under  current  law,  an  agency  is  required  to  comply  with 
any  request  for  records  covered  by  the  FOIA  made  by  "any  person." 
The  bill  would  amend  the  Act  to  require  the  agency  to  make 
information  available  only  to  a  requester  who  is  a  "United  States 
person."   Restricting  the  right  to  make  requests  to  United  States 
persons  would  reverse  the  present  rule  that  "any  person," 
including  foreign  nationals  and  government,  can  use  the  FOIA  to 
secure  information.   This  proposed  amendment  is  consistent  with 
the  purpose  of  the  FOIA  to  inform  the  American  public  of 
government  actions.   It  would  also  prevent  the  use  of  the  FOIA  by 
foreign  nationals  and  governments  for  purposes  which  may  be 
contrary  to  the  national  interest. 
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Section  13  would  also  amend  the  Act  to  limit  the 
ability  of  a  party  to  a  pending  judicial  proceeding  or 
administrative  adjudication,  or  any  requester  acting  for  such  a 
party,  to  use  the  Freedom  of  Information  Act  for  any  records 
which  may  be  sought  through  discovery  in  the  proceeding.   Most 
government  agencies  report  significant  numbers  of  such  requests, 
whose  purpose  is  to  avoid  applicable  rules  of  discovery  and 
sometimes  —  where  the  government  is  a  party  —  to  harass  and 
burden  government  agencies.   The  bill  would  toll  the  FOIA  time 
limits  for  response  whenever  a  party  files  a  request  relating  to 
the  subject  matter  of  a  pending  judicial  or  administrative 
adjudication  in  which  the  Government  is  a  party  and  may  be 
requested  to  produce  the  records  sought.   This  would  allow  the 
request  for  records  to  be  supervised  by  the  judicial  or 
administrative  tribunal  in  conjunction  with  the  entire  preceding. 

Finally,  the  bill  would  authorize  the  Attorney  General, 
by  regulation,  to  set  conditions  for  the  use  of  the  FOIA  or  the 
Privacy  Act  by  imprisoned  felons,  to  the  extent  that  they  are  not 
in  derogation  of  the  purposes  of  the  FOIA.   This  will  authorize 
reasonable  limitations  on  the  use  of  the  FOIA  by  prisoners  to 
identify  informers  or  to  obtain  other  law  enforcement 
information.   At  present,  40%  of  the  FOIA  requests  to  the  DEA  are 
from  imprisoned  drug  offenders,  and  some  prisoners  have  filed 
literally  dozens  of  FOIA  requests. 

Reporting  Uniformity 

Under  5  U.S.C.  §  522(d),  each  agency  is  required  to 
submit  to  the  Congress  by  March  1  of  each  year  a  report  on  its 
Freedom  of  Information  Act  activities  during  the  preceding 
calendar  year.   Most  agencies  maintain  their  records  on  a  fiscal 
year  basis  and  must  convert  them  to  an  annual  year  basis  in  order 
to  comply  with  existing  law.   The  amendment  would  remedy  this 
problem  by  conforming  the  reporting  requirement  to  data 
collection  practices.   Thus,  Section  15  of  the  bill  would  amend 
the  reporting  requirement  to  provide  for  a  report  to  be  filed  on 
December  1  of  each  year  covering  the  preceding  fiscal,  rather 
than  calendar,  year. 

Definitions 

Section  17,  provides  specific  definitions  for  six 
critical  terms  and  phrases  to  be  utilized  in  the  application  of 
the  amended  Freedom  of  Information  Act.   These  six  phrases  are: 
"agency,"  "submitter,"  "requester,"  "United  States  person," 
"working  days"  and  "organized  crime." 
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Documented  Examples  of  the  Adverse 
Effects  of  the  Freedom  of  Information  Act 
and  Privacy  Act  on  Law  Enforcement 


Terrorism 


1.  A  former  FBI  informant  who  had  provided  accurate  and 
useful  information  in  the  past  was  recontacted  because  his  back- 
ground indicated  that  he  could  develop  valuable  information  con- 
cerning a  terrorist  group.   Initially,  the  prospective  informant 
refused  to  cooperate  for  fear  that  through  a  Freedom  of  Informa- 
tion Act  ("FOIA")  disclosure  his  identity  could  eventually  be 
revealed.   He  believed  his  information  would  be  of  such  quality 
that  anyone  reading  it  would  easily  be  able  to  identify  him.   He 
was  reminded  that  he  had  functioned  as  a  valued  source  for  sever- 
ral  years  and  that  his  identity  had  never  been  disclosed.   He 
acknowledged  this  was  true,  but  added  that  due  to  FOIA  he  no 
longer  believed  that  FBI  agents  could  assure  his  complete  protec- 
tion, even  if  they  made  every  effort  to  do  so.   The  source  also 
cited  recent  court  cases,  particularly  the  Socialist  Workers 
Party  lawsuit,  which  convinced  him  that  his  identity  could  not  be 
protected.   After  three  hours  of  conversation,  the  former  source 
agreed  to  cooperate  but  only  in  a  very  limited  way.   He  made  it 
clear  he  would  never  again  function  as  extensively  as  before 
because  of  FOIA,  similar  laws,  and  court  decisions.   He  added 
that  disclosure  of  his  identity  would  cost  him  his  life. 

GAO  7.1/ 

2.  Between  1975  and  1981,  the  FBI  released  under  the  FOIA 
over  60,000  pages  of  documents  concerning  the  Weather  Underground 
to  a  West  Coast  attorney  representing  members  of  the 
organization.   In  that  same  period,  over  70  members  of  the 
Weather  Underground  made  FOIA  requests  of  the  FBI.   Five  of  the 
Weather  Underground  members  charged  with  the  killings  of  a 
Brinks'  guard  and  two 

police  officers  during  commission  of  an  armored  car  robbery  in 
Rockland  County,  New  York  made  FOIA  requests  of  the  FBI  for 
documents  concerning  themselves,  and  four  of  these  people 
received  documents  from  the  FBI  pursuant  to  the  FOIA.   At  least 
two  of  these  individuals  sued  the  FBI  to  obtain  the  release  of 
even  more  documents.   WHW  9-10. 

3.  A  confidential  source  in  the  southwestern  United  States, 
who  was  in  a  position  to  furnish  information  concerning  Middle 
East  terrorist  matters,  advised  that  he  did  not  desire  to  remain 
in  contact  with  any  representatives  of  the  FBI  or  to  furnish 
information  because  he  feared  that  his  assistance  might  become 
known.   The  source  stated  that  his  concern  was  due  to  various 
media  articles  relating  to  actual  or  potential  FOIA  or  Privacy 
Act  ("PA")  disclosure  of  information  furnished  confidentially  to 
law  enforcement  agencies.   FBI  29. 


1/   For  purposes  of  citation,  the  following  abbreviations 
are  u^ed:  GAO  =  Comptroller  General,  Impact  of  the  Freedom  of 
Information  and  Privacy  Acts  on  Law  Enforcement  Agencies (197  8) ; 
FBI  =  Federal  Bureau  of  Investigation,  FBI  Proposals  to  Amend  the 
Freedom  of  Information  Act,  Appendix,  Survey  of  Impact  of  the 
Freedom  of  Information  Act  (FOIA)  and  Privacy  Act  (PA)  on  Law 
Enforcement  Activities;  DEA  =  Memorandum,  dated  February  5,  1982 
from  DEA  Acting  Administrator  Francis  M.  Mullen,  Jr.  to  Assistant 
Attorney  General  Jonathan  Rose;  WHW  =  Submission,  dated  December 
11,  1981,  from  FBI  to  Senate  Judiciary  Committee,  Subcommittee  on 
the  Constitution. 


63 


4.  An  informant  who  had  furnished  considerable  information 
concerning  a  terrorist  organization  advised  that  he  was  very 
upset  about  the  FOIA.   He  had  learned  through  conversations  that 
former  and  current  extremists  have  made  FOIA  requests  in  an 
effort  to  identify  and  expose  informants.   The  informant 
indicated  he  was  apprehensive  about  the  Bureau's  ability  to 
properly  safeguard  information  he  furnished.   FBI  22. 

5.  A  person  involved  within  an  extremely  violent  terrorist 
network  who  suspected  that  there  were  government  informants 
within  the  group  stated  that,   in  order  to  identify  the 
informants,  multiple  FOIA  requests  would  be  submitted  to  the  FBI 
and  the  FBI's  releases  would  then  be  analyzed.   The  group  has,  in 
fact,  begun  to  submit  its  FOIA  requests.   WHW  23. 

6.  In  January  1978,  an  office  of  the  FBI  received  informa- 
tion that  a  prime  bombing  suspect  was  making  an  FOIA  request  for 
his  file.   Sources  close  to  the  suspect  advised  the  FBI  that  the 
suspect  was  seeking  to  discover  what  the  FBI  knew  about  his 
activities  and  the   identities  of  the  agents  who  were 
investigating  him.   FBI  22. 

7.  In  1976,  a  valuable  and  productive  FBI  informant  stopped 
helping  the  Bureau.   His  reason  for  this  decision  was  his  concern 
over  the  FOIA,  which  he  believed  created  the  distinct  possibility 
that  his  activities  as  an  informant  would  be  disclosed.   This 
source  had  provided  coverage  on  two  major  subversive  or  violent 
groups.   FBI  27-8. 

8.  Member  of  a  Marxist-Leninist  organization  decided  in 
1978-79  to  use  the  FOIA  to  detect  informants  within  their  organi- 
zation.  The  organization  decided  to  direct  FOIA  requests  to  both 
the  FBI  and  the  CIA  requesting  information  about  itself.   It  was 
anticipated  that  a  comparison  of  information  concerning  individ- 
uals, including  dates,  times  and  activities,  would  identify 
informants  in  the  organization.   FBI  27. 

9 .  A  group  that  advocated  the  violent  overthrow  of  the 
United  States  made  FOIA  requests  to  the  FBI.   The  Bureau  withheld 
almost  all  of  the  information  in  the  file,  but  in  citing  the 
exemptions  used  to  withhold  material,  the  FBI  was  required  to 
state  that  they  had  used  the  exemptions  for  classified 
information  and  the  informant  exemption.   The  group  was  thus 
informed  that  there  was  an  FBI  informant  in  their  midst;  this 
knowledge  ended  the  informant's  effectiveness  and  brought  to  an 
end  the  FBI's  access  to  reliable  information.   WHW  16. 

10.  An  informant  who  had  previously  furnished  information 
on  a  timely  basis  relating  to  foreign  terrorist  activities  had 
expressed  reluctance  to  furnish  additional  information  because  of 
the  possibility  of  his  identity  being  exposed  due  to  the  FOI/PA. 
FBI  28-29. 

11.  An  individual  closely  associated  with  a  group  that  has 
claimed  credit  for  bombings  and  murders  recently  filed  an  FOIA 
request  with  the  FBI,  demanding  records  relating  to  two 
particular  events  in  1980  and  1981  and  further  demanding  not  only 
records  kept  at  FBI  headquarters,  but  also  records  from  several 
specified  field  offices.   If  the  FBI  withholds  any  information, 
it  must  state  the  specific  exemption  relied  upon.   The  FBI 
believes  that  the  requester  could  use  the  basis  of  the  claimed 
exemption,  the  dates  and  locations  of  the  requested  records,  and 
the  particular  events  asked  about  to  identify  FBI  sources. 

WHVJ  1 3  . 

12.  Joanne  Chesimard,  a  member  of  a  left-wing  extremist 
group  serving  a  prison  sentence  for  murder  of  a  state  trooper  was 
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able  to  obtain  more  than  1,750  pages  of  FBI  investigative  reports 
about  her  activities.   Many  of  these  reports  contained  informa- 
tion provided  to  the  Bureau  by  confidential  informants,  and  some 
of  the  information  was  sufficiently  specific  to  enable  a 
knowledgeable  person  to  determine  the  identities  of  sources. 
Shortly  thereafter,  Ms.  Chesimard — with  the  aid  of  other  members 
of  the  extremist  group — escaped  from  prison.   It  is  believed  that 
information  she  learned  from  the  documents  produced  to  her  under 
the  FOIA  has  enabled  Ms.  Chesimard  to  evade  FBI  sources  and 
techniques  and  remain  at  large  to  this  day.   WHW  28-29. 

13.   A  right-wing  group  in  a  southern  state  planned  to  bomb 
power  installations  in  protest  of  the  Panama  Canal  Treaty.   A 
prominent  local  citizen  learned  of  the  plot  and  informed  the  FBI, 
which  began  an  investigation  of  the  plot's  leader.   After  inter- 
viewing a  number  of  person,  the  FBI  determined  that  there  was 
insufficient  evidence  to  bring  charges  and  closed  the  investiga- 
tion.  The  leader  of  the  plot  then  filed  an  FOIA  request  for  the 
FBI's  investigatory  file,  and  was  able  to  have  the  bulk  of  the 
file  produced  to  him.   Although  redacted,  the  documents  in  the 
file  still  contained  enough  information  to  enable  the  leader  of 
the  plot  to  identify  the  prominent  local  citizen  as  someone  who 
had  assisted  the  FBI.   The  leader  of  the  plot  then  called  the 
local  citizen  and  confronted  him  about  helping  the  FBI. 

The  next  year,  the  leader  of  the  plot  was  murdered.   In  the 
investigation  that  followed,  the  government  once  again  spoke  to  a 
number  of  individuals  who  knew  the  murdered  man.   One  of  these 
persons  gave  the  government  additional  details  about  the  bomb 
plot,  including  evidence  that  the  leader  of  the  plot  may  have 
purchased  a  large  quantity  of  explosives.   At  the  close  of  the 
government's  investigation,  a  local  newspaper  obtained  the 
government's  investigatory  file  on  the  murder  and  wrote  a 
detailed  article  based  upon  the  documents  it  had  received  under 
its  FOIA  request.   Again,  although  the  documents  in  the  file  were 
redacted,  the  information  left  in  the  documents  enabled  a 
knowledgeable  person  to  identify  the  source  of  the  information. 
Other  members  of  the  plot,  upon  reading  the  article,  were  able  to 
identify  the  person  who  had  provided  the  government  with  the 
information  about  the  explosives.   These  individuals  began  to 
call  the  government's  source  anonymously,  threatening  the 
source's  life.   Knowing  the  violent  nature  of  the  members  of  the 
plot,  the  government's  source  moved  to  another  state  to  escape 
the  death  threats.   WHW  19. 


B.   Organized  Crime 

14.   The  FBI  lost  a  valued,  top-level  organized  crime 
informant,  who  was  the  Bureau's  most  reliable  source  of  informa- 
tion regarding  a  branch  of  an  organized  crime  family.   The  FBI 
began  its  association  with  the  source  over  a  decade  ago,  and 
continued  this  association  as  the  source  increased  his  contacts 
with  the  organized  crime  family.   The  source  was  able  to  provide 
the  FBI  with  the  identities  of  subjects  in  several  bank  robbery 
cases  and  the  confidant  of  a  ranking  member  of  the  crime  family, 
through  which  the  FBI  gained  valuable  intelligence  on  organized 
crime. 

Several  years  ago,  the  Special  Agent  handling  the  source 
noted  that  the  information  being  disclosed  was  becoming  less 
detailed,  current,  and  useful.   Because  of  this,  and  because  the 
Special  Agent's  control  of  the  source  was  becoming  diminished, 
the  source's  services  were  discontinued. 
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The  source's  services  were  lost  because  the  organized  crime 
figure  targeted  by  the  informant  received  a  quantity  of  FBI  docu- 
ments under  the  FOIA.   The  crime  figure  displayed  the  documents 
to  the  informant,  spread  them  out  before  him  and  said:   "Let's 
see  if  we  can  find  out  how  they  got  all  this."   Although  the  FBI 
had  previously  alerted  the  source  that  the  organized  crime  figure 
had  made  an  FOIA  request,  the  source  was  never  the  same  after 
seeing  the  identity  of  informants.   The  informant  told  the 
Special  Agent  that  he  had  complete  trust  and  faith  in  the  Agent, 
but  doubted  the  FBI's  ability  to  protect  information  provided  by 
its  informants.   The  informant  also  pointed  to  the  increasing 
popularity  of  the  FOIA  as  an  amusement  whereby  organized  crime 
leaders  obtained  FBI  records  to  taunt  and  intimidate  members  of 
their  organizations  from  making  any  contact  with  law  enforcement 
authorities.   WHW  5-6. 

15.  An  informant  connected  with  organized  crime  provided 
information  in  FBI  cases,  including  some  which  led  directly  to 
the  identification  and  prosecution  of  several  federal  violators. 
Inquiring  into  a  dramatic  decrease  in  his  productivity,  the  FBI 
learned  that  he  became  very  circumspect  after  an  organized  crime 
figure  requested  an  received  under  the  FOIA  a  large  volume  of  FBI 
reports,  apparently  in  an  effort  to  identify  informants.   The 
informant  expected  organized  crime  to  make  much  greater  use  of 
the  FOI/PA  and  doubted  the  FBI's  ability  to  maintain  control  over 
the  contents  of  its  files.   GAO  6. 

16.  DEA  Agents  reported  that  a  large  scale  investigation  of 
a  marijuana  importation  organization  in  a  western  city 
encountered  FOIA-related  difficulties  at  several  junctures: 
throughout  the  investigation,  witnesses  expressed  fear  for  their 
lives  when  approached  by  case  agents;  defendants  were  told  by 
other  members  of  the  criminal  organization  that  FOIA  requests 
would  enable  them  to  identify  anyone  cooperating  with  the 
government;  a  car  rental  agency  initially  refused  DEA's  request 
for  evidentiary  information;  and  the  defendant  in  the  case, 
represented  by  attorneys  who  had  made  previous  FOIA  requests, 
appeared  to  have  been  well  aware  of  DEA' s  investigative 
techniques.   DEA,  Appendix  A. 

17.  A  top  organized  crime  figure,  who  was  the  focus  of  an 
extensive  FBI  undercover  operation,  filed  an  FOIA  request  with 
the  FBI  asking  for  documents  relating  to  any  electronic  surveil- 
lance of  him.   Because  the  request  was  so  narrowly  framed,  any 
FBI  response  other  than  a  "no  record"  response  would  have 
revealed  the  existence  of  electronic  surveillance.   While  the 
FOIA  request  was  being  processed,  the  FBI  investigation  was 
publicly  revealed  and  the  crime  figure  was  indicted.   But  for  the 
timely  indictment,  though,  the  organized  crime  figure  would  have 
been  notified  of  the  existence  of  electronic  surveillance  against 
him,  possibly  jeopardizing  the  undercover  investigation. 

WHW  12-13. 

18.  Three  individuals  were  separately  contacted  by  the  FBI 
in  an  effort  to  obtain  their  cooperation  in  organized  crime 
matters.   Each  of  these  individuals  advised  the  contacting  Agent 
they  felt  their  identities   could  not  be  protected  due  to  the 
FOIA.   It  is  believed  these  individuals  would  have  been 
cooperative  had  they  not  feared  the  FOIA  and  they  would  have  been 
valuable  FBI  informants.   Because  of  the  wide  publicity  which  the 
FOIA  has  received,  these  individuals  were  well  aware  of  the 
public's  ability  to  gain  access  to  information  in  FBI  files. 

FBI  18. 

19.  An  informant  who  had  been  furnishing  information  to 
Special  Agents  of  the  FBI  since  1953  regarding  gambling, 
prostitution,  stolen  goods,  and  other  criminal  activities  stopped 
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furnishing  any  information  to  the  FBI  because  he  believed  that 
the  information  could  be  disclosed  under  the  FOI/PA.   The  inform- 
ant felt  his  personal  safety  could  be  jeopardized  if  he  were 
identified  as  an  informant  and  he  no  longer  wanted  to  take  the 
personal  risk  entailed  by  providing  information  regarding 
criminal  activities.   FBI  24, 

20.  An  organized  crime  figure  obtained  FBI  documents  under 
the  FOIA.   The  documents  included  a  reference  to  a  short, 
unsolicited  interview  the  FBI  had  held  with  the  proprietor  of  a 
business  establishment  several  years  before.   In  a  casual 
conversation  with  the  businessman,  the  organized  crime  figure 
asked  the  businessman  if  he  had  been  contacted  by  the  FBI  several 
years  earlier.   The  businessman  denied  such  a  contact,  and  the 
crime  figure  laughed  and  walked  off.   The  distraught  businessman 
telephoned  the  FBI  for  an  explanation  shortly  thereafter. 

WHW  6-7. 

21.  An  FBI  office  had  success  in  developing  a  number  of 
valuable  informants  from  a  group  of  loan  shark  victims.   Later, 
in  interviews,  several  of  these  individuals  stated  a  desire  to 
cooperate,  but  refused  to  do  so  for  fear  that  the  targets  of  the 
investigation  would  learn  their  identities  through  an  FOI/PA 
release.   FBI  20. 

22.  An  informant  told  the  FBI  that  members  of  an  organized 
crime  family  in  Detroit  have  been  instructed  to  submit  FOIA 
requests  to  the  FBI  in  an  effort  to  identify  FBI  sources.   To 
date,  38  members  and  associates  of  the  organized  crime  family 
have  made  FOIA  requests.   The  list  of  requesters  includes  the 
head  of  the  family,  the  former  head,  and  other  prominent  members 
of  the  group.   Through  this  concerted  effort,  the  members  and 
associates  of  the  family  have  obtained  over  12,000  pages  of  FBI 
documents.   The  family  is  now  free  to  pool  these  materials  and 
analyze  the  FBI ' s  documents  to  whatever  level  of  sophistication 
and  scrutiny  their  abundant  resources  permit.   WHW  8. 

23.  A  DBA  undercover  investigation  involving  a  reported 
organized  crime  figure  was  significantly  compromised  when  an 
apparent  FOIA  release  to  another  member  of  the  same  criminal 
organization  revealed  the  existence  of  DEA's  ongoing  investiga- 
tion. The  criminal  activity  immediately  declined;  a  decision 
regarding  prosecution  is  currently  pending.   DBA,  Appendix  A. 

24.  In  November  1981,  representatives  of  a  law  enforcement 
agency  of  a  foreign  country  refused  to  supply  to  United  States 
law  enforcement  authorities  a  complete  list  the  foreign 
government  had  compiled  of  100,000  members  of  foreign  crime 
families,  including  criminal  records  and  investigative  status. 
The  activities  of  these  foreign  crime  families  have  become  a 
particular  concern  to  United  States  law  enforcement  authorities 
because  it  is  believed  that  these  crime  families  have  become 
active  within  the  United  States.   The  foreign  official  denied 
United   States  law  enforcement  authorities'  request  for  the 
information  on  the  grounds  that,  pursuant  to  the  FOIA,  a  member 
of  the  organized  crime  families  could  determined  that  the 
information  had  been  furnished  to  the  United  States  by  a  foreign 
country,  and  could  further  determine  whether  or  not  there  was  a 
pending  investigation  against  him.   The  foreign  official  noted 
that  the  FOIA  had  no  provision  enabling  the  United  States 
government  to  make  a  "no  records"  response  in  answer  to  an  FOIA 
request  from  a  member  of  the  organized  crime  families,  and  that 
any  response  other  than  a  "no  records"  response  would  provide  the 
FOIA  requester  with  crucial  information.   WHW  2-4, 

25.  During  an  FBI  investigation  of  interstate  transporta- 
tion of  obscene  matter  and  interstate  pimping  of  juvenile  boys. 
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school  officials,  fearing  reprisals  if  their  testimony  were 
released  through  the  FOI/PA,  refused  to  verify  the  boys'  identi- 
ties.  Citizens  in  the  community  only  reluctantly  cooperated  and 
appeared  to  be  holding  back  valuable  information.   Several 
expressed  fear  that  their  identities  would  be  revealed  through  an 
FOI/PA  release.   Most  of  the  citizens  indicated  that  organized 
crime  was  involved  and  feared  their  reputations  would  be  damaged 
or  their  physical  safety  threatened.   Once  source  refused  to 
provide  any  information  because  he  did  not  believe  the  FBI  could 
protect  his  identity  and  he  feared  for  his  life.   GAO  16. 

26.  An  FBI  field  office  informant  related  a  conversation 
which  occurred  between  himself  and  several  organized  crime 
figures.   One  individual  commented  that  within  the  next  few  years 
the  FBI  would  be  severely  restricted  in  its  efforts  to  obtain 
information  from  confidential  sources.   He  stated  that  he  fully 
expected  the  provisions  of  the  FOI/PA  would  be  successfully 
utilized  in  identifying  FBI  informants.   Agents  who  subsequently 
contacted  this  valuable  source  noted  a  subtle  reluctance  on  his 
part  to  penetrate  more  fully  the  particular  organized  crime 
activities  which  he  was  in  a  position  to  cover.   FBI  21. 

27.  An  FBI  office  in  a  major  city  received  information  from 
several  reliable  informants  that  most  organized  crime  members  in 
the  area  have  been  instructed  to  write  to  FBI  Headquarters 
requesting  file  information  pertaining  to  themselves.   These 
informants  have  advised  the  sole  purpose  of  this  process  is  to 
attempt  to  identify  informants  who  have  supplied  information  to 
the  FBI  on  organized  crime  matters.   Requests  have  been  submitted 
by  virtually  every  organized  crime  figure  in  the  area.  FBI  21-22. 

28.  In  a  DEA  case,  three  defendants  withdrew  their  guilty 
pleas  after  receiving  information  from  DEA  through  the  FOIA.   The 
three  were  ultimately  sentenced  to  the  time  they  had  served 
awaiting  trial.   DEA,  Appendix  A. 

29.  An  FBI  informant,  who  provided  information  regarding 
gambling  and  organized  crime  in  a  southern  city,  asked  to 
terminate  his  FBI  association  because  he  believed  that  the  FBI 
could  not  sufficiently  protect  his  identity.   The  source  was 
afraid  that  his  identity  might  be  revealed  under  the  FOI/PA 
causing  him  to  lose  his  business.   GAO  19. 

30.  An  FBI  informant  was  well-connected  to  organized  crime 
elements,   but   his   productivity   dramatically   decreased. 
Consequently,  this  decrease  was  discussed  with  the  informant,  who 
stated  that  he  had  begun  to  doubt  the  FBI's  ability  to  protect 
the  contents  of  its  own  files  and  information  provided  by  its 
informants.   He  had  learned  that  an  organized  crime  figure  had 
received  over  300  pages  of  FBI  documents  and  was  unquestionably 
trying  to  identify  informants.   FBI  23. 

31.  Gary  Bowdach ,  a  convicted  loan  shark  and  admitted 
murderer,  testified  under  oath  before  the  Senate  Permanent 
Subcommittee  on  Investigations  about  his  use  of  the  FOIA. 
Bowdach  stated  that,  while  in  prison,  he  had  often  filed  FOIA 
requests  simply  to  harass  the  government,  particularly  the 
government  prosecutor  that  had  convicted  him.   In  addition, 
Bowdach  stated  that  he  had  aided  other  prisoners  in  obtaining 
their  files  from  the  FBI,  the  DEA  and  other  government  agencies. 
In  one  case,  Bowdach  and  another  prisoner  were  able  to  identify  a 
person  they  believed  to  be  a  government  informant  because  the 
suspected  informant's  name  was  not  completely  redacted.   Bowdach 
testified  that  he  believed  that  the  suspected  informant  was 
murdered  because  of  the  FOIA  release.   WHW  38-39. 
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32.  The  criminal  informant  coordinator  of  a  northeast 
office  of  the  FBI  was  told  by  an  individual,  who  was  potentially 
an  excellent  source  of  criminal  information  on  the  waterfront, 
that  even  though  he  had  cooperated  with  law  enforcement  personnel 
in  the  past  he  would  never  do  so  again.   He  stated  that  he  was 
afraid  that  one  day,  as  the  result  of  FOI/PA,  he  might  "see  his 
name  in  the  newspaper."   FBI  24. 

33.  An  informant  who  was  productive  for  many  years  in  the 
area  of  organized  crime  and  who  furnished  information  resulting 
in  numerous  convictions  became  concerned  that  he  might  be 
identified.   He  indicated  that  newspaper  accounts  of  FBI 
information  disclosures  under  FOIA  caused  him  to  lose  confidence 
in  the  FBI's  ability  to  protect  his  identity.   Because  he  had 
furnished  information  over  a  number  of  years,  he  believed  it 
would  be  possible  to  identify  him  from  a  compilation  of  this 
information.   The  informant  was  presently  in  a  position  to 
furnish  information  on  a  major  political  corruption  case,  but 
refused  to  do  so,  stating  that  the  more  sensitive  the  information 
the  more  likely  it  was  to  "come  out."   GAO  7. 

34.  An  informant  furnished  information  concerning  organized 
crime  figures  and  organized  crime  conditions.   Subsequently,  the 
source  came  to  believe  that  no  guarantee  could  be  given  that  his 
identity  would  be  protected.   Accordingly,  the  source  declined  to 
furnish  any  further  information  to  the  FBI.   FBI  23. 

35.  FBI  agents  working  on  organized  crime  cases  in  a 
southwestern  city  reported  that  they  were  excluded  from 
intelligence  meetings  held  by  state  and  local  law  enforcement 
agencies.   Several  state  law  enforcement  officers  said  that  their 
concern  over  federal  FOI/PA  disclosures  was  the  reason  for 
excluding  the  agents  from  the  meetings.   GAO  12. 

C.   Foreign  Counterintelligence 

36.  A  United  States  citizen  declined  to  cooperate  with  the 
FBI  in  a  unique  opportunity  to  penetrate  a  hostile  foreign 
intelligence  establishment  located  in  this  country.   Although 
otherwise  willing  to  be  cooperative,  the  citizen  advised  that  he 
feared  a  future  release  of  documents  under  the  FOIA  could  reveal 
the  extent  of  his  cooperation  and  damage  his  financial 
livelihood.   WHW  24. 

37.  An  individual  who  had  requested  his  identity  be 
protected  and  who  had  provided  information  about  a  suspected 
foreign  government  intelligence  officer  expressed  concern  that  he 
could  be  identified  as  an  informant  for  the  FBI.   The  individual 
asked  the  Special  Agent  involved  in  the  investigation  whether  his 
identity  could  be  protected  by  the  government,  adding  that  he  was 
concerned  because  he  wished  to  have  future  business  dealings  with 
certain  foreign  countries.   He  felt  that,  should  his  identity 
become  known  to  foreign  government  officials,  it  would  cause 
damage  to  his  business  relationships.   Because  of  the  above,  this 
individual  stated  that  he  did  not  wish  to  be  contacted  on  a 
regular  basis  by  the  FBI.   FBI  26-27. 

38.  An  FBI  Agent  conducting  a  foreign  counterintelligence 
investigation  concerning  possible  loss  of  technology  to  a  hostile 
foreign  country,  contacted  an  American  businessman  about  a 
research  program  being  conducted  by  his  company.   The  individual 
was  cooperative,  but  refused  to  release  a  copy  of  a  company 
business  report  to  the  Agent,  fearing  that  business  competitors 
could  obtain  the  report  through  the  FOIA  and  learn  of  the 
company's  research  activities.   WHW  25. 
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•  ^-  ^^   One  informant,  a  well-known  and  highlv  respected 
individual,  had  many  dealings  with  certain  foreian  countries 
The  informant  repeatedly  voiced  concern  over  possible  dTsciosure 
of  his  Identity  through  the  FOIA.   The  source  later  requested 
that  his  contacts  with  the  FBI  be  minimized  in  frequency  and 
duration,  that  all  information  furnished  be  paraphrased,  that  his 
real  or  code  names  never  be  used,  and  that  access  to  his 
information  be  severely  restricted  within  the  FBI.   it  became 
apparent  also  that,  while  the  informant's  dealings  with  ctrtTin 
foreigners  are  known  to  have  increased,  the  frequency  of  his  FBI 
contacts,  the  length  of  these  contacts,  and  ?hJ  amount  of 
substantive  information  furnished  declined.   FBI  26. 

40.  An  informant  who  furnished  information  regarding  cer- 
tain foreign  visitors  to  the  United  States,  expressed  great  con- 
cern over  the  possibility  of  his  identity  being  disclosed.   The 
source  stated  that  he  recently  read  in  a  local  newspaper  that 
foreign  visitors  could  gain  access  to  FBI  records  through  the 
FOIA.   FBI  28. 

41.  A  businessman  was  approached  by  an  intelligence  officer 
from  a  hostile  country.   During  an  FBI  interview,  the  businessman 
said  that  were  it  not  for  the  FOI/PA  he  would  be  willing  to  co- 
operate with  FBI  in  foreign  counterintelligence  involving  the 
intelligence  officer  who  contacted  him,  plus  any  others.   He  re- 
fused to  get  involved,  however,  because  he  feared  that  his  ident- 
ity would  be  divulged,  thus  seriously  affecting  his  business 
operations.   GAO  18. 

42.  A  source  providing  foreign  counterintelligence  informa- 
tion expressed  anxiety  on  numerous  occasions  about  continuing  his 
relationship  with  the  FBI.   He  feared  that  his  identity  would  be 
disclosed  through  an  FOI/PA  release,  thus  hurting  his  business 
and  jeopardizing  members  of  his  family  who  reside  inside  the 
hostile  country.   Because  of  his  fears,  the  source  frequently 
requested  the  FBI  to  place  dissemination  restrictions  on  the 
information  he  furnished.   GAO  18. 

43.  In  a  southwestern  city,  an  individual  who  was  in  a 
position  to  furnish  foreign  counterintelligence  information  re- 
fused to  cooperate  with  the  FBI.   It  was  his  opinion  that  the 
federal  government  could  not  insure  his  confidentiality  in  view 
of  congressional  scrutiny  of  the  FBI,  subsequent  news  media  leaks 
leaks,  access  to  records  through  the  FOI/PA  and  the  extensive 
civil  discovery  proceedings  exemplified  by  the  Socialist  Workers 
Party  lawsuit,  where  the  court  ordered  the  government  to  disclose 
the  identity  of  some  informants.   The  individual  said  that  if  the 
disclosure  climate  were  more  restrictive  he  would  be  willing  to 
cooperate.   GAO  18. 

44.  In  a  western  FBI  office,  an  individual  was  contacted  in 
a  recent  foreign  counterintelligence  investigation  because  he  was 
in  a  position  to  furnish  valuable  information  on  a  continuing 
basis  regarding  the  subject  of  the  investigation.   Although  this 
potential  source  displayed  an  otherwise  cooperative  attitude,  he 
stated  he  would  not  furnish  information  for  fear  his  identity 
might  be  revealed  at  some  future  date  due  to. provisions  of  the 
FOIA.   FBI  27. 

45.  A  potential  counterintelligence  source  advised  that  he 
could  not  cooperate  with  the  FBI  because  he  feared  that  his 
identity  would  be  revealed  publicly.   He  indicated  that  recent 
newspaper  accounts  regarding  material  released  under  the  FOIA  had 
revealed  the  names  of  several  individuals  in  a  professional  capa- 
citv  who  had  assisted  the  FBI,  and  the  nature  of  their 
assistance.   This  type  of  publicity,  according  to  the  individual. 
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would  have  been  detrimental  to  any  person  in  business  who  elected 
to  cooperate  with  the  FBI.   GAO  17-18. 

46.  A  known  intelligence  officer  of  a  foreign  country  told 
an  FBI  informant  that,  through  intermediaries,  certain  officials 
of  that  country  were  using  the  FOIA/PA  law  to  obtain  information 
from  the  files  of  the  FBI  and  other  agencies.   The  foreign 
intelligence  officer  expressed  some  humor  over  the  fact  that  such 
information  is  available.   FBI  25. 

47.  In  a  highly  sensitive,  undercover  national  security 
investigation,  the  FBI  approached  an  individual  who  was  in  a 
unique  position  to  act  as  an  informant  in  foreign  counterintelli- 
gence activities.   While  willing  to  assist  the  government  for 
patriotic  reasons,  the  individual  felt  his  identity  might  be 
revealed  under  the  FOI/PA.   He  therefore  felt  compelled  to  report 
the  investigation  to  his  employer,  thereby  jeopardizing  the 
investigation.  FBI  25-26. 

D.   White  Collar  Crim.e/Of f icial  Corruption 

48.  On  October  6,  1981,  a  midwestern  office  informed  FBI 
Headquarters  that  a  high-ranking  law  enforcement  official  was 
making  an  FOIA  request  in  an  attempt  to  identify  members  of  his 
department  who  had  cooperated  with  the  FBI  in  the  investigation 
of  public  corruption  matters  in  that  county.   Subordinates  of  the 
official  had  been  indicted  as  a  result  of  the  investigation,  and 
the  official  himself  was  under  investigation,  although  not 
indicted.   Before  making  his  FOIA  request,  the  official  had 
suspended  a  subordinate  who  had  been  a  government  witness  in  the 
case;  the  FBI  case  Agent  believes  that  the  FOIA  request  is  an 
attempt  to  identify  other  subordinates  for  the  purpose  of  further 
reprisals.   The  official's  FOIA  request  was  detailed,  and  asked 
for  information  about  a  number  of  subordinates  and  provided 
personal  identifying  information  about  them,  such  as  their  dates 
of  birth.   Several  of  the  subordinates  had,  in  fact,  cooperated 
with  the  FBI  in  the  investigation.   In  late  1981,  approximately 
100  pages  of  documents  were  released  from  the  files  of  FBI 
Headquarters.   The  FBI  believes  that  an  additional  150  pages  of 
field  office  files  will  also  be  released  pursuant  to  this 
request.   WHW  19. 

49.  In  a  southwestern  state,  a  highly  placed  political 
figure  offered  to  furnish  information  to  the  FBI  concerning  a 
multimillion  dollar  act  of  political  corruption.   The  information 
was  never  received  because  the  FBI  could  not  guarantee  the 
political  figure  that  his  identity  would  not  later  be  indirectly 
disclosed  in  response  to  sophisticated  requests  sent  to  the  FBI. 
The  political  figure  feared  that  the  suspect  could  collect  pieces 
of  information  from  the  FBI  through  the  FOIA,  then  assemble  the 
information,  possibly  using  a  computer,  and  identify  the  sources. 
FBI  12. 

50.  In  an  Interstate  Transportation  In  Aid  of  Racketeering 
investigation,  an  individual  was  successfully  enlisted  as  a 
potential   informant  concerning  racketeering  and  political 
corruption.   However,  upon  learning  of  the  provisions  of  the 
FOI/PA,  this  individual  requested  that  his  conversations  not  be 
recorded  and  refused  further  cooperation.   FBI  21. 

51.  FBI  agents  investigating  allegations  of  political 
corruption  and  gambling  in  a  major  metropolitan  area,  involving 
ranking  city  employees,  found  that  a  central  figure  in  the 
investigation  filed  an  FOI/PA  request  for  any  FBI  records 
concerning  himself.   The  figure  boasted  to  a  fellow  employee  that 
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through  this  request  and  the  FBI's  response  he  could  determine 
whether  the  FBI  was  investigating  the  matter  and  the  extent  of 
FBI  penetration  of  the  gambling  ring.   The  figure  further  claimed 
that  he  could  identify  FBI  informants  through  FOIA  requests. 

The  FBI  withheld  from  the  figure  the  records  relating  to  the 
investigation.   However,  since  the  Bureau  was  required  to  invoke 
the  investigation  exemption  in  order  to  withhold  the  documents, 
the  figure  was  informed  that  there  was  an  investigation  proceed- 
ing against  him.   Shortly  thereafter,  subtle  changes  were  made  in 
the  operation,  including  the  shift  of  personnel  from  the  corrupt 
department  to  other  duties.   The  "purge"  removed  from  the  corrupt 
unit  the  employees  that  had  cooperated  with  the  FBI,  and 
completely  disrupted  the  FBI's  investigation.   WHW  17-18. 

52.  An  FBI  Special  Agent  found  that  an  individual  in  a  high 
management  position  in  a  state  agency  wished  to  provide  informa- 
tion to  the  FBI  on  a  confidential  basis.   During  one  of  the 
Agent's  initial  conversations  with  this  individual,  the  individ- 
ual specifically  requested  his  name  never  be  mentioned  in  FBI 
files  due  to  "past  legislation,  FOI/PA,  etc."   The  potential 
informant  was  in  a  position  to  furnish  information  concerning 
white-collar  crime  and  political  corruption;   however,   he 
subsequently  refused  to  cooperate  with  the  FBI,  in  spite  of  the 
Agent's  assurance.   FBI  20. 

E.  Bank  Robbery 

53.  During  the  course  of  another  bank  robbery  investiga- 
tion, the  FBI  obtained  a  warrant  for  a  female  suspect.   The 
investigation  determined  the  suspect  had  applied  for  a  job 
through  a  state  unemployment  office.   That  office  refused  to 
provide  any  information,  advising  it  was  protected  by  state  and 
federal  privacy  acts.   The  FBI  was  required  to  obtain  a  subpoena 
to  compel  the  unem.ployment  office  to  disclose  the  requested 
information.   During  the  period  of  time  between  the  service  of 
the  subpoena  and  its  return,  the  subject  committed  another  bank 
robbery.   If  the  state  unemployment  office  had  disclosed  the 
information  earlier,  the  second  bank  robbery  would  not  have 
occurred,  because  the  suspect  would  already  have  been  arrested. 
FBI  17. 

F.  Dangerous  Drugs  and  Narcotics 

54.  In  a  DEA  case,  the  defendants  and  suspects  included  an 
experienced  ex-police  officer,  a  defense  attorney  specializing  in 
criminal  law,  and  an  experienced  drug  dealer,  all  of  whom  were 
armed  and  considered  violent.   The  ex-police  officer  had 
regularly  submitted  FOIA  requests  for  a  long  period.   As  the 
investigation  continued,  the  defense  attorney  and  the  drug  dealer 
also  began  to  submit  FOIA  requests.   Several  informants  in  the 
case  learned  that  the  subjects  were  submitting  frequent  FOIA 
requests.   Two  informants  became  frightened,  ceased  providing  the 
DEA  with  information,  and  fled  from  the  state.   All  of  the 
defendants  escaped  conviction,  although  they  were  convicted  of 
other  charges  in  a  separate  case.   WHW  36-7. 

55.  For  approximately  three  years,  a  telephone  caller  known 
to  an  FBI  Agent  only  by  a  code  name  furnished  information  in  a 
wide  variety  of  cases,  from  drug-related  matters  to  terrorism. 
The  caller  never  identified  himself  and  advised  he  could  never 
testify  since  to  do  so  would  risk  death.   The  caller  finally 
terminated  his  relationship,  expressing  fear  that  an  inadvertent 
release  of  information  by  the  FBI,  under  the  FOIA,  might  identify 
him.   FBI  18. 
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56.  The  head  of  a  large  organization  that  was  involved  in 
the  trafficking  of  multi-ton  quantities  of  marijuana  in  a 
southern  state  was  indicted  and  arrested  for  income  tax  evasion. 
During  plea-bargaining  negotiations  with  another  member  of  the 
organization,  the  defendant/witness  indicated  that  he  had  made  a 
Freedom  of  Information  request  to  DEA  in  1980,  and  was  able  to 
deduce  the  identity  of  the  confidential  informant.   Although  the 
name  of  the  informant  was  redacted  from  the  documents.  Justice 
Department  policy  precluded  DEA  from  withholding  information 
relating  to  the  undercover  purchase  of  evidence  involving  a 
defendant/requestor,  a  Special  Agent,  and  the  informant  when  all 
three  participants  were  known  to  one  another.   The  defendant/wit- 
ness presented  copies  of  excised  DEA-6 ' s  to  the  case  agent, 
indicating  that  assurances  of  confidentiality  were  obviously 
insufficient.   DEA,  Appendix  A. 

57.  A  foreign  district  office  of  the  DEA  reported  that  a 
well-placed  individual  who  had  cooperated  with  the  DEA  in  the 
past  refused  to  continue  assisting  the  DEA  in  an  investigation 
because  he  feared  that  his  identity  would  be  revealed  through  the 
FOIA.   The  informant,  not  an  American  citizen,  is  no  longer 
working  for  DEA;  though  the  investigation  continued,  its  chances 
for  success  were  greatly  reduced.   DEA,  Appendix  A. 

58.  In  a  drug  investigation  in  a  southern  state,  an 
informant  from  the  state  police  was  in  possession  of  information 
that  could  have  led  to  the  indictment  of  8  persons  under 
investigation.   However,  the  informant  refused  to  testify  or  give 
DEA  a  written  statement,  specifically  citing  the  FOIA  and  his 
fear  of  disclosure.   Without  cooperation  from  the  informant,  the 
methamphetamine  lab  was  not  located  and  the  primary  violators 
escaped  prosecution.   DEA,  Appendix  A, 

59.  A  businessman  believed  by  DEA  to  be  a  principal  suspect 
in  a  major  investigation  involving  the  use  of  an  aircraft  leasing 
company  learned  of  DEA's  investigation  through  an  FOIA  request  he 
had  made  to  the  U.S.  Customs  Service.   The  case  was  soon 
thereafter  aborted.   DEA,  Appendix  A. 

60.  A  district  office  of  the  DEA  reported  that  a  confiden- 
tial informant  equipped  with  a  recording  device  had  several 
meetings  with  an  alleged  drug  trafficker.   In  order  to  check  the 
trustworthiness  of  the  informant,  the  suspect  filed  an  FOIA 
request  and  determined  that  both  an  investigation  was  being 
conducted  and  that  the  individual  was,  in  fact,  a  DEA  informant. 
The  district  office  had  no  choice  but  to  discontinue  the  investi- 
gation in  order  to  protect  the  life  of  the  informant,  and  to 
destroy  any  documentary  evidence  that  had  been  thus  far 
collected.   DEA,  Appendix  A. 

61.  Several  DEA  District  Offices  in  a  southwestern  state 
experienced  problems  with  keeping  informants  because  of  the  FOIA. 
A  district  office  of  the  DEA  reported  that  a  DEA  informant, 
working  on  an  investigation,  terminated  his  cooperation  because 
of  his  fear  of  public  disclosure.   Another  district  office 
contacted  two  informants  who  had  previously  cooperated  with  DEA 
and  requested  their  cooperation  in  a  current  matter.   Both 
individuals  refused  to  cooperate  because  of  their  fear  of  being 
exposed  through  the  FOIA.   Finally,  a  third  district  office 
reported  numerous  instances  of  refusal  to  cooperate  by  potential 
informants  who  all  cite  the  possibility  of  disclosure  of  their 
identities  as  a  basis  of  their  refusal.   DEA,  Appendix  A, 

62.  A  resident  office  of  the  DEA  was  notified  by  a  DEA 
informant  that  he  possessed  information  regarding  persons 
involved  in  the  illegal  distribution  of  cocaine.   After  initially 
cooperating,  he  notified  DEA  officials  that  because  of  the  fact 
that  information  being  supplied  might  be  subject  to  release  under 
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the  FOIA  he  feared  that  his  identity  could  become  known  and  that 
his  life  would  be  placed  in  jeopardy  if  he  continued  his 
cooperation.   The  informant  now  refuses  to  fully  cooperate  with 
the  office.   DBA,  Appendix  A. 

63.  In  the  northwest,  a  major  trafficker  in  multi-ton 
quantities  of  marijuana  made  an  FOIA  request  to  DEA  following  his 
conviction  in  federal  court.   The  records,  which  contained  FOIA- 
stamped  reports  that  documented  the  defendant's  cooperation  with 
DEA,  were  distributed  by  the  defense  attorney  to  the  defendant's 
criminal  associates.   The  defendant  is  still  anticipating 
possible  repercussions  from  this  action.   DEA,  Appendix  A. 

64.  A  district  office  of  the  DEA  reported  that  a  potential 
informant  against  a  Class  I  source  of  supply  is  currently 
refusing  to  assist  the  DEA.   Subsequent  to  his  arrest,  the 
potential  informant  received  information  pertaining  to  his  own 
case  through  a  Freedom  of  Information  Act  request  and,  as  a 
result,  was  able  to  identify  the  informant  who  was  responsible 
for  his  arrest.   Since  he  was  afraid  that  if  he  cooperates  with 
DEA,  anyone  arrested  as  a  result  of  his  cooperation  will 
similarly  be  able  to  identify  him.   DEA,  Appendix  A. 

65.  A  DEA  informant  working  with  a  western  district  office 
of  the  DEA  in  a  South  American  investigation  has  expressed 
concern  that  his  identity  may  be  divulged  through  an  FOIA 
inquiry.   According  to  the  informant,  the  many  individuals  and 
the  numerous  separate  seizures  and  separate  arrests  involved  in 
this  investigation  have  led  him  to  believe  that  any  one  of  the 
defendants,  submitting  an  FOIA  request,  could  receive  information 
v/hich  would  compromise  his  identity.   DEA,  Appendix  A. 

66.  In  two  recent  California  cases,  individuals  expressed  a 
reluctance  to  cooperate  with  DEA  because  of  the  possibility  that 
their  statements  would  be  released  through  the  FOIA.   One  of 
these  individuals,  arrested  for  trafficking  in  cocaine,  possessed 
vital  information  concerning  his  criminal  associates.   The 
information  was  lost  to  DEA.   DEA,  Appendix  A. 


G.   Fugitives 

67.  In  an  investigation  regarding  an  escaped  Federal 
prisoner,  a  man  telephoned  an  FBI  office  and  advised  he  knew  the 
location  of  the  fugitive.   The  caller  stated  he  was  concerned 
that  the  fugitive  would  find  and  kill  him  if  he  furnished  the  FBI 
the  information.   The  caller  was  given  assurances  that  his 
identity  and  any  information  he  gave  would  be  considered 
confidential.   The  caller  refused  to  give  his  name,  specifically 
stating,  "I  know  about  the  FOIA.   Anything  I  tell  you  guys  will 
get  back  to  him."   When  asked  the  location  of  the  fugitive,  the 
caller  stated  he  was  in  a  motel  on  a  certain  street  and  then  hung 
up  to  phone.   After  contacting  numerous  motels  on  that  street, 
the  fugitive  was  located  and  apprehended.   FBI  16-17. 

68.  A  kidnapping  case  involved  a  65-year  old  victim  who  had 
been  brutally  beaten,  stabbed  and  left  for  dead  in  a  rural  area 
of  one  state.   The  victim  could  only  provide  nicknames  for  the 
kidnappers.    Investigation  revealed  that  the  subjects  had 
attempted  to  gain  transportation  from  the  Traveler's  Aid  Society. 
The  Society,  after  being  advised  of  the  urgency  of  the  matter, 
nevertheless  refused  to  supply  information  on  December  20,  1977, 
from  records  which  would  identify  one  of  the  subjects  and  possib- 
ly reveal  the  whereabouts  of  both  subjects.   This  information  was 
subsequently  obtained  the  next  day  by  subpoena  duces  tecum  and 
teletyped  to  an  FBI  office  within  a  few  hours  after  receipt. 
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Both  subjects  were  arrested  in  another  state  on  December  26, 
1977.   However  a  few  hours  prior  to  the  arrest,  one  subject  shot 
and  killed  an  individual  in  that  other  state.   FBI  15. 

69.  During  an  unlawful  flight  to  avoid  prosecution/murder 
investigation,  the  FBI  found  out  the  nonpublished  telephone 
number  where  the  fugitive  would  be  for  the  Christmas  holiday. 
The  FBI  tried  to  obtain  the  location  of  the  number  from  various 
officials  of  a  midwestern  telephone  company,  but  they  refused  to 
release  the  information  without  a  subpoena.   As  a  result,  the 
fugitive  was  not  apprehended.   GAO  9. 

70.  In  a  fugitive-deserter  investigation  the  FBI  found  out 
that  the  subject  had  worked  at  a  particular  oil  company.   The  oil 
company  was  contacted  but  refused  to  provide  the  subject's 
address  or  other  background  information.   The  company  feared 
future  liability  if  the  subject  learned  that  the  company  provided 
the  information  to  the  FBI.   Company  officials  believed  the  FBI 
would  have  to  provide  this  information  to  the  subject  because  of 
the  FOI/PA.   GAO  20. 

71.  During  the  course  of  an  investigation  to  locate  and 
apprehend  a  fugitive,  a  Special  Agent  and  a  cooperating  witness 
attempted  to  obtain  information  from  a  Western  Union  office, 
concerning  a  telegraph  money  order  and  message  sent  to  the 
cooperating  witness  from  the  subject.   Employees  at  the  Western 
Union  Company  advised  they  could  not  disclose  any  information 
regarding  the  money  order  or  message,  due  to  "privacy  concerns," 
without  a  court  order.   FBI  16. 

72.  During  an  FBI  fugitive  investigation  of  a  subject 
wanted  for  extortion  and  firearms  violations,  an  agent  contacted 
a  hotel's  security  officer  to  develop  background  information  on  a 
former  employee  who  was  as  associate  of  the  fugitive.   This 
former  employee  allegedly  had  knowledge  of  the  fugitive's  where- 
abouts, but  the  security  officer  refused  to  provide  any  informa- 
tion from  the  files  without  a  subpoena.   The  security  officer 
believed  that  without  a  subpoena  the  hotel  would  be  subject  to 
civil  litigation  under  provisions  of  the  PA.   GAO  20-21. 

73.  During  an  investigation  to  locate  an  armed  robbery 
fugitive,  the  local  police  developed  an  informant  close  to  the 
fugitive.   The  informant  initially  provided  valuable  information, 
but  upon  realizing  that  the  local  police  were  sharing  the 
information  v/ith  the  FBI  the  informant  refused  to  continue 
cooperating,  believing  that  her  identity  might  be  revealed 
through  an  information  request  under  the  FOI/PA.   The  fugitive 
committed  several  crimes  during  the  additional  time  that  was 
required  to  apprehend  him.   GAO  19. 

74.  In  June  1978,  an  FBI  Agent  from  a  southwestern  city  met 
with  an  informant  to  seek  help  inn  locating  a  wanted  person.  The 
informant  said  that  he  did  not  want  to  continue  providing 
information  and  would  not  help.  The  source  believed  that  the  FBI 
could  no  longer  guarantee  confidentiality  in  light  of  the  FOI/PA 
and  recent  court  cases  such  as  the  Socialist  Workers  Party 
lawsuit.   GAO  19. 


H.   Theft  of  Government  Property/Fraud 

75.   One   FBI  office  received  information  from  an  Assistant 
United  States  Attorney  indicating  that  a  woman  had  information 
concerning  "ghost"  employees  and  other  frauds  with  the  Compre- 
hensive Employment  and  Training  Act  program.   When  contacted,  the 


75 


woman  refused  to  be  interviewed  because  she  feared  that  her 
identity  might  be  disclosed  through  an  FOI/PA  request.  FBI  17. 

76.  An  FBI  informant  who  had  regularly  furnished  informa- 
tion resulting  in  recovery  of  large  amounts  of  stolen  government 
property  and  in  arrests  and  convictions  for  theft  of  government 
property,  relocated  and  discontinued  his  services.   Upon  his 
return  to  a  position  where  he  could  furnish  similar  information, 
he  refused  to  cooperate  because  he  feared  that  through  an  FOI/PA 
release  he  would  be  identified  and  his  life  would  be  jeopardized. 
GAO  18. 

77.  The  FBI  was  investigating  the  financial  status  of  a 
person  convicted  of  fraud  against  the  government.   This  individ- 
ual had  consented  to  a  $300,000  judgment.   A  potential  government 
witness  refused  to  furnish  information  regarding  ownership  and 
management  of  the  defendant's  assets.   The  potential  witness 
believed  that  an  FOIA  release  would  adversely  affect  his  business 
relations  with  the  defendant.   GAO  17. 

78.  A  long-time  confidential  informant  stated,  "I  can't 
help  you  any  more  due  to  the  Freedom  of  Information  Act."   This 
informant  had  previously  furnished  valuable  information  which  led 
to  arrests  and  recovery  of  government  property.   Even  though  the 
promise  of  confidentiality  was  explained  to  the  informant,  he 
still  refused  to  furnish  further  information.   FBI  22. 

I .   Background  and  Security  Investigations 

79.  A  Department  of  Justice  applicant  investigation  devel- 
oped a  considerable  amount  of  derogatory  information.  During  one 
interview  a  federal  district  judge  admitted  that  he  had  informa- 
tion which  would  bear  on  the  investigation,  but  refused  to 
furnish  it  to  the  FBI.  The  judge  said  he  knew  that  his  informa- 
tion, once  released  outside  the  FBI,  would  not  be  protected  and 
would  reveal  him  as  the  source  of  the  information.   GAO  4. 

80.  A  $600,000  civil  suit  was  filed  by  a  Honolulu  plaintiff 
against  a  neighbor  regarding  derogatory  information  provided  the 
FBI   approximately  20  years  before  concerning  the  plaintiff  in  a 
suitability  investigation.   The  FOI/PA  request  made  by  the  plain- 
tiff allegedly  had  enabled  her  to  identify  the  defendant  as  the 
source  of  the  derogatory  information,  which  she  claimed  was 
defamatory.   Although  the  lawsuit  was  ultimately  dismissed 
because  of  the  expiration  of  the  statute  of  limitations,  the  suit 
required  the  defendant  to  retain  private  counsel  at  great  person- 
al expense  and  caused  the  defendant  personal  trauma.   FBI  31-32. 

81.  During  a  background  investigation  of  a  nominee  to  a 
federal  district  court,  the  FBI  contacted  two  attorneys.   Both 
were  extremely  reluctant  to  furnish  their  opinions  of  the  nomi- 
nee's qualifications,  fearing  that  if  the  nominee  were  appointed 
and  later  learned  of  their  comments,  he  would  use  his  position  to 
punish  them.   The  attorneys  had  little  confidence  in  the 
confidentiality  protection  afforded  by  the  FOI/PA,  but  eventually 
provided  some  comments.   However,  the  FBI  indicated  that  there 
was  no  assurance  that  they  were  as  candid  as  they  might  have  been 
before  passage  of  the  FOI/PA.   GAO  15. 

82.  During  a  background  investigation  of  a  nominee  to  a 
federal  district  court,  the  FBI  contacted  two  attorneys.   Both 
were  extremely  reluctant  to  furnish  their  opinions  of  the  nomi- 
nee's qualifications,  fearing  that  if  the  nominee  were  appointed 
and  later  learned  of  their  comments,  he  would  use  his  position  to 
punish  them.   The  attorneys  had  little  confidence  in  the  confiden- 
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tiality  protection  afforded  by  the  FOI/PA,  but  eventually  provided 
some  comments.   However,  the  FBI  indicated  that  there  was  no  assur- 
ance that  they  were  as  candid  as  they  might  have  been  before  pas- 
sage of  the  FOI/PA.   GAO  15. 

83.  In  a  recent  background  investigation  conducted  pertain- 
ing to  a  federal  judgeship,  one  attorney  contacted  advised  he  had 
derogatory   information  concerning  the  judicial  candidate. 
However,  he  declined  to  furnish  this  information  to  the  FBI 
stating  he  felt  the  information  would  eventually  be  disclosed  to 
the  applicant  under  the  PA.   He  felt  that,  if  this  disclosure 
ever  occurred,  he  would  be  unable  to  practice  before  the  appli- 
cant's court.   FBI  11. 

84.  A  prominent  attorney  was  contacted  concerning  an  appli- 
cant.  He  indicated  he  was  in  a  position  to  furnish  uncompli- 
mentary information  concerning  the  applicant,  but  advised  the 
interviewing  agent  that  due  to  the  FOI/PA  he  would  not  do  so. 
Thereupon,  he  furnished  a  brief,  neutral  commentary.   FBI  10. 

85.  A  federal  district  judge  was  interviewed  in  a  back- 
ground investigation  concerning  an  applicant  for  a  federal 
government  job.   The  judge  stated  he  did  not  feel  that  the  FBI 
could  provide  confidentiality  concerning  his  statements.   He 
declined  to  furnish  candid  comments  concerning  the  applicant  and 
stated  he  did  not  wish  to  be  interviewed  concerning  any  FBI 
applicant  investigation  in  the  future.   FBI  10. 

86.  During  an  investigation  in  March  1978  by  a  midwestern 
FBI  office,  private  attorneys  were  interviewed  concerning  the 
qualifications  of  a  candidate  for  a  government  position.   The 
private  attorneys  initially  declined  to  furnish  derogatory 
information  in  their  possession  concerning  the  candidate,  in  view 
of  the  provisions  of  the  PA.   They  did  furnish  pertinent  informa- 
tion on  a  promise  of  confidentiality,  but  it  is  unknown  what 
information  they  withheld  due  to  fear  of  the  effect  of  the  PA. 
FBI  10. 

87.  During  a  1978  Special  Inquiry  investigation  in  one 
city,  the  interviewee  advised  he  was  a  business  competitor 
acquainted  with  the  appointee.   He  asked  what  degree  of  confiden- 
tiality could  be  provided  if  he  furnished  information  regarding 
the  appointee,  and  the  FBI  explained  the  relevant  provisions  of 
the  PA.   The  interviewer  said  this  was  not  a  sufficient  degree  of 
confidentiality  and  added  that  he  would  have  nothing  to  say  about 
the  appointee.   FBI  31. 

88.  During  the  same  investigation,  a  police  officer  advised 
he  had  derogatory  background   information  concerning  the 
appointee.  He  said  he  did  not  want  to  "go  on  record"  with  the  FBI 
concerning  this  information  in  view  of  the  PA.   He  stated  that  he 
considered  the  information  so  pertinent  that  it  required  his 
direct  contact  with  the  congressional  committee  which  had 
requested  the  investigation.   After  receiving  the  officer's 
information,  the  committee  requested  the  FBI  to  discontinue  the 
suitability  investigation.   FBI  31. 

89.  In  an  applicant  case,  a  person  contacted  by  the  FBI 
expressed  concern  that  he  could  be  identified  by  the  applicant  as 
someone  who  provided  derogatory  information  because  of  the 
availability  of  this  information  to  the  applicant  under  the  PA. 
Other  persons  interviewed  simply  refused  to  be  candid  regarding 
the  applicant,  due  to  their  awareness  that  the  information  might 
be  released  to  him.   FBI  30. 

90.  FBI  agents  contacted  the  former  employer  of  a  person 
applying  for  an  FBI  position.   Company  officials  provided  the 
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dates  of  employment,  but  refused  to  provide  a  recommendation  or 
comment  on  the  employee's  performance,  citing  the  PA  and  the  fact 
that  the  information  could  become  known  to  the  applicant.   The 
officials  further  stated  that  no  other  information  would  be 
provided  regarding  the  applicant  even  if  the  applicant  signed  a 
release  form.   GAO  17. 

91.  In  response  to  an  FBI  inquiry  concerning  an  applicant, 
a  former  Assistant  United  States  Attorney  confided  that  signifi- 
cant information,  meaningful  and  derogatory,  would  not  be  forth- 
coming concerning  the  applicant  because  of  the  FOI/PA.   When 
pressed  by  the  FBI  Agents  upon  this  point,  the  former  AUSA  stated 
that  he  would  counsel  his  clients  not  to  furnish  the  FBI  with 
derogatory  information  in  applicant-suitability  matters.   FBI  10. 

92.  A  former  high  official  of  one  city  was  being  considered 
for  a  White  House  staff  position.   An  individual  in  that  munici- 
pality refused  to  comment  on  the  candidate's  suitability  since  he 
believe  the  candidate  would  be  able  to  obtain  this  information 
through  the  PA.   The  individual  who  was  aware  of  the  Act's 
provisions,  stated  he  believed  someone  in  the  White  House  would 
have  access  to  any  comments  he  made.   FBI  31. 

93.  An  unsuccessful  applicant  for  a  bankruptcy  judgeship 
obtained  his  file  under  the  FOI/PA.   He  subsequently  decided  that 
several  former  employers  and  law  partners  had  furnished  deroga- 
tory information  to  the  FBI  about  him.   He  filed  a  civil  suit 
against  these  former  employers  and  law  partners  and  also  filed  an 
FOI/PA  civil  suit  against  the  FBI.   FBI  32. 

94.  In  an  FBI  applicant  investigation  a  local  police 
official  refused  to  provide  derogatory  information  concerning  the 
applicant.   The  official  said  that  under  the  FOIA  the  applicant 
would  have  access  to  the  information  and,  even  if  his  identity 
were  to  remain  confidential,  the  information  could  serve  to 
identify  him.   GAO  17. 

95.  A  subject  found  guilty  in  a  criminal  case  subsequently 
filed  a  civil  action  against  witnesses  who  testified  against  him 
in  that  matter.  He  made  several  FOI/PA  requests  to  discover  the 
identities  of  additional  witnesses  whom  he  may  join  in  his  civil 
suit.   FBI  32. 

96.  In  an  applicant  investigation,  an  official  of  a  police 
department  refused  to  be  candid  in  his  remarks  pertaining  to  the 
applicant  in  view  of  the  FOI/PA.   FBI  30. 

97.  In  May  1977,  a  nationally  known  federal  district  court 
judge  refused  to  be  interviewed  on  an  applicant  matter  because  he 
wanted  any  information  furnished  about  the  applicant  to  remain 
confidential.   It  was  the  judge's  opinion  the  FBI  could  not 
prevent  disclosure  of  this  information  at  a  later  date  to  the 
applicant  under  the  PA.   FBI  9-10. 

98.  In  a  southern  state,  the  state  chairman  on  one  of  the 
state's  two  major  political  parties  was  interviewed  regarding  a 
presidential  appointment.   The  individual  was  advised  of  the 
provisions  of  the  PA  at  the  outset  of  the  interview  and  requested 
confidentiality.   He  made  one  or  two  statements  of  a  derogatory 
nature  and  then  requested  that  these  statements  be  disregarded. 
He  stated  that,  although  he  was  aware  his  identity  could  be 
protected  under  the  PA,  he  was  not  confident  this  protection 
would  be  effective.   After  saying  this,  the  interviewee  would 
provide  only  a  general  statement  regarding  the  appointee's 
honestv  and  terminated  the  interview.   FBI  11. 
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J.   Reduced  Cooperation  from  Other  Federal  Agencies 
1.   Internal  Revenue  Service 


99.  During  an  FBI  investigation  in  a  western  city,  under 
the  Racketeer  Influenced  and  Corrupt  Organizations  statute, 
information  developed  on  a  subject  was  provided  to  an  IRA  agent. 
The  IRS  agent  advised  that  due  to  the  PA  the  IRS  could  accept 
information  valuable  to  them  but  could  not  provide  any  informa- 
tion that  would  aid  an  FBI-related  case.   GAO  11, 

100.  Also  in  New  York,  in  three  separate  cases,  information 
was  requested  from  the  IRS.   These  requests  were  denied  on  the 
basis  of  the  Privacy  Act.   Since  that  time,  IRS  has  stated  it 
will  honor  only  those  requests  for  information  which  come  from 
the  Administrator  of  DEA.   This  has  greatly  increased  the  length 
of  time  which  is  required  to  obtain  such  information. 

DEA,  Appendix  A. 

2  .   Social  Security  Administration 

101.  In  a  recent  U.S.   Secret  Service  stolen  check 
investigation,  three  empty  Government  check  envelopes  were  found 
in  the  suspect's  bedroom.   Each  envelope  had  apparently  been  used 
by  the  suspect  to  practice  writing  the  payee's  name.   Two  of  the 
written  names  were  identified  and  the  payees  were  located.   The 
third  name  could  not  be  identified  and  an  inquiry  was  made  at  the 
local  Social  Security  office  to  determine  if  checks  were  being 
issued  in  this  name.   Social  Security  office  personnel  cited  the 
PA  and  refused  to  provide  any  information.   Copies  of  the  forged 
check  were  subsequently  obtained  through  formal  channels  6  months 
later.   GAO  22. 

102.  During  an  unlawful  flight  to  avoid  prosecution/murder 
investigation,  the  FBI  found  out  that  the  subject  was  receiving  a 
monthly  disability  check  from  the  Social  Security  Administration. 
Although  the  Social  Security  Administration  confirmed  the  subject 
was  getting  a  check,  it  declined  to  furnish  the  address  where  the 
check  was  being  sent  because  of  the  PA.   The  subject  was 
eventually  located,  but  it  took  over  3  months  of  investigative 
effort.   GAO  11. 

103.  FBI  agents  in  the  Pacific  Northwest  developed  informa- 
tion that  an  escaped  prisoner  might  have  been  receiving  Supple- 
mental Security  Income  payments.  Local  Social  Security  officials 
refused  to  supply  any  information  about  the  fugitive,  citing  the 
PA.   The  FBI  later  apprehended  the  fugitive,  after  expending 
considerable  manpov/er.   The  FBI  found  that  the  fugitive,  at  the 
time  of  his  arrest  had  indeed  been  receiving  Supplemental 
Security  Income  payments.   GAO  11. 

104.  In  an  eastern  city,  the  FBI  received  information  from 
the  state  police  concerning  possible  fraud.   An  individual  was 
allegedly  receiving  full  Social  Security  disability  payments, 
while  still  working  full  time.   The  FBI  contacted  the  local 
Social  Security  office,  but  the  office  chief  refused  to  provide 
any  information,  including  whether  or  not  the  individual  was 
receiving  disability  payments.   The  official  cited  the  provisions 
of  the  FOI/PA  as  the  reason  for  not  giving  the  information. 

GAO  22. 

105.  A  father  took  his  5-year  old  son  away  from  the  boy's 
grandfather,  who  had  legal  custody.   As  a  result,  a  federal 
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warrant  was  filed  for  the  father's  arrest  and  the  FBI  began 
looking  for  him.   Three  months  later,  the  father  contacted  the 
Social  Security  office  in  the  city  where  the  child  previously 
lived  and  requested  that  the  child's  Social  Security  check  be 
forwarded  to  another  office.   The  Social  Security  office  told  the 
grandfather  about  the  request.   The  FBI  immediately  contacted  the 
Social  Security  claim  representative,  explained  that  there  was  a 
federal  warrant  for  the  father's  arrest  and  asked  where  the 
father  wanted  the  check  sent.   The  claim  representative  told  the 
FBI  that  Social  Security  headquarters  had  instructed  him  not  to 
release  any  information  without  a  subpoena.   Tv/o  days  later,  the 
Assistant  U.S.  Attorney  obtained  a  subpoena  which  the  FBI  served 
upon  the  claim  representative.   Local  Social  Security  officials 
contacted  the  Assistant  Regional  Attorney  of  the  Department  of 
Health,  Education,  and  Welfare,  who  advised  them  not  to  honor  the 
subpoena  based  on  Social  Security  regulations.   The  Assistant 
U.S.  Attorney  then  advised  the  grandfather  to  go  to  the  local 
Social  Security  office  and  request  the  needed  information  under 
the  FOIA.   Through  an  FOIA  request,  the  grandfather  received  all 
the  information  needed  to  enable  the  FBI  to  locate  the  child  and 
arrest  the  father.   GAO  21-22. 


3 .   Other  Agencies 

106.  The  Department  of  Treasury  report  on  the  attempted 
assassination  of  President  Reagan  on  March  30,  1981  cited  a 
precipitous  decline  in  protective  intelligence  as  one  factor  that 
has  made  the  Secret  Service's  task  much  more  difficult.   In  the 
past,  the  FBI  was  the  Secret  Service's  most  important  source  of 
intelligence;  since  1975  the  volume  and  quality  of  intelligence 
provided  by  the  FBI  had  deteriorated  dramatically.   One  reason 
was  the  reluctance  of  informants  and  potential  informants  to 
provide  confidential  information  to  the  FBI.   Restrictions  on  the 
FBI's  domestic  intelligence  gathering  activities  were  also  a 
major  contributing  factor.   Department  of  Treasury,  Management 
Review,  II,  26-34  (August  1981). 

107.  A  district  office  of  the  DEA  in  the  midwest   reported 
that  an  inquiry  made  to  ATF  for  registration  information  concern- 
ing an  automatic  weapon  was  refused  because  of  ATF  regulations 
concerning  the  FOI/PA.   ATF  required  that  one  of  their  agents  be 
subpoenaed  an  present  the  information  to  a  federal  grand  jury. 
DEA,  Appendix  A. 

K.   Reduced  Cooperation  from  Foreign  Governments 

108.  In  the  past  few  years,  several  FBI  Agents  have  had 
contact  with  foreign  police  representatives  visiting  the  United 
States.   These  representatives  have  come  from  Western  countries, 
some  of  which  have  experienced  internal  problems  with  terrorism. 
These  police  representatives  generally  offered  the  observation 
that,  despite  their  high  regard  for  the  reputation  and 
professionalism  of  the  FBI,  they  believed  (one  said  it  was  sadly 
amusing)  all  of  the  fine  efforts  of  the  FBI  are  sometimes 
diluted,  if  not  negated,  when  the  investigative  results  have  to 
be  furnished  under  the  FOI/PA  to  subjects  of  investigations. 
This  same  dismay  over  restrictions  on  the  FBI  was  relayed  by  a 
person  who  traveled  to  another  foreign  country  and  visited  that 
country's  national  police  force.   FBI  5. 

109.  The  Royal  Canadian  Mounted  Police  (RCMP)  continues  to 
be  very  cautious  when  information  is  requested  that  may  impact  on 
their  informants  or  is  of  a  particularly  sensitive  nature. 
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despite  assurances  by  DEA  that  the  information  furnished  by 
foreign  police  agencies  will  not  be  disclosed  by  DEA  through  the 
FOIA.   It  is  the  opinion  of  DEA  officials  that  the  FOIA  has 
seriously  damaged  cooperative  efforts  that  previously  existed 
between  DEA  and  the  RCMP.   DEA  has  been  able  to  overcome  many  of 
these  problems  only  by  making  explicit  assurances  that  informa- 
tion will  not  be  entered  formally  into  DEA  files  and  will  not 
become  the  basis  for  court  orders  involving  Title  Ill's,  Search 
Warrants,  etc.   DEA,  Appendix  A. 

110.  A  citizen  who  has  close  contact  with  a  foreign  police 
agency  discontinued  his  association  with  the  FBI  because  he 
feared  that,  under  the  FOIA,  information  might  be  released  which 
would  identify  either  himself  or  this  foreign  police  agency. 

FBI  5. 

111.  On  April  11,  1978,  an  individual  who  had  some  contact 
with  foreign  police  department  officers  declined  to  actively 
assist  the  FBI  because  of  the  fear  of  seeing  his  name  in  the 
newspapers.   He  advised  the  promise  of  confidentiality  by  law 
enforcement  offices  in  today's  political  environment  is  worth- 
less.  FBI  4. 

112.  In  recent  conversations  with  two  members  of  a  foreign 
police  agency  in  an  investigation  concerning  copyright  matters, 
the  two  officers  stated  they  did  not  furnish  all  information  to 
the  FBI  as  they  had  in  the  past,  due  to  the  FOIA.   FBI  4. 

113.  A  DEA  district  office  reported  that  in  an  eastern  city 
reported  that  in  one  instance,  as  a  DEA  Agent  spoke  with  an 
officer  of  the  Royal  Canadian  Mounted  Police,  it  became  apparent 
that  the  officer  refused  to  divulge  information  he  received  from 
an  informant  for  fear  that  the  informant's  identity  would  not  be 
protected  by  DEA  against  an  FOIA  inquiry.   DEA,  Appendix  A. 

L.   Refusals  of  Informants  to  Continue  Assisting 
Law  Enforcement  Agencies 

114.  An  FBI  informant  belonged  in  the  early  1970 's  to  an 
organization  allegedly  engaged  in  criminal  conduct.   In  the  late 
1970 's,  the  group's  leadership  began  to  suspect  that  there  was 
one  more  informants  in  their  midst.   As  they  began  to  compare  the 
FBI's  releases,  the  gro-up's  leadership  was  able  to  pinpoint  the 
identity  of  one  of  the  two  government  informants;  the  other 
government  informant  was  told  that  he  was  suspected  of  being  an 
FBI  informant.   The  leadership  then  instructed  all  members  of  the 
group  to  make  FOIA  requests  to  the  FBI  for  the  purpose  of  obtain- 
ing additional  documents  to  compare  in  order  to  find  the  identi- 
ties of  any  other  government  informants.   The  government's  second 
informant  began  to  fear  for  his  physical  safety  and  livelihood, 
and  the  FBI's  confidential  relationship  with  him  was  terminated. 
WHW  11. 

115.  Since  the  advent  of  the  FOI/PA,  numerous  documents 
containing  information  furnished  by  an  FBI  informant  of 
longstanding  have  been  released  under  provisions  of  these  laws. 
These  releases  have  had  a  deleterious  effect  upon  the  informant's 
relationship  with  the  FBI.   There  has  been  a  noticeable  decrease 
in  the  volume  of  information  furnished  by  the  informant,  who  has 
been  frank  to  state  that  he  no  longer  has  his  former  confidence 
that  the  FBI   can  maintain  the  confidentiality  of  his 
relationship.   On  numerous  occasions,  the  informant  has  expressed 
reluctance  to  furnish  information  which  he  fears  might  be 
released  under  the  FOIA,  resulting  in  his  physical  jeopardy  or 
leaving  him  open  to  civil  suit.   This  informant  did  not  terminate 
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his  relationship  with  the  FBI,  but  the  relationship  became  a  very 
tenuous  one.   FBI  28. 

116.  In  September  1977,  a  former  Special  Agent  advised  the 
FBI  Agent  that  an  informant  had  contacted  him  upon  learning  that 
an  FBI  suspect  had  obtained  documents  under  the  FOI/PA.   The 
informant  expressed  fear  the  suspect  would  be  able  to  identify 
him  as  a  confidential  source,  since  the  suspect's  purpose  in 
making  the  FOI/PA  request  was  to  identify  individuals  who  had 
provided  information  to  the  FBI  about  him.   FBI  27. 

117.  A  confidential  source  stated  he  was  fearful  his  name 
would  become  known  to  certain  individuals.   He  cited  their 
possible  access  throuqh  FOI/PA  requests  to  the  information  he  had 
provided.   The  source  became  unproductive  and  contact  with  him 
was  discontinued.   FBI  24. 

118.  A  long-time  informant  announced  that  he  felt  his 
confidentiality  could  no  longer  be  guaranteed  and  refused  to 
furnish  further  information.   Provisions  of  the  FOI/PA  were 
explained  to  the  informant,  particularly  relating  to  protection 
of   informants  and  informants'   information;   however,   this 
informant  still  wished  to  sever  contacts  with  the  FBI. 

FBI  24-25. 

119.  On  several  occasions,  an  informant  voiced  his  concern 
for  his  safety  out  of  fear  that  his  identity  would  be  revealed 
under  the  FOI/PA.   He  stated  that  when  he  began  assisting  the  FBI 
it  was  his  understanding  that  his  identity  and  the  information  he 
furnished  would  always  remain  confidential.   FBI  29. 

120.  An  informant  of  one  FBI  office  expressed  concern  that 
individuals  about  whom  he  had  provided  information  were  request- 
ing their  FBI  files  under  the  FOI/PA.   This  informant  expressed 
fear  for  his  personal  safety  and  that  of  his  family.   This  source 
had  in  the  past  provided  reliable  and  corroborating  information 
about  individuals  who  have  been  convicted  of  federal  crimes. 
Later,  there  was  a  reduction  in  amount  and  quality  of  the 
source's  information.   FBI  29. 

121.  In  a  Western  FBI  field  office',  a  former  highly  produc- 
tive confidential  informant  advised  that  he  did  not  feel  secure 
helping  the  FBI  due  to  widespread  publicity  concerning  FBI 
informants  and  the  FOIA  legislation.   He  stated  that,  although  he 
continued  to  maintain  his  relationship  with  the  FBI  in 
confidence , he  was  not  sure  that  the  FBI  could  do  the  same.   For 
this  reason,  the  informant  discontinued  all  contact  with  the  FBI. 
FBI  23. 

122.  A  criminal  informant,  who  furnished  very  significant 
information  in  an  automobile  theft  ring  case,  told  the  FBI  that 
he  feared  for  his  life  after  reading  in  various  newspapers  of 
disclosures  made  under  the  FOI/PA.   As  a  result,  the  informant 
will  no  longer  furnish  information  which  is  singular  in  nature. 
FBI  20. 

123.  The  FBI  made  several  attempts  to  reactivate  a  former 
source,  who  had  once  been  extremely  cooperative  and  productive. 
Current  attempts  to  persuade  the  source  to  again  aid  the  FBI  were 
unsuccessful;  the  former  informant  refused  to  cooperate  because 
he  believed  his  identity  could  not  be  kept  secure  due  to  FOI/PA 
disclosure  policy.   FBI  20. 

124.  An  individual  in  a  position  to  know  information  about 
an  FBI  subject  stated  to  a  Special  Agent  that  she  would  not 
furnish  any  information  lest  it  and  her  identity  appear  in  the 
newspapers.   She  made  reference  to  information  which  was  being 
published  in  the  press  as  a  result  of  an  FOI/PA  request.   FBI  19. 
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125.  A  potential  informant  advised  he  would  not  cooperate 
with  the  FBI  due  to  fear  his  identity  would  be  publicly  revealed, 
which  would  be  detrimental  to  his  profession.   This  potential 
informant  referred  to  news  accounts  in  the  local  press  regarding 
material  made  available  under  the  FOIA,  which  had  disclosed  the 
names  of  several  individuals  in  professional  capacities  who  had 
assisted  the  FBI  and  the  nature  of  their  assistance.   This  type 
of  publicity,  according  to  the  potential  informant,  would  be 
detrimental  to  any  individual  in  business  who  elected  to  cooper- 
ate with  the  FBI.   FBI  19-20, 

126.  In  August  1976,  an  FBI  field  office  contacted  a  source 
to  determine  why  he  was  not  now  providing  the  FBI  with  informa- 
tion as  he  had  been  in  the  past.   This  source  replied  that  he  was 
in  fear  of  losing  his  job  and  of  retaliation  by  individuals  about 
whom  he  might  furnish  information.   The  source  asked  if  the  FBI 
could  guarantee  the  confidentiality  of  his  relationship  and  of 
the  information  he  furnished.   He  stated  he  was  particularly 
concerned  about  confidentiality  in  light  of  the  FOIA,   In  view  of 
his  apprehensions,  this  individual  is  no  longer  being  contacted 
by  the  FBI.   FBI  19, 

127.  Two  individuals  in  a  position  to  furnish  the  FBI  with 
important  information  regarding  a  series  of  train  wrecks  refused 
to  do  so  because  they  feared  the  FOIA  would  force  the  FBI  to 
reveal  their  identities.   This  attitude  existed  even  after 
assurances  were  given  by  the  agents  regarding  the  FOIA. 

FBI  17-18. 

128.  Agents  contacted  a  former  criminal  informant  who 
associated  v/ith  several  individuals  under  investigation.   The 
source,  who  displayed  knowledge  of  the  FOIA,  expressed  extreme 
concern  of  the  disclosure  provisions.   The  two  agents  spent 
approximately  one-half  hour  discussing  this  with  the  source. 
Both  agents  were  of  the  opinion  that  the  FOIA  prevented  them  from 
obtaining  details  of  value.   FBI  25. 

129.  A  confidential  source  advised  that  "general  street 
talk"  was  that  one  should  not  provide  information  to  the  govern- 
ment since  this  information  would  eventually  be  publicized  as  a 
result  of  the  FOI/PA.   FBI  24. 

130.  An  informant  who  know  a  great  deal  about  a  violent 
group  became  reluctant  to  furnish  information  on  the  gang  because 
of  the  FOI/PA.   He  considerably  reduced  the  amount  of  information 
he  furnished  to  the  FBI.   FBI  22. 

131.  In  1976,  an  active  informant  stated  he  would  no  longer 
continue  in  that  capacity  because  it  was  his  belief,  as  a  result 
of  the  FOI/PA,  his  identity  and  confidentiality  could  no  longer 
be  protected. 

M.   Identification  of  FBI  Informants 


132.   A  Federal  inmate  convicted  of  unlawful  interstate 
flight  to  avoid  confinement  and  attempted  murder  of  law  enforce- 
ment officials  confronted  and  threatened  an  FBI  source  in  a 
prison  exercise  yard.   The  source  had  provided  the  Bureau  with 
valuable  information  about  a  bank  burglary  conspiracy  matter 
involving  the  inmate.   The  inmate  showed  the  source  an  FBI 
document  he  received  under  the  FOIA,  and  accused  the  source  of 
being  a  government  informant.   The  accusation  was  based  on  the 
inmate's  reasoning  that  because  only  three  people  knew  the 
details  of  the  crime  discussed  in  the  document,  and  two  of  those 
names  appeared  in  the  document  caption,  the  name  of  the  missing 
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person  must  also  be  the  name  of  the  informant.   In  order  to 
protect  the  source's  life,  prison  authorities  were  required  to 
transfer  the  source  to  another  facility.   However,  the  source's 
usefulness  was  ended  and  word  has  reached  the  street  the  source 
is  a  government  informant.   WHW  15. 

133.  After  studying  a  Bureau  FOIA  release,  a  researcher 
with  detailed  knowledge  of  the  subject  matter  claimed  he  was  able 
to  identify  the  individuals  who  had  cooperated  with  the  FBI,  even 
though  the  individuals'  names  were  deleted  from  the  released 
documents.   The  researcher  then  wrote  an  article  criticizing 
those  who  had  cooperated  with  the  FBI.   WHW  35. 

134.  In  response  to  documents  it  received  from  the  FBI 
pursuant  to  an  FOIA  request,  a  newspaper  printed  a  story  that 
identified  by  name  an  FBI  informant.   The  story  stated:   "Though 
many  of  the  names  have  been  blacked  out  by  FBI  officials,  other 
documents  indicate  that  a  Salt  Lake  City  resident  [individual 
named]  was  the  FBI  informant."   WHW  35. 

135.  An  FBI  source,  extremely  upset,  told  an  FBI  Agent  that 
he  had  received  a  call  from  an  individual  who  told  him  that  an 
FBI  FOIA  release  identified  him  as  a  government  informant. 
Although  the  FBI  had  invoked  the  confidential  source  exemption 
during  processing,  the  individual  had  nonetheless  been  able  to 
identify  the  government's  informant.   WHW  35. 

N.   Refusals  of  the  General  Public  to  Cooperate  with  Law 
Enforcement  Agencies 

136.  In  July  1981,  a  private  citizen  in  the  Washington, 
D.C.  area  approached  the  FBI  and  advised  that  he  could  furnish 
information  involving  fraud  against  the  government  by  a 
high-ranking  employee  of  an  executive  department.   The  citizen 
asked  whether  the  information  he  provided  could  be  kept  in 
confidence  by  the  FBI.   The  FOIA  was  explained  to  the  citizen  and 
methods  by  which  his  confidentiality  could  be  maintained  were 
discussed.   The  citizen  told  the  FBI  that,  in  view  of  the  FOIA, 
he  did  not  want  to  furnish  information  to  the  FBI.   Even  though 
the  information  was  nominally  exempt,  the  citizen  expressed  fears 
that  the  information  would  be  given  out  by  mistake  if  the  subject 
of  the  investigation  made  an  FOIA  request. 

137.  The  FBI  initiated  a  Racketeer  Influenced  and  Corrupt 
Organization  investigation  based  on  information  provided  by 
businessmen  in  a  small  southwestern  town.   The  businessmen  asked 
that  they  not  be  called  to  testify  because  they  feared  their 
businesses  would  suffer.   Upon  later  learning  that  the  informa- 
tion might  be  disclosed  through  an  FOI/PA  release,  they  decided 
not  to  furnish  further  information.   Without  this  assistance  the 
FBI  had  to  discontinue  the  investigation,   GAO  15. 

138.  In  a  fraud  investigation  in  a  southwestern  city,  a 
former  employee  of  the  company  being  investigated,  who  had  been  a 
principal  source  of  information,  was  fearful  that  he  would  be 
sued  by  the  subjects  of  the  investigation  if  he  provided  informa- 
tion to  the  FBI.   He  knew  this  information  would  be  available 
upon  request  under  the  FOI/PA,  and  if  the  criminal  allegation 
were  not  ultimately  resolved  in  court,  he  would  become  civilly 
liable.   On  several  occasions  this  source  expressed  reluctance  to 
provide  information  of  value.   WHVJ  5. 

139.  During  the  course  of  a  Racketeer  Influenced  Corrupt 
Organizations  case  involving  certain  union  members  and  company 
officials,  the  investigating  Agent  contacted  nonunion  employees 
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concerning  alleged  harassment  by  union  members  and  the  firing  of 
several  rifle  shots  at  nonunion  members.   A  prospective  witness 
to  a  particular  incident  declined  to  furnish  any  information  to 
the  FBI,  on  FOI/PA  ground,  stating  that,  "the  Government  just 
can't  keep  a  secret  anymore."   FBI  16. 

140.  In  a  similar  FBI  case,  a  labor  union  official  refused 
to  furnish  information  to  the  FBI.   He  claimed  he  would  have  no 
confidence  in  the  security  of  his  information  in  view  of  the 
ability  of  individuals  to  obtain  their  files  under  the  FOI/PA. 
FBI  16. 

141.  Shortly  after  a  skyjacking  took  place,  an  unidentified 
caller,  who  identified  himself  only  as  a  medical  doctor,  told  a 
Special  Agent  that  the  skyjacker  was  probably  an  individual  who 
was  an  outpatient  at  the  psychiatric  clinic  v/here  the  caller  was 
employed.   He  stated  the  individual  was  schizophrenic  and  danger- 
ous to  himself  and  to  other  persons.   The  caller  suggested  that  a 
psychiatrist  should  be  available  during  all  negotiations  with  the 
skyjacker.   The  caller's  identity  was  requested  since  he  was 
obviously  knowledgeable  concerning  the  skyjacker  and  could 
furnish  possible  valuable  information  in  an  attempt  to  have  the 
skyjacker  peacefully  surrender.   Despite  the  fact  that  several 
lives  were  in  jeopardy,  the  caller  stressed  that  he  was  unable  to 
furnish  his  name  because  of  FOI/PA  requirements  and  terminated 
the  call.   Because  of  this  telephone  call,  the  FBI  did  have  a 
psychiatrist  available  during  negotiations  with  the  skyjacker 
(who  had  been  correctly  identified  by  the  caller)  and  the 
skyjacker's  surrender  was  accomplished  without  loss  of  lives  or 
property.   FBI  18. 

0.   Reduced  Cooperation  from  State  and  Local  Law 
Enforcement  Agencies 

142.  DEA's  El  Paso  Intelligence  Center  (EPIC),  a  joint 
intelligence  operation  involving  those  federal  agencies  who  have 
jurisdiction  over  the  importation  of  illegal  substances  into  the 
United  States,  has  received  word  from  a  state  police  agency  that 
reports  henceforth  being  sent  to  EPIC  shall  not  be  duplicated  nor 
further  distributed  without  their  direct  consent.   While  DEA 
remains  legally  responsible  for  requests  for  this  type  of 
information,  any  release  is  bound  to  further  strain  the  working 
relations  between  EPIC  and  the  state  police.   DEA,  Appendix  A. 

143.  A  DEA  district  office  reported  that  another  state 
police  agency's  criminal  intelligence  division,  had  refused  to 
divulge  any  information  to  DEA.   Citing  the  possibility  of  having 
to  reveal  the  source  of  their  information  at  some  time  in  the 
future,  the  state  police  have  unequivocally  stated  that  they  will 
not  reveal  their  intelligence.   DEA,  Appendix  A. 

144.  In  a  civil  rights  investigation  in  which  the  subject 
was  a  former  employee  of  a  state  law  enforcement  agency,  the  head 
of  that  agency  advised  that  the  subject's  personnel  file 
contained  several  previous  complaints  concerning  his  alleged 
brutality.   However,  the  agency  refused  to  make  the  personnel 
file  or  information  contained  in  it  available  to  the  FBI,  out  of 
fear  the  subject  would  have  access  to  this  information  under  the 
PA.   FBI  2. 

145.  The  state  police  of  a  mid-Atlantic  state  will  not,  in 
routine  cases,  provide  DEA  with  information  that  was  obtained  by 
a  confidential  informant.   Further  information  that  is  not  of  an 
enforcement  nature,   such  as  information  needed  for  DEA's 
responsibility  to  regulate  the  legitimate  drug  industry,  is 
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currently  not  being  exchanged  as  was  prior  to  the  1974  FOIA 
amendments.   The  state  police  reported  that  if  the  information 
sought  in  licensing  investigations  is  not  in  the  form  of  a  final 
disposition  it  will  not  be  released.   If  a  release  of  information 
is  made  to  DEA,  the  information  will  be  limited  strictly  to  data 
relating  to  specific  convictions,  arrests,  and  case  dispositions. 
Intelligence  information  is  generally  withheld.   DEA,  Appendix  A. 

146.  A  DEA  district  office  in  a  southeastern  state  reports 
that  the  state  police,  with  whom  DEA  works  jointly  on  many 
investigations  and  participates  routinely  in  the  exchange  of 
intelligence  reports,  has  become  concerned  because  of  a  state 
statute  which  prevents  disclosure  of  state  police  reports  to 
anyone  without  their  permission.   Since  these  documents,  once 
entered  in  DEA  files,  are  subject  to  the  provisions  of  the  FOIA, 
the  DEA  office  is  concerned  that  the  release  of  these  documents 
will  directly  affect  the  working  relationship  between  DEA  and  the 
state  police.   DEA,  Appendix  A. 

147.  The  FBI  learned  that  an  FBI  applicant  was  a  former 
employee  of  a  midwestern  state's  bureau  of  investigation.   When 
contacted,  the  state  bureau  officials  acknowledged  they  had 
derogatory  information  concerning  the  applicant  but  refused  to 
reveal  the  information  because  the  applicant  would  have  access  to 
it  under  the  PA.   GAO  23. 

148.  A  state  police  agency's  criminal  identification  and 
investigation  unit  was  contacted  by  the  a  Resident  Office  of  DEA 
to  determine  if  they  would  consider  participating  in  EPIC.   The 
chief  of  the  identification  unit  stated  that  because  the  state 
did  not  have  a  freedom  of  information  act,  he  was  concerned  that 
providing  DEA  with  intelligence  would  possibly  alert  suspects  of 
state  investigations.   He  therefore  announced  that  he  would  defer 
from  participating  with  DEA  in  EPIC  at  this  time.   DEA  41. 

149.  During  a  suitability  investigation  of  a  political 
appointee,  the  officer  in  charge  of  a  police  department  organized 
crime  bureau  advised  the  FBI  that  he  had  furnished  derogatory 
information  about  the  appointee  directly  to  the  congressional 
committee  which  had  requested  the  FBI  investigation.   He  added 
that  the  derogatory  information  concerned  national  security,  but 
refused  to  comment  further.   The  officer  later  told  the  FBI  that 
he  was  thoroughly  familiar  with  the  confidentiality  provisions  of 
the  FOI/PA,  but  was  also  aware  that  the  legislation  is  subject  to 
interpretation.   Consequently,  he  refused  to  give  the  derogatory 
information  to  the  FBI.   After  receiving  this  derogatory  informa- 
tion, the  committee  refused  to  provide  this  information  to  the 
FBI  and  requested  the  FBI  to  discontinue  its  investigation. 

GAO  23. 

150.  A  midwestern  state's  police  intelligence  unit  advised 
that  the  unit's  officers  will  provide  information  only  to  federal 
agents  who  they  know  personally.   Their  rationale  is  that  they 
can  trust  the  agents  they  know  to  properly  conceal  informant 
identities  even  if  the  information  is  later  released  under  the 
FOI/PA.   GAO  23. 


Local 


151.   Since  the  spring  of  1976,  a  southern  office  of  the  FBI 
has  encountered  an  express  reluctance  by  a  police  department  and 
a  sheriff's  office's  intelligence  unit  to  cooperate  in  furnishing 
written  information  to  the  FBI  on  security,  as  well  as  criminal 
matters.   A  member  of  the  intelligence  unit  stated  that,  despite 
Dast  FBI  assurances  that  all  intelligence  information  would  be 
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considered  confidential,  it  had  been  learned  a  former  black 
activist,  who  had  made  an  FOiA  request  to  the  FBI,  was  furnished 
a  copy  of  an  intelligence  report  previously  furnished  to  the  FBI 
by  the  police  department.   Although  this  document  did  not  reveal 
the  identity  of  any  informant,  that  local  agency  advised  it  had 
no  choice  but  to  decline  to  furnish  further  written  information 
to  the  FBI,  in  order  to  prevent  this  situation  from  arising 
again.   FBI  4. 

152.  A  chief  of  police  stated  in  the  early  part  of  1977 
that  if  any  information  is  released  by  federal  law  enforcement 
agencies  as  a  result  of  a  request  under  the  FOI/PA,  which 
indicated  that  the  source  of  information  was  his  police 
department,  he  would  no  longer  allow  his  department  to  furnish 
information  to  any  federal  law  enforcement  agencies.   FBI  3. 

153.  A  representative  from  the  criminal  conspiracy  section 
of  a  certain  police  department  stated  that  his  section  is  very 
reluctant  to  discuss  information  concerning  possible  intelligence 
operations.   The  representative  stated  he  feared  this  information 
could  inadvertently  be  released  by  the  FBI  to  an  individual 
pursuant  to  an  FOI/PA  request.   FBI  3. 

154.  During  a  meeting  of  a  state's  organized  crime  intelli- 
gence units  this  past  summer,  officers  of  a  local  sheriff's 
department  and  a  local  police  department  formally  voiced  a 
reluctance  to  share  intelligence  information  with  federal 
agencies  because  of  the  accessibility  of  the  information  through 
the  FOIA.   As  part  of  their  presentation,  an  example  was  cited  in 
which  local  officials,  who  had  served  a  search  warrant  on  an 
individual  affiliated  with  organized  crime,  discovered  that  the 
individual  had  obtained  an  FBI  report  containing  sensitive 
intelligence  information  that  had  been  supplied  by  the  local 
police  to  the  FBI.   Since  that  date,  no  intelligence  information 
has  been  received  from  either  the  local  police  department  or  the 
local  sheriff's  department  by  the  DEA  office  reporting  the 
incident.   DEA,  Appendix  A. 

155.  A  western  DEA  District  Office  also  reported  having 
difficulty  developing  a  case  involving  a  criminal  organization 
engaged  in  the  illicit  diversion  of  drugs  totaling  more  than  300 
million  dollars  annually,  and  believed  to  be  directly  linked  to 
organized  crime  in  Las  Vegas.   The  case  is  stalled,  in  large 
part,  because  the  local  police  department  has  refused  DEA  access 
to  an  informant  who  allegedly  possesses  crucial  information 
because  of  the  potential  for  disclosure  in  a  Freedom  of  Informa- 
tion request.   DEA,  Appendix  A. 

156.  In  civil  rights  matters,  officers  of  a  certain  police 
department  have  been  cautioned  by  their  departmental  attorneys 
that,  when  interviewed  as  subjects  by  FBI  Agents,  they  should 
respectfully  decline  to  furnish  any  information  based  on  the  5th 
Amendment.   They  have  been  cautioned  further  that  any  statement 
they  do  make  to  the  FBI  would  be  subject  to  disclosure  under  the 
FOI/PA.   FBI  3. 

157.  Two  police  departments  in  a  certain  state  will  not 
share  their  informants  and,  more  importantly,  a  substantial 
amount  of  their  informant  information  on  federal  violations,  for 
fear  an  informant  will  be  disclosed  accidentally  by  the  FBI 
through  an  request.   FBI  3. 

158.  In  a  major  city,  a  cooperative  system  of  investigative 
records  which  was  developed  between  the  Regional  Office  of  the 
Drug  Enforcement -Administration,  a  joint  task  force,  and  the 
city's  police  department  to  coordinate  narcotics  investigations 
that  had  been  initiated  among  any  of  the  three  participants,  was 
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forced  to  be  turned  over  to  the  exclusive  jurisdiction  of  the 
city  police  department.   Fearing  that  information  contained  in 
the  system  would  ultimately  become  the  subject  of  Freedom  of 
Information  Act  requests,  the  police  declared  their  intention  to 
withdraw  from  the  program.   Since  this  withdrawal  could  have 
resulted  in  not  only  an  adverse  impact  on  the  enforcement 
capability  in  the  area,  but  in  the  possible  harm  to  individual 
law  enforcement  officials  acting  in  an  undercover  capacity,  DE 
agreed  to  turn  over  full  authority  and  custodial  responsibility 
of  the  records  system  to  city  police.   While  there  has  not  been  a 
noted  loss  of  efficiency  in  the  system,  it  is  strongly  felt  by 
DEA  officials  that  this  type  of  system  fundamentally  belongs 
under  federal  control  and  that  the  transfer  of  the  controls  of 
this  system  to  the  city  police  somewhat  diminishes  DEA  authority 
in  this  area.   DEA,  Appendix  A. 

159.  The  following  letter  was  written  by  the  Chief  of 
Police  of  a  major  city: 

"With  respect  to  FBI  files  being  made  accessible  to 
persons  or  organizations  pursuant  to  the  Privacy  Act  or  the 
Freedom  of  Information  Act,  I  request  that  all  investigative 
records  of  information,  from  whatever  (deleted)  Bureau  of 
Police  source  (including  the  deleted)  Police  Bureau  as  an 
organization,  its  employees,  etc.),  in  your  files  be 
protected  and  kept  confidential. 

"If  such  protection  cannot  be  assured  to  this 
organization  by  the  FBI,  we  will  only  be  able  to  cooperate 
in  the  exchange  of  nonsensitive ,  nonconfidential 
information.   The  (deleted)  Bureau  of  Police  would  not  be 
able  to  pass  on  sensitive  information  to  the  FBI  without  his 
assurance  of  confidentiality,  and  the  effectiveness  of  the 
working  relationship  between  our  organizations  would  be 
greatly  diminished."   FBI  2-3. 

160.  A  detective  of  a  prosecutor's  office  was  contracting 
his  local  sources  to  find  the  whereabouts  of  a  former  resident 
who  was  a  Federal  fugitive  charged  with  murder.   The  detective 
said  his  sources  and  contacts  in  the  Cuban  community  were  reluc- 
tant to  provide  information  in  this  case  or  others  because  of  the 
fear  of  disclosure  under  the  FOIA.   FBI  12. 

161.  A  Regional  Office  of  the  DEA  in  a  major  city  reported 
that  officers  of  the  local  police  department  who  are  assigned  to 
work  with  DEA  on  investigations  are  not  permitted  to  release  any 
intelligence  information  to  DEA  that  has  been  generated  strictly 
by  the  police  department  or  by  its  informants.   In  those  instan- 
ces where  a  formal  request  for  information  is  made  from  DEA  to 
the  local  police  department,  a  response  is  made  by  forwarding 
summary  data  or  excised  portions  of  police  reports  to  the 
requesting  DEA  official.   DEA,  Appendix  A. 

162.  The  same  Regional  Office  of  the  DEA  also  reported  that 
in  those  instances  where  DEA  and  the  police  department  are 
investigating  the  same  crime,  it  is  virtually  impossible  to 
obtain  information,  especially  if  it  was  originated  by  a  local 
agency  informant.   As  a  result,  it  is  quite  common  to  have  two 
sets  of  investigations  simultaneously  proceeding  on  both  the 
federal  and  local  level,  requiring  the  development  of  two 
distinct  sets  of  evidence.   The  simultaneous  investigation  of 
defendants  by  DEA  and  the  state  and  local  authorities,  aside  from 
generating  a  significant  waste  in  manpower  and  resources,  also 
heightens  the  possibility  that  the  ongoing  investigation  will  be 
made  known  to  those  under  investigation,  since  a  significant 
increase  in  the  amount  of  police  work  in  the  area  is  required. 
DEA,  Appendix  A. 
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163.  A  representative  of  a  certain  police  department 
intelligence  division  has  stated  he  is  very  reluctant  to  furnish 
information  regarding  possible  domestic  revolutionaries.   He  is 
fearful  such  information  could  inadvertently  be  released  pursuant 
to  the  FOI/PA.   FBI  12. 

164.  In  a  recent  civil  rights  investigation,  an  effort  was 
made  to  obtain  a  copy  of  a  police  department  report  of  the 
victim's  death.   Local  authorities  would  make  the  report 
available  for  review,  but  declined  to  provide  a  copy  for  inclu- 
sion in  the  FBI's  investigative  report.   Anticipating  a  civil 
suit  would  be  filed  against  the  city  and  police  department 
arising  from  the  victim's  death,  they  questioned  the  ability  of 
the  FBI  in  view  of  the  FOIA  and  PA  to  maintain  the  local  report 
in  confidence.   FBI  2. 

165.  In  accordance  with  a  request  from  the  Department  of 
Justice,  U.S.  Secret  Service  offices  were  required  to  make 
inquiries  regarding  the  organized  crime  situation  in  their 
respective  districts.   In  connection  with  this  effort,  an  agent 
interviewed  the  Chief  Investigator  for  a  County  District  Attor- 
ney's Office,  who  had  considerable  background  on  organized  crime 
activities.   When  interviewed,  he  declined  to  release  any 
information.   He  stated  that  under  the  FOIA  records  and  files  of 
government  agencies  could  be  obtained  by  non-law  enforcement 
personnel,  that  much  of  the  information  he  had  could  not  be 
positively  substantiated,  and  that  he  could  be  liable  for  making 
statements  he  could  not  fully  prove.   He  further  advised  that  if 
his  identity  as  a  source  of  information  were  obtained  under  the 
FOIA,  he  might  be  subpoenaed  before  another  body  to  testify  on 
the  information  he  had,  possibly  compromising  his  informants. 
GAO  5. 

166.  Due  to  the  FOI/PA,  difficulty  has  been  experienced  on 
several  occasions  in  obtaining  information  from  a  certain  police 
department.   Some  officers  have  stated  their  reluctance  to  make 
information  available  concerning  subjects  of  local  investigation 
because  of  these  Acts.   The  organized  crime  control  bureau  and 
the  intelligence  division  of  the  police  department  have  expressed 
concern  over  the  FBI's  ability  to  protect  sources  of  information. 
FBI  1. 

167.  A  southern  city's  police  intelligence  unit  learned 
that  one  of  its  intelligence  reports,  furnished  to  the  FBI  with 
assurances  of  confidentiality,  had  been  released  under  the  FOIA. 
Although  this  document  did  not  reveal  the  identity  of  any  inform- 
ants, the  unit  refused  to  furnish  anyfurther  written  information 
to  the  FBI.   It  simply  did  not  believe  the  FBI  could  guarantee 
confidentiality  for  information  provided,  and  it  wanted  to  avoid 
the  possible  compromise  of  informants.   GAO  12. 

168.  An  extremist  organization's  leader,  who  was  convicted 
of  two  murders,  received  documents  from  FBI  headquarters  through 
an  FOIA  request.   The  convicted  leader's  attorney  informed  a 
mideastern  city's  police  intelligence  officer  that,  after  review- 
ing the  documents,  the  leader  had  identified  the  police  depart- 
ment's informant  in  the  murder  case.   This  police  department  will 
no  longer  furnish  written  reports  to  the  FBI.   GAO  12. 

169.  In  a  southwestern  state,  a  member  of  a  local  law 
enforcement  agency  told  the  FBI  that  while  police  reports  and 
other  verified  data  would  be  shared,  the  agency  would  be 
reluctant  to  provide  intelligence  data  because  of  the  possible 
release  under  the  FOI/PA.   GAO  23-24. 

170.  In  an  eastern  city,  the  FBI  reported  that  local  police 
officers  are  reluctant  to  make  all  information  available  concern- 
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ing  subjects  of  investigations  because  of  the  FOI/PA,   The  police 
department  has  told  the  FBI  that  if  one  of  its  sources  is  exposed 
through  an  FOI/PA  release,  it  will  no  longer  make  its  records 
available  to  the  FBI,  even  on  a  personal  basis.  GAO  24. 

P ,   Re fusals  of  Private  Corporations  and  Public  Institutions  to 
Cooperate  with  Federal  Law  Enforcement  Agencies 

1.   Banks 

171.  In  a  case  involving  approximately  100  forged  checks  in 
a  midwestern  city,  the  U.S.  Secret  Service  attempted  to  develop 
information  on  the  accounts  in  which  these  checks  were  deposited. 
Banks  refused  to  furnish  copies  of  documents  from  three  accounts 
without  a  subpoena,  even  though  the  banks  stood  to  lose  a  total 
of  $40,000.   These  banks  cited  the  PA  as  a  reason  for  failing  to 
furnish  the  requested  information.   Information  was  provided  only 
after  subpoenas  were  served.   GAO  9. 

172.  A  west  coast  bank  advised  the  FBI  that  the  bank  had 
made  a  $100,000  loan  to  an  individual  who  appeared  to  have 
provided  false  information  on  the  loan  application.   The  bank 
indicated  that  this  person  may  also  have  defrauded  several  other 
banks.   The  FBI  contacted  the  bank  official  who  had  the  loan 
records  but  he  refused  to  release  the  documents  without  a  subpoe- 
na.  The  FBI  then  contacted  the  Assistant  U.S.  Attorney  who 
advised  that  he  would  not  issue  a  subpoena  without  knowing  what 
information  of  evidential  value  was  contained  in  the  records. 
Because  of  the  "Catch-22"  situation,  the  FBI  closed  the  investi- 
gation.  The  case  was  eventually  reopened  in  light  of  the  amount 
of  losses  suffered  (several  million  dollars).   GAO  20. 

173.  A  former  president  of  another  bank  obtained  loans 
using  fraudulent  financial  statements.   The  bank  would  not  make 
available  to  the  FBI  the  personnel  file,  the  loan  file,  or  the 
results  of  the  internal  audit  regarding  the  president's  activi- 
ties, because  of  the  PA.   This  information  was  not  available  from 
other  sources.   FBI  7. 

174.  A  U.S.  Secret  Service  Agent,  working  undercover, 
learned  that  a  $3,800  U.S.  Treasury  check  had  been  stolen, 
forged,  and  deposited  in  a  bank  account  in  a  west  coast  city. 
The  Secret  Service  immediately  called  all  the  banks  in  the  city, 
with  negative  results.   The  undercover  agent  later  learned  which 
bank  had  received  the  check.   When  he  visited  this  bank,  bank 
officials  acknowledged  they  had  been  contacted  earlier,  but  had 
ignored  the  inquiry  because  it  was  bank  policy  not  to  reply  to 
law  enforcement  inquiries  because  of  the  PA.   By  the  time  the 
agent  made  the  initial  telephone  call  to  the  bank,  $500  had  been 
withdrawn  from  the  account.   The  subjects  withdrew  an  additional 
$2,500  between  the  initial  call  and  the  visit  by  the  Secret 
Service  Agent.   The  bank  would  have  prevented  a  $2,500  loss  if  it 
had  cooperated  when  first  contacted.  GAO  19-20. 

175.  During  an  investigation  concerning  the  disappearance 
of  $1,000  from  a  bank,  investigating  agents  contacted  a  senior 
vice  president  to  request  background  information  on  a  particular 
suspect  bank  employee.   The  vice  president  advised  that,  due  to 
recent  federal  and  state  privacy  legislation,  he  could  not 
furnish  personnel  information  concerning  this  employee,  as  he 
feared  the  employee  might  then  have  grounds  to  file  a  lawsuit  for 
invasion  of  privacy.   FBI  7. 

176.  In  an  investigation  involving  false  statements  to  an 
estimated  50  to  65  banks  resulting  in  $3.8  million  in  lawsuits. 
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an  FBI  office  served  a  subpoena  for  bank  records  on  a  bank  and 
made  request  to  interview  bank  officers  who  had  been  personally 
contacted  by  subjects.   The  bank,  a  victim  of  the  scheme,  wouia 
not  permit  the  requested  interviews  without  additional  subpoenas 
directed  to  the  officers  involved.   By  way  of  explanation,  the 
bank  advised  the  PA  prevented  discussion  of  any  information 
concerning  a  bank  customer  without  subpoena.   FBI  7. 

177.  Citing  the  PA,  a  large  bank  would  not  make  available 
details  of  a  particular  financial  transaction  without  a  subpoena, 
although  the  bank  was  the  vehicle  in  a  possible  $2.2  million 
fraudulent  transaction  involving  interstate  transportation  of 
stolen  property.   FBI  6. 

178.  A  certain  bank  was  the  victim  in  a  case  involving  bank 
fraud  and  embezzlement  conspiracy.   Losses  suffered  in  this  case 
were  approximately  $476,000.   Bank  officials  advised  that  under 
bank  policy,  which  was  based  on  the  FOI/PA,  they  would  furnish  no 
information  to  the  FBI  without  a  subpoena  duces  tecum.   FBI  7. 

2 .   Telephone  and  Telegraph  Companies 

179.  A  local  security  office  of  a  telephone  company 
referred  an  illegal  telephone  call  case  to  an  FBI  resident 
agency.   However,  the  company  refused  to  furnish  any  data 
concerning  the  principals  involved  in  the  violation  without  a 
subpoena  for  telephone  company  records.   FBI  14. 

180.  The  resident  office  of  the  DEA  in  a  southern  state 
reported  that  Western  Union  in  their  area  now  refuses  to  divulge 
any  information  except  by  subpoena  which  cites  the  specific 
information  in  question.   DEA,  Appendix  A. 

181.  A  west  coast  telephone  company  informed  the  U.S. 
Secret  Service  that  whenever  the  company  releases  information 
about  a  nonpublished  number,  they  will  immediately  notify  the 
subscriber  that  an  inquiry  was  made  and  who  made  the  inquiry. 
Consequently,  agents  must  now  decide  whether  to  obtain  the 
information  and  thus  alert  the  subscriber,  or  not  use  this 
important  investigative  tool.   GAO  21. 

182.  DEA' s  South  Central  Regional  Office  reported  that  an 
investigation  was  delayed  by  nearly  6  months  because  Western 
Union  employees  were  reluctant  because  of  the  uncertainties 
associated  with  both  federal  and  state  disclosure  and  privacy 
laws  to  notify  DEA  that  a  high  level  violator  had  been  using 
Western  Union  to  make  financial  arrangements  for  illicit  ship- 
ments of  controlled  substances  for  a  lengthy  period  of  time. 
DEA,  Appendix  A. 

183.  A  forged  U.S.  Treasury  check  was  used  to  pay  a 
telephone  bill.   The  telephone  company  supervisor  refused  to 
furnish  U.S.  Secret  Service  Agents  with  any  information  about  the 
individual  who  negotiated  the  check  or  the  telephone  account 
involved.   Although  the  U.S.  Secret  Service  Agent  pointed  out 
that  the  telephone  company  was  a  victim  in  this  case,  the  company 
refused  to  furnish  any  data  without  a  court  order.   The  Secret 
Service  Agent  said  that  this  information  would  not  have  been 
withheld  prior  to  enactment  of  the  FOI/PA.   GAO  19, 

3 .   Insurance  Companies 

184.  In  the  field  of  arson  investigations,  major  insurance 
companies  and  the  Fire  Marshal  Reporting  Service  have  stated  they 
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will  provide  no  information  to  federal  law  enforcement  agencies 
except  under  subpoena.   They  advise  their  legal  departments 
believe  this  position  is  necessary  for  protection  against  civil 
suit,  in  the  event  of  an  FOI/PA  disclosure. 

185.   In  a  Racketeer  Influenced  and  Corrupt  Organizations 
investigation  involving  numerous  subjects  in  an  arson-for-prof it 
scheme  in  which  insurance  companies  are  defrauded  after  the 
insured  property  is  burned,  at  least  15  insurance  companies, 
numerous  insurance  claims  adjusting  firms,  and  insurance  agents 
have  refused  or  have  been  most  reluctant  to  furnish  files 
regarding  losses  and  coverage  because  of  the  universal  fear  that 
the  information  furnished  could  be  obtained  by  the  insured  in  an 
FOI/PA  disclosure  which  the  insured  might  use  against  the 
insurance  company  or  firm  in  a  civil  suit.   The  FBI  has  been 
required  to  obtain  federal  grand  jury  subpoenas  to  secure  the 
desired  information,  which  in  every  instance  caused  delay  in  the 
investigation.   Many  of  these  firms  cited  widespread  news  public- 
ity resulting  from  FOI/PA  disclosures  as  cause  for  their  total 
lack  of  confidence  that  the  FBI  would  maintain  information  in 
confidence . 


4.   Hotel 

186.  A  district  office  of  DEA  in  a  southern  state  reported 
that  during  the  past  two  years  the  majority  of  motels  and  hotels 
in  the  coastal  Georgia  area  have  established  a  policy  of  refusing 
to  allow  law  enforcement  officers  to  even  peruse  their  registra- 
tion records  informally  without  a  subpoena.   These  businesses 
indicated  that  their  attitude  has  been  based  on  a  fear  of 
lawsuits  emanating  from  the  Freedom  of  Information  Act.   DEA, 
Appendix  A. 

187.  A  hotel  which  is  a  part  of  a  large  nationwide  hotel 
chain  refused  to  furnish  information  on  guests,  including  foreign 
visitors,  without  a  subpoena,  due  to  the  enactment  of  the  FOI/PA. 
FBI  8. 

188.  Numerous  hotels  and  gambling  casinos  in  the  State  of 
Nevada,  which  would  formerly  furnish  information  from  their 
records  on  note!  guests  and  gambling  customers  during  routine 
investigations,  now  require  a  subpoena  before  they  will  release 
any  information  to  the  FBI.   The  reason  given  by  hotel  officials 
is  for  protection  of  the  hotel  in  the  event  the  subjects  of  an 
investigation  bring  a  lawsuit  following  an  FOI/PA  release. 

FBI  8-9. 


5 .   Department  Stores 

189.  During  the  course  of  an  investigation,  agents  sought 
to  review  employment  records  at  a  department  store  and  were 
advised  that  employment  records  were  no  longer  available  because 
of  the  PA.   Agents  also  attempted  to  secure  information 
concerning  the  subject  from  two  other  stores  and  were  advised 
that  this  information  was  not  available  without  a  court  subpoena. 
FBI  13. 

190.  A  district  office  of  the  DEA  in  California  reported 
that  several  national  companies  like  Sears  and  Penney' s  in  the 
area  have  refused  to  give  information  regarding  former  employees 
who  were  seeking  employment  either  with  DEA  or  the  San  Diego 
County  Narcotics  Task  Force.   When  asked  for  the  reasons  in  their 
change  of  policy,  the  stores  cited  the  FOIA.   DEA,  Appendix  A. 
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6 .  Hospitals 

191.   An  individual  the  FBI  identified  as  operating  a 
check-kite  scheme  with  banks  in  several  states  had  been  hospital- 
ized.  Investigation  determined  this  individual  had  initiated  his 
check-kite  scheme  from  a  hospital  telephone.   Nevertheless, 
hospital  officials,  citing  the  FOI/PA,  refused  to  verify  his 
hospitalization  or  dates  of  confinement.   FBI  8. 

7.  Airlines 


192.   In  an  FBI  case  an  airline  company  accepted  a  stolen 
check  for  airline  passage.   When  its  computers  indicated  to  the 
ticket  agent  that  the  check  was  stolen,  the  airline  refused  to 
issue  the  ticket  which  already  had  been  completed  by  the  ticket 
agent.   During  the  course  of  FBI  investigation,  the  airline  was 
requested  to  surrender  the  completed  but  unused  ticket  as  evi- 
dence; however,  the  airline  company  declined  to  make  the  ticket 
available  to  the  FBI  due  to  the  FOI/PA.   FBI  6. 

8 .  Oil  Companies 

193.   Because  of  the  FOI/PA,  the  policy  of  a  major  oil 
company  limited  the  type  and  amount  of  information  that  the 
company  would  provide  to  the  FBI  regarding  an  applicant  for 
employment.   The  personnel  clerk  for  that  company  advised  that, 
even  when  an  applicant  has  executed  a  waiver  form,  the  only 
information  the  company  will  furnish  regarding  the  applicant's 
employment  is  verification  of  employment,  dates  of  employment, 
position  and  salary.   FBI  13. 

9.  Public  Schools  and  Universities 


194.  In  an  applicant  investigation,  a  waiver  was  provided 
the  FBI  to  obtain  medical  records  concerning  hospitalization  at 
the  health  center  of  an  educational  institution.   The  school 
physician  refused  to  provide  any  information  either  to  the  FBI  or 
to  the  applicant,  even  after  the  latter  personally  went  to  the 
health  center  to  sign  a  second  waiver  drawn  by  the  school.   The 
office  of  the  school  president  told  the  FBI  that  the  school's 
refusal  to  release  information  was  due  to  the  PA.   FBI  7-8. 

195.  The  FOIA  is  hampering  the  DEA's  ability  to  use  its 
domestic  network  to  proceed  with  thorough  investigations.   A  DEA 
resident  office  in  western  New  York  indicated  that  they  received 
a  request  from  a  southern  district  office  for  background  informa- 
tion from  a  local  university  concerning  a  former  student.   The 
admissions  department  of  the  university  refused  to  furnish  the 
information,  citing  the  PA.   DEA,  Appendix  A. 

10 .   Others 


196.   An  Equal  Credit  Opportunity  Act  case  involved  a 
limited  investigation  based  on  a  Department  of  Justice  memorandum 
which  directed  that  14  former  employees  of  a  loan  company  be 
identified  and  interviewed.   Citing  the  PA,  the  loan  company's 
legal  counsel  declined  to  identify  to  the  FBI  the  14  former 
employees.   Instead,  he  had  his  current  employees  make  personal 
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contact  with  these  14  individuals  to  request  their  permission  to 
release  their  names  to  the  FBI.   This  indirect  process  delayed 
the  investigation  for  a  one-week  period.   The  company  was  also 
asked  to  release  loan  applications  of  certain  individuals  who  had 
been  granted  loans  within  the  past  18  months.   On  the  basis  of 
the  PA,  the  loan  company  declined  to  release  these  financial 
documents.   FBI  14, 

197.  During  a  routine  investigation,  a  Special  Agent  sought 
the  cooperation  of  a  company's  personnel  manager  to  determine  a 
company  employee's  residence  from  company  records.   Citing  the 
restrictions  of  the  PA,  the  personnel  manager  would  neither 
confirm  the  subject's  employment  with  his  company  nor  provide  any 
background  information.   FBI  12. 

198.  In  a  case  involving  corruption  of  public  officials 
consideration  was  being  given  for  change  of  venue  to  another 
city.   The  local  FBI  office  was  requested  to  review  newspaper 
clipping  files  to  determine  the  amount  of  publicity  the  corrup- 
tion matter  had  received.   On  April  10,  1978,  a  newspaper  editor 
advised  that,  in  light  of  the  FOI/PA,  no  information  from  news- 
paper clipping  files  would  be  made  available  to  the  FBI  except 
upon  service  of  a  subpoena.   FBI  11. 

199.  The  San  Juan,  Puerto  Rico  District  Office  of  the  DEA 
reported  that  its  Compliance  and  Regulatory  Affairs  Division  has 
occasionally  encountered  situations  where  registrants  have 
reluctantly  provided  information  regarding  their  manufacturing 
process  and  procedures.   In  this  area  especially,  it  is  essential 
that  full  and  complete  cooperation  be  maintained  between  legiti- 
mate registrants  and  DEA.   The  firms  indicate  their  apprehension 
is  based  on  a  fear  that  such  information  could  eventually  be 
obtained  by  their  competitors  through  the  FOIA.   DEA,  Appendix  A. 

200.  In  connection  with  bank  fraud  matters  being  investi- 
gated in  a  certain  city,  an  auto  dealer  refused  to  furnish  time 
cards  of  employees  because  he  would  violate  the  PA.   FBI  13. 

201.  The  disciplinary  board  of  a  state  supreme  court 
advised  that,  because  of  FOI/PA  considerations,  all  requests  for 
information  by  the  FBI  must  be  in  letter  form  and  a  release 
authorization  signed  by  the  applicant  must  be  enclosed  with  the 
request  letter.   It  was  intimated  that  a  written  request  might 
not  elicit  all  information  if  the  disclosure  could  cause 
difficulties  for  the  board.   FBI  15. 

202.  On  alleged  privacy  grounds,  an  international  union 
will  no  longer  provide  information  to  law  enforcement  agencies 
unless  served  with  a  subpoena.   FBI  16. 

203.  As  association  will  no  longer  provide  any  information 
to  law  enforcement  agencies  or  investigators  unless  served  with  a 
subpoena.   This  association  has  in  the  past  assisted  the  FBI  in 
coverage  of  aspects  of  the  racing  industry.   The  association  has 
told  the  FBI  that  its  current  restrictive  policy  is  the  direct 
result  of  FOI/PA  legislation.   FBI  15. 
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SUMMARY 


At  the  request  of  the  Assistant  Attorney  General  for  Legal  Policy,  the 
Drug  Enforcement  Administration  (DEA)  undertook  a  detailed  analysis  of  the 
effect  of  the  Freedom  of  Information  Act  (FOIA)  on  DEA's  investigative 
operations. 

The  study,  which  was  conducted  by  the  Management  Analysis  Division  within 
DEA,  was  undertaken  in  two  phases.  In  Phase  I,  an  effort  was  made  to 
identify  the  range  of  FOIA-related  problems  as  reported  by  DEA  field 
offices.  Field  offices  were  asked  to  identify  recent  FOIA-related  pro- 
blems and  to  prepare  case  summaries  documenting  the  effect  of  the  FOIA  on 
specific  investigations. 

In  Phase  II,  400  DEA  investigations  were  randomly  sampled  and  reviewed  in 
order  to  measure  the  extent  to  which  the  problems  identified  in  Phase  I 
appeared  throughout  the  broad  spectrum  of  DEA  investigations. 

From  the  information  collected,  the  following  major  findings  were 
developed : 

_••  85  percent  of  the  DEA's  Agents  considered  the  FOIA  to  be  inhibiting 
their  operations. 

•  14  percent  of  DEA's  investigations  were  adversely  affected  by 
FOIA-related  problems  to  the  extent  that  the  investigations  were 
aborted,  significantly  compromised,  reduced  in  scope,  or  required 
significant  amounts  of  additional  work. 

•  25  percent  of  DEA's  Agents  believed  that  defendants  had  knowledge 
of  investigative  techniques  being  used  during  the  investigations.  In 
nearly  20  percent  of  the  investigations,  this  knowledge  appeared  to 
have  been  gained  through  the  FOIA. 

>  78  percent  of  DEA's  investigations  (303  cases)  involved  the 
recruitment  and  use  of  confidential  sources.     Of  this  total: 

a)  47  percent  of  the  enforcement  investigations  involved  diffi- 
culty obtaining  information  from  witnesses  or  defendants.  Sixteen 
percent  of  these  problems  were  directly  attributed  to  the  FOIA. 

b)  26  percent  of  the  enforcement  investigations  involved  a  reluc- 
tance or  an  unwillingness  on  the  part  of  informants  to  cooperate  with 
DEA.  One-third  of  the  instances  were  directly  attributed  to  the 
FOIA. 


-Ill- 


97 


The  analysis  revealed  a  dramatic  difference  in  the  FOIA-related  impact 
between  DEA's  high-level  and  low-level  investigations.  In  every  instance, 
the  problems  directly  attributed  to  the  FOIA  significantly  increased  with 
the  sensitivity  of  <th9  investigation. 

This  study  focused  on  only  investigations  that  were  actually  initiated. 
No  insight  was  gained  as  to  the  opportunities  lost  on  investigations  that 
were  not  developed  because  persons  failed  to  come  forward  with  information 
for  fear  of  FOIA  exposure.  In  the  final  analysis,  the  loss  of  such  inves- 
tigative opportunities  may  far  outweigh  the  adverse  effects  revealed  in 
the  study. 

Previous  study  has  shown  that  more  than  60  percent  of  the  FOIA  and  Privacy 
Act  requests  received  by  DEA  originate  from  within  the  criminal  element. 
Thousands  of  pages  of  DEA  reports  containing  routine  investigative 
practices  and  procedures  have  been  made  available  to  those  who  would  use 
the  information  to  circumvent  the  law.  Although  the  FOIA  allows  the 
withholding  of  sophisticated  investigative  techniques,  the  widespread 
distribution  of  DEA  reports  and  other  materials  has  educated  many 
criminals  at  the  expense  of  DEA  and  to  the  detriment  of  the  general 
public. 

Key  summary  statistics  for  the  study  are  graphically  presented  in  Figures 
1-4,   pp.    15,    16,    22,    and   24. 
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INTRODUCTION 

BACKGROUND 

In  July  1981,  DEA  undertook  a  detailed  analysis  of  the  effect  of  the  FOIA 
on  DEA's  investigative  operations.  Since  1977,  reports  had  been  received 
from  various  DEA  field  offices  suggesting  that  the  FOIA  was  adversely 
affecting  various  types  of  DEA  investigations.  Nearly  all  of  these 
reports  indicated  that  the  FOIA-related  effect  on  criminal  investigations, 
on  DEA's  relations  with  the  private  sector,  and  on  the  relationship 
between  DEA  and  state  and  local  police  departments  was  primarily  the 
result  of  the  inability  of  the  Federal  government  to  offer  credible 
assurances  of  confidentiality. 

The  FOIA  was  enacted  in  1966  to  allow  any  person  to  request  any  record 
from  a  Federal  agency.  The  statute,  however,  included  nine  exemptions 
which  were  intended  to  serve  the  protectable  interests  of  the  Federal 
government,  private  financial  interests,  and  individual  privacy  rights.  In 
1974,  the  law  was  significantly  amended  to  require  Federal  agencies  to 
comply  with  strict  procedures  in  the  administrative  handling  of  FOIA 
requests  and  to  make  available  certain  previously  exempt  information 
relating  to  national  defense  and  foreign  policy  as  well  as  Federal  law 
enforcement  operations. 
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As  currently  written,  the  FOIA  allows  Federal  law  enforcement  agencies  to 
withhold  information  if  it  is  part  of  an  investigative  record  compiled  for 
law   enforcement   purposes,    but   only   to   the   extent   that  its    disclosure   would: 

— Interfere   with   enforcement  proceedings. 

— Deprive  a  person  of  a  right  to  a  fair  trial  or  an  impartial  Juris- 
diction. 

—  Constitute  an  unwarranted  invasion  of  personal  privacy. 

— Disclose  the  identity  of  a  confidential  source  and,  in  the  case  of  a 
record  compiled  by  a  criminal  law  enforcement  authority  in  the  course  of 
a  criminal  investigation,  or  by  an  agency  conducting  a  lawful  national 
security  intelligence  investigation,  confidential  information  furnished 
only  by   the  confidential  source. 

— Disclose  investigative  techniques  and   procedures. 

— Endanger  the  life  or  physicsd  safety  of  law  enforcement  personnel. 

However,  reports  received  from  DEA  field  offices  over  the  past  5  years 
suggested  that  the  law  was  having  a  detrimental  effect  on  enforcement 
efforts.  DEA  then  initiated  a  study  to  measure  the  impact  of  the  FOIA  to 
the  agency's  overall  enforcement  efforts. 

METHODOLOGY 

In  order  to  ascertain  both  the  nature  and  the  extent  of  the  problem,  a 
two-part  analysis  was  conducted.  In  Phase  I  the  range  of  problems 
associated  with  the  FOIA  was  identified.  In  July  1931,  all  DEA  field 
offices  were  requested  to  prepare  case  studies  that  documented  the  effect 
of    the    FOIA    on     specific    investigations.        The    request     sought    to    identify 
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only  the  more  dramatic  instances  of  FOIA-related  interference.  Each  DEA 
field  office  was  specifically  requested  to  identify  FOIA-related  difficul- 
ties encountered  at  any  stage  of  an  investigation,  including:  1)  diffi- 
culty in  obtaining  information  from  individual  witnesses,  2)  difficulty  in 
obtaining  information  from  the  private  sector,  3)  reluctance  of  state  and 
local  police  to  share  information,  4)  refusal  or  reluctance  of  informants 
to  cooperate  with  DEA  Agents,  5)  defendants'  knowledge  of  investigative 
techniques,  and  6)  the  apparent  knowledge  and/or  previous  use  of  the  FOIA 
by  defendants  or  witnesses. 

Agents  were  requested  to  supply  file  numbers  for  the  cases  in  which  the 
foregoing  problems  were  encountered  and  to  indicate  the  effect  on  the  out- 
come of  the  investigations.  These  reports,  as  well  as  previous  reports 
submitted  to  DEA  Headquarters  are  summarized  in  Appendix  A. 

In  Phase  II  of  the  study,  an  effort  was  made  to  quantify  the  extent  to 
which  the  problems  identified  in  Phase  I  appeared  within  the  various  types 
of  DEA  investigations.  Since  the  significance  of  FOIA-related  problems 
could  only  be  fully  understood  when  the  magnitude  was  made  known,  this 
part  of  the  analysis  placed  the  problem  within  the  context  of  DEA's  total 
investigative  effort. 

In  order  to  conduct  Phase  II  of  the  analysis,  a  statistically  valid, 
stratified  random  sample  of  approximately  400  investigations  was  selected 
from  the  8,576  domestic  investigations  initiated  in  1980.  Many  of  the 
cases     randomly     selected     were     comparatively     minor     investigations     that 
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supported  other  large  ongoing  conspiracy  investigations.  However,  the 
cases  reviewed  reflected  overall  the  distribution  of  all  DEA  investiga- 
tions- The  distribution  of  the  geographically  stratified  sample  is  shown 
in  Table   1. 

TABLE   1 

Distribution   of  Sample  Investigations  by  Type 
and  Sensitivity  of  Investigation 

Type  of  Investigation 

Enforcement 

State   and  local  task   force 

Compliance 

Other 

TOTAL  392  100% 

Sensitivity   of  Investigation 

High-level  investigation 
(Class  I  and  II) 
Low-level  investigation 
(Class   III  and   IV) 
Other 

TOTAL  392  100% 


For  each  investigation  selected,  the  file  number,  type,  and  level  of 
investigation  were  noted  on  questionnaires  which  were  transmitted  to  the 
Special  Agent/ Compliance  Investigator  who  directly  handled  the  case.  The 
questionnaires  (Appendix  B)  contained  detailed  questions  related  to  the 
accessibility  of  information  from  defendants,  witnesses,  informants,  state 
and  local  law  enforcement  agencies,  and  the  private  sector.  In  an  effort 
to  isolate  FOIA-related   problems   from  other  variables   that   v/ere    considered 


81 

21% 

243 

62 

68 

17 
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to  inhibit  the  exchange  of  information,  case  agents  were  asked  whether 
they  were  able  to  attribute  the  noted  difficulties  to  the  FOIA.  Although 
many  respondents  volunteered  information  concerning  FOIA-related  problems 
in  other  investigations,  only  responses  pertaining  to  investigations 
selected  in  the  sample  were  considered.  The  responses  are  tabulated  and 
summarized  in  Appendix   C. 

For  the  purpose  of  this  study,  no  distinction  was  made  between  FOIA  dis- 
closures and  other  disclosures  made  under  the  Privacy  Act  (5  USC  552a). 
Although  the  majority  of  DEA  requests  for  access  are  from  individuals  in 
the  criminal  element  seeking  information  concerning  themselves  and  are 
technically  Privacy  Act  requests,  Department  of  Justice  regulations  (28 
CFR  16.57)  require  that  Privacy  Act  requests  be  processed  pursuant  to  pro- 
visions of  the  FOIA.  The  distinction  between  the  two  laws  is  insignifi- 
cant in   terms  of  the   problems   discussed  in   this   study. 
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ANALYSIS 

GENERAL   FINDINGS 

DEA  Agents  participating  in  the  study  clearly  indicated  that  information 
disclosures  made  pursuant  to  the  FOIA  and  the  Privacy  Act  are  adversely 
affecting  their  investigative  efforts.  Agents  reported  that  intelligence 
information  is  not  nearly  so  forthcoming  as  similar  information  prior  to 
the  enactment  of  the  1974  amendments  to  the  FOIA.  Table  2  summarizes 
these  findings. 


TABLE  2 

Effect  of  the  FOIA  on  DEA  Operations 
Special  Agent  Survey 


FOIA   Impact  No  Effect 

Inhibits   the   pri- 
vate  sector  from 
providing  informa- 
tion  to  DEA  16% 

Inhibits  informants, 
witnesses  or 
defendants   from 
cooperating   with  DEA         22% 

Inhibits   states   and 

local  law   enforcement 

officials   from 

sharing  information 

with   DEA  30% 

Inhibits   DEA  operations     14% 


Adverse  Effect 
Some     Substantial     Total 


33% 


38% 


45% 

47% 


51i 


40% 


25% 
39% 


84% 


78% 


70% 
86% 
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Agents  overwhelmingly  identified  the  FOIA  as  a  major  factor  inhibiting 
cooperation  between  DEA  and  state  and  local  law  enforcement  agencies, 
witnesses,  informants,  and  the  private  sector.  Eighty-six  percent  of  the 
Special  Agents  responding  to  the  survey  indicated  that  the  FOIA  inhibited 
DEA  operations.  Approximately  half  of  these  respondents  perceived  the 
effect  to  be   significant. 

On  the  basis  of  the  information  gathered  from  DEA  Agents,  it  is  clear  that 
individuals  and  organizations  familiar  with  the  disclosure  requirements  of 
the  FOIA  are  no  longer  coming  forward,  even  to  inform  DEA  Agents  of  their 
refusal  to  cooperate.  Unfortunately,  such  information  losses  can  probably 
not  be  quantified. 

Nevertheless,  a  sufficient  amount  of  information  has  been  developed  which 
suggests  that  serious  problems  arise  from  the  inability  of  DEA  to  offer 
credible  assurances  of  confidentiality. 


Item  -  A  district  office  in  the  southwestern  United  States  reported 
that  a  potential  informant  against  a  major  supplier  is  currently  refusing 
to  assist  DEA.  Subsequent  to  his  arrest,  the  potential  informant  received 
information  pertaining  to  his  own  case  through  an  FOIA  request  and,  as  a 
result,  was  able  to  identify  the  informant  who  was  responsible  for  his 
arrest.  Since  he  was  able  to  obtain  such  information  about  his  own  case, 
he  is  afraid  that  if  he  cooperates  with  DEA,  anyone  else  arrested  will  be 
able   to  similarly  identify  him. 


Item  -  One  foreign  police  agency  has  become  very  cautious  when  informa- 
tion is  requested  that  might  impact  on  its  informants  despite  assurances 
by  DEA  that  the  information  furnished  by  the  foreign  police  agency  will 
not  be  disclosed  by  DEA  through  the  FOIA.  DEA  officials  believe  that  the 
FOIA  has  seriously  damaged  the  cooperative  efforts  that  previously 
existed. 
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Since  more  than  60  percent  of  FOIA  and  Privacy  Act  requests  received  by 
DEA  originate  from  within  the  criminal  element,  thousands  of  pages  of  DEA 
reports  containing  investigative  practices  and  procedures  have  been  made 
available  to  those  who  would  use  the  information  to  circumvent  the  law. 
Although  the  FOIA  allows  the  withholding  of  sophisticated  investigative 
techniques,  the  widespread  distribution  of  DEA  reports  appears  to  have 
educated   many   criminals. 


Item  -  After  receiving  information  pursuant  to  the  FOIA,  a  prison 
inmate  contacted  his  associates  who  were  still  under  investigation. 
Shortly  thereafter,  the  associates  modified  their  operations  and  changed 
their  telephone  numbers,  their  residences  twice,  and  sold  their  aircraft 
and  motor  vehicles. 


Finally,  in  some  instances,  information  released  pursuant  to  either  the 
FOIA  or  Privacy  Act,  has  caused  investigations  to  be  prematurely 
terminated. 


Item  -  A  businessman  who  is  a  principal  suspect  in  a  major  investiga- 
tion involving  the  use  of  an  aircraft  leasing  company,  learned  of  DEA's 
investigation  through  an  FOIA  request  which  he  had  made  to  another  Federal 
agency.      The  case   was   soon   thereafter  aborted. 


Item  -  A  DEA  undercover  investigation  involving  a  reported  organized 
crime  figure  was  significantly  compromised  when  an  apparent  FOIA  release 
from  another  agency  to  another  member  of  the  same  criminal  organization 
revealed  the  existence  of  DEA's  ongoing  investigation.  The  criminal 
activity  immediately  declined;  a  decision  regarding  prosecution  is 
currently   pending. 


The  above  examples  typify  the  effect  of  the  FOIA  as  reported  by  DEA  Agents 
over  the  past  5  years.  Although  some  reports  are  able  to  link  the  prob- 
lems   directly    to    documents    disclosed    pursuant    to    the    FOIA,    most    of    the 
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difficulties  experienced  by  DEA  Agents  involve  the  reluctance  of  indivi- 
duals to  cooperate  with  DEA  during  the  course  of  a  criminal  investigation 
for  fear  that  their  identity  would  ultimately  be  made  known  to  the 
criminal  element. 

The  extent  to  which  these  FOIA-related  impediments  are  adversely  affecting 
DEA  investigative  operations  is  indicated  by  the  responses  of  DEA  Agents 
to  the  survey  questionnaire.  In  14  percent  of  the  cases  surveyed,  DEA 
Agents  indicated  that  the  FOIA-related  problems  significantly  affected  the 
outcome  of  the  investigation.  Table  3  summarizes  the  effect  of  the  FOIA 
on  a  sample  of  approximately  400  DEA  investigations. 

TABLE  3 

DEA  Investigations  Adversely  Affected 
by  the  FOIA 


FOIA  Impact 

Investigation  aborted 
or  significantly  com- 
promised 

Investigation  reduced 
in  scope 

Significant  amount  of 
additional  work  required 
to  overcome  FOIA-related 
problems 

Total  investigations 
significantly  affected 
by  the  FOIA 

N=370   Investigations 


Number 


Percent 


10% 


Percent  of  Surveyed 
Investigations 


1% 


22 


25 


52 


42 


48 


100% 


14% 
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As  is  reflected  in  Table  3,  in  over  half  of  the  cases  reporting  an  FOIA- 
related  impediment,  the  investigation  was  aborted,  significantly  compro- 
mised, or  reduced  in  scope.  The  remainder  of  the  affected  investigations 
required  a  significant  amount  of  additional  work  by  DEA  Agents  and 
Compliance  Investigators  to  overcome  the  FOIA-related  problems,  thereby 
diverting   scarce  resources   from  DEA's   total  investigative   effort. 

SPECIFIC   FINDINGS 

Although  14  percent  of  the  DEA  Agents  surveyed  indicated  that  problems 
associated  with  the  FOIA  significantly  affected  the  outcome  of  their 
investigation,  responses  to  specific  questions  suggest  that  the  cumulative 
impact  of  related  problems  is  far  greater.  While  the  problems  encountered 
during  a  specific  investigation  may  not  directly  affect  the  investiga- 
tion's outcome,  the  overall  problems  related  to  the  FOIA  appear  to  be 
clearly  contributing  to  a  general  diminution  of  criminal  intelligence 
information  furnished   to  the  agency. 

I.      Cooperation   from   Witnesses,    Defendants,    and   Informants 

"Decreases  in  the  number  of  informants  have  been  reported;  it  is 
believed  by  many  that  potential  informants  do  not  come  forward  out  "f  fear 
of  disclosure  through  FOIA  requests  from  persons  they  had  helped  convict. 
Even  though  their  informant  identities  are  exempt  from  disclosure,  infor- 
mants fear  they  will  become  known  through  agency  error  or  release  of 
ancillary  information  on  details  of  the  informant's  role  in  the  investiga- 
tion." 

-  Attorney   General's    Task  Force  on    Violent   Crime 
August   17,    1981 


Item  -  DEA  Agents  identified  the  FOIA  as  directly  responsible  for  the 
loss  of  two  informants  in  an  investigation  involving  large  quantities  of 
marihuana  cultivation  and  distribution.      The   defendants   in    the   case  began 
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submitting  FOIA  requests  during  the  course  of  the  investigation  with 
the  express  purpose  of  identifying  informants  and  determining  the  extent 
of  DEA's  investigation.  These  requests  were  made  known  to  all  of  the 
criminal  associates,  causing  the  informants  to  leave  the  area  because  t^ey 
feared  for  their  lives.      The  defendants  were  ultimately  acquitted. 


Item  -  In  a  methamphetamine  investigation,  an  informant  was  in  posses- 
sion of  information  that  could  have  led  to  the  indictment  of  eight  persons 
under  investigation.  However,  the  informant  refused  to  testify  or  give 
DBA  a  written  statement,  specifically  citing  the  FOIA  and  his  fear  of 
disclosure.  Without  cooperation  from  the  informant,  the  methamphetamine 
lab  was  not  located  and  the  primary  violators  escaped  prosecution. 


As  distinct  from  many  types  of  criminal  investigations,  information 
supplied  to  DEA  Agents  from  confidential  sources  is  often  the  most  impor- 
tant aspect  of  a  narcotics  investigation.  Inasmuch  as  the  investigative 
effort  is  directed  at  observing  and  apprehending  violators  while  the 
criminal  activity  is  taking  place,  the  receipt  of  reliable  criminal  intel- 
ligence information  is  essential. 

Seventy-eight  percent  of  the  investigations  surveyed  (303  cases)  involved 
the  recruitment  and  use  of  confidential  sources.  In  43  percent  of  the  303 
investigations  involving  confidential  sources,  DEA  Agents  reported  diffi- 
c\ilty  in  obtaining  information  from  witnesses  or  defendants.  In  23  per- 
cent of  the  303  investigations,  DEA  informants  expressed  a  reluctance  to 
fully  cooperate.  DEA  Agents  were  able  to  attribute  approximately  30  per- 
cent of  these  difficulties   to  the  FOIA. 

Table  4  reveals  that  in  nearly  one-half  of  the  enforcement  investigations 
requiring    the   use   of  confidential   sources,    DEA    Agents    experienced    diffi- 
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culty  in  acquiring  information  from  witnesses  or  defendants.  Informants 
expressed  a  reluctance  or  an  unwillingness  to  cooperate  with  DEA  Agents  in 
more   than   one-fourth   of  the   enforcement  investigations   surveyed . 


TABLE  4 

Investigations   with  Difficulty  in  Acquiring  Information 
from   Confidential  Sources 


Cases  Involving 

Type  of 

Witnesses/" 

Case 

Number 

Defendants 

Informants 

Enforcement 

212 

47% 

26% 

State  and  local 

task  force 

67 

33 

18 

Compliance 

18 

33 

0 

Other 

6 

33 

33 

TOTAL 

303 

43% 

23% 

Table  4  indicates  that  these  difficulties  were  also  experienced  to  a 
lesser,  though  significant  extent  during  the  course  of  investigations 
conducted  by  joint  DEA  and  state  and  local  task  forces.  As  distinct  from 
enforcement  and  state  and  local  task  force  investigations,  a  much  smaller 
percentage  of  DEA's  compliance  investigations  require  the  use  of  confiden- 
tial sources.  Nonetheless,  in  one-third  of  these  investigations  (six 
cases),    witnesses   or  defendants   were   reluctant   to   cooperate   with   DEA. 

Since  the  majority  of  DEA  investigations  do  not  go  to  trial,  the  nature 
of  the  cooperation  provided  by  most  confidential  sources  is  never  fully 
made    known    to    the    violators.       However,    since    the    enactment    of    the    1974 
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amendments  to  the  FOIA,  a  significant  number  of  persons  possessing  rele- 
vant information  has  expressed  a  fear  that  the  details  of  their  cooper- 
ating with  DEA  would  be  revealed. 

It  should  be  noted  that  the  fear  of  merely  being  identified  as  a  cooperat- 
ing source  is  not  always  the  inhibiting  factor;  the  disclosure  of  DEA 
investigative  reports  often  chronicle  the  precise  nature  and  extent  of  the 
cooperation,  information  often  deemed  much  more  important  by  potential 
sources. 


Item  -  The  head  of  a  large  organization  who  was  involved,  in  the  traf- 
ficking of  multiton  quantities  of  marihuana  was  indicted  and  arrested  for 
income  tax  evasion.  During  plea  bargaining  negotiations  with  another 
member  of  the  organization,  the  defendant /witness  indicated  that  he  had 
made  a  FOIA  request  to  DEA  in  1980,  from  which  he  was  able  to  deduce  the 
identity  of  the  confidential  informant.  Although  the  name  of  the  infor- 
mant was  expunged  from  the  documents .  Justice  Department  policy  precluded 
DEA  from  withholding  information  relating  to  the  undercover  purchase  of 
evidence  involving  a  defendant /FOIA  requester,  a  Special  Agent,  and  an 
informant  when  all  three  participants  were  known  to  one  another.  The 
defendant/ witness  presented  copies  of  excised  DEA  reports  to  the  case 
agent,  indicating  that  assurances  of  confidentiality  were  obviously 
insufficient. 


Table  5  indicates  that  15  percent  of  the  witnesses  or  defendants  and  31 
percent  of  the  informants  who  were  reluctant  to  cooperate  with  DEA  Agents 
attributed  their  reluctance  to  the  FOIA. 
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TABLE   5 

Percentage  of  Investigations  in  which   Difficulty  in  Acquiring 
Information   is   Attributed   to   the  FOIA 


Confidential 
Sources 

Witnesses/ 
Defendants 


Informants 

N=303  Investigations 


Cases  Involving 
Difficulty  Acquiring 
Information 


43 
23 


FOIA-Attributed 

Unable  to 

Yes 

No 

Determine 

15% 

42% 

43% 

31% 

18% 

51% 

Though  these  figures  are  highly  significant,  DEA  Agents  report  that  many 
more  of  those  refusing  to  cooperate,  but  offering  no  explanation  may  in 
fact  be  intimidated  by  the  FOIA.  Approximately  60  percent  of  DEA's  FOIA 
disclosures  are  made  to  the  criminal  element,  which  is  the  same  population 
that  supplies  most  of  DEA's  confidential  sources.  It  is  reasonable  to 
assume  that  FOIA  use  by  the  criminal  element  is  widely  known  by  potential 
sources  and  contributes  to  their  reluctance  to  cooperate  to  a  greater 
extent  than  is  actually  reported. 

The  magnitude  of  the  problem  is  evident  when  the  sensitivity  of  investiga- 
tions is  analyzed.  Figure  1  illustrates  the  significant  difference  that 
exists  in  the  level  of  the  cooperation  of  confidential  sources  when 
controlling     for     the     sensitivity     of     the     investigation.  Difficulty     was 

experienced  in  more  than  60  percent  of  DEA's  high-level  investigations  in 
acquiring  information  from  witnesses  or  defendants — a  problem  evident  in 
only   38    percent  of  the  low-level  investigations. 
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Figure  1  -  Percentage  of  Investigations  in  which  Witnesses  or 
Defendants  Were  Reluctant  or  Unwilling  to  Fully  Cooperate  with  DEA 

Percent 
100-1 


60- 


40- 


20- 


61%  of  71 

investigations 


38%  of  207 

investigations 


HIGH-LEVEL 
INVESTIGATIONS 


LOW-LEVEL 
INVESTIGATIONS 


Source:   Random  sample  of  DBA  investigations  initiated  during  1980. 


Figure  1  also  reveals  that  the  percentage  of  investigations  is  signifi- 
cantly greater  among  DEA's  high-level  investigations.  Twenty-one  percent 
of  the  DEA  Agents  responding  to  the  survey  attributed  difficulties  in 
acquiring  information  from  witnesses  or  defendants  in  high-level  investi- 
gations to  the  FOIA,  whereas  this  factor  was  identified  in  only  11  percent 
of  the  low-level  investigations.  More  significantly,  among  those  high- 
level   investigations   in   which   informants    were    reluctant    to   cooperate,    DEA 


-15- 


115 


Agents  were  able  to  attribute  over  50  percent  of  these  instances  to  the 
FOIA,  while  the  law  was  identified  as  the  cause  of  only  17  percent  of  the 
difficulties  experienced  in  low-level  investigations. 

Similarly,  Figure  2  shows  that  nearly  40  percent  of  DEA's  high-level 
investigations  involved  recalcitrant  informants,  as  compared  to  20  percent 
for  low -level  investigations. 


Figure  2  -  Percentage  of  Investigations  in  which  Informants  Were 
Reluctant  or  Unwilling  to  Fully  Cooperate  with  DEA 


Percent 
100 


40- 


20- 


37%  of  71 
investiaations 


20%  of  207 
investigations 


HIGH-LEVEL 
INVESTIGATIONS 


LOW- LEVEL 
INVESTIGATIONS 


Source:    Random  sample  of  DEA  investigaTions  initiaTed  during  1980. 

The  data  presented  in  Figure  2  indicates  that  the  problems  encountered  in 
acquiring  information  from  informants  are  nearly  twice  as  common  in  DEA's 
most  sensitive  investigations,  suggesting  that  both  disclosure  of  the 
informant's    identity    and    possible    retaliation    are    perceived    as    more    likely 
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when  dealing  with  high-level  violators.  Further,  the  data  also  suggests 
the  existence  of  a  widespread  perception  by  informants  that  high-level 
violators  are  attempting  to  use  the  FOIA  to  discover  their  identity, 

II.      State  and  Local  Enforcement  Agencies 

"Federal,  state  and  local  criminal  justice  agencies  do  not  share 
intelligence  information  as  freely  as  before  the  FOIA,  possibly  because  of 
confusion  over  what  is  and  is  not  covered  by  the  Act  or  because  of  the 
enactment  of  similar  state  laws." 

-  Attorney  General's   Task  Force  on   Violent   Crime 
August  17,    1981 


Item  -  DEA  Agents  reported  that  officers  of  a  major  metropolitan  police 
department  assigned  to  work  with  DEA  on  investigations  are  not  permitted 
to  release  any  intelligence  information  to  DEA  that  has  been  originated 
solely  by  that  police  department  or  their  informants.  In  those  instances 
were  a  formal  request  for  information  is  made  from  DEA,  the  response  is 
limited  to  providing  summary  data  or  deleted  portions  of  police  reports  to 
the  requesting  DEA  official. 

Item  -  Another  district  office  reports  that  a  local  police  department  has 
refused  to  divulge  any  information  to  DEA.  Citing  the  possibility  of 
having  to  reveal  the  source  of  their  information  at  some  time  in  the 
future,  the  local  police  department  has  stated  unequivocally  that  it  will 
not  provide  intelligence  information. 


The  responses  from  DEA  field  offices  indicate  that  the  FOIA  continues  to 
affect  the  extent  to  which  DEA  has  been  able  to  obtain  information  from 
state  and  local  police  departments.  However,  many  jurisdictions  report 
that  the  information  usually  be  obtained  with  very  strictly  controlled 
administrative  procedures.  Some  DEA  offices  reported  that  information 
provided  by  a  local  police  department  to  DEA  is  often  heavily  censored, 
revealing  only  minimal  information.  An  example  of  a  censored  police 
report  given  to  DEA  by  a  major  metropolitan  police  department  is  provided 
in  Appendix  D. 
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Nonetheless,  some  offices  reported  that,  in  circumstances  such  as  those 
cases  where  the  local  agency  and  DEA  are  investigating  the  same  criminal 
activity,  the  information  possessed  by  the  local  agency  is  simply  not 
available.  In  many  instances,  the  restrictive  policy  of  the  local  police 
department  appears  to  be  the  result  of  a  disclosure  of  confidential 
information  that  had  been  provided  by  the  police  department  to  a  Federal 
agency. 


Item  -  During  an  area-wide  conference  of  organized  crime  intelligence 
units,  local  police  voiced  a  reluctance  to  share  intelligence  information 
with  Federal  agencies  because  of  the  accessibility  of  the  information 
through  the  FOIA.  As  part  of  their  presentation,  an  example  was  cited  in 
which  local  officials  who  had  served  a  search  warrant  on  an  individual 
affiliated  with  organized  crime,  discovered  that  the  individual  had 
obtained  an  FBI  report  containing  sensitive  intelligence  information  that 
had  been  supplied  by  the  local  police  to  the  FBI.  Since  that  date,  no 
intelligence  information  has  been  received  from  the  local  police 
department  by   the  DEA  office  reporting  the  incident. 


The  reluctance  of  many  state  and  local  police  departments  to  rely  on  DEA 
promises  of  confidentiality  has  had  a  debilitating  effect  on  what  was  pre- 
viously an  efficiently  functioning  relationship  between  Federal,  state  and 
local  governments.  The  restricted  exchange  of  information  often  requires 
DEA  Agents  to  develop  the  intelligence  information  that  was  previously 
forthcoming  from  the  state  and  local  agencies,  thus  greatly  extending  the 
time  required  to  complete  the  investigation  as  well  as  duplicating  infor- 
mation maintained  by  law  enforcement  officials. 

Some  DEA  offices  report  that  in  those  instances  where  DEA  and  the  local 
police  department  are  investigating  the  same  crime,  it  is  virtually  impos- 
sible to  obtain  information,  especially  if  it  was  originated  by  a  local 
agency  informant.     As  a  result,   DEA  Agents  have  reported  the  existence  of 
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two  separate  investigations  simultaneously  proceeding  on  both  the  Federal 
and  local  level,  requiring  the  development  of  two  distinct  sets  of  evi- 
dence. The  simxiltaneous  investigation  of  defendants  by  DEA  and  the  state 
and  local  authorities,  aside  from  generating  a  significant  waste  in  man- 
power and  resources,  also  heightens  the  possibility  that  the  ongoing 
investigation  will  be  made  known  to  those  under  investigation,  since  a 
significant  increase  in  the  amount  of  police   work  in   the   area   is   required. 

III.     Investigative  Techniques 

"Requests  have  been  received  for  personnel  rosters  and  investigative 
and  training  manuals  of  investigative  agencies  presumably  to  learn  the 
investigation  identities  and  the  techniques  the  Federal  government  uses  to 
capture  offenders." 

-  Attorney  General's  Task  Force  on  Violent  CHme 
August  17,    1981 


Item  -  DEA  Agents  reported  that  a  large  scale  investigation  of  a  mari- 
huana importation  organization  encountered  FOIA-related  difficulties  at 
several  junctures:  1)  throughout  the  investigation,  witnesses  expressed 
fear  for  their  lives  when  approached  by  case  agents;  2)  defendants  were 
told  by  other  m''mbers  of  the  criminal  organization  that  FOIA  requests 
would  enable  them  to  identify  anyone  cooperating  with  the  government;  3)  a 
car  rental  agency  initially  refused  DEA's  request  for  evidentiary  informa- 
tion; and,  4)  the  defendant  in  the  case,  represented  by  attorneys  who  had 
made  previous  FOIA  requests,  appeared  to  have  been  well  aware  of  DEA's 
investigative  techniques. 


DEA  Agents  share  a  clear  perception  that  investigative  techniques  and 
procedures  are  much  more  widely  known  by  the  criminal  element  than  they 
were  prior  to  enactment  of  the  FOIA  amendments  in  1974.  Since  that  time, 
DEA  has  repeatedly  received  FOIA  requests  for  all  of  its  operations 
manuals,  as  well  as  isolated  requests  for  DEA  training  materials,  vehicle 
and    aircraft   identification   numbers,    radio   frequencies   used   by    DEA,    and 
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DEA    Agents    share    a    clear    perception    that    investigative    techniques    and 
procedures  are  much   more  widely  known  by  the  criminal  element  than   they 
were    prior    to    enactment    of    the    FOIA    amendments    in    1974.        Since    that 
time,     DEA    has    repeatedly    received    FOIA    requests    for    all    of    its    opera- 
tions   manuals,    as    weU    as    isolated    requests    for    DEA    training    materials, 
vehicle     and     aircraft    identification     numbers,     radio    frequencies    used    by 
DEA,     and     descriptions     of     specific    investigative     practices     and     proce- 
dures.     Information   of  this    type,    once    released    to    an   FOIA    requester,    is 
often    distributed     among     the     criminal     element.         Further,     organizations 
advocating    change   in   existing   narcotics   laws    often    support    and    assist    in 
the   distribution   of  information   released    through    the   FOIA.      For   example, 
the    National    Organization     for    the    Reform    of    Marihuana    Laws     (NORML) 
recently       published       a      special      edition       to       its       newsletter       entitled 
"Excerpts  from  the  DEA  Agents  Manual"   (Appendix   0).     The  release  of  this 
type     of    information,     in     conjunction     with     the     release     of    hundreds     of 
thousands    of    pages    of    investigative    reports    has    apparently     served     to 
educate   and   enlighten    the    criminal   element   in    many   of   the    subtle   aspects 
of    DEA's    undercover    operations,    including    the    use    of    informants,     sur- 
veillance   techniques,     and    the    technical    aspects    of    many    of    DEA's     more 
sophisticated  investigative   techniques. 

Overall,  35  percent  of  the  DEA  Agents  responding  to  the  survey  indicated 
that  they  believed  the  DEA  investigative  techniques  and  operations  were 
known  to  the  subjects  of  the  investigations.  Of  this  total,  19  percent 
believed  that  this  knowledge  was  gained  through  the  FOIA.  Table  7  sum- 
marizes the  extent  to  which  DEA  Agents  believed  that  their  investigative 
techniques  and  operations  were  known  to  the  subjects  of  enforcement, 
state   and   local   task   force,    and   compliance  investigations. 
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TABLE  6 


Investigations  in  which  DEA's  Sensitive  Techniques 
and  Operations  were  Known  to  Defendants 


Type  of 

Number 

Techniques   Known 

Case 

of  Cases 

to 

Defendants 

Enforcement 

234 

37% 

State  and  local 

task  force 

72 

22 

Compliance 

43 

39 

Other 

7 

43 

TOTAL 

356 

35% 

In  more  than  one-third  of  the  enforcement  and  compliance  investigations 
sampled,  DEA  Agents  indicated  that  investigative  techniques  were  known  to 
the  defendants,  while  similar  reports  were  received  from  22  percent  of  the 
state  and  local  task  force  investigations  surveyed.  Of  these  investiga- 
tions, DEA  Agents  indicated  21  percent  of  the  enforcement,  13  percent  of 
the  state  and  local  task  force,  and  12  percent  of  the  compliance  investi- 
gations were  affected  by  the  FOIA.  In  the  majority  of  these  cases, 
however,  DEA  Agents  were  unable  to  determine  whether  or  not  the  FOIA  was 
responsible   for  the  defendants'  awareness. 

Figure  3  indicates  the  dramatic  difference  in  the  affect  of  FOIA-related 
problems  on  high-level  and  low-level  investigations.  DEA  Agents  reported 
that  investigative  techniques  appeared  to  have  been  known  by  the  defen- 
dants in  57  percent  of  DEA's  high-level  investigations,  whereas  similar 
findings   were   reported   in   only   25   percent   of  the   low-level   investigations. 
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af  this  total,  nearly  one-third  of  the  effect  in  the  high-level  investi- 
gations was  attributed  to  the  FOIA  while  only  11  percent  of  the  effect  in 
low-level  investigations  was  so  identified.  Once  again,  most  respondents 
indicated  that  they  were  unable  to  determine  whether  or  not  the  FOIA  was 
the  principal  cause  of  the  problem.  ' 


Figure  3  -  Percsntsge  of  Investigations  in  which  DEA  Investigative  Techniques 
and  Operations  Appear  to  have  been  Known  to  Defendants 


Percent 
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25%  of  225 
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Source:   Random  sample  of  DEA  investigations  initiated  during  7980. 


iV.      Sensitivity  of  Investigations 

"In  some  Federal  agencies,  a  considerable  number  of  FOIA  requests  come 
from  incarcerated  offenders,  presumably  trying  to  identify  informants  or 
from  organized  crime  figures  and  drug  dealers  seeking  to  find  out  what  the 
go-^emment   knows   about   them  and   their  criminal  activity." 

-   Attorney    General's    Task  Force   on    Violent    Crime 
August   17,    1981 
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The  extent  to  which  FOIA-related  problems  affect  DEA's  more  sensitive 
investigations  is  a  continual  finding.  As  was  indicated,  14  percent  of 
the  DEA  Agents  surveyed  reported  that  the  FOIA  had  significantly  affected 
the  outcome  of  the  sampled  investigations.  However,  when  isolating  DEA's 
high-level  investigations,  30  percent  were  significantly  affected  by  the 
FOIA. 

Figures  1  through  3  indicate  the  large  differences  between  sensitive  and 
nonsensitive  investigations  in  the  percentage  of  FOIA-related  problems 
identified  for  each  group  and  the  extent  to  which  those  problems  can  be 
attributed   to  the  law  itself.      Table  7  summarizes   these  differences. 

TABLE  7 

FOIA-Related  Problems  in   DEA   Investigations  by 
Sensitivity  of  Investigation* 

High-level  Low-level 

Problem  Investigations  Investigations 

Difficulty 
acquiring  infor- 
mation  from  wit- 
nesses/defendants 61%   (21%)  38%   (11%) 

Reluctance  of 
informants  to 
fully  cooperate  37%   (50%)  20%   (17%) 

Defendant  knowledge 

of  investigative 

techniques  58%  (31%)  25%   (11%) 

♦Figures  in  parentheses  reflect  the  extent  to  which  the  problem  was 
attributed  to  the  FOIA. 
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When  isolating  DEA's  most  sensitive  investigations,  the  effect  is  very 
significant.  As  shown  in  Figure  4,  Agents  in  66  percent  of  DEA's  most 
sensitive  investigations  involving  confidential  sources  experienced 
difficulty  in  acquiring  information  from  witnesses  or  defendants  (31  of  47 
investigations),  with  this  difficulty  attributed  to  the  FOIA  in  9  of  these 
cases  (29  percent).  Forty-five  percent  of  these  investigations  (21  of  47 
investigations)  involved  informants  that  were  either  reluctant  or  unwil- 
ling to  fully  cooperate  with  DEA  and  nearly  two-thirds  of  these  instances 
were   attributed   to  the  FOIA. 


Figure  4  •  Percentage  of  DEA's  Most  Sensitive  Investigations  (Class  1)  in  which  Confidential  Sources 
Were  Reluctant  or  Unwilling  to  Fully  Cooperate  with  DEA  and  in  which  Investigative  Techniques 
Appear  to  Have  Been  Known  to  Defendants 


WITNESSES/ 
DEFENDANTS 


INVESTIGATIVE 
TECHNIQUES 


INFORMANTS 


Source:    Random  samole  cf  CcA  inve^ications  initiated  during  1980. 
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Finally,  in  62  percent  of  DEA's  most  sensitive  investigations  (33  of  53 
investigations),  Agents  reported  that  DEA's  investigative  techniques  and 
operations  appeared  to  be  known  to  defendants.  Of  this  total,  problems 
encountered  in  12  of  these  investigations  (36  percent)  were  attributed  to 
the  FOIA.  Once  again,  it  is  noted  that  many  Agents  suggested  that  a  large 
portion  of  the  problems  in  which  the  cause  was  not  specifically  identified 
may  actually  be  attributed   to  the  FOIA. 

This  finding  clearly  suggests  that  FOIA-related  problems  are  directly 
related  to  the  sensitivity  of  the  investigation.  In  every  instance,  both 
the  level  of  difficulty  and  the  percentage  attributed  to  the  FOIA  are 
significantly  higher  in  DEA's  most  sensitive  investigations  than  they  are 
in  DEA's  high-level  investigations  generally,  which  are  more  dramatically 
affected  than  are  DEA's  low -level  investigations.  These  findings  support 
the  conclusion  that  the  FOIA  is  a  highly  constraining  influence  in 
narcotics  investigations. 

V.      Information  from  the  Private  Sector 

Item  -  A  DEA  district  office  in  the  southern  United  States  reports  that 
during  the  past  2  years,  the  majority  of  motels  and  hotels  in  the  coastal 
area  have  established  a  policy  of  refusing  to  allow  law  enforcement 
officers  to  even  peruse  their  registration  records  informally  without  a 
subpoena.  These  businesses  indicate  that  their  attitude  has  been  based  on 
a  fear  of  lawsuits  emanating  from   the  FOIA. 

DEA's  problems  in  obtaining  information  from  the  private  sector  have  been 
somewhat  tempered  by  the  current  practice  of  the  agency's  obtaining 
administrative  subpoenas  for  much  of  the  information  required  during  the 
course  of  an  investigation.  WhUe  this  has  the  unintended  effect  of  mini- 
mizing  the   amount  of  voluntary  information   given   to  DEA  investigators,    it 
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generally  results  in  the  ability  of  DEA  Agents  to  obtain  specific  informa- 
tion.  However,  DEA  Agents  report  that  the  time  required  to  identify  the 
information  desired  and  prepare  an  administrative  subpoena  or  comply  with 
other  procedural  requirements  often  limits  the  utility  of  the  information 
when  it  is   received. 

Although  DEA  Agents  reported  that  only  23  of  the  investigations  surveyed 
experienced  difficulty  acquiring  information  from  the  private  sector,  more 
than  one-third  of  them  attributed  this  difficulty  to  the  FOIA.  Several 
offices  reported  that  the  procedural  requirements  also  increase  the  chance 
that  the  investigation  will  be  made  known  to  those  under  investigation. 

For  example,  one  district  office  reported  that,  given  the  disclosure 
requirements  of  the  Financial  Privacy  Act,  DEA  Agents  were  reluctant  to 
request  access  to  an  individual's  bank  records  at  the  outset  of  an  inves- 
tigation for  fear  that  DEA's  interest  wovild  be  made  known  to  the  subject 
of  the  investigation.  Similar  problems  exist  with  respect  to  the  admini- 
strative subpoena  of  telephone  toll  receipts.  The  policy  of  the  telephone 
company  to  advise  individuals  that  their  records  have  been  furnished  to 
DEA  often   alerts   suspects   of  ongoing  investigations. 

Finally,  the  uncertainties  associated  with  both  Federal  and  state  dis- 
closure and  privacy  laws  have  inhibited  the  routine  reporting  of  "suspi- 
cious activity"  to  Federal  authorities.  A  DEA  field  office  reported  that 
an  investigation  was  delayed  by  nearly  6  months  because  employees  of  a 
telegraph  company  had  been  reluctant  to  notify  DEA  that  a  high-level 
violator  had  for  a  long  period  been  using  the  telegraph  system  to  make 
fianancial  arrangements   for  illicit   shipments  of  controlled   substances. 
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CONCLUSION 

The  Freedom  of  Information  Act  has  had  a  significant  adverse  effect  on 
DEA's  operations.  Many  investigations  are  aborted,  compromised,  or 
reduced  in  scope  because  of  FOIA  exposure.  A  substantially  larger  number 
of  investigations  experience  FOIA-related  problems,  that  while  not  having 
a  direct  effect  on  the  outcome  of  the  investigation,  significantly  expands 
the  efforts  to  overcome  these  problems  and  constitutes  a  significant  drain 
on  DEA's  investigative  resources. 

The  problems  cited  in  this  study  are  considerably  greater  in  DEA's  high- 
level  investigations.  Since  these  investigations  involve  significant 
resource  commitments  and  substantially  reflect  upon  the  agency's 
performance,  the  overall  effect  of  the  FOIA  far  transcends  any  summary 
analysis  presented  in  this  study. 

The  net  reduction  in  the  amount  of  available  intelligence  information 
clearly  has  affected  DEA's  investigative  potential.  However,  the  full 
extent  to  which  the  FOIA  has  hampered  investigation's  remains  uncertain. 
Many  instances  in  which  DEA  is  unable  to  determine  the  reason  for  the  lack 
of  cooperation  may  in  fact  be  related  to  the  FOIA. 
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The  subject  study  focused  only  on  investigations  actually  initiated.  No 
accurate  insight  was  gained  as  to  the  lost  opportunity  resulting  from 
investigations  not  initiated  and  investigative  leads  not  developed  because 
persons  failed  to  come  forward  with  information  for  fear  of  FOIA  exposure. 
In  the  final  analysis,  this  lost  opportunity  may  be  the  most  significant 
effect  of  the  FOIA  on  DEA's  operations. 
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Appendix  A 


REPORTS   OF   FOIA-RELATED   PROBLEMS   FROM   DEA   FIELD   OFFICES 


A.   General 

o  In  a  Miami  case  related  to  DEA's  successful  Operation  Grouper,  three  of 
the  defendants  withdrew  their  guilty  pleas  after  receiving  information 
from  DEA  through  the  FOIA.  The  three  were  ultimately  sentenced  to  the 
time  they  had   served   awaiting  trial. 

o  A  DEA  undercover  investigation  involving  a  reported  organized  crime 
figure  was  significantly  compromised  when  an  apparent  FOIA  release  from 
another  agency  to  another  member  of  the  same  criminal  organization 
revealed  the  existence  of  DEA's  ongoing  investigation.  The  criminal 
activity  immediately  declined;  a  decision  regarding  prosecution  is 
currently  pending. 

o  DEA  Agents  reported  that  a  large  scale  investigation  of  a  marihuana 
importation  organization  encountered  FOIA-related  difficulties  at 
several  junctures:  throughout  the  investigation  witnesses  expressed 
fear  for  their  lives  when  approached  by  case  agents;  defendants  were 
told  by  other  members  of  the  criminal  organization  that  FOIA  requests 
would  enable  them  to  identify  anyone  cooperating  with  the  government;  a 
car  rental  agency  initially  refused  DEA's  request  for  evidentiary 
information;  and,  the  defendant  in  the  case,  represented  by  attorneys 
who  had  made  previous  FOIA  requests,  appeared  to  have  been  well  aware 
of  DEA's  investigative  techniques. 

o  In  another  investigation,  a  businessman  believed  by  DEA  to  be  a  princi- 
pal suspect  in  a  major  investigation  involving  the  use  of  an  aircraft 
leasing  company  learned  of  DEA's  investigation  through  an  FOIA  request 
he  had  made  to  another  Federal  agency.  The  case  was  soon  thereafter 
aborted. 

o  A  district  office  reports  that  an  Agent  assigned  to  do  a  background 
investigation  on  a  DEA  applicant  was  told  by  two  interviewees  that  they 
would  not  give  information  to  the  Agent  if  there  was  a  possibility  that 
the  information  they  have  would  not  be  held  in  confidence.  Though  the 
interviewees  personally  felt  that  the  government  needed  such  informa- 
tion, the  inability  of  the  DEA  Agents  to  absolutely  guarantee  their 
confidentiality  resulted  in  their  refusal  to  cooperate  further. 

B.    Confidential  Sources 

o  The  head  of  a  large  organization  that  was  involved  in  the  trafficking 
of  multiton  quantities  of  marihuana  was  indicted  and  arrested  for 
income   tax   evasion.      During    plea   bargaining   negotiations    with   another 
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member  of  the  organization,  the  defendant /witness  indicated  that  he  had 
made  an  FOIA  request  to  DEA  in  1980,  from  which  he  was  able  to  deduce 
the  identity  of  the  confidential  informant.  Although  the  name  of  the 
informant  was  excised  from  the  documents.  Justice  Department  policy 
precluded  DEA  from  withholding  information  relating  to  the  undercover 
purchase  of  evidence  involving  a  defendant/ requester,  a  Special  Agent 
and  an  informant  when  all  three  participants  were  known  to  one  another. 
The  defendant /witness  presented  copies  of  excised  DEA  reports  to  the 
case  agent,  indicating  that  assurances  of  confidentiality  were 
obviously  insufficient. 

o  In  two  other  recent  cases,  individuals  expressed  a  reluctance  to  co- 
operate with  DEA  because  of  the  possibility  that  their  statements  would 
be  released  through  the  FOIA.  One  of  these  individuals,  arrested  for 
trafficking  in  cocaine,  possessed  vital  information  concerning  his 
criminal  associates.      The  information  was  lost  to  DEA. 

o  A  major  trafficker  in  multiton  quantities  of  marihuana  made  an  FOIA 
request  to  DEA  following  his  conviction  in  Federal  court.  The  records, 
which  contained  FOIA-stamped  reports  that  documented  the  defendant's 
cooperation  with  DEA,  were  distributed  to  the  defendant's  criminal 
associates  in  another  state.  The  defendant  is  still  anticipating 
possible  repercussions  from  this  action. 

o  A  district  office  in  the  southwestern  United  States  reports  that  a 
potential  informant  against  a  major  source  of  supply  is  currently 
refusing  to  assist  DEA.  Subsequent  to  his  arrest,  the  potential  infor- 
mant received  information  pertaining  to  his  own  case  through  an  FOIA 
request  and,  as  a  result,  was  able  to  identify  the  informant  who  was 
responsible  for  his  arrest.  Since  he  was  able  to  obtain  this  informa- 
tion in  his  own  case,  he  is  afraid  that  if  he  cooperates  with  DEA, 
anyone  arrested  as  a  result  of  his  cooperation  will  similarly  be  able 
to  identify  him. 

o  In  a  methamphetamine  investigation,  an  informant  was  in  possession  of 
information  that  could  have  led  to  the  indictment  of  eight  persons 
under  investigation.  However,  the  informant  refused  to  testify  or  give 
DEA  a  written  statement,  specifically  citing  the  FOIA  and  his  fear  of 
disclosure.  Without  cooperation  from  the  informant,  the  methamphe- 
tamine lab  was  not  located  and  the  primary  violators  escaped 
prosecution. 

o  An  investigation  of  a  high-level  narcotics  violator  was  threatened  when 
two  confidential  sources,  with  intimate  knowledge  of  the  organization, 
refused  to  cooperate  or  become  established  DEA  informants.  They  both 
cited  related  personal  experiences  in  which  FBI  files  had  been  made 
public  as  a  result  of  security  leaks  and  the  FOIA.  Inasmuch  as  the 
credibility  of  these  individuals  has  previously  been  established,  their 
contribution  to  the  investigation  was  essential. 

o  DEA  Agents  identified  the  FOIA  as  direcly  responsible  for  the  loss  of 
two  informants   in   an  investigation  involving  large   quantities   of 
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marihuana  cultivation  and  distribution.  The  defendants  in  the  case 
began  submitting  FOIA  requests  during  the  course  of  the  investigation 
with  the  express  purpose  of  identifying  informants  and  determining  the 
extent  of  DEA's  investigation.  These  requests  were  made  known  to  all 
of  the  criminal  associates,  causing  the  informants  to  leave  the  area 
because  they  feared  for  their  lives.  The  defendants  were  ultimately 
acquitted . 

A  DEA  informant  with  a  west  coast  district  office  on  a  foreign  investi- 
gation has  expressed  concern  that  his  identity  may  be  divulged  through 
an  FOIA  inquiry.  According  to  the  informant,  the  many  individuals  and 
the  numerous  separate  seizures  and  separate  arrests  involved  in  this 
investigation  have  led  him  to  believe  that  anyone  of  the  defendants, 
submitting  an  FOIA  request,  could  receive  information  which  would 
compromise  his  identity. 

One  resident  office  was  notified  by  a  DEA  informant  that  he  possessed 
information  regarding  persons  involved  in  the  illegal  distribution  of 
cocaine.  After  initially  cooperating,  he  notified  DEA  officials  that 
because  of  the  fact  that  information  being  supplied  niight  be  subject  to 
release  under  the  FOIA,  he  feared  that  his  identity  could  become  known 
and  that  his  Life  would  be  placed  in  jeopardy  if  he  continued  his 
cooperation.  The  informant  now  refuses  to  fully  cooperate  with  that 
office . 

A  foreign  district  office  reports  that  a  well-placed  cooperating  indi- 
vidual refused  to  continue  assisting  DEA  because  he  feared  that  his 
identity  would  be  revealed  through  the  FOIA.  The  informant,  not  an 
American  citizen,  is  no  longer  working  for  DEA,  and,  though  the  inves- 
tigation is  still  ongoing,  chances  for  a  successful  culmination  are 
greatly  reduced. 

An  increasing  number  of  informants  are,  during  the  course  of  the  inves- 
tigation, asking  DEA  Agents  for  absolute  guarantees  of  confidentiality. 
DEA  Agents  generally  take  the  position  that  they  will  do  all  they  can 
to  assure  confidentiality  of  a  DEA  informant;  however,  there  can  be  no 
guarantees  because  the  final  decision  in  many  of  these  matters  lies 
with  different  officials,  must  be  judged  in  different  contexts,  and 
sometimes  falls  under  the  jurisdiction  of  different  agencies. 

One  district  office  reports  that  a  DEA  informant,  working  on  an  inves- 
tigation, terminated  his  cooperation  because  of  his  fear  of  pubUc 
disclosure.  Another  district  office  contacted  two  informants  who  had 
previously  cooperated  with  DEA  and  requested  their  cooperation  in  a 
current  matter.  Both  individuals  refused  to  cooperate  because  of  their 
fear  of  being  exposed  through  the  FOIA.  Finally,  two  additional  dis- 
trict offices  in  the  southwest  report  numerous  instances  of  refusal  to 
cooperate  by  potential  informants  who  all  cite  the  possibility  of 
disclosure  of  their  identities  as  a  basis  of  their  refusal. 
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C.    state.    Local  and   Foreign    Governments 

o  DEA  Agents  reported  that  officers  of  a  major  metropolitan  police 
department  who  are  assigned  to  work  with  DEA  on  investigations  are  not 
permitted  to  release  any  intelligence  information  to  DEA  that  has  been 
originated  solely  by  the  police  department  or  their  informants.  In 
those  instances  where  a  formal  request  for  information  is  made  from 
DEA,  the  response  is  limited  to  providing  summary  data  or  deleted 
portions   of  police   reports   to  the   requesting  DEA  official. 

o  A  DEA  district  office  similarly  reported  that  the  exchange  of  informa- 
tion between  a  northeastern  state  police  department  and  the  DEA  has 
substantially  declined  during  the  past  few  years.  While  substantive 
information  is  generally  provided  to  Federal  law  enforcement  agencies, 
it  is  most  often  restricted  only  to  certain  facts  contained  in  the 
report.  Other  details  concerning  the  local  agency  investigation  and 
the  conclusions  formed  by  the  investigating  officers  are  excised  from 
the  documents  that  are  ultimately  transferred  to  DEA.  Once  again, 
though  the  information  generally  responds  to  the  request  of  DEA,  a 
reduction  in  the  exchange  of  raw  intelligence  information  requires  DEA 
to  utilize  its  own  resources  to  obtain  that  which  was  routinely  forth- 
coming  from   the   state  police   department. 

o  It  should  be  noted,  however,  that  the  northeastern  police  department 
will  not,  in  routine  cases,  provide  DEA  with  information  that  was 
obtained  by  a  confidential  informant.  Further,  information  that  is  not 
of  an  enforcement  nature,  such  as  information  needed  for  DEA's  respon- 
sibility to  regulate  the  legitimate  drug  industry,  is  currently  not 
being  exchanged  as  was  prior  to  the  1974  FOIA  Amendments.  The  north- 
eastern police  department  reported  that  if  the  information  sought  in 
licensing  investigations  is  not  in  the  form  of  a  final  disposition  it 
will  not  be  released.  If  a  release  of  information  is  made  to  DEA,  the 
information  will  be  limited  strictly  to  data  relating  to  specific 
convictions,  airrests,  and  case  dispositions.  Intelligence  information 
is   generally  withheld. 

In  order  to  ensure  consistency  in  this  area,  requests  for  information 
from  DEA  are  routed  through  a  criminal  records  repository  for  the 
state,  where  such  requests  are  reviewed  and  the  appropriate  content 
released. 

o  A  cooperative  system  of  investigative  records  which  was  developed 
between  a  DEA  field  office,  a  DEA  Task  Force,  and  the  local  city  police 
department  to  coordinate  narcotics  investigations  that  had  been  initi- 
ated among  any  of  the  three  participants,  was  forced  to  be  turned  over 
to  the  exclusive  jurisdiction  of  the  local  police.  Fearing  that  infor- 
mation contained  in  the  system  would  ultimately  become  the  subject  of 
FOIA  requests,  the  local  police  declared  their  intention  to  withdraw 
from  the  program.  Since  this  withdrawal  could  have  resulted  in  not 
only   an   adverse   impact   on   the   enforcement    capability   in    the   area,    but 
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in  the  possible  harm  to  individual  law  enforcement  officials  acting  in 
an  undercover  capacity,  DEA  agreed  to  turn  over  fvll  authority  and 
custodial  responsibility  of  the  records  system  to  the  city.  While 
there  has  not  been  a  noted  loss  of  efficiency  in  the  system,  it  is 
strongly  felt  by  DEA  officials  that  this  type  of  system  fundamentally 
belongs  under  Federal  control  and  that  the  transfer  of  the  controls  of 
this  system  to  the  local  police  somewhat  diminishes  DEA  authority  in 
this  area. 

During  an  areawide  conference  of  organized  crime  intelligence  units, 
local  police  voiced  a  reluctance  to  share  intelligence  information  with 
Federal  agencies  because  of  the  accessibility  of  the  information 
through  the  FOIA.  As  part  of  their  presentation,  an  example  was  cited 
in  which  local  officials,  who  had  served  a  search  warrant  on  an  indivi- 
dual affiliated  with  organized  crime,  discovered  that  the  individual 
had  obtained  an  FBI  report  containing  sensitive  intelligence  informa- 
tion that  had  been  supplied  by  the  local  police  to  the  FBI.  Since  that 
date,  no  intelligence  information  has  been  received  from  the  local 
police  department  by  the  DEA  office  reporting  the  incident. 

A  western  field  office  reported  having  difficulty  developing  a  case 
involving  a  criminal  organization  engaged  in  the  illicit  diversion  of 
drugs  totaling  more  than  800  million  dollars  annually,  and  believed  to 
be  directly  linked  to  organized  crime.  The  case  is  stalled,  in  large 
part,  because  the  police  department  has  refused  DEA  access  to  an  infor- 
mant who  allegedly  possesses  crucial  information  because  of  the 
potential  for  disclosure  in  an  FOIA  request. 

An  eastern  district  office  reports  that  in  one  instance,  as  a  DEA  Agent 
spoke  with  an  officer  of  a  foreign  government,  it  became  apparent  that 
the  officer  refused  to  divulge  information  he  received  from  an  infor- 
mant for  fear  that  the  informant's  identity  would  not  be  protected  by 
DEA  against  an  FOIA  inquiry. 

Another  district  office  reports  that  a  local  police  department  has 
refused  to  divulge  any  information  to  DEA.  Citing  the  possibility  of 
having  to  reveal  the  source  of  its  information  at  sometime  in  the 
future,  the  local  police  department  has  unequivocally  stated  that  it 
will  no  longer  reveal  its  intelligence  sources. 

A  major  DEA  task  force,  an  operation  which  for  many  years  has  success- 
fully incorporated  the  practice  of  cooperative  state,  local,  and 
Federal  investigative  efforts  is  currently  experiencing  difficulty  in 
obtaining  intelligence  information  from  the  police  department.  The 
police  department  has  prepared  a  document  which  must  be  signed  by  task 
force  officers  before  any  information  will  be  exchanged.  They  further 
require  tht  the  information  received  will  be  filed  in  a  system  of 
records  either  generally  or  specifically  exempt  under  the  Freedom  of 
Information  or  Privacy  Acts. 
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o  DEA's  El  Paso  Intelligence  Center  (EPIC),  a  joint  intelligence  opera- 
tion involving  those  Federal  agencies  which  have  jurisdiction  over  the 
importation  of  illegal  substances  into  the  United  States,  has  received 
word  from  a  narcotics  division  of  a  local  police  department,  that 
reports  henceforth  being  sent  to  EPIC  shall  not  be  duplicated  nor 
further  distributed  without  its  direct  consent.  While  DEA  remains 
legally  responsible  for  requests  for  this  type  of  information,  any 
release  is  bound  to  further  strain  the  working  relations  between  EPIC 
and   the  local  agency. 

D.   Private   Sector 

o  A  midwestern  field  office  reported  that,  given  the  disclosure  require- 
ments of  the  Financial  Privacy  Act,  DEA  Agents  are  reluctant  to  request 
access  to  an  individual's  bank  records  at  the  onset  of  an  investigation 
for  fear  that  DEA's  interest  will  be  made  known  to  the  subject  cf  the 
investigation.  Similar  problems  exist  with  respect  to  the  administra- 
tive  subpoena  of  telephone   toll  receipts. 

o  A  southwestern  field  office  reported  that  an  investigation  was  delayed 
by  nearly  8  months  because  telegraph  company  employees  were  reluctant 
to  notify  DEA  that  a  high-level  violator  had  been  using  the  company  to 
make  financial  arrangements  for  illicit  shipments  of  controlled  sub- 
stances  for  a  lengthy  period  of  time. 

o  A  west  coast  district  office  reports  that  several  national  companies 
have  refused  to  give  information  regarding  former  employees  who  are 
seeking  employment  with  DEA.  When  ashed  for  the  reasons  in  their 
change  of  policy,    the  FOIA  was  cited. 

o  A  southern  district  office  of  DEA  reports  that  during  the  past  2  years 
the  majority  of  motels  and  hotels  along  the  coastal  area  have  estab- 
lished a  policy  of  refusing  to  allow  law  enforcement  officers  to  even 
peruse  their  registration  records  informally  without  a  subpoena.  These 
businesses  indicate  that  their  attitude  has  been  based  on  a  fear  of 
lawsuits   emanating   from   the  FOIA. 

o  Another  district  office  reports  that  its  Compliance  and  Regulatory 
Affairs  Division  has  occasionally  encountered  situations  where  regis- 
trants have  reluctantly  provided  information  regarding  their  manufac- 
turing processes  and  procedures.  In  this  area  especially,  it  is 
essential  that  full  and  complete  cooperation  be  maintained  between 
legitimate  registrants  and  DEA.  The  firms  indicate  their  apprehension 
is  based  on  a  fear  that  such  information  could  eventually  be  obtained 
by  their  competitors   through   the  FOIA. 

o  A  midwestern  district  office  reports  that  after  serving  a  subpoena 
to  a  bank  for  Bank  Americard  records  of  a  co-conspirator  in  an  investi- 
gation, an  official  of  the  bank  advised  that  under  the  auspices  of  the 
FOIA,    he    was    advising    the   subject    of    the    investigation    that    DEA    had 
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subpoenaed  the  bank's  records.  The  bank  official  raistakingly  cited 
the  FOIA  and  his  belief  in  the  customer's  "right  to  know"  as  reason 
for  advising   the   subject  of  the  subpoena. 

o  After  receiving  information  pursuant  to  the  FOIA,  a  prison  inmate 
contacted  his  associates  who  were  still  under  investigation. 
Shortly  thereafter,  the  associates  modified  their  operations  and 
changed  their  telephone  numbers,  their  residences  twice,  and  sold 
their  aircraft  and   motor  vehicles. 

o  One  foreign  police  agency  continues  to  be  very  cautious  when  infor- 
mation is  requested  that  may  impact  on  its  informants  or  is  of  a 
particularly  sensitive  nature,  despite  assurances  by  DEA  that  the 
information  furnished  by  the  foreign  police  agencies  will  not  be 
disclosed  by  DEA  through  the  FOIA.  However,  it  is  the  opinion  of 
DEA  officials  that  the  FOIA  has  seriously  damaged  the  cooperative 
efforts   that   previously  existed . 
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Appendix  B 

FREEDOM    OF     INFOHMATIDN    ACT    SURVEY 

File   No: Type   Czse: Hesnondent's    Name: 

In    Julv    of    cnis    veiir,    Congress    benan    a    series    o<    hearings    wnich    are    antici- 
pated   to    tnorougnlv    examine    the    Impact   of    cne    Fpeeaom   ot    Information    Act 
(FOIA)    on    tne    aarain Is tratlon    ana    operation    of    tne    reOeral   Oovernmen t •     tn 
preparation    for    tnese    hearings,    the    Depiirtment   of    Justice    has    requested    OEA 
to   assess    the    Impact,     11    any,     that    the    FOIA    has    had    on    OEA    operations. 
As   a    first    step    In    the   analysis,    OEA    field   offices   were    aslced    last   month    to 
Identify    cases    which   documented    difficulties    encountered    In    various    Investi- 
gations   as    a    result   of    the    FOIA.      Where    FUIA-related    difficulties    were    iden- 
tified,   offices    were    requested    to    indicate    tne    Impact    on    tne    outcome    of    the 
investigation.      Since    the    responses    received    from    the    field   offices    clearly 
indicated    that    problems    related    to    the    free    exchange   of    Information    are    pre- 
sent   In    a    significant    number   of    Instances,    a    second    phase   of    the    analysis    Is 
now   being    undertaken    which   will    attempt    to   measure    the    extent    to    which    tnese 
problems    are   occurring. 

The    file    number    at    the    top   of    this    page    was    among    approx imatel v   400    cases 
randomly    selected    from   a    list   of    all    DEA    file    numoers    Initiated    during    1980. 
Part    A   of    this    questionnaire    pertains    to    the    specific    Investigation    chat    Is 
noted    above,    while    Part    3    seeks   general    responses.      Comments,     In    each 
Instance,    are    optional. 

I    aja  asking    each   SAIC    to    distribute    each    questionnaire    to    the    appropriate 
case   agent/investigator   or   supervisor   wno    should    complete    the    questionnaire 
•ad    forward    It    to    DEA    Headquarters,    Management    Analysis    Division,    Room   903, 
by   September    11,    1981.       I    recognize    that    tnis    represents    additional    tasKlng 
for    the    field;    however,    your    responses    to    the    questions    contained    In    this 
questionnaire   are   of    vital    importance    in   our    effort    to    secure   amendments    to 
the    Freedom   of    Informaiton    Act.      Should    you    have    anv   questions,    ao    not 
hesitate    to    telephone    Ricnard   Smith   or   Jeff    Kurtz   at    FTS    d33-lU54.       Thank   you 
for   your   cooperation. 


Marlon    *.    Hamorick,    Assistant 
Administrator    for   Operations 


PART    A :       The    followlr.3    questions    refer    to    the    investigation    Indicated    above. 
Please    check    the    appropriate   answer. 

1.  Status    of    Investigation:    l)Active 2)0fflcially   Closed 3)Pendlng 

2.  Old    this    investigation    involve    the    recruitment    or    use   of    confidential 
sources    or    witnesses    or    contact    with    a   State    or    local    law    enforcement 
agency? 


DTes   2)No 


3.  In  this  investigation,  was  there  difficulty  in  acquiring  Information  from 
witnesses  or  defendants? 

1)  Yes 2)  No 


4.  1;  yes,  was  this  difficulty  attributed  to  the  Freedom  of  Information  Act? 

1)  Yes         2)  No 3)  Unaole  to  Determine 

Comments: 

5.  In    this     inves  t  iija  t  Ion  ,    was    there    alfficnltv    in    acquinni^    intonation    :rom 
the    private    sector    (e.g.,    pnarniaceut  ical    flr-s.    hotels,    i^e-sten    Union,    etc.) 

1)    Yes 25    Ho 


6.    If    yes,    was    this    difficulty    attrioutea    :o    the    "resdom   of    Infor-atlon    Act? 
1)    Yes 2)    No 3)    Unanltj    to   Deter-nme 

Conanents : 
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7.  In    this    Inves  clijat  ion ,    were   State    or    local    law   «»nfoPcemen  t    officials 
reluctant  or   unwilling    to   snare    Information   «itn   DKA? 

1)    Yes  2)    No   

8.  If    ves ,    *as    tnls    reluctance    or    unwil  I  ingnt^ss    attributed    to    the    Freedom   of 
Information    Act? 

1)    Yes 2)    No 3)    iJnaDle    to   Determine 

Comments: 

9.  If  Informants  were  utilized  In  this  Investigation,  were  they  reluctant  or 
uowllllng  to  fully  cooperate  with  DEA? 

I)  Yes 2)  No 


10.  If  yes,  was  this  reluctance  or  unwillingness  attributed  to  tne  Freedom  of 
Information  Act? 

1)  Yes 2)  No 3)  Unable  to  Determine 

Comments: 

11.  In    this    Investigation,    did    it    appear    that   DEA    Investigative    techniques 
and  operations   irere   known    to    the   defendants? 

1)    Yes 2)    No 


12.  If   yes,    do   vou   thlnlt   they  were    revealed    through    the   Freedom  of    Infor- 
mation  Act? 

1)    Yes 2)   No 3)    Unable    to  Determine 

Comments: 

13.  fhat  effect  did  FOIA-related  problems  have  on  the  outcome  of  this 

investigation?   1 ) Investigation   Aborted  2) Investigation  Significantly 

Compromised  3)Scope  of  Investigation  Reduced  4  )Signif leant  Amount 

of  Additional  Wortc  Required   5)No  Noted  Effect  

PART  B :   Below  are  some  questions  which  will  allow  you  to  express  vour 
opinion  of  the  Freedom  of  Information  Act  and  its  general  impact  on  DEA 
operations.   Each  question  will  be  followed  by  a  positive  and  a  negative 
answer  and  5  possible  responses  in  between.   Assuming  that  number  3 
represents  the  highest  possible  value  and  number  1  the  lowest,  please  circle 
the  appropriate  number  for  each  question. 

14.  To  what  extent  has  the  Freedom  of  Information  Act  inhibited  State  and 
local  law  enforcement  officials  from  sharing  information  with  DEA? 

Greatly  Inhibited  -5     4     3     2      I-  No  noted  effect 

15.  To  what  extent  has  tne  Freedom  of  Information  Act  Inhibited  witnesses, 
defendants  or  informants  from  cooperating  with  DEA? 

Greatly  inhibited  -  5     4     3     2     1  -  No  noted  effect 

16.  To  what  extent  has  the  Freedom  of  Information  Act  inhibited  OEA 
operations? 

Greatly  inhibited  -  5     4     3     2     I  -  No  noted  effect 

17.  To  what  extent  has  the  Freedom  of  Information  Act  inhibited  the  private 
sector  from  providing  information  to  DEA? 

Greatly  inhibited  -3      4      3      2      1-No  noted  effect 

18.  General   Comments: 
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Appendix  D 


CRIMINAL  HISTORY  REPORTS 

PROVIDED  TO  DEA  FROM 

A  METROPOLITAN  POLICE  DEPARTMENT 
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.Vajne  of  police  depamsienz  deleted   by   3^A 


•  ••tsT  .tc=.:  s»  flelsced  by   DEA 

"'«      13  Kirch  19b3 

s.T«  o»  >i«i.         Delaeed  by  DEA 


A 


I 


••—f  *  *;:*c  :i 


C.».    -  ■  ,»'t  c/    ' 


emcc  ^  I:S'  '        c-**s:  I 


Names  deleted 

by  DZA 


I  6  KarcMOeJ       Off.   L/r.ch   23  i^ist. 

'  29  '^F---    ^530  1  yr.    sup  St  Ch.    3S   Juics 

I     ID  nas.'        I-andesri:;  Off.   Lynch  i.  Co.    23r  Dist 

I      deleted. 
\      by  DEA 


--      ■  .  --^Vrd 


.'CJ^^^SI 


,"-»-*.'"«,  I'M- 


20  Apr  c$   Orf  :-:crv£wic  2-3A5  r./S   A^.^;  Si.::w_^ry 
2i.  Juz  (-5   >-.££  iJiittcrv  :cclle     :.£-^^^y  1  yrc   rroo  J 


^v^^j^> -^rv"^'.  --^  ^.^^v 


■  ^..  _---'  -  .*.-., 
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;ic-  dep.az-z=e:zz   delezsd   iu   Ji;A 


/\ 


^Tt   0»    f»T* 


o»  Delezed   bif    C€A 

l-2i-65 
Delezsd   sy   SEA 


\< 


y 


fr't-e.  •■"• '-'  " 


--^-  -     -^>- 


■■-  -■■/-—----■:■■->-: ^>^ 


names  deiezed  >    -^  °o«- . l-2}-63   Corliss  t  C  . .    -CI'  Vi:e.      31  Ja.-63  ,    l92-i.- 

iv  ="  '    deioeed  ;  Tj-j      Judy's   Suliivar. 
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Appendix  E 


A  PlBLlCAliON  OF  Tut  NAnO.SAL  OrG.\M7ATI()N  KOH  THt  RtrUKM  UF  NUrcc.vsa  LaW5 
A.vdTheCE>TER  for  THESaT)YOF  NON-MeDICAI.  DKy]fifli?£ 


SPECIAL  SLTPLEMENT  *f  3 


IIRRARY 


OCT  31  ^980 


EXCEMFTS 
FROM  THE 

DEA  AGEIVTS 
MANUAL 


COPYRICKT'   19*«)NOR.ML  \.MiTI(tC>MTW 
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lAJLZ  QT   CCKTiTTTS 


TUs  Special  Supplcaent  esoealss  sections  from  the  OEA  Agencj  Wamial  vbleb 
wire  nesocly  released  ca  KORJ^.  pursuant  to  a  FreeiloQ  of  Tnf omaclon  Acr  re- 
quest. The  Ageau  ilacual  sets  out  is  detail  the  DEA's  internal  procedures  for 
both    domestic    aad    foreign    operations. 

As  you  Kill  note,  substantial  deletions  have  been  sade  on  nany  of  the 
pages.  These  deletions  centals  Information  the  DEA  has  refused  to  release. 
The  letters  ~?0I*  vfalch  arc  stamped  across  each  page  Indicate  that  the  docu- 
oant   was    released   under    the  Freedoa   of    Information  Act. 


Pagg 

1.  DEA  Agents'   Authorlrr,   Ujhts,    and  Responsibilities    ...........1 

2.  Arrest   Procedures ...........7 

3.  Dooestlc  Operations  Guidelines      ....................10 

A.  Ezforceaent   Aetl'Vltles       ......................10 

B.  Sources,    laforsants,    and   Defendant— loforsaats    ...........14 

C.  Undercover  Operations    .........19 

D.  Electronic  Surveillance    and  Iclated   Techniques       ..........21 

&.      Foreign  Guidelines       ................23 

i.     ClTll  Sclrsres   and  Forfeitures      ........30 

A.  Selrure    of    Controlled    Substances    and   Iqulpoent       ..........31 

B.  Seizure   of  Vehicles 39 

C.  Forfeltare   and  Petition   Prncesdiags    43 

0.     Disposition  of  Property  Seized   and   Forfeited      ...........47 
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AGENTS   MA-N'UAL 

DRC7'7     'KTORCZyZ^T    ADt1T:i TSTrf.'.TTOff 


C3APTrR     62    LZCAL 


Ck 


Suichipts-i   SJi-^^yene    Authority,    Say/its, 
a^!i   Res-r,onsii>il±ties 


,  ACisNT  >;'THORITY 


gnatsd  by   the    Attorney 
ni^rcing'  the    provisions    or   Public  Lav 
C   37S   to: 


arch  warrants  ,    arrest   warrants  , 

rrants ,    subpoenas    and   s\ianonses 

r   authovicy   of    the    United   States 

e    arrests   without  warrants 

For   any  offense    against   the  United.  States    consaitted 
ence. 

For   any   felony,    cognisable   under  th 
:es ,    if  he   has    probable    cause    to   beli 
son   to   be    arrested  has    cocsaitted  or   is    committin 


Unit 


4,  Make  seizures  o£  orooerty  pursu'^r^to  the 
Public  Law  91-Slj  {J.1   U.S".C.  373) 

5.  Pexfora  such  other  law  enfor 
General  nay  designate. 

3.  Moreover,  the  provisions  opf^^Q 
this  delegation  of  authoriry^«  oxzi. 

:i25^tv^Cseti 


Criainal    invesi 


v.: 


Connaission   regulations)yarsyfQthoTi^" 


Service 
(.onnaissiou    reguii  uioni  jysr  =  y:;av.iio  r-i>--c>.    »u -"(^^^i-iiisc     f;xj.     OX     the 
powers    of    enforcanent   t^rso^Tricl    g^cnt^i  by  ^"^-V .  I-rCT   S76  ,    373    and 
879;    to    serve    subpoenas  ,vada;'!^i?>:2r^r^ths ,    examine   witnesses,    and 
receive   evidence    under   :j.\U.S."Vr    Sp^;    to    execute    adninistrative 
inspection  warrants    under  ^iU.S^.    S30;    and  to   seize   pro-oerry 
tmder   21   U.S.C.    331. 

2.      Compliance    investigatorSv  Cse'X,es    1310    under   Civil    Service 
Commission    regulations)    arc'  autho^-j  tc-^ to    administer   oaths    and 
serve,  subpoenas    under   21    U.S.C.    S73>v'co   esecute    adninistrative 
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inspection  warrsnts  under  21  U.S.C.  378  (2^  and  830;  and'  to  seize 
property  incident  to  cocclianct  and  registration  inspections  and 
investigations   under   21   U.S.C.    S81. 


ition.ta    the vi'^^-ithority   under   21  V.S^C.    873    and    23 
cndix   R,    Fet^rarVofficsr 


C.      In  'add, 

C.F.R.  Appc.v.^..  .^,  .tv^i 
the  various  States  as  e- 
6641.5    and  Aisoendix   66 A 


rs   have    the    right    of 
s    and   soaetiaes    oziicsrs, 


arrest 
See 


m 
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DRUC  TiVTOP.czy.zuT  XD:!r:rTSTP.,\TTo:r 


CSAPTSR    S3    LZCAL 


iapter    S3S   k<jefO-   ^^^'■■ 


A,      Secti 
an  o££i 
that  of 
sequent 
Title    1 


ritv.    Rights,    »nd    Sesponsiiiii cies 


s3   ca)as    it    a   Federal    offense  to    kill 

^ort,sneiV\Adniiiistra"ion.       The  fact 

f^anecKinJ^sc'ion    ^^^^    «-    Title  IS    con- 
provisions   o£   Section  111   of 
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E.      V/herc    an    2ssai;lt    is    cozmii 
stances    wamni    "he    injzcdia'^e 
agent   nay    exercise    his    rj.^hts 
connitT^d    in    his    prsserXcX' 


ted   on    a    DEA   agent    and    the    circun- 
arrest    of    the    violator,     th=    DH.\. 
to    ~"'-."a    ^n    r.TTSSt    for    £    f c  1  cr^" 


'«-i     DCX    ACZ:/TS    }SA:tVS.Z.    '17/S/7S 
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Dftac  r;.' roscr/rr.vr  a o;f r.vrgrr.s tip:! 


CSAPTER    63    L£GAZ, 


"jaichMptsr    635    Ageag^  Au:ri;ori 
\    \ 


Cy ,    Rights,    and   RaaponslhilS tSes 


63S5  AGE»n-   PHSPOr-IS^ILI?^   REGARDING  RIGHTS   OF    C17I2E>TS 


6JSJ.I  CT 
Section 
read ,  in. 


SECTIO^f  _ 
t±j£5r;,tenV 


s    of   a   citizen    are   based    on 
lc\l.8    or»the    United   States    Code    which 


tVQ   on  noie   persons    conspire    to    injUTe,    oppress, 
idate    any  tcitizen    in    free    exercise    or    enjoytient 


anp   r2^ght\3r   privilegi    sqcured   to   hin  bv    the    Constitution   or 
^      ••-       -    -        %,   ir 


Lawj/of   trve    Urlxted   Stat/s,   Lt  because    of  his    having    so    exercised 
same. .  N5haliXts_^ir(Tedyf(ot   more    than   $S,Q0O.or    iiapT-isoned  not 
e    th^Sk  lOSiieaTS    or   bo.^." 

J^NyTiZ    -   "^Vhoever,    under  color  of  any  law,    statute,    ordi- 
n^Vpce  .^regulation,    or  custom,    willfully  subjects    any    inhabitant 
of   a!>7    state,    territory,    or  district   to   the    deprivation   o£   any 
"105,   privileges,    or   innunities    secured  or  gxotected  by    the 
stiNiition   or  laws    of   the  United  States,    or  "to    differenr  punish- 
meiJ5,    p^i^s ,    or   penalties,    on    account   of   such  -inhi^itant   bexnsf 

-•'■-■"     -or   by    reason   of   his    color,    or  race,    T,j!€riNs>j'e    prescribed 

e    than 


an 


ten. 


for  ti?ti,3<uiishTaent   of  citizens,    shall   be   fined 
tl,000   3r    imprisoned  not  nore   than  one   year,    ox 

The   above    sections    suggest    appropriate    cj>«ilii_..  '>a.ari>Cect '^afents 
against   unfounded   charges.      They   may   a^o    serve    asN'    v^lj-nin''5i^  to 
agents    to    respect   the    rights    of   otheri,    j^s-iTUSSq^    crispii^ls^  X?t 
they,    as    citizens,    enjoy   the    sane   prySteytion   tmo^x   thyy  Coltatii 
tlon. 


■  ■-'  ■■~'  ■■->- 
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6353, J    PSP.SaH 


redsral    ag-ncs    nay  be    held 


peyscnally    liabi;    for   u- ::sR3-rrucicnsl    polic:    prs.c~ic=s    vhich 


s   UnkaouTi   Agents 


tions    is   wheyther    -he    3ger.r<.s    ai^•:ior.-,i  •■yire    accoaplished    in    good 
faith    and   with  ^ciscnabi;    brlis^    th:LT  the    action    was    lav.-fui. 


?«-:    flCA   icr^r^  .fA//WAi  12/5/75 
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AGENTS    KfuiUAL 

DRun  E^'roRCr^•E^!T  admihistp.atio?: 


CHAPTER    66       tWFORCEMENT    PROCEDURES 
Subcffi 


:ffi^terS5G4      Arrests/Fug i 


tives 


aspects    o£    the    case   will 
attorney   regarding  which  neth 

There  are   three  Beans  of 
discussed   below: 

A.      Indictment   by   a  Gr(^d  J*Ctry^_    2his/nay   be    usee  .for    fclonios 
or   misdemeanors.      It    inv^i^ves^H^    asvnt   presenting    tcstinony 
(facts    need    not   be    first-K^nd)    bepiSre    a   grand    jury    to   establish 
probable    cause    that   a   violation   r^<;    taken   place    and    th^t    Cho 
subject   coramitted    it-.    If   th^s^rarfil  jury   finds   sufficient 
probable   cause,    it  will   indictN^hc  ^vbject,    and    the    court  uill 
issue  a   bench  warrant   for   the   artist  a^f    the  subject. 

XGSUTS    OAMUAl.       10/^0/75 
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6641.11 


B.      Iniomation    Jilcd  with    the   Court.      This    is    usually   usee    £or 
aisdcneanors.      It    involves    the    age.-it   preparing   a   v^ritscn 
affidavit   setting    forth    orcbablo   cause    that   a.   violation    has    taken 
place    (facts   need   not  be   first-hand). 


larcs    an 


Lnfomatiot:    based    on   .this 


The  U.S.    attorney's   of f ic<i   ntc^i. 

affidavit,    and    files   both  !i)T^cun?NCts   with    the   court.       If    the 

court    finds    sufficient   probi':^^e    c^jse,     it   will    issue    an    arrest 

warrant. 


C.      Complaint    f^ed>>-r->ji<U.S  .^Coux,t    orS^^agistrats .       This    may    be 
used    for    felonies  /or   nisc^s^anc^s  ."\I  t    I^jvolves    the    agent 
preparing    a  wmttcn   co-plai^t    es\abi^<5h  i^g    probable    cause    that    a 
vioiaticn    has  jta.'ien    place    ( f  aS:ts  V.eed"Vot   be    first-hand),    and    that 
the    subjo^    ccipnittsd    it.      If  ^the\  .uag  istrate    finds 
piobahlc/cVise\,    h^nust   issue  fen    krrest  warrant. 


sufficient 
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6641.4 


o£  "she    Concroiipc    ijubscances    Act  provides      any 
prpye^of  DEA  de^gnjLted   by   the   Attorney   General 
rrest^ 


United  States  comnitted    ia  his 


felony   cognizable    under    the    laws   of    the    United 
e   has   probable    cause    to   believe    that    the    person    to 
has   conunitted  or   is   committing   a   felony." 
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Appendix    6 S3 


DRt^  en?orce::e.\'?  adkimistkation 
iOH^STIC  0?E?JlTIONS   guidei.ik£:s 


^ceraber   28,    1976 
'iAaer.^'u  June   30,    1970) 


The    fol^cwi^ 


_  ,    .  lin^s   ire    ifiSe 

the   op^ra^ons   of'^e    D\ug"^Tfofcsmi 
to    iaiprovTS   coordinatT^on  V^ tvt's^r'^rA 

witlA    th?; 


De  partner! 

"  1UI^_2     t 

^in"\th 
,djfl  n  i  s';^r  a  t^ 
cjesigna^ 


nded    to  promote    efficiency    in 

isment    Administration    (DEA)    and 
and   other   branches   of    the 
e.   iaposition    of    any   sanction    for 
se   guidelines    renains    exclusively 

the   Attorney   General   and    the 
such   other  persons    as    they   say 


Objective 

1.      Enforcement   activities   ars   those   pr-ocecuras 
by   DEA   Special  Agents    intended    to    result    in    (1)     the 
orosecution   and    incarceration 


isruotion  of    IJ 


of   dr-jcyi^ 


iffickers, 

raffic,     (3)    t^    rSc^ction   of   drug 
;^at£lity   through    seizure   of   drugs    and    equ-^-aeno^  necessary    for 
operation  of   drug    networJts,    and    (4)    deterrent   fe\<:f ec-;i^  on    other 
traificicars    by   discouraging   continued    or  potanti^    tra'df  icicint; . 


nt^^^i. 

unc-^r-r^en   TT^  tJ 

srt,    vho    finance,    contrsl,    or  cif^t   clrug%,_^    J' 

caniraticns,    or   of    interdicting    thci    flaw   os-^r-j 


2.      Enforcsnient   activitie.';' shall 
the   priaary    objectives   of   prosecat^fng  yshcivi'C-i; 
acting    in   cone 

trafficking  org __  ._     .__  .  __  ,   _.   __ 

froa   significant   drug    traf iic!cinglopeJratior.s.  \        \ 


.or  "^nd  iv>vduals 
9S 


Enforcement  grstiv.iti'ss'  o<   DEA    mclc: 


Vnat   are 


'd   z/ 


Intelligence   activities^ 
investigation    is   d----    ->    - 
prinarily ' for 
■prosecu 

scntrolj.sa    sucs^ances.  ■%^ 


traditionally  considered  yfnve^igat-ion   '=<;tivitie^  ana 

r<3^r  •  the    ?u"VjcsesV%i— ^ase/cuidelinesr 
c^b^aG^i^f    cathe^JTig    evidence 
;ce   ?urrt;sa/-of    i^-jLij./Trg    a    crininal 

pecific   unlawful    shipments   of 
Lnvestication*    as    used    in    these 


rilyfor  the  isLTradivce  ?urrt;sa/-c 
:ution,  cr  f  or  Vjje  s^^2ur^o_^s= 
3llsd   substances.'X -^e^^er^'in^) 


guidelines    is   not    in-snct-.d    to  ^"nclude    investigations    of    "leads" 
originated   by   or   furnisheiii^to   DEA   offices.      Tor   the    purposes    of 
these   guidelines,    intelligence    i^^defined    as    infarmaticn    gathered 
in    support  cf    the   mission   cf  "^EA  w.-uich.    is    not   collected    primarily 
for   the    i=aediiits   purpose   of    ii^tiaj^^icg   a    specific   prosecution, 
but  which  =ay   ultimately   lead    to\oi:osecuticn   of    one    cr  =ors 
individuals   or   the   seizure    cf   unlawful    shipments   of   controlled 


substances. 
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Page  2 

4.      DEA    investigations   often   produce    ancillary' 
intelll-gence,    and   DEIA    intelligence    activities    often   prodti 
evidence   useful    in   criminal   prosecutions.      Internal   revit- 
jT'^chanism.s   provided    foi:::''b?.f    these   guidelines   are    not    inten 
".'":jply    to   sporadic    inc^iii^s.  nee    accivities;    ncr    2re    such 
activities    to   be   report^r^d    tc'vthe   United   States    attorneys 
investigations    under   section   xJD  of    these   guidelines.      On 
other  hand,    the    PiZJicg^tic's.ga'ttisiring   of    information    targ 
an    individual ^""rnLndiviCvaliX    or'^n   a   drug    trafficking    o; 
which   continues  jf  ?r  jperl?^   (^   45^4ays    should    be    consic- 

iiT^theNmeesinq^c    sections 


an    ihvestia/ticff  with 


relating    to?  cchsultationV.-itii  Oni^tedyStates   attorneys 


IS    IB,    C,    a 


rexatmg    to  ccnsuJ.tationv.-itri  unii^ted^Stat 

/3.      initiiiatinq   Enfor=emr.nt  Activiti 
y^      y'     l\     l\vestigatio^i  m^y  be    initia 
i^omation   ijidi^lv£ing   P93sihie    violation 
5ub^><fa.nces^ct^^r  oSlsrr^awj/within    the    i 


s 


ted   based   on    fs 
^ ^L.j.^    <^u^a>.xwii   of    the   Control. 
-.ubsisTances^ctvor  oSlrrr^aw^within    the    investigative 
ju^sdict^o?!vOf*^t^ie   DrugSnforcenent  Adninistratioti. 

each    investigation   an    initiation    reporl: 


\y/  - 


e  pVepa.i'ed  by  the.  Special  Agent  setting  out  the  basis  f 
i^esti<4ation.  Supervisory  approval  of  anticipated  enfo 
ac^^itjs.  including  undercover  operations,  is  required  -p: 
any   upeci^  Agent  or   informant  undertaking   action. 


iew  and   Continuation   of   Snforcenent/^ctJwit 


1.      All  review   and   approval    for 
enforcement  activities   as-  provided   below   s 
writing. 


continuatr^n    c 
hali_^    re^-ec. 


2.      An   agent's    immediate    sup,ervj 
investigation   within    thirty    (30)    days/af^r    it    ij 
determine    if    further    investigation    is;  wa:rranted. 

I       \ 

(a)  Investigation^^ay\con-<;inue   beyondS  t; 

(3.0)  days  where  there  is  a  cle^  yJBicatic^  of  a  violAt 
within  DEA's  investigative  j^is^^ctioi^  Iiri^gstigat;^r: 
continue  in  accordance  witj:;^t^r  provistans  cS-^'iirS'se  ^ 
guidelines.  y^  ^  ./*\^  ^**^w^  _^^^ 

(b)  In    the>^absc?ce/of  ^  clear    indication 
violation   of   law,    the   agen\'s    i^ec-i'ate    supervisor   shal: 
authorize    continued    investi^;j^tion^eyond    thirty    (30 J    da- 
there    is  reason   to   believe    thO^inve^tigation  may   lead    ti 
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who   finance 
or 


^  ( ij\^  prosecution   o£    one    or   nore    ijidivida^ls 
,    concrcTi,    ar-xdirccc    a   drug    traffickijig    orcaniraticn; 


a   significant 

sh ipiaen t''o r ,-^r oc 2 s^ing    Tc^bo  c'^yicr^'-L 


Oi-i)    %LnteL^icticr:    of    the    flow    of    drugs    fron 
•"a^<fic--iing    creration    (e.g. 


sei=:.n<3-  a   ziajor 


cijy  ^i.^-..^'.-i-3^«jig    i^oc^^jicr^^V. 

(       S.       An    agent~^.s    i:i-.edv2^a    supervisor   shall    review    all 
investifcatAons    continuing    rsir.cty    (30)  .days    after:    initiation    to 
dcj€t;^Sr.z    -k    further    ir.ves•,!ic^tion    is   warranted.       In^estica-tion 
C3nt\nue\^eyond    niiy;ty/(§0)    days   only    if    there    is: 

(a! ?lear,4ndicaticn    that   investigation_  is 

y y€ts^rei^!ci t    in   prjT^cuticn    of    one    or  niore    individuals    -who 
^f inarj4e,ycontrdir7-'':rr^irect    a   drug    trafficking   organisation,    or 
Ndis^p-ticn  of    significant  drug    trafficking, 

/^  (b)      where    there    is    no   clear    ir.dica-tion    of 

-vjign^-^icant   prosecution   or  disruption   of   drug    traf f ickin."^ 
investigation    shall   continue    only   with    the    written    approval    of 
thfe%appr;:-)riats    sejrond-line   supervisor-  /^^^\. 

>•     4.       If    enforcement   acti'rity    is   disconcij-.ueo^'^ursuant: 
to   paragraph    IC2    or  3    above,    enforcsmsnt  activity'*--: ay   "ib:> 
reinstituted    at   any    tL-ne    new    inf  orTta  cior,»iC7~  -ri.fntVvi  th\^-he 


Standards   of  paragraph   IC2   or   3    is    re^^ived    or   deV^lcp°c. 

5.       SXIC's    shall   ensure    tiilt  J^c} 
is   reviewed   at   an   appropria 

iation,    and    at    sijs-nonth    i-tsrvals    fo 
ation    continues,    and   cv/   auiihoi.ics    it 


Its    mi 
investica 


the    standard    set    forth    in   pa^;rrph*.>C3'ia)    or    (b) 


ch   DcIA    nriv3£i^:.ci,t:Lcr» 
suterrisc-'rv   level    si-x   xcintha-'s.'-iter 

-      -  .  s^ 

r   as    ^ngi  as 
ts    contknuAtion    if 

\     —A  *■ 


i^ 


6.       Dpon  conip 
shall    reoort    to   DEA  Head 


letxL^n  ,0-f    a   sii.rmonoh.^rejTi-iw    =<IC': 


^'uarr^rs    e^::^    i^A:^estigationy^cthorized 


continue    under   IC3(b)    grbove^and    s^allNsef^'ic^^i^^iirsir    reasons 
for   continuing    invest:.sa.ti!i^. 

7.      SAIC's   wil^be    responsible   for  reporting    to  DZ; 
Eeadcuarters   on  all    iaoorti-nt    ir.'ira   and    intsrrsciona-l 


investigations   which    indicate.. =■ 


crosecuti-or.s    ot 


ixportant   v:.o_ators. 
reporting    requirsnients'  consist 


D£A  sav^irtpost.  additional    review    and 


L.iesa   gu_:.deliaes. 
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Coordination   vyj^h    On^ted    Statas   Attorneys 


purpose  of    tf;;.j"'V3w".-ip_n   (.j    thu-- 
Uiv;L.ted   States    A:jrtorn' 
for  which    the>^<'wii-^ha'>2^respQi 


eys    ar^v^d^-ised'^f    all   ir^j 
■7r?>2.  respQnsV^biliTi.v    for  pr 


i^uicoiinas    is    to    ir.scre    thai 
"or    investigations 


:ip:\tioijS    Cf   soon   as    i.t^i_. 
rv^zsoi'/   D.JA   bijent   that    thercj   is   probable    cause    to   make   an 
yc<    C^en    bahoug'rt.   no   arre?:^:    i,-:    in    fact    contemplated. 


where    th2   subjects   are   believed 


superv 

arre^/c,    c^en    Oahoug'/v  no  arrt 

Add-Cticjially ,     i!\n    inv"5^tJ_o^ 

te  beypart  o/i,a  Aajor  drug    t^fficking   organization,    but   probable 

Caurj^  to    m?l< e  >,n   a i^?^^ t_h -uy^o t    yet   been   established,    the 

.noti"^cat^on  .jIc'  a  pending    investigation   to   the   United    States 


-  ^>,    sh."til   be  nade   by  DEA  at   such    tixce  as    it    is   determined 
tBisA    the    s&jects   are   part  of   a  major   drug    trafficking 
orgi5>^i2at?lpn.      In  no   event  shall   notification   of   any 
"inve^^tigaiv.on, "    as   defined    in   paragraphs   IA3    and   4,    be  nade    to 
the   Oni'^ad   S'iates   attorney   later   than   45   days   after    i'"^? 
initiation      "^^e  tJnited   States    attorney    shall    be   co;-rsux^.sd ,    shail 
assign   an  =<;^s^'Stant   United   States   attorney   if    appro'i-iatfrV   and 
shall   be    furnished  progress    reports   of    the    investigatt'.on    at 
regular    intervals   to   assure   appropriate  participation   c"^^ 
prosecuting   officials. 

2.  Investigations    required    to  ^-^e  p^o r t"3^_^to   Sj.  Dni^ed  ' 
SS^Stes   attorney   under  paragraph    IDl  whic:;    ii?volve   posiiblti      X^ 
offenses   prosecutable    in  nore    than   one    federal    judicial  di^tric^ 
shall   be   reported   to    the   Department  of   J^jstlce,    and    to    sAe    j 
appropriate  United  States   attornaysyv  '^'^'■-;   Dtoartnent   shaS.1    pk 
consulted   and    furnished   progress  ^apo^ptts  "jn   £,'jch 
at  regular   intervals. 

3.  The  United  Stat^^s 
district,  shall,    cons 
determine  policy  reg 
prosecutions    to   Stat 


4-.      The  an 

exigent   circumstance 
defendant  and    again 
States   attorney  shal 
no  later   than   five    ( 
provisions  of    this   s 


^-ctorney,\in  "b^ch  'f ederaly'judicial 
istent^rfith-^'bepart^enOof   i>::ii.as«*<|uidancs  , 
ardingS^cl^siatio'ns  .r'nd    also    the    referral   of 
e  and   lob^l   aii^tbrj^ies . 

ited  States  N^.ttot^.ey   shall,    except    in 
s,    be   consult^   pc'tjr   to    the   arrest  of    a 
inaediately    afi?ijr   th'i;.  arrest.      The  United 
1  be   furnished   a'SiritS^n    report  of  -ths    arrest 
5)    working   days   afcc'T^'the    arrest.      The 
ubparagraph   shall   no't  apnly   to   arrests  of 
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defendants   who   wi"i-X    be'Vrosecutod    in   State    or    local    courts, 
provided    that   -such^qf orVals    fur    ststc    or    local    prosecut icr:    ere 
within    t'v-:~pcii'v,y-^ev..-^nii..-.-;ior.s    ar.d'  prccicuris    o:     t.-a    U.-.icia 
StatesySttorr'qv    prc-iidtd 


s^/alj/,    with   dc 


ce    regard    for    the    tinie    necessary 
to    prepare    ;e-.i_l;=^l,  yicvise    the    prosecuting    United    States 
a ttcrCi^evNQf    a.-jy    ccrn:^nsation   paid    to,    or  other    consideration 
fu^.i.sVled  "tir>-k=--i?r;orTnant   or' def  endant-inz orr.ant,    as    well    as   of 
ny   i?iectrcnic    surveillance    relating    to    the    case. 


7.  All    relevant   DrA   case    files    and   raanuals    will   be 
available    for    review    by    U.S.    attorneys    c.i    rec-^est.       The   D.S. 

"^      -.ev   shall  be    responsible    for   inspiring    the    security   and 
:onf':b^er.tiality  of   aaterials   furnished    by   Dt^-%. 

8.  Departxent   of   Justice    instruc^.ions^^o   United    States 
attorneys    relating    to    these   guidelines    will    bCx  prov;idcd    to   DE.A- 

<- -^  ^   \ 

II.    SOORCrS  ,  nTrCPJ^-AXTS  AND  D£?Z:?''?..T-i:C-'C--:.--:;-^.    'V 

A.   General 

1.      A   "source   of   infovr^'Jion"    is    a  cCrso^^   or-" 
organization    furnishing    inrorra-?.ior\  without   cc:::^;ens.2.•tion    on    an 
occasional   basis    (e.g.,    an/cr.se^yer\of    in    event  ^.    or:  a    company 
employee    who    obtai.-.s    rel«?vanr^  inS^crr:i..ticn    in    th^    n(jrr:al    cour'se    of 

^  •"'-   '^ — ^ -^^=  - -.-ir^    Jj^  tjrjl    business    of 


-his    eaiplcynent)  ,    or   a.  ni:rsc,V  or    or^ 
furnishing    i: 
ccrrpensatioa 


mz.  — i  t  ior 


furnishing    inf or:natio,-r  fq_r7  a   fee   a.ti    rec>i-»;^g    op-y    its   regular 
or  doi.-g  ^"   (e.g^^xi   c^~5£it  bu: 


'^for^nt^  is/a  person  who,    under    th? 


2.      An    "  rsf  orrj'nt^  is/a  person  who,    uncer    the    speciric 
direction   of    a  DEA   ac'snt^^-'vi  t^  or  without    the    e:cpectation  of 
•payraent  or  ether   valuatile   c=.^siceraticn,    furnishes    inf orr.aticn 
reaarding   drug    traffici;~.g  oi\perforr.s   other   lawful    services. 
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3.      A    'def enda^^t-in^3r^.^nt"     is    a    person    subject    to 
arrest   and   prosecution    foi^a    fc'.-^.=  ral   offense,    or  a   defendant    in   a 
pending    federal   or  .?J:-''^.2    cai,~.-s   v.-hc-,    under    the    specific    direction 
of    "!    D£A    agent,   :/.cn    an  ~=;;pec.atio.  i.  of    piymsnt   or   other    vciuoble 
co..iidcration,,-prov^jlrs    inf'?X,-r;i"s^ion""\ecarding    drug    trafficking    or 
perforns   of     "    '  - -^    ■■    -      ---■-^-      ■--  ^ 


Dtho/r   lyjJrui   sSr;yicel\.  "X         %, 

/  /         \  \  x  > 

4.S    Any   individual   or*,  org£^<zation 


..      ..,-j    ._   _.._.-,_., may   be    a    source    of 

infomat.ion.'    Restrictions   ^laci^d   on    the   use   of    infomants    and 
def  end^xn>;^in.\orx;;nts    are   not]  applicable    to  "sources   of 
inf  oc.-tIati_^''n. 


JclA ,<^nd    arrrS 

1  nc-w  la u  a^,'  agT'O ts . 

^osi\.-4or;^to  ^ontac 
•^ ys^ 


1 


^af endant-inforinants    are    assets   of 
"ered    personal    resources    of 
<%-= — r-effs't    two    (2)    DEA   agents    should    be    in   a 
an    informant  or  def endant-infomant,    and 


wj^never   g^acticable   two    (2>    shall   be   present   at   all    contacts    and 
inwj^rviev^  with'  infomants   and   def endant-infonaants.       Regular 


contr-qts    shall   be  niaintained   with    infomants    and   defendant- 
info  rm:^n  t  s  ."S. 

y^nfonaants    and   def endant- informants   <^al^^e 
'advised    that/'they  are   cooperating   with   DcA,    but   areXviQt  ^aants    or 
employees   of   DEA  or    the    Federal  Government.      They   sha.\j.J.-  ber>^ 
advised    that    information    they  provide   may  be    u^si^n   a'^^'ssr-in'^'^al 
proceeding.      They  may  be    told    that   DSA   wilVtise    air'*"^i=!wf ivi.   cs'ii^s 
available    to   maintain   the   confidentiality >of    tjiiir    idehf.i'^^'^. 


E-":;:::ept   in  extraordinary  -circuastances    th/y    j'Mould^tJa.t    b€\a.s:^i:red' 
ti'i'ut   thev  will   never   be    required    to   tesfifr?  or  otherwy^ se    .-.ave' 


their    identity  disclosed    in    a   criminal   brocieeding .       In\        \ 
extraordinary   circumstances    they  mav   be'.giv\en    this    assc'ra  i-:o 
after  approval   of  the   SAIC,    proviifUcVthQ  On\tad   States    Ltt'lrney 
shall   be    notified  of   any   such   api'ura^'ce  *^ive?v  to   any    in^iv^^duai 
having    information   relevant    tOj^'a   pch-ding  \nvei't^7atior;/'in /advanca 
of  prosecution  proceedings,    ificla^ng   gran«,,^jury*'^"s^«^i2edi"hgs. 


B. 


Informants 


1.      Only    individual   whu^.ar^  believed   able    to    furnish 
reliable   enforcement    informatrft^  or  .pother   lawful   services,    and 
who   are    believed   able    to  raaintai'q    thtvconf  identiality    of    DSA 
interests  and   activities,   may  be  ti|tili"^d   as    infomants. 
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2.      Except  ^i^s    p?.;^vided    in   piragrzph    IIB3,    an    acent 
must   obtain    the  _approvjiP,   o£'\bis    inmeaiate   supervisor   price    to 
utilising    an.-.;- iii.wTur:^t.\?:-i  ■.•pprcvir.-;    supsr'/isar    should    rcvi^-.j 
the    relevjLifc  data,    incividir.o    tr,?.    criminal    record,    of    any 
potential/' inf-S''r=air^rsand  \s=i^tai)>^^whethsr   he    is    the    subject   of    a 
pending  ^3EA/'investig4n;ion%ber:irs    cT.cidir.g   whether    to    approve   him 
as    an    ir^or^lnant.      BefoVe    tie    ii'r^i^icual    is    asked    to    render 


service: 


i'/i   addition 


:ii 


tnj(<crvticStiSin  and   evaluc.tich  o£ 
i6nd  ^     " 

t>^   lac 


sihrplyihg    information,    a   rroro    extensive 
he   individual   shall    be 


e&ndr"^tell.     \owever,    DZT-   mzh   use    an    informant    tenporarily    without 
ext^sivfe\invir^tigatiory' wh;^re   a    second-line    supervisor   deteraines 


sui 


Tjreciuaes 


such    investigation. 


>'j.       .-, ^^  .  c    in   the    following   categories    represent 

"fz   risks   as    informants,    and    their   use    for   an    initial 
cfc.'v  \90)    days   Biay  be.  utilized   only  as   authorired   belowi 

N.  (a)       individuals   who   are    less    than   eighteen    (IS) 

y;»ars\>,f   age,    with    the   written  consent   of   a  parent    or    legal 
5Ui."5rdia:V..^  when  authorized   by    the   SrtIC;  ^v 

(b)       individuals   on   federal   or   S'^ate  "-jobation   or 
parole,    with   the   consent  o£    the   agency    supervis'!lng    t::\e;a,    and 
complete   documentation   by   DEA,    when    authorised    by-'Vjthe  -^AIC; 


(c)       for:aer  d 
dependent   persons   participating 
program  when   authorised 


convictions. 


(e)       indiv 


ZX,   when    author isea    oy-Vthe  -^AIC; 

■  ^ ^^  •  V 

rug-depercrnt   persons 7>^or-^crug>T 

,ting    in   .-^  epiSoTin^&d    crucvtr'eiijnent 

iduals   v/itt   t->iO    (2)    or  co^-e    falony* 
ised   VV  th^   s;^ZC;    and  \        5 

y  >  s  \         j   « 

ivit^^ls/Kiho   ;V?ve\;reviouslv  be4n 


(d)       indiv 
when   authorised   i.'X  —  ^   S^'ZC; 


declared   unreliable   by   !^.\,  j^'t   any   of\its*c- 
authorised   bv   the  Assi7c2n>-^^d.•aini■^^~ra'^r   i. 

<r      <        /  >     ^^.^  _ 

4.      The   use^f   a^in^rrn^t   shall   be    reviewed    at 
least  ever-/   ninety    ( 90^\^cayii:#-ljy   ^/r.s   apprcpriats   second-line 
super'/isor",    or   the   higheii.  of  fic^fal    indicated    in   paragraph    IZ33 
above.      Use  of   the    inforr.t^^t  .iia*'   be   continued    i^    it    is 
determined,    upon   review  of   .iis   b.^-:^kground   and   perf  orssanca ,    that 
he    is  qualified    to   serve    in   ^is   capacity   as   provided    in 
■^■^1    above.    a.r.d    thasNjs   h^'^    the   poten-tial    for 


paragraph   II31   anove,    ar 

furnishing    i-if orrsation   or   servic^sj'Vhich    i; 
to    the   prosecution   of  one   or  acre    i-dividuz 


is   believed    will 
Ls  who    finance 


iad 
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control   or  direct   a   dru^tral^f icking    organization   or   the 
interdiction  of   signif ictT.t   df«.a    traffic.      The   SAIC   sball    be 
e  .-."ponsirble    f  or_-r~rT:"~'^f    •„'-•;   u^-"  liiztion   of   e^ch    ir.zoz—zr.^    2t 
least   every   sj-^-"  nonths,    c.?.d    i:,ontir.''ed    use   of   an    informant    shall 
be   authorize^j    if,^ct~*i'i^detfc':^i'^i«d    ti-^t  he   meets    these    standards. 
The   SAIC   shill^e   respotisibrt   fc^re^rting    all    such   decisions    to 
DEA   Headquc/rterrs. 


a.      Vnforma 
5ns\der3tion. 


y».       ^.      tniOrmants  ra^y  bji   paid    noney   or   afforded    other 
lav/fgpi   c^ns\dej:3tion.      All  j-fun-3s   paid    to    inforTaants    shall    be 
acrifunt^   for,    2iy-d    specif yi   rt/cords    shall   be   maintained   of    any 
ncf.i-mciTetary  \onsitl5^at ijPA    fi;;I:nished    informants. 

nd  Sr^jLcJ  n  'i9ZS:a.  n  t  s 

V  "V/      /^  •      On^y    individuals   who  are   believed    to  be    able    to 

Swrnish   5>Cliable   enforcement    information  or   lawful   services,    and 
wh'--;^aresbelieved   able   to  maintain    the    confidentiality   of   DSA 
intfe'trestsvand    activities,    mav  be   used   as   defendant- informants. 

2.V  In   addition    to    the    steps   necessary  /.o   utiilize    an 
infomaniK^K-ich   are   set    forth    in  paragraph    113,    trS^app'spval   of 

LI    be   obtb/Zned  ^^r'ior 


the   appropriate  Dnited    States   attorney   shall 

seeking    the   cooperation   of   or   utilizing   a   def endant-ib.f or::i^t. 

3.      An    individual    approved    as   ?,-^ef endant-x^ofc^nant" 
fcLvj^r  be   advised    that   his    cooperation   wili' be^^Scou'Jl-vS    to  ^he^ 
retention  of    the   appropriate   Dnited    Str''- 

prosecutor.      DEA   agents    shall   make   no   pth^r   represenCjtic'ns   oi 
recommendations  without    the    express   writtt»n    approval   o^ 
SAIC. 


to 


!    exoress   written    apo 
.1   o'^airr  the  <:.— it'^'^n 


4.      The   SAIC    shall   o^air:;^the ":_.— it'^'^n    acprcy^al  _^f    the 
Assistant  Adrainistrator   for   E.if oriz'sraent   p;^or  ^3a»,^iS£^'nuae/iding 
dismissal   of    any   criminal   lyfctejj't      The^^JAIOvshall    infojr:i  DEA 


Headquarters  of  any  other/inf crnat 
informant's  cooperation,  %r  aa^j.ce 
of   a   case,    or    imposition  o^a   p 


The^:^AI^. 
ic^r  co^ce 


?2endant- 
regarding   disposition 


5.      Ose   oF  def endan:^..infc.itjiants   shall    be    reviewed    in 
the  manner  prescribed    for  cther'Hnfor'qants    in   paragraph    113 
above,    and    their   use  may  be    conti^iued   t»ly    if    they   are    found    to 
meet   the    standards    set    forth    therein       y 
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D,       

Defendant- 1  nrorr.cir.-s 

in€orn>ancs/tha':    -hey   s;7;li>oot  \iolat 

for  DZ?i,f  a.nd   that   anyVcvicsncV  of  Jiuc 
to   the   (fonCjSrned   law   eh.f or*'ysneri%,-<-di:th 

\     2\     v?henever  RrA  h 


itv   bv    Ir.forr.ants    and 


t:ini*-ial\off^r.se   outsid'i    i~3    ir.vesti<; 


Tas   reason 


''or^Jill  b\j  cofc;itted,    it 


s/iall    L-=r:edi 
aonro'sria 


^3.      ^>a--Nn.r:frc£A   has   reason 
Uifprrna^    or    defendant- informant    has 
o^ensa    the  appropriate,  law   enforcsjne 
by   I52A,    and   the   appropriate  United   St 


ir.forriants    and    defcndant- 
•   crininal    law    in 
or   providing    ether    services 
a   violation   will   be    reported 
rity. 

to   believe    thaf  a    serious 
ative    jurisdiction    is   being 
atsly  disseminate  -ail 
te    law    enforcenent    agency. 

to   believe    that    an 
cor^itted    a   serious    criminaLl 
nt    agency   shall    be    advised 
ates   attorney   shali    be 


X.  N.**      ^°   disseninatir.g    information    in   a^^^rcance   with 

sarae-aprv^   1102   and   3    above,    all    available    iT.f^'rT\^%ion    shall   be 
3rcinptS(^*  furnished    to    the    appropriate    law   enio^ice=e}^,t    a«jency 


unless    such  action   would   jeopard ixe   an   ongoing   v.: 


DEA 


investigation   or   endanger    the    life    of    a   d;a_  agen t?v^ infC^rran t   or 
dGfendant-infor:?^nt.      If   full   disclosu^.r'^s    n J>».T;ac"-\^ f or\the 
reasons    indicated,    then   liaitsd    disclosure _  shall''"^   ni:;de  ^^' 
to    the   appropriate   auzhorities,    to  ^n   e^-<snc"*>^,f f icieni^  to 
apprise    then   of    the    specific   crine  fi~  ^rL-ses    tho^  ar\  bfc^,iev<-. 
have   been    committed.       Full   disclosr: 
the    need    for    the    restrictions   on    d- ssCniina 
preser.t.      Ixhere   ccr.plec 


(Shall   be   ciaje    atj    socsy^ 


to 


as 


to    the    appropriate    law   e 
evidence   cf 


:he   violation  ;for  ^rossi-le    fiiur 
appropriate   prosecuting  ^uthjrrity.      li^th 
full    c.nd    iaaediats    disjrios-.^a    to   ^'^i,  ac^ 

^-  — --■''-  — -h^ac^on 


on    axe\ no ^longer 
diss.-?i2rinaraon\j:annot.  LTjaed  iatlaly'be  nad 
nfo,-<i■eBn^lt  V.genxy,    CZ\    snail    preserve    aj. 


all 

■i'n    shall    prev-ent 
opriaze    Lj^   enf crcsment 


yaooarcj 


sary   even    though 


agency    if    in    DEA's    jv;i:g=S'S^    suchy 
an    investigation  nich^thet^b'/^^e  ^« 

5,       If.  DEA  desires    tc^continue  aaking    use    of   an 
infor7:ant  or   caf 2ndant-ir.f--rr:an"*i2>._af ter    it  has   reason    to    believe 
that  he   has    co::;;3;itted    a  seri'i::s    criminal  offense,    CEA   shall 
advise    the   appropriate .  Cnited"'*3tattTs   attorney,    and    a 
detemination   shall  be   r:ade   by   ^lija   f"^tsr  consultation  with    the 
Chief   of    the    Narcotics   and   DancarZ^rs    Drug   Section   of    tha    Cri.~ir:2l 
Division   of    the   Cepart=ent   of  Justice,    whether   continued    use 
should   be   race  of    the    individual   by  D£A. 
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III. 


/\ 


UNDE.^COVlR    0?ErLAT::-ON'S     '\ 


A.   _  Undercovcr_^operaC\ons^vnvolve   DEA   2cents   who   assume    a 
f.^-.itious    iden^rfcy   or   VcJ^e    „-;   &    ^?n?orary    basis    (often   posing    as 
individuals    ij^volvf"''"  ,_in   drC^    t'aff  lining)  ,    and/or   the    use    of 
informants   or  de^dndarnr-ii.nfolinarvxs   uri^er   the   direction  of   DEA, 


obtain   evid 
the   Control 


fjnce/or   other  XjOfoi-nation  ^T'Slating 
^ed  {substances   ;».ct  ^r  ott>£r  drug    1 


empl 


y^%.  Udder>«3ver  operatjonsl  condu 
jif^me^  o\  a  ^use  or   decijptiron,    th 

nitV,    orVraere    so.^ici^ation    that  would 
law-cbidi~ivJ^»5ia^son  *£g    corjiit   an  of  fen 


to  violations   of 
aws. 


,>,, 


cted  "by   DEA  nay    include 
e   provision  of    a    facility 
not    induce    an 
se. 


to 


or 


d;arcov&tr'-vy=?^ ions   may  be   authorized  where    there    is 
brt'iieve   use  of   this   technique   nay   result   in    evidence    or 
tiprh    concerning    signifiant  drug    trafficking    activities, 
v^  operations  aust   be   authorized   bv    a   Group    Suaervisor   or 


>re 

Urte^rco 

lles_-;ient\"'__gent-in-Char9e .      Such    authorization   nust   be   written; 
howevt'.r,    iri^exigent   circumstances   docu-entation  nay   be   prepared 
after    cl\e   umiercover  operation   has   been    initiated ,  ^Or^yided   oral 
authcriziiiory'has    first    been  obtained.      Authorizat^ionsN^or 

:ri^tio^^so£    c^,' 


underco 


over\:Sbe 


rations   shall    set    forth   a   desc 


undercover  operation  and   the   provisions  cade 
of    undercover   agents  or    infomants. 


DEA  may   furnish   an    item   neciss^ry 


*~v;offense   other   than  a   controlled   subs  Vkncjf  (  i  .e7">va    lfe~:ai'V       ^^ 
chemical   essential    to  drug   production)  ,f  or/ raay   furniih    sfit-»ic^s  ^ 


in   furtherance   of    illegal  drug    traf f icluncj  whi 


Nva    lfe!?ai=V 
liih    sfit-»ic^: 


i  c  h    a  re    ci  f  f  ^=ul  t\^'o 
obtain    (i.e.,    sophisticated    chemical    expertise),    upon    ihe  \ 


authorization  of   the   SAIC,    after  ■:^37^,sul'^ati?n   with    the  -        j 

-ted   States   attorr/ey   --.{d   S^ith"^EA   Keadousrt'-^rs . 


Un; 


appropriate   -..-»^-   -w^^w-   ,.^, '.*—.•  ^• 

Activity   such   as    furT:ishing    a_>n'on^ntroll«d    s'Cis.sti.-z^y' or^  othor 
services,    may   be   author ized^iTieajf  there  ^s^S;tron"g^rj'Sson  yco 
believe   such   activity  willj^eac^to   th5^p!v0S6*tijtion   of,,.gne   or   more 
individuals   who   finance,  ^ontiol,    o-:^/aij^ct    a   cr_'^""Cra££  icJcing 
organization,    or   to   the    in\e rd i^t i r?h   o/T  the    flow  of    drugs    from   a 
significant   drug    traff idcing'^^pevutiCii. 


Undercover  ooera 


tions^shai"^  n 


ot    include 


tne    furnisning 
cases    after 


of   a   controlled   substance  except'^."   extraordinary 
consultation  with    the   appropriate   Oqi tei<States   attorney,    when 
the   Administrator  of   DEA  decermines^vhat/'there    is   reason    to 
believe    such   activity  will   lead    to   tht-^prosecution   of   one   or 
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more    indivicu2ls    -.rho    l*na 
trailj 


r.ce ,    cont 


or    direct    a    drug 


cy.-^nq   orgar.L^i^. tiQ,;,.  or    to    the    i.-ir.erdiction    of    th 


rora   a    s  icnii ii^ant 


such   deci;;: --i.^ 

accoun t^ih 


•C    t... 


Vrug    trafficking    operacioa. 


In    nakiriTi 


>--'=_-. 


'p^    2r:a%arr.i;int 


.nis -ri^o: 
d  r  ug    ; 


c:    D£A 
nvcived 


2/-;'3 


shall    t 
its    likalihccd 


m; 


oc 


reach iy-rg    c-~.5u.-o-=-5:    t;t2    n--;r'.bei-^,_ar.d    position    in    the    drug - 
traff  ^'ck;_-ic    organitiitic'^   orskSub  "^scts    who    have,     and    who    have    net, 
beep,   pufricientiy    icr^nti^ied^-t^be    arrested;    the    type    and    anoi'.nt 
of    evtde.^ce    necessarV,  to\ccnipie te    the    investigation;     the    ti-e 
A*^ui.--ed  '^o    atts.T.pt    tp   i<^   sc;    and    the    likelihood    of    obtaining 

St 


UGh   £=7ict';:ce.  /        / 

FNy_  S;^l  w-i^__S.'T^lly^cvisa    DEA   Headquarters     iftunediately    if 

torr-.acion  _,1'3    ceveicped,     in    the    course    of    an    undercov-er 


•rse ,    regarding    the    shipment. 


aeJLivory,    cr 


sucs^ar.wia 


ancunts    of    controlled    substances.       In 

not    to    seize    such    drugs    in 
ectiveness    of    an    investigation.       DEA  T::ay 
ion  without   seizing    substantial    aaounts    of 


cases    it   r-ay  .be    apprr 
o    enhance    the    ef-' 
cc^-:,tinue   an   investiga! 
iil^it    drugs    only   when:- 

■^ 

1.  Authorized   by    the    Assistant   Apiini-stratcr    for 

EnfC^'renient   of    DEA  or   his '  Headquarters    cesi9'.=!ee-."\,The    Assistant 
Adniinistrator    for   Znforcenent    shall    consider  \"^e    fetors    set 
forth    in   paragraph   IIIZ    above,    and   rvay    authoriz^  theV,_ 
investiga-ion    to    continue    without    s  e  ■[^r,-^*/'*  ■o"5^>;he'-::rugiV  in 
question    if   he   naxes    the   decerr:inat>';cns    set    foi^-^n  *S:hersi^-i. 
decision   shall   be    reflected    in   wr;itinrr 

/     /  X      \     x      p 

2.  Where    i.'Traediate    seazure    of   subst£.-7.tii=^l    ar£^v;Sts 
controlled    substances    night    result    In    ccrapronise'-,  of\an 
investigation    of    craater    s  i^^if  iranc.-;    than    seizu're    v^ouid    varrsnt, 
or'in    the    death   or   seriocr' invurv-j  to\i    D£A    agenti.     i;'for3ant,    cr 
def andant-inf orrtant,    an/Ltzie./iats^'-decL'-iion    may    .We   ride    bv    the 
field    agent   or   his    su^'r'/ijrdr ,    conkiis telr-i^wljib^che/safprv-    of     the 
agent,     infcr:nant    or  ^'af  sp^an t-ir-<<ir=z^.t.       In    sucjy^instance; 
Assistant  Ad=inist-:r'itoty'for   Er-fcrcsxe ntS>^';,'  IJ,^^'^    proniptly 
notified.  "X 

•X 

!.s  ^ecognijTad    that    there    is    an    inherent   risk 
of  .violence    in   drug    trar--:_ic>:ipg ,    undercover  operttions    shall    not 


a_s 


of 


the 


G.      While    it 
.violence    in   drug 


include    eric  matji.ng ,    enctcrsgi;-.; ,    or   planning    to   participr.te    in 
violent    activity:       If    in    t.'r^ccu^e   of    an    undercover    operation 
there    is    a   prospect   of    prevics-ly ^unanticipated    violence,     the 


acent 


L.-.zorr.an; 


:enca.- 


^, 


</ 


;.'ior.r.a.nc    i.nvolved    shall. 


L.v;e 
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jvery  effort  consistent  C:'-th~>i is  personal  saf 
/iolcnt  activity  and,  to  %he  eV:,tent  he  is  not 
successful,  to  rainiraize  thc^egr"  of  violanc 
oarticipati-on    in    it.____         ^.        >» 

^      V 


ety    to    prevent    such 

completely 
e   and    to   avoid 


Lng 
be   avoided, 
cepor 
counse 


ce   cannc;t  be'^^voidsd 


anythj'-ng  ^hey   may   ovei\heatf   while   prese 
lyftijleUs    tihey   observe  ;the|  coiwnission~o 


I.v'  InfoCjianta^^nd    de_^2ndsnt-inf orrnants 
at^j^ns   shaliS^e   aa~:-~r-;3   of/the   standards 
jj^ideaines   r:;'x'3yan%^o    the  ^crtivities    they   ar 


DEA    Special 
shall   not    attend" 

if   attendance    can 
they   shall    not 
nt  at   oeetings   with 
f   a   crine. 

used    in    undercover 

established    by    these 
e   asked    to   undertake 


C^CXSOHIC    SORVEILLANCS   AND    RELATED   TECH';IQCJES 


i4Sl«ct>ronic   surveillance   and   related    techniques   nay   be 
ejaploye-S    as  -fellows: 


\ 

terC: 


ww^^eption   of  wire   or   oral   connunicatio^vs    thtvough 
£V;-7   electronic,    mechanical   or   other   devicfc>(/(  "wr^etaps" 
in   accordanca  with   Title   III   of    the  Omnibus-^: 


the   use   of 

or   "bugs") 

Control    and   Safe    Streets  Act  of    1953,    as   amend^ji 

Department  of   Justice    instruction? 


B.      Recording   telephone   numbers    dia/ed/and    rel^v^ed 
innornation  by    the   use   of    "pen   registers?   aq'd    'touch    tt:.jie 
decoders"    pursuant   to   a    Federal   court    oriiarjin   the    natUL»a   ok   a 
warrant    issued    under   Rule   41   of    the  ^^erie^al  \ru1<»s   of   Cri^iin^l 
Procedure . 


transpo 
authori 
a  warra 
of  Crim 
otherv/i 
distric 


Electronic    tracking   d;^ics»5    ("Dei^ers 


5:^ics»3    ("be'ijje 


nd^rs   \/hen   authorized  ^f  a^roup   Supervisor  _.__ 

ty,    and   pursuant    to   a?^ed;.'ral    co.^^ar^^a^  in    thg^ 

nt  of    the    type    issuej    un^r   RuJ;^  4^-  of    the  '  t'cueral 

inal  Procedure 

se   required   by   the    Fed^^al 

t   or  districts    involved 


J 


-^   ,r   Ru^   4y?'o 

Lnsi3lla\sic:f  ini&olv 


hicirer 

ature    of 
al    Rules 
es  a    trespass    or    ii 
^'law    in    the   judicial 
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^ 


D.      TelephC-cs    i-rd    trans.-nitte-rs    to   ccnitor    privat-; 
convesrsacions   wirh\';.ho  .Consent    oc    a    party    to    the    conv'^rsacion 
pursuant    to    the    prov-.'jiioniL^of    the   Attorney    General's    "I'.crr-.crzndijn: 
to    the    ric:  '  .  ■-■-~J:'>cu  •  •  va    u.  nartzento    and    n^cncics,"    Cwwj:i 
Octobery^fa',    19  72.     "N^  Sv       ""^ 

/-•    /photograph,  ic^-.op^.■\^al^.;  e.g.  /    binoculars),    elcctrc- 
optic- 1    Ca.g.,    nichtrv  vis^ion    criip.-ent)  ,    and    television     iquipnent 
as    su.-ve.illance    aids  V)r    Lor    re'cording    evidence,    oursuai;'- "to"  t±ie 
-Cvpvi.-icrfs   o£    the   DEAjAcej-its    Manual.- 

>  \      \-  .       )      ) 

/r  fV      i:sec'trcnicy  aa^netic ,    vibration    sensors,     and    radar 

_>^uip-^ent^  to   c«.ter>'the^'=oven-.ent  of    perstms ,  vehicles  ,    vessels, 
nd    a;"-rcrc-/t   pur3ua.Tt.rto    t.he    provision    oc    t-he    DEA    Acent-.s    Manual. 

>  p.      No   other    fora  of    electronic    su—zeillance    or   I'elated 
"iCh.T'icue   aay   be   utilized. 
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Dnuc   z:iFQP.ct::z:iT  ad;u::is7p.a.t:o!i 


CSAPTER    S5    CaUTROL    OF    JLLZCALLY    K-ff     -ACTVUZD  .DRUGS 
Sul>f<S«5ter'  -f  5  J-  Forjsi  gji    (guidelines. 


This    subc 
assignmeT) 


PURPOSn 


pc-^icy    Tor   all    DEA   employees    on 


31    B^KGROUND 

Lav/   94-329   was    enacted.      The    bill, 
Istance    and  Arais    Export    Act    or    1976," 
follows : 

cj^Svl     .'*>'o^^'i;^t^n<iiri2   3"/   other  provision   of 
IV,    n o^ -' I itrSr   or  employee    of   the    United 
'States   may   engage   or  participate    in   any    direct 
police    arrest    action    in  any    foreign   country 
with   respect   to  narcotics    control   efforts." 

Tli^^Conferenct   Committee   Report    for  the   statute    reads,    in 
rel^vanrypart,    as    follows:  ^ 

Section    504    Cti)    Police   Actions   Zavolvin\ 
Personnel 

"This    subsection    amends    ^gfTio"    .«<?i 
Foreign   Assistance  Act   by   addis^ 
section  which  prohibits   ti . 5; .  Xc-ry  - -j    iro: 
engaging  or  participating    indirect 
arrest   actions    in   any    foreign   /ountry    in^ 
connection  with   narcotics    qontjrol    ef-T 
In   adopting   this   provision  Ithclcommii 
seeks    to   insure    that  i'J^   nV-rcotics    ( 
efforts    abroad   are    sondi^tei.  in 
manner   as    to   avoi4/inv^iver:ei\ 
personnel    in   forSlgiy'Solice   o§^; 
where   violence^"3r   v\e   us.e^oryfori 
reasonably   bc^antidipate^     3y  "arr"r3——s7't ions' 
the   comraitteeN;oans\frr^poJ/Ice  action   which, 
tmder  normal   ciJ^qurascSlnccs  ,    would   involve 
the   arrest   of    ino^vidua^   whether  or  not 
arrests,    in,  fact,    ^   ac^ally  made.      The 
committee   intends    th2^  thcVU.S.   Ambassador   in 


by^ 


ItlOTT— 

i?    could 
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any    country   wncrc    u.i.    narcocics    control 
activities    arc    being   carried    out   sliall    c.\crcise 
close    supervision    over    such    cctivitics    to 
insure    thiC    U.S.    perscn.icl    do   not    becone 
jjivolved   in    sensitive    internal    law   enrorccncnt 
operations  -.-^hich    could   adversely   afTcct    U.S. 
relations   witl/^viat   country-. 


"Tlie    coimi?yttes\enphasiiss    that    this 
provision    is  'ncx    inrsj.ndsd    to   prohibit   U.S. 
GoverTinf^"-    -^g p. £>-';•  ^    f^<;n   assisting    foreigTi 
ti>«;ni*irce  ^■'icir   o\^n    laws    on 


govct^-fiicnts    tC>«;ni'iTce  >.hcir   o\^n    laws    on 
•n.a.vj/ar  'r'     -^ra  f  f  •  •^■•^: i  :>r    by^-'.-oviding    such 
as'^isJ^cc    aSs^Tai^iinK    technical   equipnent, 
aAd    /ntelligenc>e  .  ■' \        >.     J^ 

Durir<5   Sb.'iats    debate  \on    February    S,    1976,    Senators    Percy    and 
.To^ged    in    a   dijilo^ue    attempting    to   explain    ths 

later  was    enacted    as    P.L.    94-329. 
lowing,    to   which   there   was    no 


lyis    aat??«V--  .recces    not    preclude   iVnericsn 

cotic   agents    fron   er.gssing   in  ot.her 
tivities    which    are   peraissible   under    the    law 
the   host   nation    and  which   would   be    or    great 
Ip    in   t.he    enforcssent    of  Federal    drug    laws 
re    in    the    United   States.      These    include 

ncipally:      undercover   operations    or   Ow'i^ 
iSonnation    gathering   aethods ,    not    invol^i; 
^rt   iise    of    force,    for   acquiring   tacticalSi_ 
strategic    intelligence;    --   the    handling    an 
development   of    inforaants ;    evaluatino 
intelligence,    information    gathervt'fV   ana  'S 
law   enforcement    operations   of   ySTKiji"    ^•' 
officials    to    undertake    specia '/ suT<eilia> 
assignments  ,    or   contracting   i^jith/private 
parties    and    infomants    to   unqert^ke    such 
activities 


653^  DCy^MLSSlO.N' 

m  K)RB^<i.\  caiT.'Tij 

DEA  was    designated  by   ?^=r;=;^iaat  i^.    pj^an   No>~r-rrr-^9  73    as 
Federal    agency    to    deal  ^^th  ^^lyi?.  ^-<^ig    lav' enf orceaent 
officials.       In   doing    so    iXactiVund^r    the   policy    guidanc-    o-    tre 
Office    for   Drug   Abuse    Polic^^   the^ocretary   of   State,    and    the 
U.S.   Asbassaaor    assigned    to    e-s>c.-.    c^ntry.      Since    aany   of    the 
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serious    drugs    of   abuse    in   the    Unircd   States    originate    in    foreign 
countries,    DF.A   places    a   high   priority   on    encouraging    the    greatest 
commit:nent    from   other   sovernncnts    to    concentrate    on    all    aspects 
of    illicit    production' and   distribution   or    drugs.       The    pri.r.ary 
mission   of   DEA   ia    foreign   countries    is    to    assist:   host    so"^'2rr.n:ent 
officials    in   prcventiT^;;    supplies    of    illicit   drugs    iron   entsring 
the    illicit    traffic/aiiiictins    the    United   States.       In    carrying 
out    its    overseas    ralN^ioiX  DEA   activities    should    gi^'s    priority 
to   those    major   drug-^.xraf fV^):ing    organizations    which    impact    upon 
the    availability    of    ii^ici t\controlled   substances    in.    the    United 
States. 


Actions.      Any  police    action   that   under  nonaal 
ces    would   involve    the    arrest    of   individuals,    whethe-j 
■-csts   actually    are   made. 


35    of    the    1361    Single    Convention     (Ji 
Traffic) 


[on    A^aiast 


Having    due    regard   to    their   constitutiorui,, 
legal    and   adninistrative    systems,    the    part.i^ 
the    Convention   shall: 


"a.  Make  arrangements 
for  coordination  of  pr 
action  against  the  ill 
they  niay  usefully  desi 
agency   responsible    for 


"b.      Assist   each   oti 
the    illicit   traffj,-^ 

"c.      Cooperatir/clot 
the    coapets.nt%inte"ra. 
which    they   are'^t^nbe' 
naintaining   a   coc-^di 
the    illicit   traffi" 


at    thr  nap'i'anTiosl^veX 
eventyve  ,i^d   repre^.5ivey 
icit    traific;    to    thrs    eiv 
gnate!  an  I  appropriate  \ 
uch\ coordination;       \ 

hA^  canrv^ign 


,__   th 

-'aarcoti'j: 


wiji^^ch  v,^»» 
ioff'il  yrfrganiia 
/^itir  a  view   t 


campaign   against 


77-15       ACZXTS    MAUVAL    3/7/77 


-11- 


177 


"d.      Ensure    zhzz    ir.ccmzt  ional    cooperation 
between    tlio    approprisze    acor.cics    be    conducted 
in   an   expeditious   aanner,    and; 


■^ally 
prosecution  j^^thc    r^snsrsittal   be 
expeditious    c:;i.r.crXo    the    bodies    designated 


E. 


Mlt 


cnpovo 

DEA  T-o 


"e.      Ensure    th=,t   where    legal    papers    are    trans - 
nitted   intcrr^i^^^^n^lly    t^"    the   purposes    o£    a 

effected    in    an 
'    '°Y 
the   parties.      Tu-^s    rcV.uireEsnt   shall   be   without 
prejudi^s— ?a-~,jhe   r^ghtNqf    the   party   to   require 
tha'rXcsal    papcV^  c^v  sen'i^to    it    through    the 
diiv^nj 


thofiz/d   iiase   cau.->^r-j\ffJ.''cs^p/is.      Officials   who    are 
rEd(  by 'their   governfr-en^   to    L^ithorite    the   participation 
orcvjcniatives    in    r.a'ite:^?    involvinz    druj    control. 


Office    of  Drug  Abuse    Policy. 


inkuBias    Treazzient.      Conduct  which    er^an"ii;rs    tha 
life,    "^i^b  ^r   health   of   an    individual    or   creates  "'^easc^jibli 
apprehenivSn   of   such   danger. 


^.    ■!    1  I.     .1. 


-   "     ^-   :^'-^-'- 


\. 


J.      SZA   P-epzeseniazlves  .      jVny   employci/  o:;  DEA  who    i s\  ap pS i n t^^>^ 
in    the    civil    service    of    the    executive  I  branch   of 't.he    L\litc^d 

/%  V\. .  .    1  J 


States    Governcsnt. 


X 


Drag-s  . 


All    controlled   su 


Substances    Ac;/i      -j^ 


3S     :<L%\ 


5i£heGules    of 


the   Controlled 

!••       Zzihusstj    .Vjrcarics    Ccc^ci.'r^or  •   -  An    ?sf  f  i^'SCU  ■     '^■'S^V^s.', 
the   Asbassacor,    responsible    I\;r   thtv^'^to^.-^cination    of    U.S. 
cleaer.ts   with    respect    to^Urug 

M.      roreif.T    Cju/itry.      roreigi\terTitories ,    continental   or    insular, 
outside    the   jurisdiction    of   tht-v'JniiS;d   States. 
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N        Illicie    Drugc.      All    controlled    substances    in    the    schedules 
of   the    Controlled   Substances   Act    that    are   manufactured, 
possessed,    or   distributed   contrary   to    law. 


U.       ffnito 

permaaen 


ed    States    Persan. 

t    resident    allien. 


itites    or 
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The   ?rssideni   has    established    rhs    Offic; 

ed   the 
He    aas    directed   that    tht 


o£  i5:rjg   ^v^jse    Policy    (ODA?:    and   revitalised   the    £o--Natssy 
icV.1    on'Dr 


Counc'iiJ    on'^Jrus   Abuse.      Kc   has    directed   that    thcSfrti^gy 
Council^  created   by    the    Drug   Abuse    Office    an'    i  ^'^^rt=^I^^^  Act    of 
1372,.    serve    as    the    govemr.er.t-wide    advisor-/   co=r:it\ee    f^  the 
drug   abuse   3roble:n   area.      The   ncinbers    of   thcCouj^il^  =re   ■'ihe 
Secretary   oi'  Treasury,    Secretary    of   Defer;?^  Att'?r<;eyy:ene-.  ^, 
Secretary   of   Labor,    Secretary   of   Healthy  Hducjvti on    i?s^  "i^lfs^?!^, 

'       ■■   "     /'.eoj^seiitSTv.^ve    fo    t5.e         -v 


S 


regard   specifLcaliy    to   t.Te    ove^sec^''    akpsc\,    the    Secreftart-    os 
State    retai.TS    total    policy    tjr'i   pjpy g-anXrcspt^^ibilit.^    fp-'r    the 
United   States    interr.at  ionaVr-.a  ySfotics    c'batrolNe-Ci*^  ,    >— cludin 
coordinatior.    of    the    activ^'tic;?'  of    DEJrS.^nQ><;thcr   ?art><^ipat in 


agencies , 


inese    ad 


:s  ^.-tl] 


guidelines    developed   toVjssuro  ■z'-;iz    ~^:z    United    State 
international   narcotics    c^fortS^    ;^--7en   high   priorit 


there    is   proper    coorainat ict^ 
and   law   enforce=e.".t    liaison 


'7-li       :.CZ:i-S    .HA.'I-JAZ.    ?/7/7: 


.y    and    that 
aiplc:aatic,    intelligence, 
international    scctae. 
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As   part    of   the   DcpariKcnt    of   State's   policy    anJ   prosran 
responsibility,    it    allocates    and   nar.agcs    the    international 
narcotics    control    assistance    fund;:    appropriated    in    the    Foreign 
Assistance   Act.      Thi_^^s    done    by    delegation    oT   authority    froa 
the   .Secretary    of   S^ico.%o   his    .Senior   Advisor   and   Coordinator    To 
International    N'arco^4_cs   ?;:Tttcrs.      Under   tljis    prograa  ,' Narcot  i<s 
Control   Action   Progr:"  '        "         '    '  .___._,_  _•_. 

involved   in    the 

various    aspc.i 

o-f   State    T^iflies 


3rt>:t  devclonod    for   orinciple    cour.tries 


spccialijed  jr^pcr 
Service  /  thj^  Agency 
Institu£e 


nrcduct^on    J^d    trafficking   of    illicit    drugs.       In 
'o7^^aJ!nt*^^:   prlisj^^ran   inplesientacion ,    the   Depart— en: 
'inon   D!:~.^,"\s   we'i.l    as    other   agencies    having 

Ncofr-^ribiJ^o ,    such   as    the    U.S.    Custons 
liiter^.tioi>al    Developnent .    the    National 


tne 
Asri culture. 
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DP.uc   r.vro.pcr.'ir.vr  a o.vr. vr J 7:?/.r rev 


Subchapter    655       Sei 


There  a.   -. 
vehicles/  an-' 
seiiuye 

Act .      ThJ 


6c>5^      CSA'TL   SHTIURHS 

^>;d  forfeitures 


i^^    Cf^  far-siruT-   proceedings    2ga:ins 

Xh"ic.\  ha->-i   b>*en    seired    under    rhe    civil 

Controlled    Substar.c 

i-y    forf^ifurs    of 

of    schedule    I     an 

d   source    plants    of 

possessed,    tT"ans  f  erred  ,    sol 

oi^srsd   fot\3ale"''"?r; — rTolaTlon   of   the    act    they    are    dee::ed   con 

and   arL£^re^;^.naril>' ^rf cited   after   seiiure.       A    sucmary    f 


andj  forfeiture  ^i^ravisioniT  of    the 

„^,.         ^.:^    fxrst    such    pro^edi.'[rc    is    a  s-ur.nia_^ 

scji^dyle\l    sVostances    ani    trp    source    plants 

yUbSyJ^nciV  .    \"-en    schedule    J    substances    and 

scha'oule    KandNjJ    subs^i^ncas    are    possessed. 


feitura   UT^sr   z^\T—~~fr^ezzis    that   ao   formal    forfeiture    proced 
jrfy-  yf-pe    are    rsa.uired.      The    zezzi   sut:=a.rily   forfeited   unde 
tfi-'  CS-ic   is    not   to    be    confused  with    an   aduinis tiiz-tive    forfeit 
proceeding   under    the    custoris    laws. 


es 

d    II 

d   or 
rs.- 

or- 

as 


seovui   type    of   forfeiture   proceeding 


Ls    an    administrative 


for^ituS;.    '  Adninistrative    forfeiture   procsedir^^i'-'^^ill    be    used 
again'E^    syistances,    vehicles    or   other  prcperty  ■<&iic^^s    valued 
at    Jl.Sor.OO    or   less. 

The   third    f>-pe    of    forfeiture    proceeding    is 
Judicial    forfeiture   proceedings   will   be^^e 
vehicles    or   other   oropert)'   which   has    ^valj;, 
$2,500.00 


Forfeiture    of   substances    and  propert,^-    in   revocstionV^or  Vegii-Tra- 
tion   proceedings    ncntioned    in    secticri    j-';^4(f^    of    t.hs   CS.^ '^are    not 
a   separate    type    of    forfeiture  .ycSt    r\ith<rr   they    are    aJLuiiTis  trs- 
tive   or   judicial,    as    indicate;;    ab/?\'e  .\        \^  J       j 

Although    the    authority'-  or^dEAyi'o    Tr.a.ke    sKcivi.  -' 

h iyri = 5,-r  e2. u i ;;r?=;  , >< 
^-■z    1-c.w ,    eao-^    tvie    or 


igh    the    authority'-  of^lJSA  -^3    Tr.aice    s\.civi^:^-?o-rrrure/o:    con- 
trolled   substances,    vehiyTlej,/ eouie;r?=;  ,  >coducts  ,  j^cords  ,    etc., 
is    contained    in    one   ba^?^Ic    l-c;/ ,    ea^i^    tj;;ii 

dependent   :3olicy,    proccvures\4h^/-ac"nistritive    action    on    :he 
part    of   DEA.       For    this    r'by^son^l-^acir  basic   t->-pe    or    seiture    will 
be   discussed    independently^     In    «>ibsectioR    d654.1    the    procedures 
for   the    civil    seituro    of   co^vJoll\d   sufastincss  ,    precursors, 
equipment,    and   raterials    are    iS;t    ou\.      The   procedures    for    the 
civil    sciture    of   vehicles    are    ssv^    ours^in   subsection    665-J.2. 


r/5/7 


76-i    ozx  xcrz:f7s    ;sx:;vxz. 


-82- 


182 


T!ic  opposit:  of  a  civil  s::u-jrc  i  = 
substance  or  articls  cs  oviicr.ca. 
ccdurcs  are  set  out  in  S.;;cha=tcr , 


or  c 1 u r i - , 
Ths  cvi'icr.c: 
556  ,  Hvidcncs . 


liar.il inj    pro- 


66S4.1     THZ  civTL  STizvr^-^ar  ca::T?.OLZZD  s:'3Sta::czs ,   pp.zcwrsop.s  , 
EQUiPtizar .   UATZP.iAis ,  ^•^ci^^:i:s,   a::d  pp.cd'jcts 


lio^sContV.Tll; 
V,11,V-: 

>:ct\-o    ib-xfeiture    to    the   United   States 
.\  i  s\  i  r.\  Z  h  c  n?v 

\  \  X  > 

cwitTolled   suistaiicss    .;h.i^h    have   been   manufactured, 
c-lspens  ed,    orXacc/iirsd^in   violation   of   the    act. 


6654.11      Authority.      Tlid\Cont'Yvill  ;d   Substances   Ac 
October    27,    197Q  ,    section  '-r.il ,  \-3vides    that 

A.      The    follcy/lng    ar 
and  no   property^^'TsaTS 


rr 


_raiv\materials  ,  /jrouucts  ,    and  equipEent   of    any   kind 
V^d,    o-r   intenc»£   fc/r  use,    in   manufacturing,    compound- 
ing,   a^-i.i.x^^^.is ,A~'?orzin%,    or  exporting   of   any 
-^b~:J%ance    in   vioi^tion  .of   the   act. 

"property   wnich    is    used,    or   iiitended   for   use,    as    a 
r  property   described   in   1   or  2. 

books,    records,    and  research,    including    for:nulas, 
tapes,    and   data  which    are   used,    or   intended    for   use, 
iVi   of  the   act. 


._,         -zferty  subject   to   forfeiture    to    tne   Uni%d    Sctrtes 
under   the^act   nay  be   seiied  by   the  Attorney  General^ponSorocess 
issued  by   any   district   court   of  the   United  States   ha^%ng   Juris- 
diction  over   the   property  pursuant   to    the   Si;.5.5"^r=i??6^talSRular'.^for. 
Certain  Admiralty   and  Maritiae   Claias,    e-c=«<nT 
out   such   process    may  be   made  when 

1.    .The   seiiure    is    incident   to    an. 
a  search  warrant   or    an   inspection   undo, 
spection  warrant. 


.^. 


2.  "The  property  subject  t:r  sevfiur 
a  prior  judgment  in  favor  of/the__;^itc-i 
junction   or   forfeiture   proo^difTg   unde^  >... 

3.  The  Attorney   Genial  >^s,  pr^air^'e 
the  property   is    directly  ^s^  ini-^^r^ctl 
safety,   or  X        >^ 


cause    ij    oelieve    that 
dangerous    to   health   or 


4.     The  Attorney   General   hrb.'    pr^f^able   cause    to   believe   that 
the  property   has    been  used   or    isSintcS^ed   to   be    used   in  violation 
of  this    title. 
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In  the   event    of   seizure   pursucnt    to    3   or  4   above,    farfeiturs 
proceedings    nust   be    instituted   prc=ptly. 

C.      Property    seiied   under   the    act    is    not   rcplsviablc,    but    is 
dccned    to    be    in    the  .^rxiiszccy   of    the   Attorney    Gsricral  ,    subject 
only   to    the    ordcrf-'snSv.cecrees    of    the    court   or    the    official 
having   jurisdiction^  the:->nof.      \-."ncnevcr  property    is    seized    unds: 
the   provisions    of    :iH.  acv^ the   Attorney   General    cay 


Plat 


\      X 

joc^s-ty   u>idsr    seal    (see   66S4.4), 

Z.     >Reinc-<-C~~;:rrs,^rort^t^'«.  to   X?l^^  = 

3.  /   Rfli^uire    that\he    -:enc-.-^!/4ervi 
todf    od   the   orooerzY    ar.vl   revive    it 


1 
2. 


place    designated   by    hin,    or 


CUS  LU<^i      ui^ 

fr?^  diSoosvtion   in    acccrda'ics   with   law 

'IVhe:— verVoroperty  .Is    Jorfeits 
i^heral 


ces   Administration    take 

to    an    appropriate    location. 


d  under  the    act,    the   Attorney 


perty   for  official  use. 


/■     i.y-     Sell    any    forfeited  property  which   is   not    required    to   be 
.ist/^yed   by   law   and  which    is    not   haraful   to    the   public.        (Tns 
prC^aeds    fron   any    such    sale    shall   be   used   to    pav;   -all   proper    ex- 
voensi.*!    of    the   proceedings    for    forfeiture   and    sale    including    es- 

»nses'>of   seizure,    aaintenaace   of   custody,    advertising,    and 
cobft   costs.) 


Require    that   the 


»  ..— 1      c«^-»*<  #.»» 


CSS 


i!iin'*i>stra^Aon    ta:;: 


cnstody   of    the   property    and   re."sove    it   for  dispos"bc.ior.X^    ac- 
cordance with    law. 


4.      Forward    it    to   the    D7-U5   rnfo-oiEin? 
disposition    (including   delivery    foy'rr.e-irical    or  ^^.^^^..^^.^^    *-- — > 
to    any    Federal    or    State    agency   und'.-r  riigulationsSof    ^he   ^v^cr^zv 
General).  (I  \       \         X< 


E.      All    controlled    substance.aOs    schedule    I    that    a-ic    jjassesst: 
transferred,    sold,    or   offe-n5d    f-sr   s^ile  \n_  viola tio^.    o-i   th 
visions    of    t.he    act    shall  >Je    d.y&r.ed-.  c^ntrarvsnd    anc^'sei/zed 


rily    forfeited    to^.e   "xTited  ^taV^ . 
tances    in    schedule    lyr.-hicl-.    are..i^r.i-.d    srs^cotie    ij^ 
ion   of    the    United   S-^tasS.  the  jr^'neyi    of  vviT^^-.   'Tre 
e    deeaed   contraband  ^^.d    s^i^.r.^,•i'il^>•' forfeited    to    th 

\  ^  X 

1  an  t  X f  ror:  <..-h  i  el- 


and 


svunma 
s 

si 
be 


all 


Eun - 


-    the    posjis- 

unkno'..-r. ,    si:al' 
e    United    iti.ti;: 


F.      All    species    o 
schedules    I    and    II  .aay    oe 
cultivated    in  violation   of 


n   controlled    substances    in 
v->;i   which   have    been    planted    or 
acV.    or   of  which    the    ouTiers    or 
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cultivators  are  unknown,  or  which  arc  wild   grov.-ths  ,  nay  be 
seized  and  sunnarily  forfeited  to  the  United  States  4 

The  failure,  upon  dsnand  by  the  Attorney  General  or  his  duly  _ 
luthorizfcd  agent,  of  ihe  aerson  in  occupancy  or  in  control  of 
land  or  premises  upon  whi'cr^  such  species  of  plants  are  grovin 
or  being  stored,  to  DroC^uc  =  >;n  appropriate  registration,  or 
proof  that  he  is  the'hoH-^r  t.t;?rsof,  shall  constitute  authori 
for  the  seizure  and  forf ci'C-ireTS^ 

^ ^     \      X 

The  Attorney  Ge-/r^l ,  ol^vi  s  S;:ly  Ci.ithoriied  agent,  shall  hav 
authority  to  e^-r;er  1:^2^  anyN;an-:ls  ,  oX^into  any  dv.-elling  pursu 
to  a  search  v;irr>tfr7toN;;ut ,  \arV";;o  t ,  V^arry  off,  or  destroy 
such   plants 


S 

ty 


e 
an; 
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"rn*^"*— '-— -  — 


tyU 


J 


.^ 


6oS</l6    Forfalfjre    Pzoccedl.i^s .      There    are    tvo    z'j'Xies    of    fcr:ei- 
rur<r  procisc.i.Tss--acn:ini5tTa-ive    if   the   property    is    valued    ar 
cssNjhan    $2500,    or   judiciaj.    if   the   property    is    valued    at    nors 
\an    ?^bo    or   a   daia   and  cost  bond   is    filed  on  property    valued 
at\lessx.han   $2500.  "^ 


les; 

A.  Ac^nistziilve  Torfeiture .  In  sn  adninis tiV^ive^ 
situation,  the  oivner  or  a  party  with  a  financial  "^r.t 
choose    any   of   three    courses    of   action        '-*» 


cor.'^rs 


orisifure 
s  t    =ay 

orob- 


ablc    cause    for   the    seizure    in   Fedsral^^, .^     _       _    _^ 

and  cost  bond,  he  nay  seek  adainistr^iv?^~-.2J.ef  tfe-  r^ave'^^his 
interest  in  the  property  by  suonitt/ing  yipetit^cn  fax  rbciiss^a. 
or  ni: ' 


claizi 

t: 
CO 


nitigation  of   forfeiture,    or   he /r.a>y  do   notiiinVy.       \       '^^    ^? 

1.      If  he   chooses    to    ccnte_«t    t.-e    r^iture,    he   ti-zst  yile    a 
ia   and   cost   bond    ($2S0    inyiJv^i:  lor   securities)    vJithi  the    ?.e- 


\jC7h^h\3T   securities)    vjitnj  the    ■ 
ional    Director   within    20    d^ys  ^^or.\the\firs  t   date /of  Jpub  lica- 
ion.      Once    this    tise    has/a  1  arss.  ed ,  .h\   caJb-^t    fileya    Cy^ain    and 
ost   bond   and    thus    canny.    cc,-i^tsst.  th e^j e i : u^  ■    -^ h e  ^zz 
•then    suEsariiy    forfcitiT'd    t^the  .C' 


:perty    xs 


If   a   claia   and    cos" 


s    period,    the    pro- 


cedure   autcnaticsll)'   be^;pnes"^udicial . 

2.       If  he    chooses    to    si«qk    acrr.inistrative    relief   to    recover 
><i<:    interest    in    the    property^   he   2i:st    file    a   petition    for    re- 
Biission   or  nitigation   of   forfi>i^urcS^ith   the   hesional   Director. 
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3.      If  he    chooses    to    do   nothing,    the    property   is    sut:naril\- 
forfcited    to    the    Government    20    days    frcr.    the    first    date    of   pub- 
lication.     At   the    end   of    this    20-day   period,    if   no    clais    and    cost 
bond   has-been    filed,    then    submit    a   DEA-29-;,    Declaration    of    For- 
feiture,  -to    the   Office    oJ>^-iiicf   Counsel.      The    Region   i.-ill    be 
notified   to    sell    or   oth;^v.'i-s\>^  dispose   oi 
quarters. 


5f   tJjc   property   by   Head- 


B.  Judicial  ror.cit 
S2S0O  or  more,  <yp''tz 
the  Regional  D/fcctn 
judicial  farf/izvya 
gional  Direcyor  y<C-ill 
to  the  o\vnor[ana  lie 
stated  property  V./as 
wish  tn/'stibniriC  avpet 
tUTO  i<o  t^'  Rtgiojval 
andyWithin    30  ^ays  ^ 

e  Uegion  >^^  ^^^^ 
.t^-ney  Ki^h  ihe  io' 
^and  ilKA-yGc, yaf  prep 
ay  o<^the/lett'er  "t 
lewsp.iJper  advert 
tha^\he  fVie  a  .cotipl 
and  tlN:  coihyt  will  i 
party  mb^  thea  choos 
test  the  %sizi^e,  he 
the  properrv/or  he 


pro 

se 

nho 

sci 

iti 

Di 

roa 


IfS.the  %2lue   of   the   property    is 
_ia  ^d   cS^   bond   has    been    filed   with 
an  ^id-'^^li5■t^,^tive    proceeding,    then 
;?^din\,-    i>;.J.l    b\  iraplenented.      The    Re- 
dV  joi^t    .>:;ttar   with   a   double    heading 
der\^    TAs    le>-^r  will    set    forth    that    the 
ed   o:i    a  Vitated   date,    and    that    if    t.hey 
n    fo:;   rejiission   or  nitigation   of    forfei- 
ectoV,    -^ley  .should   do    so    in    triplicate 
of   seizure. 


att< 


seizure  by   letter  to    the   U.S. 
attachments:      a   copy   of    the    DE.\-23b 
ared,    the   DEA-6    reporting    the    seizurB,    a 
0    the    owner   and   lienholder,    and    a   copy   of 
isement    Cif   any) .      The    letter  will    request 
aint    for   forfeiture   against   the   property, 
ssue    a  nonition.      The    ovmer   or    interested 
e    any   of   three    courses    of  action-j/?i£    nay   con- 
may   seek   relief   to   recover  his<^ntc^st    in 
may   do  nothing. 


1.      He   nay  choose    to   contest   the   basis    for   ?^-:  :nre 
matter  reaches    the    Federal   court.      The   distr^ 
termine  whether  or  not   the   property  was   usc<i   in   'i:  olati 
the   law  and  whether  all   legal   proceedings /we  r^sa'ti'^^v-ed 


leedings^wer^^  sati^Ti^ed 
LnistraZ-ivq   relief   to    i, 


2.      If  he    chooses    to    seek    adnir 

his    interest    in   the   property,    he   must    file    4  petition    ._ 

JaissioTi   or  nitigation   of   forfeiturey;:.ith '.either  the   Regional]  Di- 
rector or  the   U.S.    attorney. 


3.      If  he   chooses    to   do  no^in^ 
stmnaarily   forfeited   to   the   GaTcry^nt   b'- 


be 


The   monition   has    a   return   a'^e   Q>^ity^  Iy''no   action    is    taken   by 
the   ouTier   or    interested   part>\by    K;^    :^um   date,    the    U.S.    at- 
torney will    file    a   Decree    of   iCV^dennavlon ,    which,    once    final,    di- 
rects   the   U.S.   Marshal    to   dispos'ti.  of  \hc   property.      The   U.S. 
Marshal's   Office   will   arrange    for N^pro^riata   disposition   of   the 
property,    generally    either   by   salo^   byXclease    to    the   DEA  Re- 
gional  Director  "or  other   recipient. 
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The    Office    of   Chief    Counsel   will-  request   CSA   he£dqTjar~2TS_^    zs 
designate    property    subject    to    judicial    forfeiture    for    official 
use   by    DEA' or   ano  ther    Federal    agency.      CSA   headquart  s  rs    -..--ll 
then    request    thsir    Rc'vional    Counsel    to    file    appropriate    docu- 
acnts    with    the    U.S  .^.'atihiTnoy    to    cisigr.ats    the    recipicr.t. 

\   X  . 

A.       Proviiio.^-<TT~r>i^:-"S^Ti-?Sv    Following    scifjre    of    propcTty, 


5654.17       Petition 


any   pcrsonz-'i  th 
a. 

upon   by  /t.-.  s  •■ 


finahci-i.  inViV'sst    in   such    property    uay    z2 


petitic^  foi-TTri^iorXor'-.ni traction    of    forfeiture 
cticn  Ldl/.Z    for    ci-<:v=y"o,r.c£:"t^ )     ^j-is    petitior.   will 


■----'  Adniiru.stra\or 


A 


(See    sub- 
be    decided 
r.l"s  ^ssignes    in    the    case    of    adainis- 
-      ■    c    or    the   Artornay 

The    petition    ciisr 
recTor    for    t.he    judi- 
It    susz    be    ad- 
of   the    Drug   Enforcement:   Ad^inistrs.- 


dpfssea  

tJion    or^he\V:tom=/    Gen;>'fal    and   executed   and  'svom.   Co    by    the 
persorXalXegiS^-^r.teryr:    in   the   property. 

3,>ij/p edition   ausf   include    the    following; 


complete    description   of  the    property,  including    serial 
any,    and   the    date    and  place   of    seizure. 


•^      A   c 

5u:nibeVo^,    if 

3.     ^^.s   petitioner's    interest   in    the   proper;i;7rv'^ich    shall 
^.\pOy:v:ed   by   bills    of    sale,    contracts,    cort^ges>.^or   otnsr 


be  su. 

satis f^^ory  docunentar"/  evidence,  and 


3.  The  facts  and  circuastancss 
factory  proof,  relied  upon  by  the  p 
or  nitigation. 


The  petition  should  be  submitted  vri 
the  notice  of  seizure,  and  nust  be 
is  sold  or  placed  in  official  ^ 

/\- 


Persons    aaking    inquiry   as    tor; 


t   be  cubnitt. 
official   ^-    \       \^ 


oV    oTicsdures    should   be    fur- 


nished   •.vith    a   copy   of   21    CFR   j.Vb  .  7Dr  1^5  .  Si'v^opie  v' ha--;^    ceen 
furnished    to    all    Regionsi-.      yi "  thti  •  ^or  f.;i  turt>  j  rC'c  a  e;?t.ng  s    a.re 
administrative,.   fon.-arA^a   Q^y    of  yi.C-v  ps>i,tion    to^";S    Ccnpliance 
igatio-s    DivisiCri.      ^f   the^ary  judioT"--,     trcV.vard    a    copy 
petition    to    ths'^^^^.S  .N^^-V/irr.ji^  vith    a    cover    letter    advisin 
etition   will    b^i   inv^ti^ite  ■  ■     - 


Inves 

of    the 

that    the 

the   Office    of   Chief   Couns^J 

the   U.S.    attorney    and   he    h£^ 

Vestigation,    se.nd   a    copy    of 

Division. 


and    iori^'src    a    copy    to 
I^thc    petition   vas    sufacitted    to 
zor^rdod    it    to    the    Region    for    in- 
le    Co=T3liance    Investigations 
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663J.17 


F.      Petitions    /or   Reconsideration.    '  Tho^'^ustic 
lations    provide    a   10 -day   period   fron^^Te 
petition   for  property   subject   to    adr. 
a   20-day   period  "from   the    date   of   de:/ 


h^de'Jvial  >^   a 
:> 


•ini?xrativa^l3rf  ei^tur^,,    a:v5 
fiaV^  of   a  peri vion   \or  ^-r,>r- 


Department,  the  concerned yJcgi^;:^  willVbe  acr<4|*^ 
quent  investigation  is  r^uijid  as/ a.  retj^t  or  .:l^ 
the   request    for   reconsi^rs^ion.     jr\     ^>>.^_  __^ 


ye    ar-j-    subse- 

tteya    raised   in 


G.      Petitions    for   P.csto%^ei6\^.a£    z}^  Proceeds    of   Ssls.       A   peti- 
tion  for   restoration   of   jr^cecUs^/r    sale,    or   for-  the    value    of 
property   otherw'ise    dispose^of,  <^sz   be    filed   within    90    days    of 
the   sale   of   the   property,    or\Pthc\.  disposition- 


jrv^thi 


This   type  of  petition  must.be   scrporr^d  by  satisfactory  proof 
that   the   petitioner   did  not   know  \^  vne   soiture   prior   to    the 
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66S4.17 

declaration    of   candcsnacion   or    forfciiUTe    and   '.^ras    in    such    cir- 
cumstances   as    prevented   hin    froa   Jcnowin;   cf    the    sar.=  . 
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r   <i.r 


'/rrrj-CLiS 


6654.2       CIVIL    S£IZt;SZ 

6SS4.21      Authority-      The  iJontr^led  Substances    Aci   o£   October    27, 
1970,    Section    SU<-  ; .  ~<desXih?  -  - 


XX      V 

luGV-.s'MirciV.ft ,    vehicles,    ot   vessels. 


natsrials,    products,    and    equip- 
or    intended   for   use. 


nanuzac- 


; --„,    --, .^^-zoc^si;ii,    delivering,    inporting,    or   export- 

^ngydny   conirro'isled   suji  Lance/in   violation   of  the    act    shall    be-' 
su^ect   tpi'''^/te'r>^iJreto;ur'2   United   States,    and  ao   property    right 
sfi'-^l    e^styla   then'=~"Tpt   that 

rT    yn   conveyance   used  by   any  person   as   a   conaon    carrier   in 
IVi   tra«action   of  business    as    a  conaon   carrier   shall    be    £or- 
fcrttid  Ui)<ier   the   provisions    of   the    act   unless 


it   appears    that 
OT  privy   to   a  violation  of  title    II   oj^Si^le    III,    and 


the   ovmer'^ij'   other  person   in   charge    of   such   conveyance   was    a   con 
sentin^.  '      '    '       " 

2.      N3v€onveyance   shall  be   forfeited  under   the  >>jrovi'^ons    or 
the   act  by   reason   of  any   act   or  omission   established^^-   t.t^  o^imer 
to  have  been   connittsd   or  onitted  bv   any  psTS.2s— icher  "^an    ^fca 


any  p 
ai<mer  while    such  hnveyance   was   unlawfully 
person   other   than   the   owner   in  violation/of 
the  United  States,    or  of   any   state 


the  poi'^^s3"ipn  o'^a 
Lain24  ^ws  ?£ 


B,  Any  property  subject  to  forfeiture (to 

the  -act 

pursuan 

time   Claims    by   any   district   cou? 

jurisdiction   over   the  yoperty^exc^Tpt -thi^t   s 

process   may   be  made   when 


may   be    seized   by    the   Attorney   denevral    upon   proiess^  issued 

t    to    the   Supplemental    Rule,-^''^r  ^ert^in  Adairaltf-    ajd  Mari- 
aims    by   any   district   couj't   o>'' th a  United   Scatesynavine 


1.      The    seiiure    is    i 
search  x/arrant   or   an   insp 
tion  warrant. 


2. 


such 


±^  lis  t-  vj  I    -^^ — 3'^<irt.u   unQet" 
^"    administrative    insTsec- 


has   been   the    subject    of   a 


The  property  sub 
prior  judgment   in   favor'  of  the  UNitedNstatss   in   a   criciinal    in- 
junction  or   forfeiture   proceeding  \mder\this   title. 
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3.   The  Attorney  Ge^.e^^l  hcs  probable  cause  to  believe  th; 
the  property  is  directly  or  indirectly  danserous  to  hcaltJ-i  or 
safety,  or 


The  Attorr.*-:^  G^b^cral  has  probable  c:.use  to  believe  that 
the  property  has  beVj  '•is^-^   or  is  intciided  to  be  used  in  viola- 
tion of  the  act. 


C.      Property 
deened   to 
on 
hav 


TrTS"-sjr.dsV.  theS.?.ct    is    not    rspleviable,    but    is 
,n    the    cu'tv^oc'i  of  "^hs   Attorney   General,    subject 

ir    the    official 

ed    under    the    tjto- 


;ened  to  >/B  in  t.-\e  cu^^oC.;^  or  ^is  Attorney  t^e 
;ly  to  jnc  r;rtrcr"?^4r.d  Gl^rD^s  oi^thc  court  oi 
.vine    i/iri/ciction?\v;he?^=ve:-»^pro'j;erty   is    sei 

TTty 


visions'/or  'this    title  ,\theVAtto<s^/   General   may 
vl.     \PlaV=    the   property   t.nder   seal, 

:'rtv  to    *   place    designated   by    bin,    or 


the   prop^ 

t.-.at   the/feneral    Services   Administration,   take 

^ _,     and   renove    it    to    an   appropriate    location 

ition~in   accordance  with   laxv. 


ver  property   is 

nay 


forfeited  under   this    act    the   AttDimey 


des 


ctain   the   property    for   official  use, 

ill    any    forfeited  property  which   is   no^v  reccired    to   be 
^-jtroj^d  by   law   and  which   is   not   hamful    to    theNmblr^  cut    the 
proceeds    £roa   any    such   sale    shall   be    used   to    pay    a>l^prch:^pr    e: 
penses    of   the   proceedings    for    forf  eit'jre^„=?M  '  jri-^^inS^V-'i-—;    *"" 
penses    of  seizure,    aaintenancs    of   cus 
costs, 

3.      Require    that    the    General    Ser\'i 
custody   of   the   property   and   reaove    iJt 
aaCB  with   law ,    or  y<v 

4:  Forward  it  tc  the  Er;:rg  E7.forc\:= 
disposition  (including  deli--Ver-^for  -s^i 
any   Federal   or   State   age 
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I.   faciii tation 
Act  '(21  U.S.C.  8 
to  forfeiture  " 
port,  or  in  any 
ceipt,  possassio 
ficult  word  in  t 
laxly  when  this 
Yolvcd  in  illici 
fined  "facilitat 
particular  activ 
219  C3rd  Cir.  ,  1 
able  cause''  ncce 
prima  facie  Icga 
belief  in  g'^ilt. 
F.Supp.  27  CD.C. 


, 1   conveyanc 

c^    iA tended    for 
nanner   facilS^/£^^  t.'>s    fransportat 


Section   SllCa)(4i 
81Ca3  (i)-}    provides  ^.^. 
which   are    us^d, 

^//^•^^  t.\s  tVans 
n,  or  concsc-t.'r'.er..?'  ofx  pro^rty.  .  .  " 
he  above  cr^csTlon.  is\."fai>4i  irate 
word  is  ;>^pl^d  to-nes^ix iaciTS;!?^*— i 
t  tran^cti^r.s  .  ..  ^'On.raiS^ase  aut 
e"  tc^-aarri/'to  r.cse  t^sy  or*^.  .v 
ity.      \:^ite%'ryi:zct/\-.    one    1930    3 

9S63.      ycis\^scX-ell   settled   zh 

ssary   in  >3rfei;^<•re   proceedings    i 

1   proof   anSsno   ^S^re    than    rcasonafa 

Vnised    Sii=vs    v.VOnc    1363    Cacii 

Wis.    1964) 


".^^ 


.  ,    sus^ct 
Li>=  ,  \to    trans - 
ioi,    ^ile,    re- 

A^e  /nost    dif - 
^■^  ?5iifticu- 
id  poney    in- 
h^'ity   has-  de- 
■^ifficult"   a 
alck.    251    F.2d 
at    the    "prob- 
s    less    than 
le    ground    for 
lie  Sardeop,    231 
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J.      Every   cffor 
neys    offices    in 
in  many   snail    ci 
cessing.      Parzic 
lay   annecesscril 
cause    of   the    pen 
vehicle.      One    of 
prosecutors    in 
covcry  proc^-zc 
cution   Brc.r;i:'jr!; 
1367    2\iic6,    yZ^-T 
Govcmr.CjNit   /s    or 
the    civil    jption 

HejrOc,    t^/en\if   £ 
J-Jic   ^vi\  fo\fei 
di\clos«r 


t    should   be    nade    to    assist    United    States    attor- 


the    area    of   vehicle    sei:ures  ,    since 


otriccs 


OS    are   not    tzni 
•jlar>"s,  cany   U.S. 


liar  VI tn   i 
attorr.evs' 


■cm: 
are 


y    u^occ"h5ins   of    a   civil    vehicle 
din^^criiVial    action    involving 


:1c  sciture  pro- 
inclined  to  ds- 
forfeitura    bi- 

:hc    ouTier    of    the 


the    -.^asoi^c.   for    the    reluctance    of   Federal 


ircti.  is    iii'. 


at    they    anticipate    the'  civil    cis- 
1    ri~^al'^.=    facts    of   the    crininal    prose- 
iloveviir,    t;?.;    case 


'X 


of    aniteeJ    SZit. 


as    V .     Cr.s 


PT^ii;:p.  \:OfVN-i?\Pa- .    19693.    holds    thaz    the 
dinarKly   tN;tivis.ed  >o    a    stay    of   all    discovery    i 
until^<iist>psit"=<r!^  of   the   crininal   satter. 

V\      - 

ppropriE.jie    discover)'  znctions    vere    filed    in 

ture    ca5vi ,    ^he   U.S.    attorney   F4ay    avoid    the   pre- 

e   of  "nij  c^isiinal   case   by   relying    on    the    19S7 
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6654.3    rORFZITURS    /..\0    PETCTZOU    PROCZZDXUCS 


6654.31  rarfai^---"^ 
ure  proceed,i<^5i  ac! 
than  %lS<^y\  or  ••'£! 
$2500  or/a  c,^ia  I?^ 
less    Th/n    5/;5Q0 


'iJi-ai.s'i^ati^c^ 
cialx    i^thc 


There    are    tvo    t>-pes    of    foriei 

if  the   vehicle    is    valued    at    1 

ehicle    is   valued    at    nore    than 

bcr.d   isVfiled   on   a   vehicle    valued    at 


t- 
ess 


AdJBtni  iterative 
at^on.Vthe    o*..ti 
«    axjy   <^f   three 
caur-'    £o>\the 

cost  b^d,^hN«:i 
e&CvJ.n N:4e  veh 
,*il2a,aion   c^   -- 


ror^Vi  tiAre.       In   an    administrative    forfeiture 
er  ov.  a  barty  with   a   financial    interest    nay 

couysesj  of   action.      He   cay    contest    the    prob- 
sei^rs/in   Federal    court   by    filing    a    clain 

'see/;   administrative   relief    to    recover    his' 
icliyiy   submitting   a  petition    for   reaission 
ture ,    or  he  nay   do  nothing. 


If  a  cr 
cedure 

2. 
his    int 
mission 

3. 
marily 
of  publ 
and   cos 
of  Forf 
DEA-294 
to   GSA 
the  veh 


If  he   chooses    to   contest    the   seizure,    he   must    file    a 
and   cost  bond    (S2S0    in  check  or   securities)    with   the    Re- 
^   Director  within   20    days    froa  the    first   dace    of   publication. 

Cx^is    tise   has    elapsed,    he   cannot    file   a   claia    and   cost    bend 
thu^ cannot   contest   the   seizure.      The   vehicl,£?!!j.s    then   sua- 
feited   to   the   Govemnent. 

^in   and  cost  bond   is    filed   during   this 
autonatically  becomes    judicial 


If  he   chooses    to   seek   adainist.<^tiverel__  _   ..._^ . 

erest    in    the   vehicle,    he   nus  t  .^i  l^-^a   uc*vii  t  i  ;  ^  ioSv,  ~-  ->, 

yC-iiir.   the   Regicr.aADir^cto^ 

If  he   chooses    to   do   nothingf.    t.'len  the   vehicle   ^s    sua- 
forfeited   to    the    Govern^nt   '0    co.ys    froa   the\first    date 
ication.      At   the   end  of  t^s  \20-c-.ny  period,    if  rp    claia 
t   bond  has   been    £ile<d',    tirSn   sii(:nitNa   DEA-2S4/,    Diclaratior 
eiture,    to    the    Q£fJ,'is   ciz    Chief^Couns^^I^      ^1>^  zh-r    tiae    the 

is    executed,    thr/' Rer^ii^n    sho.old  i<,ther    refsrv^e    vehicle 


for   sale,    or 
icle    in  officilJ 


,    tfy/'Re?)if'on 


fC  to    place 


B.       Jucficiai    ror/ei  Cure. '\If    the>^-alue    of    the    vehicle    is    $2S0O 
or  more,    or   if   a   claim   anoNcost^^nd   has    been    filed   with    the    Re- 
gional  Director   in    an    adjnina\;ratS^-s   proceeding,    then   judicial 
forfeiture   proceedings    will    bc\inpi'i».-ented.      The    Regional    Direc- 
tor will    send   a   joint    letter  wiDa    a   c>juble   heading    to    the    regis- 
tered  owner    and    the    licnholdcr.    "'"^hj/icttcr    should    set    forth^ 
thaf  the    stated   vehicle   was    sei:ed^n    a   stated   date,    and    that 
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if    they   wish    to    subni,    a   petition    for   rcnissicn    or    niti-2.tion    cf 
forfeiture    to    the    r,c,-;ionsl    Director,    tiicv    should   do    so    in    tTip - 
licatc    and    within    jO    days    fron    the    dctc    of    seizure. 


zj-vr  -the    seizure    by 
the    follt''--«.ir.g   "-..r.tzchnents  : 


:cr   to    the    U.S. 
attorney   v/ith    the    io  11  £.'"•■•.}. r.g   -^.r.tzc.Tnents  :       a    copy    of    the    DE.\-23 
and   UE.\-6,    docu-entin;    p':"-cbab?'>    cause    (if  necessary];    a    copy    of 
the    letter    to    the    ov/ncr   an'U.  licr.-":cldsr ;    and    a  copy    of    the    news- 
paper   advertiscric;.;. — ~i-,5riyjV      Tirb^.  letter  will    request    that    he 
■^"iic    a   complair.'.    for    forfiS,tuv>!:    agsXi^st    the    vehicle,    an;^    ■^'■^ 


t.ne 


court 


v.'ill    is 


r 


_      _  _  _  _      ,     __,_  _       —    _         , 

:  u  e  ^— •"■•  -'■  --^t  ion  .X    I  .'..J    o'.viyr   or    ir.tersstea   party   cay 


then    choose    .-l.-.v /if   three^courr^es   'i,f    ac-x^on 


seizure 


,    he  psy,  seek    relict!    toXrsccX/crT'hi 


[is    nay    contssr    tne 
ntcrest    in    ■ti^c   vs- 


hide,    or   hq   na-/    do   not.hingX        \  ^^ 

ly'    ."75    r.jjy   c^.oosc    to    cor^iiesi    the   basis    for   seizure    vhen    the 
aatt-^   r.i^acht'5    Ffipral    cour*/.      /'he    district    court   will    cetert:in 


tt-er   r.i^acnt5    Ffieral    Cuu.  ..     y^,i 
whp't.hcr''or   noCv  thc^<^hicl-a.A»as/used    in   violation   of   the    law    and 
'A3.Z /^l    lev-al    ^xroceeStrrTzs    •..■"•(*'-    satisfied. 

S.  2 .      1>£   hft-^choQsei    w-    seek    adniinis  trative    relief   to    xscover 
^is   tiTit.i'rss-c   in    the    vehicle,    he   nust    file    a   petition    fof    rs- 
nsissicn   c_;rniti Ration   of    forfeiture   vith   either    the   Regional 
Di^.?ctor^or   t.he    U.S.    attorney. 


ciooses 


io    nothing,    t.hen    t.he   vshicle^t.-ill    be 
«:-iTmn?-T  ••■•/    fc~r'-^eitod    to    t.he    Govertiiaent .      The   zcn i t i 05*^ r.^is    a   re 

'■  iC  O  T     r^  - 


•V 


turn  date'Son.it;  if  no  action  is  taken  by  t.ne  oi/nei-i^o;: 
terested  ps^y  by  that  return  date,  the  U.S.  attome\^v.ril'bv  fils 
a  Default  Decree  of  Condemnation  which,  once  final,  di?;cecti%,tha 
U.S.  Marshal  to  dispose  of  the  property.   The^Ji-C — ,^rs'.i>- 1 '  s~*"-Of - 


fice  will  arrange  for  appropriate  dispos: 
generally  either  by  sale  or  release  to 


!l  vill  recuest;  CSu 


The  Office  of  Ciief  Counsel  vill  req 
ignate  vehicles  subject  to  judicial  tor 
GSA  Headquarters  will  then  reques*  -h 
appropriate  docur.e.nts  with  the 
the  recipient  of  the  vehic 


y 

Tovision    for    Pezj.  iSo:^ .ig 


^i\   RV.- 


Headquarters  "ifo    c:^^-  y 
i-J-^re    for    use\?y   '^K.    ^^ 

.onal  •  Counsel    tfa    file 
ev\  to    designatia    Du-A.    as 


A.       PTovisio.i    fo:   ?e:i  tio:^.Tg'.  <    ~ollc;<inc.-'^seizuT5 — r~"^  vehicle, 
vessel,    or    aircraft,    any    p:^son\;f  t^  a  ^nancial    i.nterest    in    such 
property   :nay    file    a  petition\for    r^-'r.i^icn    or   mitigation    of    for- 
feiture.     This    petition   will    b>i^  deci^d   upon   by   the   Acuinis  trator 
or  his    designee    i.i    the    case    of   ^ir^imi^rat  ivc    forfeiture    and    by 
the    representative    for    the    Attom^iy    Ge.-^ral    in   the    case    of   judi- 
cial   fisrfciture.      The    petition_^  =us  t\be    t^led   in   friplicate    with 
the    Regional    Director    for    t.he    juaici--)^  dvtrict    in   vhich    the 
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seizure    occured.       It   must   be    addressed   to    the   Adninis  trator 
of  the   Drug    Enforcement   Adninis  tration   and   executed    and   s'-'ori; 
by   the   person   alleging    interest    in    the   property. 


The   petition   nust    inKS.ude    the    following 


1.'    A  conplcte  Ti^escfVition   of   the   property,    including    notor 
and   serial   numbers,    i-,£   any^-i^  and    the    date    and  place   of   soi:iure, 


nte'^est    in    the   property,    vhich    shall 
\le /^-^ontracts  ,    nortgages,    or   other 
^AancSk,    and 


satisfr-ctolj-y   oroof, 


re  J 


^s-stbz.'^ss  ,    tc 
w'.upon   by    the 

bTsitted  withii 


0   be   established   by 
edlupon   by   the  petitioner    to   justify   rs 


£Xso^-<or 

s/caking   i: 


sutaitted  within   30    days    or    the   receipt 
re  /  and  must   be   subnitted  before   the   ve- 
placed/in  official   use. 


g   inquiry   as    to   petition  procedures    should  be 
ed  with    a   copy   of    21   CFR   315.79-316.81    (copies    have    been, 
ed  to    all    Regions).      If   the    forfeiture   proceedings    are 
strative,    fortv.'ard   a   copy   of   the   petition    to    the   Office    of 
Counsel.      If  they   are   judicial,    fon-;ard   a  copy   of   the 
C3   to    the   U.S.    attorney  with'  a   cover  lertc??:  advising   that 

^-tOion  will   be    investigated,    and  forwar^^a    eapy   to    the 

Offic^5y^  Chief  Counsel. 


If  the   petition  was    submitted   to   the   U.S .    attoTne^.v  ancS^e    has 
forwarded   it    to    the    Region   for   invest i5><?;ji'.",  "'sjind^vi. 
it  .to   the   Office   of  Chief  Counsel. 


m;.«  ■«.\Iv*'  1 


.v'-".Hr't'-'--  "■'■'■'H  111 
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F.       PecStians    far    Scco.Tr  i  dsracion .       The    Justice    Dcp.-.rt-cr:  t.    rc;;- 
ulaticr.s    provide    a    ten-day    pcTiod    fror.    the    date    of    the    denial    cf 
a  petitior.    for    3.   vehicle    subject    to    adr.inis  trativc    forfeit\:re, 
and   ;i    20-da>'    period  ^b-'c    the    date    o£    denial    or    a    petition     for 
•vehicle    subject    to.fjudi'^ial    forfeiture,    v;her=in    a    petitioner 
can    seek    rsconsidcr;>."ion"Vshall    be    based    on    evidence  "recently 
developed    cr   not    previous  v-^considercd . "      See    23    C??.    9.4(e3. 
Should    a    rcQuef*     ^or    rc?-or.si^-.!_o ration    be    received    in    >.'eadquartcrs 
or   in    the    rircrartmcnt^^  tJi^.-^con^rinrncd   Region   will   be    advised    if 
ny    subseq^cnT    '-^v^es t i'S'iti'^n    is^-^required    as    a    result    of    natters 


any 
ra ' 


of    SaZs. 


A   ue- 


iscd    iA    tlrC;    rcquS-^Lt    fo\  rC-consi'tieration. 

/  /"    W  X  > 

Petlliihr.3    /or    Pes  trratLcn    cii/'zhs    Proce -.     __ 

tition  ',for\  restoration  bf    ■-.roccods    of   sale,    or    for    the    value    of 
p^^rt'i^-   pl\?ced    in   offijisli  use,    nust    be    filed   within    90    days 
Of   t^jc    sale'-iQf   the   propirtv,    cr  within    90    days    of    the    date    th 
prp-pertyNis    p"i;^ 

'This    y>^<i   o ?«,^e 

tha'T/theJ^e tit":^?■ -erTa   not   know   of    the    seiiuxe   prior   to    the 

deoiar?,-^on 


be    supported  by   saxisfactory   proof 


of   condenr.ation    o: 


forfeiture    and    there   were    cir- 


ts:^st,<5:ces  that  prevented  hira  from  knowing 


:ne  sa=e. 
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CTVII.    Sf.IZUy^ 

66  54.5 


.SZ12ZD    kilO    PROCESSED     C7.VE^ 


'i    A/iehority.      '.racncVer    p,^cr:e] 


CSA,    tlie   (attorney   Ge 
Rev,ain\the   propcrt 


nt-xal\c; 

7 


[CTerty   is   forfeited   under    the 


ay 

fq'r  official   use. 


SellN^ny  "Dri^f e \^i.   B;F'operty  which    is   not   required   to    be    de- 
stroy ec'^bySl  aw   ana  whiph    is   not   harnful   to    the   public,    but    the 
proftccd^  f r ali>>£ji v    '.'lati   sale    shall   be   used   to   pay    all    proper   ex- 
pe^ses^f  the   proceedings    for    forfeiture   and   sale,    including   s.-c- 
jrensps    of  seizure,   maintenance   of  custody,    advertising    and   court 
c6  s<fs , 

.  N^^^uire    that   the   General    Services   Adninisrration   take    custody 
thcNyjJToperty   and   remove    it    for  disposition    in    accordance    with 
laS;^    orx  '^'^ 


D.      Fbrward   it   to    the   Drug  Enforcenent  Adninis*Wxati^    for*    dis- 
position   (including   delivery    for  asdical   or   scic-3,tif^  use    to 


sciestiff^  use 
any   Federal    or   State    agency   under  resulniidii^f    i:5:e  A'i£orr.ey 


General) 


66SA.S1    Procedures,..     IVhen    forfeit 
BEA  requests    the   U.S.    attorney   to /f i^--   a 
■are  with   the   court.      Once    filed,    r.he  [court    issuer\  a 
which   directs    the   United   States   Mirsri^l   to    "arrasi" 
In   this    regard,    the   monitio2^i\^  ti^   s^ne    as    an   ar^a 
for  a  person.      The   U.S.    M^^sh.-v:,    i^^  prb.ctical ,    nuy^ 
session   of   the   property  >rnd-fi:fix.  a\cQp>Naf   the  Non- 
forfeiture   and   monitio^r  tovthe   p.rf^per-.^- 
complaint   and  nonif'^*'   ..r-!>ii    i-u„   ^'xcnW's' 
his   agent. 


conpla/^t    rer   rc^rf^it- 


^r 
^on 
tue 


on 


anc 
iavins 


proper-; 
az-rant 
e    pos  - 
nr"  for 
y    of   ths 
n    or- 


When   the   property    is    si;^rea^ny?^DE.^   facility   the   Marshal    can 
"arrest"   it    and   attach    ci^e   dos^uaents   and  need   not   remove    it   iron 
the   DEA  storage   ai:ca. 


When   the   property  was    "s,ciiei3«yin  p\ace 
ZUTC,    because    if  was    impractic^    tp- aove 


at   the    location    of   sei- 
the   Marshal   will 


76-1    DEA    ACZ.VTS    KAUUAZ.     13/S/75 


-99- 


199 


66S4.S2 

attach    ths    docunents    to    the   pToperty    unde:    DHA  sez.1    and   v.-ill 
leave   copies    with    the   person    fro=  whoa   the  property   was    seised. 


Property  '..-hich    is    not   pr:-C"-?,shable   v.'ill    be    kept   u-dsr   seal    zz\d 
stora;e    until    a    DE.5l-29^    L*:>4larat ior.   of    Pcrfeitur";,    is    execu: 
by    the   Regional    Dircct^.^  ar.Cv^thc   Office    of   Chief   Counsel    ci-rs 
the   nar.ncr  of   dispositio.-i^  ir.    C^:    adcinistraiivc    forfeiture. 

X    V 

In   a.  judicial    i^-r^^i.  cuT-:-^hc\prop^^rty   will    rsnain    -ur-dor    seal 


so. 
cts 


,  ---  -     -he    CSA   and 

the    Rer:-ions\  wi?4 ,    in    turr.,    ^laktj   the   necessary   arrzngerisnts    vi 
the   If*.  S/SMa:';5hai„    G5A  or   otj-.ar -appropriate    agency    for    dispssi 
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th 


P'VK 
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potviqcy  in 
be  5£  no  xjlue 
U.S.  bctor??^ 
sist  otSsell:^a 
held  by  ^^^ /€ 
confer  wit.T'th 
for  a  detemin 
circumstances 


rosexty    Prior    to    Conclasi-an     of 
f.aer   certain   conditions    it   nay   be    ad 
both   parties    in   a   civil    action    to    d£_spose    of    the 
y    itself   before    the    forfeiture   procaedir.r;S    are 
,    for   exanple,    a   controlled   substance  ■.fill    lose 
storage    over   a   long   period   of   tiae    and    thereby 
Such    agreements    aay    be    entered    into   bet'^^eei:    t^ 
and   t.he    claimant.      Such    an    agroesenc   rJk^ht    can- 
g    the   property   wit.h   the   proceeds    of    r^isH^eing 
urt   until    the   catter    is    decided.      TbC^Regi-cns    i.-i 
e    Office    of   Ciief   Counsel    and   the   U.S  .'Vittctvjey 
aticn    as    to    the    correct   course    of    actio^V^'hervV; 
warrant    this    type   of  procedurjv-*" ~*.^^     %, 
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Appendix  F 


COMMENTS  FROM  DEA  AGENTS 


o  "The  demands  of  the  FOI  Act  on  law  enforcement  agencies  should  be 
greatly  decreased.  The  interference  with  complex  investigations  should 
be  severely  limited;  and  law  enforcement  rules,  regulations,  guide- 
lines, and  techniques  should  only  be  disclosed  on  a  'need  to  know' 
basis   (evaluated  internally)  . " 

o  "The  Freedom  of  Information  Act  has  not  significantly  affected  under- 
cover operations.  However,  it  has  affected  the  ability  of  investiga- 
tors to  obtain  information  from  hotels,  banks,  rental  agencies,  etc., 
in  conspiracy  and  financial  investigations;  information  of  a  nature 
that   formerly  was  readily  available." 

o  "In  .  .  .  ,  state  police  are  very  reluctant  to  share  intelligence 
because  of  FOIA." 

o  "The  Freedom  of  Information  Act  serves  no  valid  purpose  other  than 
aiding  the  violator  and  restricting  the  law  enforcement  agencies 
through  having  to  divulge  confidential  information  which  places 
witnesses /informants  in   great  danger  and   restricting  cooperation." 

o  "If  sources  of  information  are  properly  advised  of  the  FOIA  before 
information  is  rendered  to  DEA,  an  obvious  reluctance  occurs  on  the 
part  of  the  source." 

o  "In  the  year  this  office  has  been  functioning  we  have  opened  over  40 
cases,  90%  being  with  state  and  local  authorities.  To  date  the  .  .  . 
resident  office  has  not   seen  any  adverse  effect  from  the  FOIA." 

o  "The  FOIA  has  created  additional  difficulty  for  the  DEA  in  its 
endeavors  to  obtain  records  e.g.,  telephone  toll  calls  because  the 
private  sector  now  makes  it  mandatory  to  be  serviced  by  subpoena  prior 
to  release  of  said   records." 

o  "I  have  had  to  promise  not  to  write  up  certain  information  supplied  to 
me  by  local  and  state  law  enforcement  agencies  due  to  the  Freedom  of 
Information  Act." 

o  "Since  FOIA  was  enacted,  it  is  extremely  noticeable  that  vast  numbers 
of  law  enforcement  agencies,  especially  foreign  police  departments,  are 
apprehensive  when  it  comes  to  relaying  information  relating  to  U.S. 
citizens     which     was     obtained     from     cooperating     individuals.  Most 

witnesses /informants  are  unwilling  to  go  on  record,  since  they  feel 
that  as  a  result  of  FOIA,  all  information  will  be  readily  available  to 
the  subjects.  Additionally,  FOIA  levies  the  administrative  burden  of 
completing  DEA-381's  everytime  DEA  shares  information  with  another 
nonDepartment  of  Justice  law   enforcement  agency." 


-101- 


201 


o  "It  appears  that  everyone  is  afraid  that  information  given  to  a  DEA 
Agent  will  get  back  to  the  suspect,  if  not  through  judicial 
proceedings,  then  through  the  FOIA  Act.  Also,  defendants  and  other 
suspects  are  the  only  persons  who  benefit  from  the  Act,  usually  at  the 
expense  of  the  investigation,  but  more  importantly,  at  the  expense  of 
public-  minded  citizens  who  cooperate  with  DEA  because  they  feel  it  is 
their  civic  responsibility." 

o  "FOIA  has  caused  prospective  informants  and  witnesses  to  doubt  the 
sincerity  of  DEA's   pledge  to  protect  their  identity." 

o  "I  have  been  a  case  agent  in  34  investigations  since  September,  1976. 
FOI  has  hindered  my  and  DEA's  ability  to  properly  investigate  many  of 
these  cases." 

o  "Due  to  the  fact  that  many  of  the  prominent  defense  attorneys  special- 
izing in  narcotics  cases  have  obtained  information  from  the  FOIA,  I 
believe  it  becomes  common  knowledge  from  attorney  to  violator  and  then 
from  violator  to  other  violator  re:  DEA  operations.  FOIA  has  greatly 
lessened  our  ability  to  obtain  information  from  telephone  companies, 
utility  companies,    etc." 

o  "FOIA  has  reduced  an  Agent's  ability  to  get  as  much  information  as 
before  from  the  local  law  enforcement  and  private  sector,  particularly 
banks,  telephone  companies  and  in  a  few  cases,  motels.  It  has  greatly 
hindered  Agents  because  of  the  resultant  paperwork  necessary  when 
passing  information  to  other  agencies." 

o  "The  public  sector  is  becoming  increasingly  aware  that  its  cooperation 
with  law  enforcement  is  being  compromised  by  FOIA.  Most  people  would 
Like  to  rid  their  community  of  crime  and  drugs  but  they  think  twice 
about  it  if  they  feel  the  criminal  has  access  to  any  information  they 
may  provide  or  furthermore  access  to   their  identity." 

o  "Because  of  FOIA,  I  am  no  longer  able  to  promise  an  individual  or  an 
agency  that   I  can   protect  their  identity  or  sources." 

o  "Overall  the  FOIA  has  been  a  definite  detriment  to  law  enforcement  as 
methods  of  detection  and  overall  investigations  have  become  common 
knowledge  to  the  narcotics  traffickers.  Additionally,  informants  will 
negotiate  with  local  and  state  narcotics  divisions,  in  Lieu  of  DEA 
because  of  the  knowledge  they  possess  of  the  FOIA  and  the  constant 
fear  of  exposure   prior  to  and   after  completion  of  judicial  actions." 

o  "The  Freedom  of  Information  Act  has  had  no  adverse  effect  on  this  overt 
investigation  of  a  pharmacist.  However,  the  FOIA  has  had  a  serious 
detrimental  effect  on  other  past  and  current  investigations.  Infor- 
mants, both  paid  and  unpaid,  private  firms  and  service  agencies  are 
justifiably  worried  about  being  exposed  to  retribution.  State  and 
local  police  agencies  are  reluctant  to  identify  informants  who  have 
been   promised    secrecy  with  the  knowledge  that  the  FOIA  can  be  used   to 
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identify  them.  The  FOIA,  allied  with  the  Privacy  Act,  have  done  more 
to  cripple  law  enforcement  than  any  other  actions  taken  by  Congress  in 
history.  Added  to  this,  the  fact  that  no  appreciable  benefit  to  the 
private  citizen  has  ensued  from  these  Acts  and  the  result  can  fairly  be 
assessed  as  disasterous." 

o  "Defendants,  witnesses  and  the  public  business  sector  are  aware  of  the 
access  that  people  have  to  government  files  through  the  Freedom  of 
Information  Act.  State  and  local  law  enforcement  officials  do  not  want 
their  reports  subject  to  being  given  to  defendants  through  the  Freedom 
of  Information  Act.  Law  enforcement  is  better  off  without  the  Freedom 
of  Information  Act." 

o  "The  Freedom  of  Information  Act  has  made  it  increasingly  difficult  for 
law  enforcement  agencies  to  obtain  information  from  the  private  sector. 
This  has  the  effect  of  inhibiting  many  investigations,  due  to  the  fact 
that  if  inquiries  are  made  during  the  course  of  the  investigation, 
these  inquiries  may  be  made  known  to  the  person  or  persons  who  are 
under  investigation.  Many  sources  of  information  in  the  private  sector 
are  not  being  utilized  by  investigators  for  fear  that  the  investigation 
may  be  compromised.  The  Freedom  of  Information  Act  and  the°  side 
effects  of  the  Freedom  of  Information  Act  has  also  inhibited  the  free 
flow  of  information  between   government  agencies." 

o  "Secrecy  is  often  essential  in  a  narcotics  investigation.  The  secrecy 
is  important  for  the  successful  pursuit  of  the  investigation,  and  often 
important  for  the  safety  of  informants  and  others  who  provide  necessary 
information  about  the  subjects  under  investigation.  Further,  numerous 
police  departments  are  hestitant  to  reveal  sources  of  information  and 
methods  of  operation  for  fear  of  their  revelation  via  a  Freedom  of 
Information  request." 

o  "Manufacturers  and  distributors  of  legally  manufactured  drugs  have  on 
occasion  expressed  reluctance  to  provide  information  on  the  volume  or 
method  of  business  conducted  for  fear  that  competitors  could  obtain 
that  information  through  a  Freedom  of  Information   request." 

o  "The  knowledge  of  DEA  investigative  techniques  utilized  in  cyclic  inves- 
tigations of  registrants  has  allowed  the  drug  industry  to  know  before- 
hand what  the  C/I's  are  looking  for.  In  certain  instances  .  .  .  this 
awareness  has  allowed  for  a  markedly  increased   diversion   potential." 

o  "I  have  found  that  defendants  involved  in  the  higher  level  of  traf- 
ficking are  more  aware  of  the  FOIA  and  utilize  this  to  their  advantage. 
This  can  and  has  been  devasting  to  DEA's  investigations  depending  on 
the  case,   and   the  type  of  information  the  defendant  attained." 

o  "Motels,  hotels,  and  car  rental  agencies  are  requiring  subpoenas  for 
records,  etc.  U.S.  Postal  Service  is  requiring  letters  to  obtain  P.O. 
box  subscribers,  all  of  which  are  causing  not  only  additional  paperwork 
but  delays  in  the  investigations  where  this  information  is  vitally 
necessary  to  proceed  forward." 
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"This  office  has  had  some  difficulty  in  obtaining  information  and 
reports  from  state  and  local  police  agencies  and  the  private  sector 
because  of  their  fear  of  its  being  subject  to  disclosure  through  the 
FOIA.  Further,  investigations  have  been  compromised  through  the 
disclosure  of  radio  frequencies  and  investigative  techniques  have  been 
made   known   to   the   public   through  FOIA." 

"FOI's  influence  is  most  strongly  felt  when  a  violator  files  a  request 
during  an  active  investigation.  An  experienced  violator  need  only  be 
told  there  is  an  active  investigation  and  nothing  can  be  given  out  to 
know  he  is  being  investigated.  Convicted  and  sentenced  violators  who 
file  requests  learn  the  techniques  used  to  develop  a  case  against  them 
and,  consequently,  when  they  are  released  they  avoid  making  the  same 
mistakes." 


-104- 


Washington,  D.C.     20540 


204 


Congressional  Research  Service 
The  Library  of  Congress 


December  15,  1983 


TO 


FROM 


SUBJECT   : 


Honorable  Patrick  Leahy 

Attention:   John  Podesta 

Kirk  Brown 

Analyst  in  American  National  Government 

Survey  Research  Section 

Government  Division 

Methodological  Assessment  of  the  Drug  Enforcement  Administration's 
Report,  The  Effect  of  the  Freedom  of  Information  Act  on  DEA 
Invest igat  ions 


This  memorandum  responds  to  your  request  for  an  analysis  of  the  strengths 
and  limitations  of  a  study  conducted  by  the  Drug  Enforcement  Administration 
(DEA)  on  the  effects  of  the  Freedom  of  Information  Act  (FOIA)  on  DEA 
investigations.  1/  The  memorandum  is  divided  into  several  major  sections.  Ij 
The  first  section  provides  an  overview  of  the  methods  and  findings  of  the 
DEA's  study.   The  second  section  discusses  the  limitations  of  CRS ' s  assessment 
of  the  study's  methods.   The  third  section  examines  five  areas  that  relate  to 
the  techniques  used  in  the  survey: 

1)  the  design  of  the  sample; 

2)  sampling  errors; 

3)  the  administration  of  the  survey; 


\_l     U.S.  Department  of  Justice,  Drug  Enforcement  Administration.   The 
Effect  of  the  Freedom  of  Information  Act  on  DEA  Investigations.   February  5, 
1982.  [Hereafter  cited  as  DEA,  Effect  of  the  Freedom  of  Information  Act.] 

2/  Royce  Crocker  and  Harold  Relyea,  Specialists  in  American  National 
Government,  contributed  information  used  in  the  preparation  of  this 
memorandum. 
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4)  the  questionnaire  design;  and, 

5)  the  presentation  and  analysis  of  the  results. 

OVERVIEW  OF  THE  PEA  REPORT 

The  DEA  initiated  the  study  in  response  to  its  perception  that  the 
provisions  of  the  Freedom  of  Information  Act  (FOIA)  were  having  detrimental 
effects  on  their  investigations.  }]      The  study  was  designed  to  establish  both 
the  nature  and  the  scope  of  problems  that  might  be  caused  by  FOIA.  -The  study 
was  divided  into  two  phases.   In  Phase  I,  all  DEA  field  offices  were  instructed 
to  prepare  case  descriptions  of  "only  the  more  dramatic  instances  of  FOIA- 
related  interference."  kj      Field  offices  were  specifically  requested  to 
identify  six  types  of  difficulties  that  could  be  attributable  to  FOIA:  V 

1)  difficulty  in  obtaining  information  from  individual  witnesses; 

2)  problems  with  obtaining  information  from  the  private  sector; 

3)  reluctance  of  State  and  local  police  to  share  information; 

4)  refusal  or  reluctance  of  informants  to  cooperate  with  DEA  agents; 

5)  defendants'  knowledge  of  investigative  techniques;  and, 

6)  the  apparent  knowledge  or  previous  use  of  the  FOIA  by  defendants 
and  witnesses. 

Some  of  the  examples  collected  from  Phase  I  of  the  study  are  included  in  the 

text  and  in  the  appendix  of  the  report. 

Phase  II  consisted  of  a  survey  of  field  agents  to  quantify  the  impact 

of  FOIA-related  problems  described  in  the  answers  to  Phase  I.   A  sample 


2/  DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  1. 
kj  DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  3, 
5/  DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  3. 
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of  399  cases  out  of  the  total  of  8,576  domestic  investigations  that  were 
initiated  in  1980  was  selected.   For  each  investigation  in  the  sample,  a 
questionnaire  was  sent  to  the  field  agent  responsible  for  the  case.   The 
survey  included  questions  on  the  difficulties  the  agent  encountered  during 
the  investigation,  whether  the  problems  could  be  attributed  to  FOIA  and  the 
agent's  opinion  of  the  impact  of  FOIA  on  DEA's  investigations.   The  survey 
was  administered  by  the  Management  Analysis  Division  of  the  DEA  in  the  Fall 
of  1981.   The  complete  results  of  the  survey,  along  with  a  copy  of  the 
questionnaire,  are  included  in  the  appendix  to  the  DEA  report. 

DEA's  Conclusions 

The  DEA  report  concludes  that  FOIA  has  had  significant  adverse  effects 
on  their  investigations.   Drawing  from  responses  to  Part  A  of  the  Phase  II 
questionnaire,  in  whicli  agents  were  asked  about  a  specific  case,  the  report 
finds  that  FOIA  has  curtailed  cooperation  from  informants,  defendants, 
businesses  and  State  and  local  law  enforcement  officials,  bj      The  report 
concludes  that  the  difficulties  with  FOIA  were  especially  acute  in  high-level 
investigations.  IJ      In  addition,  it  states  that  disclosures  of  information 
through  FOIA  requests  about  the  DEA's  investigative  techniques  have  "educated 
many  criminals  at  the  expense  of  DEA  and  to  the  detriment  of  the  general 
public."  8/ 

Part  B  of  the  questionnaire  elicited  the  agents'  overall  assessment 
of  the  impact  of  FOIA  on  DEA  operations.   According  to  the  report, 


bj  DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  10-19. 
TJ  DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  22-25, 
8/  DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  iv. 
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86  percent  of  the  DEA's  Agents  consider  FOIA  to  be  inhibiting  their  work  and 
more  than  two-thirds  believe  that  the  Act  restricts  private  sector  assistance 
in  providing  information,  reduces  the  likelihood  of  informants  or  witnesses 
cooperating  and  decreases  the  amount  of  assistance  provided  by  State  and  local 
law  enforcement  agencies.  9^/ 

LIMITATIONS  OF  THIS  ANALYSIS 

CRS '  analysis  of  the  DEA  study  focuses  only  on  the  methodological  issues 
related  to  the  survey  in  Phase  II.   No  attempt  was  made  to  assess  the  results 
of  the  Phase  I  study  because  they  are  presented  only  in  an  anecdotal  fashion 
in  the  report.   Because  CRS  has  neither  the  resources  nor  authority  to  conduct 
field  investigations  of  agency  activities,  our  analysis  is  based  on  information 
contained  in  the  DEA's  report.   The  staff  of  DEA's  Management  Analysis  Division 
assisted  us  by  providing  additional  details  and  explanations  of  the  methods 
used  in  the  study.   We  relied  upon  generally  accepted  standards  of  survey 
design  and  analysis  in  our  review  of  DEA's  survey  procedures. 

The  discussion  of  the  potential  problems  with  question  wording  and  order 
is  based  on  numerous  experimental  studies  conducted  by  survey  research 
experts.  10/   In  these  studies,  the  order  and  wording  of  questions  are  varied 


9_/  DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  6-10. 

10/  See  for  example:  Seymour  Sudman  and  Norman  Bradburn.   Response 
Effects  in  Surveys.   Chicago,  Aldine  Publishing, 1974;  Norman  Bradburn  and 
Seymour  Sudman,   Improving  Interview  Method  and  Questionnaire  Design.   San 
Francisco,  Joffey-Bass  Publishers , 1979 ;  Howard  Schuman  and  Stanley  Pressor. 
Questions  and  Answers  in  Attitude  Surveys.   New  York,  Academic  Press,  1981; 
Charles  F.  Turner  and  Elizabeth  Martin,  eds.   Surveys  of  Subjective  Phenomena: 
Summary  Report.   Panel  on  Survey  Measurement  of  Subjective  Phenomena,  Committee 
on  National  Statistics,  Assembly  of  Behavioral  and  Social  Sciences,  National 
Research  Council.  Washington,  National  Academy  Press,  1981;  and,  George  F. 
Bishop,  Robert  W.  Oldendick  and  Alfred  J.  Tuchfarber.   Effects  of  Presenting 
One  Versus  Two  Sides  of  an  Issue  in  Survey  Questions.   Public  Opinion 
Quarterly.  Volume  46  (1982). 
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in  an  attempt  to  measure  the  sensitivity  of  the  results  to  the  manner  and 
sequence  in  which  the  questions  were  asked.   Their  findings  suggest  that 
changes  in  the  wording  or  order  of  questions  can  sometimes  significantly  alter 
the  responses.   Although  the  questions  tested  in  the  experiments  may  resemble 
characteristics  of  those  included  in  the  DEA's  survey,  without  a  replication 
of  the  DEA  study  with  different  questions  or  order,  it  is  impossible  to  do  more 
than  suggest  possible  problems  and  their  potential  impact  on  the  reported 
results . 

This  memorandum  does  not  address  the  issue  of  whether  a  survey  of  DEA 
agents  is  an  appropriate  method  to  evaluate  the  effects  of  FOIA  on 
investigations.   Several  other  possible  methods  could  have  been  employed  to 
substantiate  DEA's  perception  that  the  provisions  of  FOIA  were  adversely 
interferring  with  their  investigations.   For  instance,  an  independent  agency, 
such  as  GAO,  could  review  the  records  of  a  sample  of  cases  to  determine  the 
effects  of  FOIA.   Similarly,  documents  released  under  FOIA  to  members  of  the 
criminal  element  could  be  examined  by  an  Independent  agency  to  assess  whether 
the  information  compromised  DEA's  investigative  techniques.   Or,  instead  of 
asking  agents  to  explain  why  defendants,  informants,  businesses  and  other  law 
enforcement  officials  refused  to  cooperate  in  a  case,  a  survey  could  be 
designed  to  obtain  information  from  these  sources  about  their  reasons  for  not 
cooperating.   The  following  discussion,  however,  will  be  limited  to  the  methods 
used  in  the  study  of  agents'  opinions  of  FOIA  and  will  not  detail  the  possible 
advantages  and  disadvantages  of  alternative  survey  designs. 
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METHODOLOGICAL  ASSESSMENT 

The  results  of  surveys  can  be  influenced  by  several  sources  of  potential 
error.   The  sample  of  interviews  may  be  too  small  to  place  confidence  in  the 
findings.   The  persons  who  answer  the  questionnaire  may  not  be  representative 
of  the  entire  population  for  which  conclusions  are  stated.   The  questions  may 
be  worded  or  ordered  in  a  manner  that  encourages  certain  responses  and 
discourages  others.   Results  also  may  be  misinterpreted  to  overgeneralize  or 
to  report  differences  that  do  not  actually  exist. 

This  memorandum  focuses  on  five  potential  sources  of  error:   (1)  the 
sample  design;  (2)  sampling  errors;   (3)  the  administration  of  the  survey; 
(4)  questionnaire  design;  and,  (5)  the  presentation  and  interpretation  of  the 
results . 

Sample  Design 

The  DEA  selected  a  "statistically  valid,  stratified  random  sample"  of 
399  cases  from  the  8,576  domestic  investigations  initiated  in  1980.  11/   The 
field  agents  who  directed  the  cases  were  each  sent  a  questionnaire.   Because 
each  case  had  an  equal  chance  of  being  selected,  the  sample  should  be 
representative  (within  sampling  error)  of  all  the  investigations  started  by 
DEA  in  that  year. 

Unless  each  DEA  field  agent  initiated  the  same  number  of  investigations, 
each  agent  did  not  have  an  equal  chance  of  being  selected  to  participate  in 
the  survey;  those  agents  who  initiated  more  investigations  in  1980  were  more 
likely  to  have  been  chosen.   The  responses  to  the  sections  of  the  DEA  survey 


11/   DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  3. 
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that  discuss  the  characteristics  of  investigations  (Part  A)  can  be  generalized 
to  all  the  cases  initiated  in  1980,  but  the  answers  to  questions  that  relate  to 
the  agents'  attitudes  towards  the  overall  impact  of  FOIA  (Part  B)  should  have 
been  weighted  to  account  for  the  different  probability  of  agents  being  selected 
to  receive  a  survey.  12/ 

Even  though  the  sample  of  agents  is  skewed  towards  those  who  initiated 
more  cases,  this  would  not  affect  the  results  unless  agents  with  more  cases 
differed  from  those  with  fewer  cases  in  their  attitudes  towards  the"  impact  of 
FOIA.   Whether  or  not  such  a  difference  exists  could  be  ascertained  only  by  an 
analysis  of  the  relationship  between  caseload  and  attitudes  towards  FOIA.   Such 
information  is  not  presented  in  the  report,  and  according  to  the  DBA,  the 
requisite  statistics  on  caseload  of  agents  are  not  available.  13/ 


12/  The  answers  should  have  been  weighted  by  the  inverse  of  the  number  of 
invesTTgat ions  initiated  by  each  agent.   For  instance,  if  Agent  A  had  initiated 
six  cases  in  1980  and  Agent  B  two,  then  Agent  A's  answers  should  have  been 
weighted  by  one-sixth  and  Agent  B's  by  one-half.   This  procedure  would  have 
adjusted  the  results  to  compensate  for  Agent  A  being  three  times  more  likely 
to  receive  a  questionnaire  than  Agent  B.   The  weighting  would  result  in  an 
analysis  that  is  equivalent  to  one  based  on  a  sample  in  which  each  agent  had  an 
equal  probability  of  being  chosen  to  complete  the  questionnaire.   Dr.  Tom 
McQueeney  of  the  DEA  stated  that  information  on  the  number  of  cases  each  agent 
handled  was  not  available.   The  problem  is  not  with  the  sample  design,  but  with 
not  having  or  collecting  the  information  necessary  to  assign  the  responses 
correct  weights.   Kish  describes  a  similar  problem  and  its  solution.   A  survey 
in  the  late  fifties  found  that  half  of  American  high  schools  did  not  offer 
physics.   This,  however,  did  not  mean  that  half  of  American  high  school 
students  were  enrolled  in  schools  that  did  not  offer  physics.   When  the  survey 
data  was  weighted  by  the  number  of  students  in  the  school,  the  results  showed 
that  98  percent  of  high  schools  students  attended  schools  that  taught  physics. 
A  new  survey  was  not  needed,  instead,  only  information  on  the  number  of 
students  in  each  school.   Leslie  Kish.   Survey  Sampling.   New  York,  John 
Wiley  &  Sons,  1965.   p.  418-427. 

13/  Dr.  Tom  McQueeney,  DEA,  May  20,  1983.   The  information  was  confirmed 
by  McQueeney  on  December  5,  1983. 
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The  sensitivity  of  the  results  to  assumptions  about  how  caseloads  are 
related  to  attitudes  about  FOIA  can  be  seen  in  two  contrasting  arguments. 
Some  critics  might  argue  that  agents  with  more  cases  are  overworked  compared 
with  those  who  handle  fewer  cases.   They  might  contend  that  FOIA  procedures 
are  more  likely  to  interfere  with  the  busier  agents'  ability  to  cope  with  an 
already  overburdened  workload.   If  agents  with  heavier  caseloads  are  more 
negatively  predisposed  towards  FOIA,  and  the  sampling  procedures  increase  their 
chances  of  being  included  in  the  survey,  the  results  would  show  a  mere  negative 
view  towards  FOIA. 

A  second  possibility  suggested  by  Dr.  Tom  McQueeney  of  DEA  is  as  follows: 
"Agents  with  more  cases  are  involved  with  many  minor  cases  as  opposed  to  those 
agents  involved  with  fewer,  but  much  more  complex  cases.   As  Figures  1,  2  and 
3  (pp.  15,  16  and  22)  indicate,  the  higher  level,  more  complex  investigations, 
are  the  type  that  are  likely  to  experience  the  most  difficulties  relating  to 
FOIA  procedures.   Thus,  the  sample  design  by  selecting  agents  who  are  more 
likely  to  have  worked  on  more,  but  minor,  cases  where  they  have  experienced 
fewer  difficulties  from  the  use  of  FOIA  procedures  in  their  investigations 
produces  results  that  are  biased  towards  a  more  positive  view  of  FOIA 
procedures  than  would  be  true  if  the  sample  were  representative  of  all 
agents."  14/ 

Without  additional  information  it  is  impossible  to  determine  which  of 
these  two  possibilities  is  correct.   If,  instead,  the  attitudes  of  all  DEA 
agents  are  similar  with  respect  to  the  use  of  FOIA,  then  the  oversampling  of 
agents  with  heavier  caseloads  would  not  pose  a  problem.   The  consequence  of  not 
weighting  the  responses  is  that  the  results  to  Part  B  of  the  questionnaire 


14/  Dr.  Tom  McQueeney,  DEA,  May  20,  1983.   The  information  was  confirmed 
by  McQueeney  on  December  5,  1983. 


212 


CRS-9 

are  based  on  a  sample  of  cases,  not  agents.   Thus,  conclusions  can  only  be 
interpreted  as  "agents  who  initiated  a  given  percentage  of  cases  believe  x" , 
rather  than  "a  given  percentage  of  agents  believe  x." 

Another  problem  with  using  the  responses  to  Part  B  as  a  measure  of  agents' 
attitudes  towards  FOIA  is  that  the  sample  selection  procedure  excluded  certain 
types  of  agents.   The  questionnaires  were  sent  to  the  agent  in  charge  of  the 
investigation.   According  to  Dr.  McQueeney  of  DEA,  a  large  number  of  agents, 
especially  the  less  senior  ones,  are  not  assigned  responsibility  for  cases.  15/ 
These  agents,  therefore,  did  not  have  a  chance  to  be  included  in  the  sample. 

If  the  views  of  the  more  senior  DEA  agents  differ  from  those  of  agents  who 
do  not  direct  investigations,  then  the  results  of  Part  B  are  not  representative 
of  the  opinions  of  all  DEA  agents.   In  this  case,  the  problem  cannot  be  solved 
by  weighting  because  agents  without  responsibility  for  cases  were  not 
undersampled ,  but  excluded  from  the  sample.   Thus,  the  conclusions  based  on 
Part  B  should  be  further  defined  to  state  that  "agents  in  charge  of  a  given 
percentage  of  cases  believe  x." 

Sampling  Error 

All  sample  surveys  are  subject  to  sampling  error.   This  is  the  error  that 
results  because  one  chooses  to  select  a  sample  of  cases  (399  investigations) 
rather  than  to  collect  information  from  all  the  cases  under  study.   Although  a 
study  of  all  8,576  investigations  would  not  be  affected  by  sampling  error,  it 
would  be  more  costly  and  might  be  more  prone  to  other  errors  arising  from  the 
size  of  the  study  (problems  with  administration,  non-response  and  coding). 


15/  Dr.  Tom  McQueeney,  DEA,  December  5,  1983. 
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Another  advantage  of  sampling  is  that  unLike  other  types  of  error, 
sampling  error  can  usually  be  estimated.   Thus,  errors  caused  by  sampling  are 
often  reported  along  with  the  survey  results  in  many  publications.   0MB 
standards  require  that  the  publication  of  surveys  conducted  by  Federal  agencies 
include  an  analysis  of  the  effects  of  sampling  errors,  as  well  as  a  discussion 
of  the  nature  and  extent  of  non-sampling  errors.  16/ 

The  size  of  the  sampling  error  depends  on  the  number  of  persons 
interviewed,  the  sample  design  and  the  distribution  of  responses.   In  general, 
the  larger  the  sample  size,  the  smaller  the  sampling  errors.   Consequently, 
results  based  on  only  a  portion  of  the  sample  (for  instance,  of  those  who 
answered  one  question  in  a  certain  manner),  will  be  subject  to  larger  sampling 
errors  than  those  obtained  from  the  entire  sample. 

The  DEA  report,  however,  does  not  contain  any  discussion  of  the  possible 
impact  of  sampling  errors  on  the  reported  results.   Sampling  errors  for  findings 
based  on  the  entire  sample  of  399  investigations  would  be  approximately  plus  or 
minus  five  percentage  points  at  a  95  percent  confidence  level.  17/   This  means 


16/  U.S.  Department  of  Commerce,  Office  of  Federal  Statistical  Policy 
and  sTandards.   Statistical  Policy  Handbook.   Directive  2.   Standards  for 
the  Publication  of  Statistics.   Washington,  GPO .   May  1978.   p.  11-12.   The 
authority  to  enforce  these  guidelines  was  transferred  to  OMB  in  accordance 
with  Executive  Order  12318.   The  Census  Bureau  has  established  similar 
guidelines  that  require  that  all  their  publications  based  on  survey  or  census 
data  should  include  statements  that  inform  users  that  the  data  are  subject  to 
error  arising  from  a  variety  of  sources,  including  sampling  error.   U.S. 
Census  Bureau.   Standards  for  Discussion  and  Presentation  of  Errors  in  Survey 
and  Census  Data.   Technical  Paper  32.   Washington:   GPO,  March  1974. 

17/   For  questions  where  the  distribution  of  responses  is  near  50  percent, 
Questions  with  more  unequal  distributions  have  slightly  lower  sampling  errors, 
the  sampling  error  calculations  contained  in  this  memorandum  also  assume  that 
the  sample  selection  procedure  was  a  simple  random  sample.   The  actual  sample 
design  was  a  stratified  (by  region)  random  sample.   Because  the  report  did  not 
contain  sufficient  information  to  calculate  sampling  errors  based  on  the 
stratified  sample,  the  simple  random  method  was  assumed.   It  should  be  noted, 
however,  that  the  actual  sampling  errors  for  the  stratified  sample  design  of 
the  DEA  study  may  be  slightly  smaller. 
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that  95  times  out  of  100,  the  results  from  the  sample  survey  would  be  within 

plus  or  minus  five  percentage  points  of  those  that  would  be  obtained  if  the 

same  survey  was  administered  to  the  entire  population.   Because  much  of  the 

presentation  in  the  DEA  report  involves  smaller  subsamples,  the  sampling  errors 

would  be  larger  than  five  percentage  points.   For  instance,  the  sampling  error 

for  results  based  only  on  high-level  investigations  (81  cases)  would  be 

approximately  plus  or  minus  eleven  percentage  points. 

One  major  finding  of  the  DEA ' s  study  is  that  problems  with  FOIA  occur 

more  frequently  in  the  larger  and  more  sensitive  high-level  investigations. 

In  the  introduction  to  the  report,  DEA  states: 

The  analysis  revealed  a  dramatic  difference  in  the  FOIA-related 
impact  between  DEA's  high-level  and  low-level  investigations.   In 
every  instance,  the  problems  directly  attributed  to  the  FOIA 
significantly  increased  with  the  sensitivity  of  the  investigation.  18/ 

Without  a  discussion  of  sampling  errors,  however,  the  reader  is  unable  to 

determine  whether  these  differences  are  larger  than  those  thai  might  have  been 

created  by  sampling  error. 

For  example.  Figure  1  of  the  DEA  report  indicates  that  in  21  percent  of 

the  high-level  investigations  agents  reported  that  they  experienced  FOIA-related 

difficulties  in  obtaining  information  from  witnesses  and  defendants,  compared 

to  only  11  percent  of  the  low-level  cases.  19/  From  Figure  1,  it  appears  that 

difficulties  are  twice  as  likely  to  occur  with  high-level  investigations  than 

with  low-level  cases.   These  percentages,  however,  are  based  on  a  finding  that 

in  9  out  of  the  43  high-level  cases  with  difficulties  acquiring  information 


18/   DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  iv. 
19/   DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  15. 
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from  witnesses  and  defendants  the  agents  attributed  the  problems  to  FOIA,  while 
for  low-level  cases  the  figures  were  9  out  of  82  cases. 

The  sampling  error  for  the  difference  between  the  two  values  (i.e., 
10  percent)  is  approximately  plus  or  minus  14  percent.   Thus,  because  of  the 
small  number  of  cases  involved,  it  is  not  possible  to  conclude  at  a  95  percent 
confidence  level  that  there  is  a  statistically  significant  difference  between 
the  percentages  of  high-level  cases  and  low-level  investigations  with  FOIA- 
related  problems  in  obtaining  information  from  defendants  and  witnesses. 

While  the  reporting  of  the  sampling  errors  might  place  some  of  the  DEA's 
conclusions  about  Figure  1  in  doubt,  disclosing  the  sampling  errors  for  Figure 
2  might  support  their  conclusions.   The  difference  between  the  percentage  of 
the  high-level  cases  in  which  the  informants'  reluctance  or  unwillingness  to 
cooperate  was  attributed  to  FOIA  (50  percent)  and  the  figure  for  low-level 
investigations  (17  percent)  is  greater  than  the  sampling  error.   Thus,  a 
difference  of  this  size  would  occur  by  chance  in  less  than  five  similar  sample 
surveys  out  of  100. 

Since  many  of  the  subsamples  of  responses  for  which  figures  are  displayed 
in  the  tables  and  graphs  are  based  on  small  numbers  of  respondents,   the 
sampling  errors  tend  to  be  quite  large.   The  DEA  report  appears  to  assume  that 
any  difference  in  results  is  significant,  whereas  some  differences  of  even  10 
to  20  percent  are  within  the  range  of  sampling  error.  Without  a  complete 
discussion  of  sampling  errors,  it  is  difficult  for  the  reader  to  judge  which 
results  warrant  confident  conclusions. 
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Administration  of  the  Survey 

The  questionnaire  was  mailed  to  the  agents  who  were  responsible  for  the 
cases  selected  for  the  study.   The  agents  identified  themselves  and  the  case 
numbers  on  the  questionnaire.   Although  the  survey  was  conducted  in  the  Fall  of 
1981,  106  of  the  cases  in  the  sample  (26  percent)  were  still  pending.   The 
questionnaire  was  designed  to  ask  about  completed  investigations,  but  it  is 
uncertain  how  the  responses  of  agents  working  on  pending  cases  affected  the 
survey  results.  20/ 

The  agent  in  charge  of  the  investigation  was  selected  to  complete  the 
questionnaire.   Dr.  McQueeney  of  DEA,  however,  indicated  that  during  the  course 
of  an  investigation,  responsibility  for  the  case  is  often  transferred  from  one 
agent  to  another.  21/  For  the  purpose  of  the  study,  the  agent  responsible  for 
the  case  at  its  conclusion  was  chosen  for  the  survey.   The  DEA,  therefore,  did 
not  attempt  to  verify  whether  the  agent  answering  the  questionnaire  had  been 
working  on  the  case  at  the  time  that  problems  obtaining  information  occurred. 
Some  critics  might  also  suggest  that  the  DEA  should  have  surveyed  the  agents 
conducting  the  background  investigations  who  would  have  been  more  likely  to 
encounter  problems  first-hand  in  obtaining  information  and  cooperation,  rather 
than  sending  the  questionnaires  to  the  agents  in  charge  of  the  investigation. 

Conducting  the  survey  in  two  phases  may  have  affected  the  results  of  the 
questionnaire  used  in  Phase  II.   In  Phase  I,  field  offices  were  asked  to 
furnish  DEA  with  descriptions  of  cases  in  which  FOIA  interferred  with  their 


20/  For  instance,  Question  13  asks  the  agents  to  assess  the  effect 
of  FOIA-related  problems  on  the  outcome  of  the  investigation.   Even  though 

106  cases  were  still  pending,  only  29  agents  did  not  offer  an  answer. 

21/  Dr.  Tom  McQueeney,  DEA,  December  5,  1983. 
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investigation.  Although  we  do  not  know  if  the  agents  who  were  selected  to 
complete  the  questionnaire  in  Phase  II  were  involved  in  preparing  the  case 
description,  Phase  I  may  have  sensitized  DEA  agents  to  the  problems  with  FOIA. 

Other  potential  problems  with  the  administration  of  a  survey  do  not  appear 
to  be  a  factor  in  the  DEA  study.   For  instance,  results  from  a  survey  can  be 
biased  if  the  persons  who  refuse  to  complete  the  questionnaire  differ 
systematically  from  those  who  provide  answers.   In  the  DEA's  study,  however,  of 
the  399  questionnaires  sent  to  agents,  all  but  7  were  returned  (a  98  percent 
response  rate).   Non-response  to  particular  items  varied  from  2  to  7  percent, 
except  for  two  questions.   With  such  high  response  rates,  it  is  unlikely  that 
the  seven  agents  who  failed  to  complete  their  questionnaires  differed  enough 
from  the  other  392  to  affect  the  results. 

Questionnaire  Design 

Although  sampling  errors  can  be  quantified  (and  are  often  reported),  this 
does  not  imply  that  they  are  the  only,  or  most  important,  source  of  error  in 
survey  data.   Instead,  sampling  errors  may  be  smaller  than  the  changes  in 
responses  that  would  occur  if  the  wording  or  the  order  of  the  questions  were, 
altered.   Even  though  the  magnitude  of  these  problems  cannot  be  established 
without  a  replication  of  the  survey,  evidence  from  experimental  studies 
suggests  the  potential  impact.   This  section  will  examine  five  aspects  of  the 
questionnaire  design  that  might  have  affected  the  results  of  the  DEA's  survey. 
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Wording  of  the  Introduction 

The  introduction  to  the  questionnaire  suggests  the  results  DEA  desires 
and  expects,  thereby  possibly  biasing  resondents  towards  a  more  critical 
evaluation  of  the  impact  of  FOIA.   First,  the  respondents  were  informed  that 
Phase  I  of  the  study  showed  that  FOIA  was  creating  significant  problems  for 

D£A: 

Since  the  responses  [to  Phase  I]  received  from  the  field  offices 
clearly  indicated  that  problems  related  to  the  free  exchange  of 
information  are  present  in  a  significant  number  of  instances,  a 
second  phase  of  the  analysis  is  now  being  undertaken  which  will 
attempt  to  measure  the  extent  to  which  these  problems  are 
occurring.   22/ 

Second,  the  instructions  indicated  that  answers  critical  of  FOIA  were  needed 

for  the  agency  to  be  able  to  lobby  for  changes  in  the  law: 

Your  responses  to  the  questions  contained  in  this  questionnaire  are 
of  vital  importance  in  our  effort  to  secure  amendments  to  the  Freedom 
of  Information  Act.   23/ 

Since  the  surveys  were  not  answered  anonymously,  the  agents  could  have 

felt  prodded  to  provide  the  answers  that  they  believed  DEA  desired.   Evidence 

from  experiments  with  surveys  indicate  that  some  respondents  tend  to  provide 

answers  which  conform  to  accepted  norms,  either  of  society  or  the  persons 

conducting  the  interview.  Two  types  of  studies  have  shown  that  respondents 

tend  to  answer  in  a  "socially-desirable"  manner.   First,  questions  about 

behavior  (political,  sexual,  criminal)  indicate  that  persons  underreport 


22/  The  complete  questionnaire  is  contained  in  the  appendix  to  the  DEA 
repoTT.   DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  36. 

23/  DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  36. 
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behavior  that  does  not  conform  with  societal  standards  and  overreport 
activities  that  are  expected.  24/  The  misreporting  can  range  from  five  to 
forty  percent. 

Studies  which  compare  the  results  of  face-to-face  interviews  with  self- 
administered  questionnaires  also  indicate  a  tendency  among  some  respondents 
to  give  the  answers  that  they  believe  are  preferred.   In  the  face-to-face 
interviews,  where  there  is  less  anonymity,  persons  are  more  likely  to  choose 
the  perceived  socially-desirable  response.   For  instance,  in  one  study  a  face- 
to-face  interview  at  a  company  found  that  73  percent  of  the  workers  said  that 
the  company  was  well  run  and  64  percent  stated  that  it  was  a  good  place  to 
work.   However,  when  workers  were  asked  the  same  questions  but  on  a  self- 
administered  form,  with  their  identity  protected,  only  40  percent  answered 
that  the  company  was  well  run  and  43  percent  said  that  it  was  a  good  place 
to  work.  25/ 

Because  respondents  had  to  identify  themselves  on  the  form,  in  terms 
of  incentives  to  provide  socially-desirable  responses,  the  self-administered 
questionnaire  used  by  DEA  probably  closely  resembled  a  face-to-face  interview. 
The  wording  of  the  introduction,  and  the  tone  of  some  of  the  questions,  may 
have  convinced  the  agents  that  DEA  wanted  answers  that  supported  their  attempt 
to  "secure  amendments  to  the  Freedom  of  Information  Act." 

The  effect  of  the  bias  towards  socially-desirable  responses  tends  to 
be  greater  on  attitude  rather  than  behavior  questions.  26/  Thus,  the 


24/  For  instance,  voting  in  the  1982  elections  was  overreported  by 
respondents  to  the  Census  Bureau's  Current  Population  Survey  by  19  percent, 
For  other  examples,  see:   Sudman  and  Bradburn,  Response  Effects,  p.  36-50; 
and,  Bradburn  and  Sudman,  Improving  Interview  Method. 

25/   Sudman  and  Bradburn,  Response  Effects,  p.  43-44. 

26/  Sudman  and  Bradburn,  Response  Effects,  p.  9-11,  59. 
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results  of  Part  B  of  the  questionnaire,  where  agents  were  asked  about  their 
opinions  about  the  overall  impact  of  FOIA  on  investigations,  may  be  more 
susceptible  to  this  problem  than  the  questions  in  Part  A  that  asked  about 
problems  with  a  specific  case. 

Question  Order 

Because  the  general  questions  about  the  impact  of  FOIA  (Part  B)  follow 
the  series  of  questions  about  the  possible  problems  FOIA  caused  in  a  specific 
case,  the  question  order  may  have  an  influence  on  the  results.   Most  public 
opinion  pollsters  first  ask  general  evaluation  questions  (presidential 
approval,  vote  preference)  before  asking  questions  about  specific  issues  and 
policies.   This  prevents  the  answers  to  the  general  items  from  being  influenced 
by  the  choice  of  topics  covered  in  the  other  questions  or  the  wording  of  the 
items. 

The  order  of  items  could  have  had  several  effects  on  the  results.   For 
instance,  respondents  could  have  felt  that  their  answers  to  Part  B  should  have 
been  consistent  with  the  views  they  expressed  in  Part  A.   Or,  the  series  of 
questions  about  the  specific  case  in  Part  A  may  have  made  that  particular  case 
so  salient  in  the  respondent's  memory  that  the  answers  to  Part  B  were  heavily 
based  on  that  one  case,  instead  of  all  cases  the  agent  handled.  A  third 
possibility  is  that  the  series  of  questions  about  all  the  possible  negative 
effects  of  FOIA  in  Part  A  resulted  in  a  more  critical  overall  evaluation  of 
FOIA  than  would  have  occurred  if  the  question  order  were  switched. 

The  results  of  experiments  suggest  that  even  slight  changes  in  question 
order  can  sometimes  alter  responses  by  as  much  as  ten  to  twenty  percent.  27/ 


27/   Schuman  and  Presser,  Questions  and  Answers,  Chapter  2. 
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The  effects  of  question  order,  however,  are  more  difficult  to  determine  in 
written  questionnaires  because  the  respondent  may  answer  the  questions  in  any 
order.   Without  a  replication  of  the  DEA  study  with  Part  B  preceeding  Part  A, 
it  is  not  possible  to  measure  accurately  the  effect  of  the  question  order  on 
the  results. 

Lack  of  Alternative  Responses 

The  failure  to  provide  alternative  sources  of  interference  besides  FOIA 
might  bias  the  results  towards  attributing  the  difficulties  to  FOIA.   In  Part 
A,  after  asking  whether  there  were  problems  with  the  case  in  recruiting 
confidential  sources,  obtaining  informants  or  gaining  the  cooperation  of  local 
law  enforcement  agencies,  respondents  were  asked  if  the  problems  could  be 
attributed  to  FOIA.   Apart  from  indicating  that  FOIA  was  responsible,  agents 
could  only  choose  to  answer  that  FOIA  was  not  the  cause  or  that  they  were 
unable  to  determine  the  source  of  the  problem. 

A  distinction  might  have  been  made  between  the  problems  arising  from  FOIA 

and  those  resulting  from  the  Privacy  Act,  State  laws  and  the  public's  lack  of 

confidence  in  law  enforcement  agencies.   In  the  Introduction  of  the  report,  DEA 

states  that  the  majority  of  requests  are  not  based  on  FOIA,  but  the  Privacy  Act: 

For  the  purpose  of  this  study,  no  distinction  was  made  between  FOIA 
disclosure  and  other  disclosures  made  under  the  Privacy  Act 
(5  use  552a).   Although  the  majority  of  DEA  requests  for  access  are 
from  individuals  in  the  criminal  element  seeking  information 
concerning  themselves  and  are  technically  Privacy  Act  requests, 
Department  of  Justice  regulations  (28  CFR  16.57)  require  that  Privacy 
Act  requests  be  processed  pursuant  to  provisions  of  the  FOIA.   The 
distinction  between  the  two  laws  is  insignificant  in  terms  of  the 
problems  discussed  in  the  study.  28/ 


28/   DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  5. 
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A  report  by  the  General  Accounting  Office  concluded  that  law  enforcement 

officials  had  difficulty  in  assessing  the  causes  of  denials  of  cooperation 

from  potential  informants  and  other  law  enforcement  agencies: 

It  was  difficult  for  them  [the  law  enforcement  agencies,  including 
DEA]  to  distinguish  between  the  impact  resulting  specifically  from 
FOI/PA  provisions  and  the  impact  resulting  from  other  laws  or 
regulations,  misinterpretations  of  laws  and  regulations,  or  from 
a  general  distrust  of  law  enforcement  agencies.  29/ 

In  the  case  of  the  FBI,  the  GAO  report  concluded: 

The  FBI  had  difficulty  determining  whether  the  impact  on  its 
operations  resulted  solely  from  FOI/PA.   Other  laws  or  regulations, 
administrative  policies,  and  a  general  distrust  of  law  enforcement 
agencies  may  have  had  as  much  or  more  to  do  with  the  FBI's 
difficulties  as  the  FOI/PA.   Therefore,  it  was  not  possible  to 
accurately  document  the  total  impact  these  two  laws  had  on  the 
investigative  operations  of  the  FBI.  30/ 

By  only  offering  FOIA  as  the  source  of  problems,  the  DEA  may  have  missed  the 

multiple  explanations  of  problems  that  the  GAO  investigation  reported. 

Presenting  only  one  alternative  may  increase  the  salience  of  the  offered 

response,  while  not  aiding  the  respondent  in  recalling  other  possible  answers. 

In  addition,  by  suggesting  only  one  alternative,  the  respondents  may  conclude 

that  it  is  the  preferred  answer.   In  both  cases,  the  effect  is  to  increase  the 

number  of  respondents  who  select  the  answer  that  is  provided.   Consequently, 

experiments  find  that  sometimes  the  addition  of  alternative  responses,  or 

counterarguments,  will  decrease  the  percentage  of  [lersons  who  agreed  with  the 

statement  in  the  original  question.  31/ 


29/  U.S.   General  Accounting  Office.   Impact  of  the  Freedom  of  Information 
and  Privacy  Acts  on  Law  Enforcement  Agencies.   GGD-78-108.   Washington,  D.C. 
November  15,  1978.   Appendix  I,  p.  3. 

30/  GAO.   Impact  of  the  Freedom  of  Information  and  Privacy  Acts, 
Appendix  I,  p.  lA. 

31/   Bishop,  Oldendick  and  Tuchfarber,  Effects  of  Presenting  One  Versus 
Two  Sides;  and,  Schuman  and  Presser,  Questions  and  Answers,  Chapter  7.   Schuman 
and  Presser  find  that  substantive  counterarguments  can  add  4  to  13  percentage 
points  to  that  response. 
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The  structure  of  the  question  may  also  create  difficulties.   First,  agents 
are  asked  whether  during  the  case  there  were  any  difficulties  in  obtaining 
information  or  cooperation.   Then,  the  agents  are  asked  if  the  problem  could 
be  "attributed"  to  FOIA.   However,  it  is  possible  that  during  the  case, 
especially  the  high-level  investigations,  that  several  problems  in  acquiring 
information  and  cooperation  occurred.   Even  if  the  various  problems  had 
different  sources,  the  agents  are  forced  to  choose  one  explanation. 

Although  the  consequences  of  this  problem  are  difficult  to  judge,  it  could 
partially  explain  why  there  are  more  high-level  investigations  with  problems 
that  were  attributed  to  FOIA.   Since  the  high-level  cases  are  larger  in  scope 
and  difficulty,  there  are  more  problems  in  securing  information  and  cooperation. 
With  the  larger  number  of  problems,  one  might  expect  that  it  would  be  more 
likely  that  one  or  several  of  the  difficulties  could  be  attributed  to  FOIA. 
Because  the  agents  were  forced  to  select  one  cause  for  the  problems,  and  FOIA 
was  the  only  offered  explanation,  in  cases  with  several  problems,  but  at  least 
one  related  to  FOIA,  they  may  have  answered  that  the  problem  was  attributable 
to  FOIA. 

Question  Wording 

Asking  if  the  difficulties  were  "attributed  to  FOIA"  may  create  more 
affirmative  answers  than  other  phrases  such  as  "caused  by",  "responsible  for" 
or  "resulted  from."   Slight  changes  in  wording  can  result  in  large  differences 
in  responses.   For  instance,  in  one  experiment,  twenty  percent  more  persons 
favored  "not  allowing"  speeches  against  democracy  than  supported  "forbidding" 
such  speeches.  32/   "Attributed"  is  a  very  weak  word,  especially  since  it  does 


32/  Schuman  and  Presser,  Questions  and  Answers,  Chapter  11, 
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not  even  require  a  conclusion  of  causation.   An  agent  could  answer  correctly 
that  a  problem  was  "attributed"  to  FOIA  just  because  persons  involved  in  the 
case  blamed  FOIA  for  the  difficulty.   Again,  without  a  replication  of  the 
survey  with  different  wording,  it  is  impossible  to  evaluate  the  effect  of  the 
choice  of  the  word  "attributed"  on  the  results. 

Lack  of  a  Middle  Alternative 

The  lack  of  a  middle  position  in  the  question  about  the  overall  impact  of 
FOIA-related  problems  on  the  investigation  may  skew  the  results.   In  question 
13,  the  respondent  is  asked  if  the  problems  attributed  to  FOIA  caused  the 
investigation  to  be  "aborted",  "significantly  compromised",  "scope  of 
investigation  reduced",  "significant  amount  of  additional  work  required"  or 
"no  noted  effect."  33/   The  agent  is  not  provided  with  the  option  to  respond 
Chat  the  problem  created  "a  small  amount  of  additional  work"  or  some  similar 
answer.   Instead,  the  agent  is  forced  to  classify  "a  little  more  work"  as  either 
"significant  amount"  or  "no  noted  effect." 

Experimental  studies  indicate  that  the  failure  to  provide  a  middle 
alternative  usually  results  in  responses  being  skewed  towards  the  extremes.   In 
some  cases,  the  inclusion  of  a  middle  position  attracts  ten  to  twenty  percent 
of  the  respondents.  34/ 


33/   The  structure  of  the  questionnaire  and  the  tone  of  the  wording 
indicates  that  DBA  believes  FOIA  is  responsible  for  difficulties  in  obtaining 
information  and  cooperation  and  that  these  problems  are  significant.   A 
standard  format  for  Question  13  would  be  to  include  a  filter  that  excluded  the 
cases  without  FOIA-related  problems.   Instead,  the  structure  of  the 
questionnaire  assumes  all  of  the  cases  experienced  difficulties  that  were 
attributed  to  FOIA.   Also,  the  wording  of  the  alternative  as  "no  noted  effect", 
instead  of  "no  effect",  implies  that  in  all  cases  FOIA  interferes,  but  in  some 
iastances  it  is  difficult  to  establish  its  cupabilicy. 

34/   Schuman  and  Presser,  Questions  and  Answers,  Chapter  6. 
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Presentation  and  Analysis  of  the  Results 


The  accuracy  of  a  survey  depends  not  only  on  the  quality  of  the 
methodology — the  selection  of  a  random  sample,  high  response  rate,  questions 
not  biased  by  wording  or  order — but  also  on  the  quality  of  the  presentation 
and  interpretation  of  the  results.   Earlier  in  the  memorandum,  the  problems 
that  can  result  from  failing  to  report  sampling  errors  were  discussed.   There 
are  several  other  procedures  used  in  the  DEA  report  that  may  lead  Co 
misinterpretations  of  the  survey's  results: 

Use  of  Percentages 

The  use  of  percentages  based  on  a  subsample,  rather  than  the  entire 

population,  tends  to  overstate  the  results.   In  several  places  in  the  report, 

especially  Figures  1,  2,  3  and  4,  the  percentages  reported  are  based  on  a 

subsample  of  the  entire  cases,  but  might  be  confused  for  the  percentage  of 

all  cases.   For  instance,  the  report  states: 

As  is  reflected  in  Table  3,  in  over  half  of  Che  cases  reporting  an 
FOIA-related  impediment,  the  investigation  was  aborted,  significantly 
compromised  or  reduced  in  scope.   35/ 

If  the  percentages  were  based  on  all  the  cases,  the  finding  would  be  that  in 

seven  percent  of  the  cases  the  investigation  was  aborted,  significantly 

compromised  or  reduced  in  scope  because  of  difficulties  attributed  to  FOIA. 

Similarly,  in  summarizing  the  results  shown  in  Figure  1,  the  DEA  report 

states: 

Twenty-one  percent  of  the  DEA  agents  responding  to  the  survey 
attributed  difficulties  in  acquiring  information  from  witnesses  or 
defendants  in  high-level  investigations  to  the  FOIA.  36/ 


35/  DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  10. 
36/  DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  15. 
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This  twenty-one  percent  figure  is  actually  nine  cases,  or  thirteen  percent  of 
all  high-level  cases,  or  three  percent  of  all  high  and  low-level  investigations, 
or  two  percent  of  all  cases  surveyed.   By  basing  the  percentages  on  small 
subsamples,  rather  than  the  entire  population  of  cases,  the  figures  tend  to  be 
overstated. 

Interpretation  of  Scale  Used  in  Part  B 

In  analyzing  the  responses  to  Part  B  of  the  survey,  the  DEA  adds  meaning 
to  the  scale  that  was  not  included  in  the  original  questionnaire.   For  the 
questions  on  the  overall  impact  of  FOIA  on  DEA's  operations,  respondents  are 
asked  to  rate  the  effect  on  a  one  to  five  scale.   One  is  termed  "no  noted 
effect"  and  five  means  "greatly  inhibited."  37/   In  the  interpretation  of  these 
results,  DEA  groups  two  and  three  together  and  assigns  those  responses  as  "some 
adverse  effect"  and  combines  four  and  five  together  and  terms  them  "substantial 
adverse  effect."  38/   Since  these  terms  were  not  used  in  the  original 
questionnaire,  DEA  has  no  basis  for  assuming  that  those  are  the  meanings  that 
the  agents  assigned  to  the  numbers.   By  combining  four  and  five  together 
("substantial  adverse  effect")  and  comparing  it  with  one  ("no  effect"),  many 
more  respondents  appear  to  indicate  that  FOIA  has  had  deleterious  effects. 
However,  in  three  of  the  four  questions,  a  larger  percentage  of  respondents 
choose  "no  noted  effect"  than  selected  "greatly  inhibited." 


37/   The  wording  of  these  choices  may  also  have  an  effect  on  the  results. 
Once  again,  DEA  does  not  use  the  term  "no  effect",  instead  they  employ  the  term 
"no  noted  effect"  which  connotates  that  even  if  the  agent  did  not  recognize 
FOIA's  interference,  it  still  might  have  occurred.   The  word  "inhibited"  has  the 
same  problems  as  the  term  "attributed."   It  is  a  very  weak  word,  as  opposed  to 
"damaged",  "inter ferred" ,  "adversely  affected",  and  may  attract  more  responses 
than  a  harsher  term.   Without  a  replication  of  the  study  with  a  different  term, 
it  is  impossible  to  determine  how  much  the  wording  affected  the  results. 

38/   DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  6. 
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Distinction  Between  High  and  Low-Level  Investigations 

The  distinction  between  the  effects  of  FOIA  on  high  and  low-level 

investigations  may  be  overstated.   In  the  introduction  to  the  report,  DEA 

stated  : 

The  analysis  revealed  a  dramatic  difference  in  the  FOIA-related  impact 
between  DEA's  high-level  and  low-level  investigations.   In  every 
instance,  the  problems  directly  attributed  to  the  FOIA  significantly 
increased  with  the  sensitivity  of  the  investigation.  39/ 

In  two  places  earlier  in  the  memorandum,  we  discussed  problems  with  this 

conclusion.   First,  because  of  the  number  of  cases  is  small,  some  of  the 

"dramatic"  differences  are  less  than  those  which  could  have  been  caused  by 

sampling  error.   Second,  because  high-level  cases  tend  to  involve  more 

investigative  work,  agents  are  more  likely  to  encounter  problems.   With  the 

questions  permitting  agents  to  identify  only  one  source  for  their  difficulties, 

agents  may  cite  FOIA  even  if  it  was  only  related  to  one  of  the  problems  they 

faced. 

Although  the  DEA  report  compares  high-level  and  low-level  investigations 

based  on  the  percentage  of  such  cases  with  FOIA-related  problems,  there  are 

several  other  ways  of  interpreting  the  survey  results.   For  instance,  of  the 

fifteen  cases  in  which  there  were  difficulties  in  obtaining  cooperation  from 

other  law  enforcement  agencies,  and  the  problems  were  attributed  to  FOIA,  only 

three  were  in  high-level  cases.  40/  Similarly,  of  the  nineteen  cases  in  which 

there  were  difficulties  in  acquiring  evidence  from  witnesses  or  defendants,  and 

the  problems  were  attributed  to  FOIA,  nine  were  high-level  investigations  and 

nine  were  low-level  investigations.   Thus,  even  though  high-level  investigations 


39/  DEA,  The  Effect  of  the  Freedom  of  Information  Act,  p.  iv. 

40/  Calculations  are  based  on  the  results  of  the  survey  contained  in  the 
Appendix  of  the  DEA  report. 
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may  be  more  likely  to  encounter  problems  with  FOIA  (perhaps  because  of  their 
larger  scope),  a  large  percentage  of  the  problems  with  FOIA  occur  in  low-level 
investigations. 

The  DEA  report  compares  the  incidence  of  FOIA-related  problems  in  high- 
level  and  low-level  investigations,  but  does  not  contrast  the  effects  of  the 
problems  on  the  outcome  of  the  cases.   From  a  policy  perspective,  it  may  be 
more  important  to  know  in  which  types  of  investigations  problems  caused  by  FOIA 
result  in  the  cases  being  dropped  or  reduced  in  scope,  rather  than  which  type 
of  cases  have  the  highest  number  of  problems. 

Of  the  cases  in  which  FOIA-related  problems  caused  the  investigation  to 
be  aborted,  significantly  compromised  or  reduced  in  scope,  eighteen  were  low- 
level  investigations  and  eight  were  high-level.  41/  Thus,  although  a  higher 
percentage  of  high-level  investigations  encountered  problems  with  FOIA,  most 
of  the  problems  that  significantly  affected  the  outcome  of  cases  occurred  in 
low-level  investigations. 

Conclusions  Not  Supported  by  the  Survey  Results 

In  a  number  of  places,  the  DEA  report  mixes  findings  based  on  the  survey 

results  with  conclusions  that  do  not  derive  from  the  survey.   Without  referring 

to  the  survey  results  in  the  Appendix,  a  reader  could  mistakenly  assume  that 

these  statements  are  also  supported  by  results  from  the  questionnaire.   Four 

examples  from  the  report  provide  an  indication  of  this  problem: 

On  the  basis  of  the  information  gathered  from  DEA  agents,  it  is 
clear  that  individuals  and  organizations  familiar  with  the  disclosure 
requirements  of  FOIA  are  no  longer  coming  forward,  even  to  inform 
DEA  agents  of  their  refusal  to  cooperate,  (p.  7) 


41/  All  three  investigations  that  were  aborted  were  low-level  cases. 
Of  the  two  cases  that  were  significantly  compromised,  one  was  low-level  and 
the  other  was  not  classified. 
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DEA  Agents  report  that  many  more  of  those  refusing  to  cooperate,  but 
offering  no  explanation,  may  in  fact  be  initimidated  by  the  FOIA. 
(p.  U) 

It  is  noted  that  many  Agents  suggested  that  a  large  portion  of  the 
problems  in  which  the  cause  was  not  specifically  identified  may 
actually  be  attributed  to  the  FOIA.   (p.  25) 

DEA  Agents  share  a  clear  perception  that  investigative  techniques 
and  procedures  are  much  more  widely  known  by  the  criminal  element 
than  they  were  prior  to  the  enactment  of  the  FOIA  amendments  in  1974. 
(p.  19) 

In  each  of  these  cases,  the  DEA  report  did  not  present  any  results  from  the 

survey  to  support  their  conclusions.   In  the  first  three  examples,  there  would 

be  no  basis  for  drawing  conclusions  from  the  survey  about  the  unspecified 

motivations  of  informants,  especially  about  those  who  never  come  forward. 

Perhaps  a  survey  of  actual  and  potential  informants  could  address  these 

questions,  but  not  a  questionnaire  of  field  agents. 

In  the  fourth  example,  agents  were  not  asked  to  compare  the  criminal 

element's  current  knowledge  of  investigative  techniques  with  their  knowledge 

before  1974,  nor  were  they  asked  to  explain  any  changes.   If  this  conclusion  is 

based  on  some  comments  offered  by  respondents,  readers  may  confuse  the  language 

"share  a  clear  perception"  with  findings  based  on  the  attitudes  expressed  by 

all  399  agents.   Also,  there  is  no  indication  of  how  many  of  the  respondents 

were  field  agents  before  the  passage  of  the  FOIA  amendments  in  1974  and 

therefore  able  to  make  valid  comparisons. 

Use  of  Examples 

The  DEA  intersperses  within  the  report  of  the  survey  findings  "items" 
(short  case  histories  of  FOIA-interference)  that  are  not  representative  of  the 
results  of  the  questionnaire.  The  text  of  the  report  contains  thirteen  items 
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which  detailed  examples  of  FOIA  hampering  the  investigative  work  of  the  DEA. 
However,  there  are  no  cases  cited  in  which  FOIA  did  not  cause  a  problem,  where 
the  difficulty  attributed  to  FOIA  had  minimal  consequences  or  where  the  problems 
were  blamed  on  other  laws  or  attitudes.   The  DEA  report  shows  that  52  of  the  370 
investigations  (14  percent)  included  in  the  sample  were  significantly  affected 
by  FOIA.   By  citing  thirteen  cases,  all  of  which  were  significantly  affected 
by  FOIA,  the  report  may  distort  the  overall  impact  of  FOIA. 

SUMMARY 

The  preceeding  discussion  has  highlighted  some  potential  problems  with  the 
methods  employed  in  the  DEA's  study  and  in  their  interpretation  of  the  results. 
Without  replicating  the  survey  with  different  questions  or  question  order,  it 
is  impossible  to  evaluate  precisely  the  impact  of  the  DEA's  choice  of  methods 
on  the  responses  they  received.   However,  we  cited  the  results  of  experimental 
survey  studies  to  provide  an  indication  of  the  sensitivity  of  survey  results  to 
the  wording  and  order  of  questions. 

The  problems  caused  by  not  providing  sampling  errors  can  be  corrected  by 
calculating  them  when  examining  the  reported  results.   The  effects  of  selecting 
a  sample  of  cases,  rather  than  agents,  on  the  results  of  Part  B  of  the 
questionnaire,  however,  cannot  be  measured  without  some  knowledge  of  the 
relationship  between  caseloads  and  attitudes  towards  FOIA.   Without  such 
information,  combined  with  knowledge  of  the  similarities  and  differences 
between  the  attitudes  of  the  agents  in  charge  of  investigations  and  the  less 
senior  agents,  it  is  impossible  to  conclude  how  closely  the  attitudes  of  the 
agents  surveyed  match  those  of  all  DEA  agents. 
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Attached  is  a  copy  of  the  questionnaire  that  was  used  in  Phase  II  of  the 
DEA ' s  survey. 

I  trust  that  this  memorandum  meets  your  needs.   If  I  can  be  of  any 
further  assistance,  please  contact  me  at  287-1424. 

Enclosure 


KB;dal 
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PKEEIJIM  OP    I.SPOKMATTIJN    *CT    SURVEY 
FIL«  No: Typ«  C**a:  a«apond«nt'$   Htmm: 


In  Juiv   at    tnis   vear,    Con«r<?ss   be«an   a   series   ot   n«artn\js   *nicn   tet   anttct,- 
pac*d    CO    cnopougniy   examine   tne   Lmpace  of    tne   Prar»aora  o(    Information   Acr 
(FOtA)    on    tne   daminiatratioo    and    operation    b(    tae    reaoral  Oovernroont.    Cn 
preparatLoo    for   tneae   Searings,    tne   Qep»rtaent   at   Jostice   (laa    requested   OEA 
to  aaaaas    t&e    ijnpact,    \.i    any.,   lamt    tne    FOXA    nas    nAU   on   OEA   operations. 
As   a    first  step    La    the  aaaXrsLs,    OEA    field  offices   were   asKed    laac  inontn    to 
idenclly    cases   «aicn   docufflented   difficulties    encountered    in   various    invescL* 
gaclons   as   a   result  of    tae   FUCA.      Where  FUIA-related   difficulties    were    Iden- 
cl2led,    offices   «ere    requested    to    indicate    tne    iiitpacc  aa    tne  outcome   of    tne 
Laves-eigatlon.      Since   the   responses   received    from   tne    field  offices   clearlr 
indicated    taac   problems    related    to    tae    fre*  exchange   of    information    are    pre- 
sent  In   a  significant   aumber  of    lasta.aces,    a  second   phase  of    the   analysis    is 
now  being   undertaken   «nica  will   attempt    to  measure    tae  extent    to   «hlcn    taese 
problems   are   occurring. 

TTte    file    aiifflber   at    the    top   of    this    page   «as    among   approximately   400   cases 
randomly    selected    from   a   list   of   all   OEA    file   numbers    initiated   durint(    IStJC. 
Part   A   of    tais    questionnaire    pertains    to    the    specific    iavestii{at  ion    tnat    is 
noted   above,    wnile    Part   3    seeks   general    responses.      Comroencs,    in    eacn 
Instance,    are  optional. 

X    am   aslclng   eacn   3AXC   to   distribute    each   questionnaire    to    tae    appropriate 
ease  agent/ Investigator  or   supervisor  wno   snould   complete    the   questionnaire 
and    forvard    Ic    to   OEA   Headquarters,    Management   Analysis   Oivision,    Room   '^02, 
by   September   11,    1^81.      I    recognize    that    tnis    represents   additional    casKlng 
for   ta*    field;    aowever,    your  responses    to    the   questions    contained    in    this 
questionnaire   are   of   ^ital    loportancs    in   our  effort    to   secure   amendments    to 
tae    Freedom   of    Informal  ton   Act.      Should    you  nave   any   questions,    ao    not 
aealtate    to    telepnone   dieaard   Smita  or  Jeff   Kurtz   at   FTS   b33-lUS4.      Thank   you 
for  your-  cooperation. 


Marion    4.    Hamorick,    Assistant 
Adniaiatrator    for  Operations 


.  .-^.^./r 


PftRT   A :      The    following   questions    refer    Co    the    investigation    indicated    above. 
Please   cbeck   the  appropriate   answer. 

1.  3t*tua   of    Investigation;    DActive  2)0ff Iclally  Closed  3)Pendlng 

2.  Did    tais    Investigation    Involve    the    recruitment   or   use   of    confidential 
sources    or   witnesses   or   contact   wica    a  .'Itace   or   local    law   enforeemenc 
a«eae7? 

DTes  3)No  

3.  lo  tais  lavestlgaclon,  was  taer*  difficulty  In  acquiring  Information  from 
vlta«ss««  or  defendants? 

I)  Tm 2)   Mo 

4.  It  J99,   wa4  eni&  difficulty  attributed  eo  e&«  Freedom  of  Information  Act? 

I)  T«a       2)  No       3)  Onaole  to  Oecermlae 

Comments: 

i.    In    this    investigation,    was    there  difflciiltv    In   acquiring    information    frtjm 
tae  private  sector   (e.g.,    pnarmaceucical    firms,    hotels.    Western   Union,    >?cc.) 

I)   Yes 2)   No 

9.    If  yes,  was  this  difficulty  attributed  to  the  Freedom  of  Information  Act? 

1)  Yes        2)  Wo        Z)    Onaole  to  Determine 

Co omen ts: 
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7.  In    tills    Invescl^at  Ion ,    were  Scac»   or    local    law   i>nforceinenc    oCCicials 
rsluctanc  or   unwilling    co   snar?    Informacion   wicn   DtA?         , 

I)    Yes  2)    No  

8.  If    ves ,    was    itiis    rvluccanee   or   unwl,lllngnt>ss   actribucea    co    cne    Freedom   of 
la  forma c ton   Act? 

I)    Yes  2)    No  3)    IJnaOle    to   OeterniLne 

Conunents: 


9.      12    Informants   were   utilized    In    this    Investigation,    were    ttiey    reluctant    or 
unvllllng   to   fully  cooperate  witn  OCA? 

1)    Yes 2)    Mo 


10.  If    yes,    was    tbls    reluctance   or   uawllllngness   attributed    to    tne    Preedom   of 
Informatioo   Act? 

I)    Yes  2)    No  3)    Unable    to  Determine 

Coaunents: 

11.  In    tbls    Investigation,    did    It    appear    Chat   DEA    Investigative    techniques 
aad  operations   were   Icnown    co    the  defendants? 


1)    Yes 2)    No 


12.  If    yes,    do   vou   tblaic    they   were    revealed    through    the    Freedom   of    Infor- 
macloa   Act? 

1)    Yes 2)   Mo  3)    Unable    to   Determine 

Comraeats: 

13.  Vbat   effect   did   FOIA-related    problems    have   on    the   outcome  of    this 

Investigation?      I)  lavestlgatioa      Aborted   a)  Investigation    Significantly 

Coraproraised  3  )Scope    of    Investigation    Reduced   _____  4  )Slgni.f  lean  t    Amount 

or  Additional   wortt  Required     ^_^  5)No  Noted   Effect 

PART   3:      Below   are    some   questions    wnich   will   allow   you    to    express    vour 
opinion   of    the    Freedom  of    Information   Act   and    its   general    impact    on    DEA 
operations.      Each   question   will    be    followed    by   a   positive   and    a    negative 
answer   and    S    possible    responses    la   between.      Assuming    tnat    numoer   5 
represents    the    highest    possible    value   and    number    I    the    lowest,    please    circle 
tbe   appropriate   number   for  each  question. 

14.  To   what   extent   has    the    Freedom   of    Information    Act    InhlbiCed   State    and 
local   lav  eoforcemeat  officials   from  sharing    iafomatloo  with  DEA? 

Greatly   Inhibited  -S  4  3  2  1-No   noted   effect 

15.  To  what  extent  has   the  Freedom  of    Information   Act    inhibited  witnesses, 
defendants   or   informants    fron  cooperating  with  DEA? 

Greatly   Inblblted  -S  4  "3  3  1-Mo  noted   effect 

16.  To.  wbat  extant   has    tn«   Freedom  of   Information   Act    ianibited   DEA 
operations? 

Greatly   inhibited  -  i  4  3  2  l>Mo   noted   effect 

17.  To   what   extent   has    cne    Freedom   of    Information    Act    lnniblce<i    the    private 
sector   from   providing    information    to  DEA? 

Greatly    Inhibited   -3  4  3  2  1-Vo    noted    effect 

18.  General  Comments: 
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Senator  Hatch.  Our  next  witness  will  be  Charlie  Rowe,  who  is 
editor  of  the  Fredericksburg  Free  Lance-Star.  The  subcommittee  is 
pleased  to  welcome  you,  Mr.  Rowe.  Like  Mr.  Rose  from  the  Justice 
Department,  Mr.  Rowe  has  also  been  a  witness  in  some  of  our  ear- 
lier hearings  and  has  contributed  greatly  to  the  progress  we  have 
made  on  this  issue. 

Mr.  Rowe  is  the  editor  of  the  Fredericksburg  Free  Lance-Star.  He 
is  before  the  subcommittee  today  as  a  representative  of  the  Ameri- 
can Society  of  Newspaper  Editors  and  the  National  Newspaper  As- 
sociation. These  associations  represent  a  sizable  portion  of  the  daily 
and  weekly  newspapers  in  the  United  States. 

So,  we  look  forward  to  hearing  your  testimony  on  S.  774,  a  bill 
that  I  think  you  have  had  a  profound  imprint  on  and  have  helped 
to  develop. 

I  hate  to  say  this,  but  I  have  got  to  Chair  another  hearing  at 
10:30.  So,  if  we  could  limit  our  statements  to  5  minutes,  I  would 
really  appreciate  it  because  I  do  have  some  questions  and  I  know 
Senator  Leahy  does.  But  I  am  pressured  for  time,  and  we  will  take, 
of  course,  the  full  statements  and  any  other  materials  you  would 
like  to  put  in  the  record. 

STATEMENT  OF  CHARLES  S.  ROWE,  EDITOR  AND  COPUBLISHER, 
FREE  LANCE-STAR,  FREDERICKSBURG,  VA.,  ON  BEHALF  OF 
THE  AMERICAN  NEWSPAPER  PUBLISHERS  ASSOCIATION,  THE 
AMERICAN  SOCIETY  OF  NEWSPAPER  EDITORS,  AND  THE  NA- 
TIONAL NEWSPAPER  ASSOCIATION 

Mr.  Rowe.  It  is  sometimes  hard  for  a  southerner  to  speak  very 
fast,  Senator,  but  I  will  do  my  best. 

Senator  Hatch.  I  know  a  number  who  can  do  pretty  well  at  that, 
and  you  are  one  of  them. 

Senator  Leahy.  Mr.  Chairman,  I  hate  to  cut  into  the  time,  but 
Senator  Thurmond  invited  me  to  go  down  for  the  opening  of  the 
Thurmond  Institute  at  Clemson.  He  and  I  were  to  have  a  debate  on 
a  particular  issue  involving  economic  matters. 

When  the  moderator  said  x  number  of  minutes  per  side,  and  so 
on,  Strom  said,  "Well,  I  think  I  ought  to  have  double  the  time  of 
Senator  Leahy  because  he  talks  so  much  faster  than  I."  I  thought 
it  was  a  good  joke  until  I  found  out  that  that  was  exactly  what 
they  did.  [Laughter]. 

Senator  Hatch.  Well,  it  was  the  Thurmond  Institute. 

Senator  Leahy.  It  was  the  Thurmond  Institute.  At  that  point,  I 
began  to  realize  why  it  was  so  named. 

Senator  Hatch.  Mr.  Rowe? 

Mr.  Rowe.  The  American  Newspaper  Publishers  Association,  the 
American  Society  of  Newspaper  Editors,  and  the  National  Newspa- 
per Association  welcome  the  opportunity  to  express  our  views  on  S. 
774,  the  Freedom  of  Information  Reform  Act. 

My  name  is  Charles  Rowe  and  I  am  the  editor  and  copublisher  of 
the  Free  Lance-Star  in  Fredericksburg,  Va.  The  three  groups  on 
whose  behalf  I  appear  here  today  collectively  represent  the  vast 
majority  of  newspaper  publishers  and  editors  in  the  country. 

It  was  our  understanding  until  late  Friday  afternoon  that  we 
were  also  to  offer  our  views  on  S.  1034,  the  Freedom  of  Information 


235 

Improvement  Act  of  1983,  which  was  introduced  by  Senator  Leahy 
on  April  12. 

However,  some  confusion  arose  as  to  whether  I  should  address 
one  or  both  bills,  and  consequently  I  will  limit  my  statement  today 
to  S.  774.  I  would  appreciate  it  if  our  full  statement,  which  does 
address  both  pieces  of  legislation 

Senator  Hatch.  Without  objection,  we  will  put  it  in  the  record, 
and  anything  else  you  would  care  to  put  in  on  both  bills. 

Mr.  Rowe.  Mr.  Chairman,  this  is  not  the  first  time  I  have  ap- 
peared before  Congress  and  urged  special  care  in  any  efforts  to 
amend  the  Freedom  of  Information  Act.  During  the  last  Congress, 
representatives  of  all  major  media  organizations  worked  hard  with 
you.  Senator  Leahy,  Senator  DeConcini,  and  other  Senators  to 
insure  the  preservation  of  the  principles  of  openness  inherent  in 
this  law.  We  commend  you  for  your  efforts. 

The  bill  that  emerged  from  the  Judiciary  Committee  last  year,  S. 
1730,  was  a  vast  improvement  over  the  original  version  of  the  bill 
and  over  the  proposals  of  the  administration. 

While  we  believe  that  the  provisions  of  S.  774  and  other  bills  rep- 
resent a  much  better  starting  point  for  any  discussions  on  amend- 
ing FOIA,  we  still  must  urge  careful  deliberation,  extensive  discus- 
sion and  action  based  solely  on  a  fully  substantiated  record  before 
any  amendments  to  FOIA  are  enacted. 

The  current  FOIA  is  both  a  symbol  of  access  and  a  very  real  tool 
which  helps  guarantee  the  right  of  the  public  to  know.  While  we 
recognize  that  access  must  be  balanced  against  the  Government's 
need  for  some  secrecy,  we  maintain  that  the  current  exemptions  in 
today's  FOIA,  in  large  part,  effectively  strike  that  balance. 

We  also  believe  that  it  is  impossible  to  examine  the  need  for 
amendments  to  FOIA  in  a  vacuum.  This  law  is  firmly  entwined  in 
the  informational  matrix  of  our  Government  and  society. 

Several  components  of  this  matrix  have  been  altered  recently  by 
the  current  administration,  and  the  changes,  in  our  estimation,  do 
not  bode  well  for  the  public's  access  to  information  about  the  func- 
tioning of  their  Government. 

Some  of  the  more  troubling  changes  stem  from  the  administra- 
tion's effort  to  curb  unauthorized  informational  disclosures  through 
the  recent  Presidential  directive  on  safeguarding  national  security 
information.  This  recent  directive  must  be  examined  in  conjunction 
with  last  year's  executive  order  on  national  security  that  eliminat- 
ed the  requirement  for  Government  employees — in  considering  re- 
quests for  information — to  balance  the  need  for  secrecy  against  the 
public's  need  to  know,  and  required  employees,  when  in  doubt,  to 
classify  at  the  highest  possible  level  of  secrecy. 

First  amendment  authority  Floyd  Abrams,  in  a  March  22  New 
York  Times  article,  posed  the  question  of  what  concept  of  national 
security  leads  to  such  actions.  We  heartily  agree  with  his  reply 
that: 

It  is  less  one  of  politics  than  of  ideology,  an  ideology  that  seems  distrustful  of  in- 
formation itself.  It  is  a  fearful  ideology  that  focuses  intently  on  the  risks  of  informa- 
tion but  not  on  its  benefits,  nor  on  the  perils  of  its  suppression. 

One  other  action  must  be  examined  as  part  of  the  matrix — the 
new  Justice  Department  guidelines  on  granting  fee  waivers  for 
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FOIA  requests.  While  I  will  address  this  in  detail  in  the  following 
comments  on  specific  sections,  the  restrictiveness  of  the  guidelines 
must  also  be  viewed  as  part  of  the  larger  informational  picture 
being  painted  by  the  administration,  where  the  darker  shades  of 
unavailable  and  difficult-to-obtain  information  far  outweigh  the 
brightest  flashes  of  government  openness  and  accessibility. 

TIME  LIMITS 

Mr.  Chairman,  I  will  now  examine  specific  provisions  of  S.  774. 
Regarding  time  limits,  ANPA,  ASNE  and  NNA  strongly  support 
the  maintenance  of  the  time  limits  in  the  current  law.  This  allows 
agencies  10  days  to  respond  to  an  initial  request,  20  days  for 
appeal,  and  10  additional  days  allowed  in  unusual  circumstances. 

S.  774,  while  maintaining  the  existing  10-and  20-day  limits, 
would  extend  the  time  allowable  for  processing  requests  involving 
unusual  circumstances  from  10  to  30  days.  In  addition,  it  would  re- 
quire expedited  access  to  records  for  any  requester  who  demon- 
strates a  compelling  need. 

Our  three  organizations  believe  that  the  current  allowable  exten- 
sion of  10  working  days  allows,  in  most  cases,  adequate  time  for  an 
agency  to  respond  to  a  request.  However,  we  have  heard  several 
agencies  complain  about  the  burdens  of  compliance  with  existing 
time  limits,  and  have  heard  them  cite  cases  of  voluminous  requests. 

Our  groups,  therefore,  would  not  oppose  extension  of  time  to  30 
working  days.  However,  such  extension  makes  it  vital  that  the  ac- 
companying provision  of  expedited  access  also  be  included.  More- 
over, it  is  essential  that  legislative  history  on  the  bill  specify  that 
additional  allowable  time  can  in  no  way  be  used  to  block  or  delay 
requests. 

FEES  AND  FEE  WAIVERS 

Our  groups  have  historically  supported  the  development  of  uni- 
form fee  schedules  for  all  Government  agencies.  S.  774  would  re- 
quire 0MB  to  develop  guidelines  for  the  establishment  of  these  uni- 
form fee  schedules. 

We  heartily  endorse  this  proposal  as  a  boon  to  requesters  who 
too  often  face  widely  divergent  charges  at  various  Government 
agencies. 

The  bill  would  also  expand  current  law  to  allow  agencies  to 
charge  not  only  for  search  and  duplication  of  records,  but  also  for 
agency  processing.  In  addition,  S.  774  requires  reduction  or  waiver 
of  search  and  duplication  charges  if  the  information  requested  is 
not  for  commercial  use  and  would  primarily  benefit  the  general 
public. 

The  bill  further  calls  for  waiver  of  all  other  fees  when  the  re- 
quest is  made  by  three  specific  categories  of  requesters,  including 
the  news  media,  and  is  not  for  commercial  purposes. 

We  support  a  simpler  approach  than  that  envisioned  in  S.  774.  In 
light  of  the  recent  action  by  the  Justice  Department  on  the  fee 
waiver  policy  of  the  Government,  it  is  vital  that  the  proposed 
waiver  provision  be  simple  in  approach,  easily  understood,  and 
clearly  stated. 
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The  action  by  the  Justice  Department  only  compounds  what  was 
already  a  serious  problem  and  makes  it  essential  that  any  proposed 
legislation  make  absolutely  certain  that  fees  are  being  waived 
when  it  is  in  the  public  interest. 

JUDICIAL  REVIEW 

With  regard  to  judicial  review,  S.  774  would  allow  a  requester 
180  days  within  which  to  object  to  an  agency  decision  on  a  request. 
This  is  double  the  original  proposals  of  allowing  only  90  days,  and 
it  would  appear  that  this  would  give  ample  time  for  a  requester  to 
appeal  an  FOIA  decision. 

We  also  support  de  novo  review  of  any  agency  decision  to  disclose 
or  withhold  documents,  but  believe  there  should  also  be  de  novo 
review  of  agency  decisions  on  fee  waiver  requests. 

BUSINESS  CONFIDENTIALITY  PROCEDURES 

All  three  of  the  groups  I  represent  support  the  establishment  of 
procedures  whereby  businesses  required  to  submit  information  to 
the  Government  are  notified  when  that  information  is  requested  by 
a  third  party. 

While  S.  774  would  establish  such  procedures,  we  believe  the  lan- 
guage could  be  more  narrowly  drawn.  S.  774  would  allow  submit- 
ters to  designate  information  confidential  at  the  time  of  submission 
to  the  Government  when  the  information  is  a  trade  secret  or  is 
commercial,  research,  financial  or  business  information. 

Inclusion  of  business  information  expands  too  broadly  the  intent 
of  the  provision.  We  also  recommend  that  5  days  rather  than  10 
would  be  sufficient  time  to  allow  an  agency  to  notify  a  submitter 
that  a  request  for  information  had  been  made.  The  shorter  time 
period  is  important  because  this  provision  must  not  be  used  to 
create  further  delays  on  release  of  information  that  should  be  re- 
leased to  the  public. 

Further,  report  language  should  make  clear  that  this  action  is 
not  intended  to  expand  the  scope  of  the  existing  (b)(4)  exemption. 

EXEMPTION  3 — INFORMATION  EXEMPTED  BY  OTHER  STATUTES 

We  believe  it  essential  to  include  a  provision  that  would  attempt 
to  remedy  the  very  severe  problem  that  exists  with  regard  to  infor- 
mation being  exempted  from  FOIA  by  other  statutes. 

The  (b)(3),  back-door  amendment  of  FOIA  has  reached  epidemic 
proportions  and  clearly  is  in  need  of  clarification.  The  language  in 
the  other  FOIA  bill  would  be  an  important  first  step  in  establish- 
ing limitations  on  this  type  of  exemption  and  we  fully  support  such 
efforts. 

EXEMPTION  7 — LAW  ENFORCEMENT 

The  language  of  S.  774  represents  a  significantly  narrow  ap- 
proach to  amending  exemption  7  than  language  originally  proposed 
in  the  last  Congress.  It  would  appear  that  the  language  of  this  pro- 
vision would  provide  additional  protections  for  the  law  enforcement 
agencies  without  severely  limiting  access  to  information  which,  in 
fact,  should  be  reviewed  by  the  public. 
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ORGANIZED  CRIME 


S.  774  would  add  a  new  section  to  existing  law  which  would  allow 
the  Attorney  General  to  withhold  for  as  long  as  8  years  any  infor- 
mation dealing  with  organized  crime.  We  oppose  inclusion  of  this 
provision. 

The  FOIA  includes  exemptions  for  narrowly  drawn,  specific  types 
of  information.  This  provision,  however,  would  set  a  precedent  for 
exemption  of  an  amorphous  body  of  information  that  would  not 
necessarily  be  clearly  identified. 

There  is  a  substantial  potential  for  abuse  of  this  language,  and  a 
tendency  could  develop  where  information  not  directly  material  to 
organized  crime  could  be  lumped  into  this  overly-broad  category  for 
purposes  of  concealment. 

We  appreciate  this  opportunity  to  present  our  views  and  I  will  be 
pleased  to  answer  any  questions. 

Senator  Hatch.  As  you  know,  S.  774  contains  a  provision  giving 
the  news  media  expedited  access  to  Government  records,  instead  of 
making  them  wait  in  line  to  be  served  only  after  a  question  has 
lost  news  value. 

How  has  this  particular  provision  been  received  by  the  news 
community? 

Mr.  RowE.  Well,  let  me  put  it  this  way:  I  have  not  heard  any  un- 
favorable comments  on  it.  Senator,  and  normally  when  they  dis- 
agree with  something,  they  speak  up  vigorously  and  promptly. 

Senator  Hatch.  That  has  been  my  experience. 

One  of  the  more  important  aspects  of  this  bill  protects  technical 
data  that  cannot  be  exported  without  a  special  license.  Now,  this 
protection  is  intended  to  cover  sensitive  military  technology  which 
cannot  be  exported  from  disclosure  under  FOIA. 

This  problem  was  not  anticipated  in  1966  when  FOIA  was  en- 
acted. I  was  particularly  impressed  by  a  statement  from  the  Gener- 
al Electric  Co.,  which  we  will  make  part  of  the  record. 

[The  following  was  received  for  the  record:] 
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Prepared  Statement  of  General  Electric  Company 

The  General  Electric  Company  supports  the  efforts  of  this 
Committee  to  make  needed  changes  in  the  the  Freedom  of 
Information  Act.   It  has  been  9  years  since  the  major  amendments 
of  1974  were  enacted.   Experience  during  the  intervening  years 
has  demonstrated  that  the  Act  is  sound  in  concept  but  there  are 
particular  areas  where  change  is  needed.   S.774  takes  an 
important  step  in  making  those  changes. 

Of  major  concern  to  General  Electric  is  the  treatment  of 
proprietary  information  under  section  552(b)(4).   The  General 
Electric  Company  annually  submits  a  wide  variety  of  information 
to  numerous  Federal  agencies  and  departments.   Some  of  this 
information  is  trade  secret  or  confidential  business  information, 
and  it  is  important  that  it  not  be  released  to  our  competitors. 
For  this  reason,  we  support  the  provisions  of  S.774  to  provide 
prerelease  notification  to  the  submitter  of  confidential 
information.   While  we  had  hoped  this  Committee  would  provide 
greater  certainty  and  direction  to  the  courts  by  including  a 
definition  of  "trade  secret  and  confidential  business 
information"  in  the  bill,  we  endorse  the  procedural  protections 
in  section  4  as  a  significant  improvement. 

Some  of  the  Federal  agencies  to  which  we  submit  information 
already  provide  prerelease  notice.   Our  experience  with  such 
procedures  has  been  positive  when  they  have  been  properly 
implemented.   Prerelease  notice  provides  us  with  the  assurance 
that  we  will  have  the  opportunity  to  protect  against  inadvertent 
or  unwarranted  disclosure  of  our  confidential  information. 
Moreover,  to  our  knowledge,  prerelease  notice  has  not  created  any 
undue  burdens  on  the  agencies. 

Unfortunately,  not  all  agencies  have  adopted  prerelease 
notice  procedures.   For  that  reason,  the  provisions  of  section  4 
are  very  important.   Not  only  will  it  mandate  prerelease  notice 
by  all  agencies,  but  section  4  should  also  result  in  some 
uniformity  in  the  prerelease  notification  practices.   For 
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companies  which  deal  with  many  different  agencies,  such 
uniformity  will  be  very  welcome. 

One  of  the  most  important  changes  made  by  S.774  is  the 
creation  of  a  new  exemption,  "(b) (10)",  for  certain  kinds  of 
technical  data.   The  absence  of  such  an  exemption  is  a  signi- 
ficant deficiency  in  the  present  law.   Under  current  FOIA 
practices,  unfriendly  governments  and  our  foreign  competitors 
have  free  access  to  highly  sensitive  and  valuable  technical 
data.   Our  government  lacks  authority  to  withhold  such  data  from 
public  disclosure  under  the  FOIA. 

As  drafted,  exemption  (b)(10)  would  protect  from  mandatory 
disclosure  technical  data  which  cannot  be  exported  without  an 
approval,  authorization  or  license  under  the  Federal  export 
control  laws.   This  is  a  logical  approach.   If  technical  data  is 
sufficiently  sensitive  to  require  protection  under  the  export 
control  laws,  then  it  should  not  be  routinely  and  freely 
available  from  the  Federal  government  under  the  Freedom  of 
Information  Act.   Indeed,  the  lack  of  such  an  exemption  in  the 
FOIA  may  well  frustrate  the  purposes  of  the  export  laws.   Once 
sensitive  technical  information  is  released  under  the  FOIA,  the 
government  is  virtually  helpless  to  prevent  its  surreptitious 
export  by  agents  of  unfriendly  governments. 

The  General  Electric  Company  engages  in  extensive  research 
and  development  work  under  Federal  government  contracts, 
primarily  in  the  defense  area.   The  technical  data  we  develop 
under  these  contracts  cannot  be  protected  under  exemption  (b) (4) 
because  of  certain  proprietary  rights  given  to  the  government 
under  the  R&D  contracts.   Moreover,  the  technical  data  may  not 
qualify  for  the  national  defense  or  foreign  policy  exemption 
under  (b)(1)  because  it  does  not  meet  the  "damage  to  the  national 
security"  standards  of  Executive  Order  No.  12065  governing 
classification.   Thus,  the  data  must  be  disclosed  to  requestors 
under  the  FOIA. 

Unfortunately,  disclosure  of  this  technical  data  may  often 
be  harmful  to  the  interests  of  the  United  States.   Let  us 
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illustrate.   General  Electric  may  invest  significant  resources  in 
designing  and  developing  for  the  government  components  which  make 
our  turbine  aircraft  and  marine  engines  more  efficient.   Using 
engineering  drawings  and  blueprints  obtained  under  the  FOIA, 
another  government  could  get  the  benefit  of  these  efforts  at  no 
cost  to  them.   While  disclosure  of  such  information  may  not 
technically  "damage"  the  security  of  the  U.S.,  disclosure 
deprives  the  U.S.  of  an  advantage  it  otherwise  would  have,  and  it 
provides  an  unfriendly  government  with  incalculable  advantages. 
Free  access  to  our  technology  may  cut  an  unfriendly  government's 
own  research  and  development  costs,  it  shortens  their  research 
and  development  time,  and  it  may  well  fill  in  some  important  gaps 
in  their  technical  expertise.   As  a  result,  a  foreign  government 
may  end  up  with  a  product  of  far  greater  quality  than  it  could 
have  designed  using  its  own  expertise- 
Free  access  to  technical  data  damages  the  United  States  in 
another  way  as  well.   It  dcunages  the  U.S.  economically  by  helping 
foreign  companies  compete  with  U.S.  companies  in  overseas 
markets.   For  example,  corrosion  is  a  major  problem  on  naval 
equipment.   Using  the  FOIA,  G.E.'s  foreign  competitors  can  find 
out  how  we  coat  the  blades  in  our  engines  to  prevent  corrosion. 
Thus,  a  technology  which  G.E.  developed  and  which  should  give  us 
a  competitive  advantage  abroad  is  freely  available  to  others 
under  the  FOIA.   Our  foreign  competitors  thus  could  come  in  and 
underbid  us  on  a  contract  using  technical  data  which  we 
developed. 

Just  recently,  the  General  Electric  Company  taught  a 
valuable  technology  to  a  foreign  company  under  a  license.   That 
company  is  now  claiming  that  it  does  not  owe  us  anything  when  it 
uses  the  technology  for  foreign  sales  because  the  data  for  the 
technology  is  available  under  the  FOIA.   We  are  currently 
disputing  this  claim,  but  it  does  provide  yet  one  more 
illustration  of  the  economic  harm  which  may  occur  to  U.S. 
companies  when  sensitive  technical  data  is  released  under  the 
FOIA. 
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There  now  exist  a  number  of  FOIA  access  companies  which  make 
it  very  easy  for  foreign  governments  and  our  foreign  competitors 
to  acquire  technical  data  from  the  Federal  government.   These 
companies  routinely  use  the  FOIA  to  obtain  detailed  engineering 
drawings,  maintenance  manuals,  blueprints  and  other  technical 
data  which  they  then  market  throughout  the  world.   Indeed, 
unclassified  technical  data  on  most  U.S.  military  and  commercial 
aircraft,  including  the  B-52,  the  F-111  fighter  and  the  Bell  and 
Sikorsky  helicopters  are  easily  available  from  such  sources. 
Attached  to  our  statement  is  the  catalogue  used  by  one  of  these 
access  companies  to  market  the  technical  data  it  has  obtained 
under  the  FOIA. 

We  believe  that  past  experience  supports  the  need  for 
exemption  (b)(10).   We  do  not,  however,  believe  that  experience 
justifies  the  inclusion  in  this  bill  of  the  provisions  of  section 
16.   This  section  requires  agencies  to  establish  regulations 
under  which  technical  data  may  be  obtained  for  purposes  of 
bidding  on  U.S.  government  contracts.   This  provision  is 
unnecessary.   The  language  of  exemption  (b)(10)  does  not  require 
that  technical  data  be  withheld;  it  merely  gives  the  agencies  the 
discretion  to  withhold  such  data.   Thus,  agencies  will  have  ample 
authority  to  disclose  technical  data  for  Federal  contracting 
purposes.   Moreover,  it  will  certainly  be  in  the  interest  of  the 
U.S.  agencies  to  do  so  in  appropriate  circumstances.   Indeed,  the 
Federal  agencies  with  which  we  deal  all  have  written  policies 
under  which  technical  data  is  made  available  to  other  U.S. 
companies  interested  in  bidding  on  U.S.  contracts.   Mandating 
such  policies  in  the  legislation  may,  however,  create  unnecessary 
problems  by  depriving  agencies  of  the  flexibility  to  address  new 
and  changing  situations. 

One  additional  point  is  important  for  the  Committee.   There 
has  been  a  great  deal  of  public  discussion  and  debate  over  the 
issue  of  imposing  restrictions  on  the  release  by  private  parties 
of  research  and  technical  data  which  is  developed  by  and  is  in 
the  possession  of  scientists  and  institutions  and  which  is  not 
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owned  by  the  United  States.   The  proposed  new  exemption  (b) (10) 
has  nothing  to  do  with  this  issue.   Exemption  (b)(10)  addresses 
only  those  situations  in  which  technical  data  is  actually  owned 
by,  and  in  the  possession  of,  the  United  States.   Moreover,  the 
exemption  will  apply  only  when  an  effort  is  made  to  obtain  such 
information  from  the  United  States  under  the  Freedom  of  Informa- 
tion Act.   The  exemption  does  not  bear  on  the  ability  of  private 
researchers  and  others  to  voluntarily  release  information  in 
their  possession. 

Thank  you  for  the  opportunity  to  submit  this  statement.   The 
General  Electric  Company  strongly  supports  the  efforts  of  this 
Committee,  particularly  with  regard  to  the  new  exemption 
(b)(10).   We  look  forward  to  the  enactment  of  this  badly  needed 
new  exemption. 
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Suppliers  of  aircraft  microfilm, 
engineering  drawings  and  technical 
manuals  for  the  entire  aircraft  industry. 
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microfilm 


A.  Reel  and  aperture  card  forms 

B.  Engineering  drawings 

C.  Aircraft  specifications 

D.  35  mm 

E.  Blueprints  of  American  made  parts  and 
components 


blueprints 


A.  Hard  copies 

B.  Aircraft  engineering  drawings  and 
specifications 

C.  fy/Iade  from  microfilm 

D.  Blueprints  for  contract  bidding 


technicol  monuols 


A.  Original  book  form  and  cassette 
cartridges 

B.  Types:  Flight,  Maintenance,  Overhaul, 
Structural  repair,  Illustrated  Parts 
Catalogs,  etc. 

C.  On  American  military  and  commercial 
aircraft 

D.  Aircraft  supporting  systems,  and 
vendor  components 


microfiche 


A.  Film  form,  complete  sets 

B.  270  written  pages  on  each  6"x4"  film 
card 

C.  Part  number  to  manufacturer 
information 

D.  48X  magnification 
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Technical  manuals 
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Gentlemen: 

Newport  Aeronautical  Sales  now  offers  the  avail- 
ability of  American  manufacturers  blueprints  and 
specifications  on  nearly  all  United  States  military 
and  commercial  aircraft. 

1.  Now  available  are  the  latest  revisions,  updates, 
and  changes  on  each  unclassified  blueprint  on 
microfilm  currently  used  by  the  United  States 
military. 

The  advantages  of  these  blueprints  are: 

A.  Complete  specifications  necessary  for  manu- 
facturing components  and  assemblies. 

B.  Complete  specifications  necessary  for  identi- 
fication and  inspection  of  parts. 

C.  Complete  specifications  necessary  for  cross- 
reference  to  standard  items. 

D.  Both  microfilm  and/or  hard  copy  form. 

2.  In  addition  we  can  supply  most  government  air- 
craft manuals  and  catalogs,  with  latest  changes 
and  updates. 

The  advantages  of  aircraft  technical  manuals  are: 

A.  Location  and  identification  of  repair  parts. 

B.  Instructions  for  maintenance,  overhaul,  and 
service  of  aircraft,  engines,  and  other  U.S. 
made  military  systems. 

C.  U.S.  vendor  location  and  part  number  infor- 
mation. 

3.  Also    available    is    microfiche    information    on 

American  made  aircraft  parts. 

The  advantages  of  microfiche  are: 

A.  Part  number  to  manufacturer  identification. 

B.  Part  number  to  Federal  stock  number  identifi- 
cation. 

C.  Part  number  description  information. 

Pricing  information  on  individual  blueprints,  com- 
plete sets  of  film  and  technical  manuals  are  avail- 
able on  request. 

Please  contact  us  as  to  your  specific  requirements. 


Yours  Bespectfully; 

George  tvl.  Pp6ey  III 
Manager  /^Research 
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P.O.  Box  1845  •  4020  Birch  St.,  #105 

Newport  Beach,  CA  92660 

(714)975-0545 

Telex:  69-2493 
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We  currently  supply  technical  infornnatlon 
on  the  following  aircraft  and  engines: 

AIRCRAFT 


17 

Beechcratt 

747 

Boeing 

H-13 

Bell 

18 

Beechcraft 

880 

Convair 

H-19 

Sikorsky 

19 

Beechcratt 

990 

Convair 

HH-43 

Kaman 

23 

Beechcraft 

A-3 

Douglas 

HH-53 

Sikorsky 

23 

Lear  Jet 

A-4 

Douglas 

HH-16 

Grumman 

24 

Lear  Jet 

A-5 

No.  American 

L-19 

DeHavilland 

24 

Beechcraft 

A-6 

Grumman 

L-20 

Cessna 

25 

Lear  Jet 

A-7 

LTV 

L-188 

Lockheed 

33 

Beechcraft 

A-10 

Fairchild 

L-382 

Lockheed 

35 

Beechcraft 

B-52 

Boeing 

0-1 

Cessna 

36 

Beechcraft 

B-57 

Geperal  Dynamics 

■  0-2 

Cessna 

46 

Beechcraft 

B-66 

Douglas 

OH-6 

Hughes 

47 

Bell 

C-2 

Grumman 

OH-13 

Bell 

50 

Beechcraft 

C-5 

Lockheed 

OH-23 

Hiller 

55 

Beechcraft 

C-7A 

DeHavilland 

OH-58 

Bell 

56 

Beechcraft 

C-9 

Douglas 

OV-1 

Grumman 

58 

Beechcraft 

C-45 

Beechcratt 

OV-10 

No.  American 

60 

Beechcraft 

C-47 

Douglas 

P2V 

Lockftecd 

65 

Beechcraft 

C-54 

Douglas 

P3 

Lockheed 

70 

Beechcraft 

C-97 

Bqeing 

S-2 

Grumman 

80 

Beechcraft 

C-118 

Douglas 

S-3A 

Lockheed 

88 

Beechcraft 

C-119 

Fairchild 

S-55 

Sikorsky 

90 

Beechcraft 

C-121 

Lockheed 

S-56 

Sikorsky 

95 

Beechcraft 

C-123 

Fairchild 

S-58 

Sikorsky 

99 

Beechcratt 

C-124 

Douglas 

S-61 

Sikorsky 

150 

Cessna 

C-130 

Lockheed 

S-62 

Sikorsky 

170 

Cessna 

C-131 

Convair 

S-64 

Sikorsky 

172 

Cessru 

C-140 

Lockheed 

S-65 

Sikorsky 

175 

Cessna 

C-141 

Lockheed 

SA-16 

Grumman 

177 

Cessna 

CH-37 

Sikorsky 

SH-3 

Sikorsky 

180 

Cessna 

CH-46 

Boeing /Verlol 

T-2 

No.  American 

182 

Cessna 

CH-47 

Boeing /Vertol 

T-6 

No.  American 

185 

Cessna 

CH-54 

Sikorsky 

T-28 

No.  American 

204 

Bell 

DC-3 

Douglas 

T-33 

Lockheed 

205 

Bell 

DC-4 

Douglas 

T-34 

Beechcraft 

206 

Bell 

DC-6 

Douglas 

T-37 

Cessna 

206 

Cessna 

DC-7 

Douglas 

T-38 

Northrop 

207 

Cessna 

DC-8 

Douglas 

T-39 

No  American 

209 

Bell 

E-1 

Grumman 

T-41 

Cessna 

210 

Cessna 

E-2 

Grumman 

T-42 

Beechcraft 

212 

Bell 

E-4 

Boeing 

T-43 

Boeing 

240 

Convair 

F-4 

McDonnell 

TC-4 

Grumman 

300 

Hughes 

F-5 

Northrop 

U-1 

De  Havilland 

340 

Convair 

F-8 

LTV        ^'. 

U-3 

Cessna 

401 

Cessna 

F-14 

Grumman 

U-4 

No.  American 

402 

Cessna 

F-15 

McDonnell 

U-6 

De -Havilland 

411 

Cessna 

F-84 

Republic 

U-8 

Beechcraft 

414 

Cessna 

F-86 

No.  American 

U-9 

No  American 

421 

Cessna 

F-100 

No  American 

U-11 

Piper 

440 

Convair 

F-101 

McDonnell 

U-1 7 

Cessna 

500 

Hughes 

F-102 

Convair 

U-21 

Beechcraft 

600 

Convair 

F-104 

Lockheed 

UH-1 

Bell 

640 

Convair 

F-105 

ReputJiic 

UH-1N 

Bell 

707 

Boeing 

F-106 

Convair 

UK-2 

Kaman 

737 

Boeing 

F-111 

General  Dynamics 

ENGINES 

Airesearch 

Allison 

Lycoming 

Continental 

Franklin 

General  Electric 

Pratt  &  Whitney 

Boils  Royce 

United  Aircraft /Canada 

Wright  Aeronautical 
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Gentlemen: 

Newport  Aeronautical  Sales  now  has  available 
the  latest  revison  of  military  technical  manuals. 
Types:     TO,    T  M,     NAVAI R,  etc. 

We  can  supply  technical  manuals  on  all  mili- 
tary aircraft,  ground  support  equipment, 
vehicles,  electronics,  and  individual  compon- 
ent parts. 

These  include  Parts  Catalogs  (IPB),  Mainten- 
ance Manuals,  Overhaul  Manuals  on  most  all 
military  equipment. 

All  manuals  are  complete  to  the  latest  revision 
and  are  in  their  original  book  form  or  micro- 
film. 

Please  contact  us  as  to  your  specific  require- 
ment. 

Prices  are  available  upon  request. 


Yours  respectfully: 


George  M.  Ppsfe/lll  / 

Manager/ Research 
Newport  Aeronautical  Sales 
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TECHNICAL    MANUAL 
APPLICATIOW    LIST: 


AIRCRAFT 

17 

BeechcratI 

747 

Boeing 

H-13 

Bell 

18 

Beechcratt 

880 

Convair 

H-19 

Sikorsky 

19 

BeechcrafI 

990 

Convair 

HH-43 

Kaman 

23 

Beechcraft 

A-3 

Douglas 

HH-53 

Sikorsky 

23 

Lear  Jet 

A-4 

Douglas 

HH-16 

Grumman 

24 

Lear  Jet 

A-5 

No.  American 

L-19 

De  Havilland 

24 

BeechcratI 

A-6 

Grumman 

L-20 

Cessna 

26 

Lear  Jet 

A-7 

LTV 

L-188 

Lockheed 

33 

Beecticralt 

A-10 

Fairchild 

L-382 

Lockheed 

35 

Beechcratt 

B-52 

Boeing 

0-1 

Cessna 

36 

Beechcratt 

B-57 

General  Dynamics 

0-2 

Cessna 

45 

Beechcratt 

B-66 

Douglas 

OH-6 

Hughes 

47 

Bell 

C-2 

Grumman 

OH-13 

Bell 

50 

Beechcratt 

C-5 

Lockheed 

OH-23 

Hiller 

55 

Beechcratt 

C-7A 

De  Havilland 

OH-58 

Bell 

56 

BeechcrafI 

C-9 

Douglas 

OV-1 

Grumman 

58 

BeechcrafI 

C-45 

Beechcraft 

OV-10 

No  American 

60 

Beechcraft 

C-47 

Douglas 

P2V 

Lockheed 

65 

Beechcraft 

C-54 

Douglas 

P3 

Lockheed 

70 

Beechcraft 

C-97 

Boeing 

S-2 

Grumman 

80 

Beechcraft 

CH8 

Douglas 

S-3A 

Lockheed 

88 

Beechcraft 

C-119 

Fairchild 

S-55 

Sikorsky 

90 

Beechcraft 

C-121 

Lockheed 

S-56 

Sikorsky 

95 

Beechcraft 

C-123 

Fairchild 

S-58 

Sikorsky 

99 

Beechcratt 

C-124 

Douglas 

S-61 

Sikorsky 

150 

Cessna 

C-130 

Lockheed 

S-62 

Sikorsky 

170 

Cessna 

C-131 

Convair 

S-64 

Sikorsky 

172 

Cessna 

C-140 

Lockheed 

S-65 

Sikorsky 

175 

Cessna 

C-141 

Lockheed 

SA-16 

Grumman 

177 

Cessna 

CH-37 

Sikorsky 

SH-3 

Sikorsky 

180 

Cessna 

CH-46 

Boeing /Vertol 

T-2 

No.  American 

182 

Cessna 

CH-47 

Boeing /Verlol 

T-6 

No  American 

185 

Cessna 

CH-54 

Sikorsky 

T-28 

No  American 

204 

Bell 

DC-3 

Douglas 

T-33 

Lockheed 

205 

Bell 

DC-4 

Douglas 

T-34 

Beechcraft 

206 

Bell 

DC-6 

Douglas 

T-37 

Cessna 

206 

Cessna 

DC- 7 

Douglas 

T-38 

Northrop 

207 

Cessna 

DC-8 

Douglas 

T-39 

No  American 

209 

Bell 

E-1 

Grumman 

T-41 

Cessna 

210 

Cessna 

E-2 

Grumman 

T-42 

Beechcraft 

212 

Bell 

E-4 

Boeing 

T-43 

Boeing 

240 

Convair 

F-4 

(McDonnell 

TC-4 

Grumman 

300 

Hughes 

F-5 

Northrop 

U-1 

De  Havilland 

340 

Convair 

F-8 

LTV 

U-3 

Cessna 

401 

Cessna 

F-14 

Grumman 

U-4 

No  American 

402 

Cessna 

F-15 

McDonnell 

U-6 

De -Havilland 

411 

Cessna 

F-84 

Republic 

U-8 

BeechcrafI 

414 

Cessna 

F-86 

No  American 

U-9 

No  American 

421 

Cessna 

F-100 

No.  American 

U-11 

Piper 

440 

Convair 

F-101 

McDonnell 

U-1 7 

Cessna 

500 

Hughes 

F-102 

Convair 

U-21 

Beechcraft 

600 

Convair 

F-104 

Lockheed 

UH-1 

bell 

640 

Convair 

F-105 

Republic 

UH-1N 

Bell 

707 

Boeing 

F-106 

Convair 

UH-2 

Kaman 

737 

Boeing 

F-111 

General  Dynamics 

ENGINES 

Air 

ssearch 

Allison 

Lycoming 

Continental 

Franklin 

General  Electric 

Pratt  &  Whitney 

Rolls  Royce 

Un 

ted  Aircraft /Canada 
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SOURCE      FOR 

SPECIFICATIOXS/  ST  AXDx\RDS 


& 


OVER  A  QUARTER  MILLION  MILITARY  AND  INDUSTRY  DOCUMENTS 


DEPARTMENT j 


.(OOOISS) 


XbC  American-Brilish-Cjnadian 

AN  AF-Navv  Aeronautical  Sundard 

ANA  AF-Navy  Aeronautical  Bulletin 

AND  AF-Navy  Aeronautical  Desi(n  Std 

AQAP  Allied  Quality  Auurance  Pub 

FED-HDBK  Federal  Handbook 

FED'Spcc  Federal  Spcciftcation 

FED-«TO  Federal  Standard 

JAN'Spec  lolni  Army-Navy  Specification 

JAN-STD  joint  Army-Navy  Sundard 

MIL-HDBK  Miliury  Handbook 

MIL-Spcc  Miliury  Specification 

MIL-STD  Miliury  Standard  (Book-Form) 

MS  Miliury  Standard  (Sheet-Form) 

QPL  Qualified  Products  List 

ST  A  NAG  NATO  Standardization  A|reement 
DEPARTMENT  OF  DEFENSE  (POD) 

ANL  Al'-Navy-Civiiian  bulletin 

ASPR  Armed  Service  Procurement  Regulation 

DESC  Defense  Electronics  Supply  Center 

DID  Data  Item  Description 

DOD-Dir  DOD  Directives 

DOD-lnst  DOD  Instruction 

DODISS  DOD  Index  of  Specs  S  Stds 

DLAH  Defense    Logistics   Agency    HDBK 

DLAM  Defense    Logistics   Agency    Manual 

DSAR  Defense    Logistics   Agency    Regulation 

FUG  Federal  Item  Identification  Guide 

FSCL  Federal  Supply  Class  Listing 

ICS-PUB  loini  Chiefs  of  Staff  Publication 

MSS  Miliury  Supply  Standard 

SD  Sundardization  Document 

TD  Technical  Document 
nrPABTMFNT  (;)F  THF  ARMY  (DA) 

iTfRCOM-M  Army  Mall  Dev  f  Rdns  CHD  Manual 

DA  RCOM-P  Army  MatI  Dev  t  Rdns  CHD  Pamphlet 

DARCOM'R  Army  MatI  Oev  i  Rdns  CHD  Regulation 

AR  Army  Regulation 

CE  Corps  of  Engineers 

DA-CIR  Dept  of  the  Army  Circular 

DA-PAM  Dept  of  the  Army  Pamphlet 

FM  Field  Manual 

MIS  Missile  Interim  Specification 

MFO  Missile  Purchase  Description 

ORD  Ordnance 

SB  Supply  Bulletin 

SM  Supply  Manual 

TB  Technical  Bulletin 

TM  Technical  Manual 

USA  US  Army 


NAVY  DEPARTMENT  (USN) 

Ar  Avionics  Requirement 

AS  Air  Standard 

NAF  Naval  Aircraft  Factory 

NAVAIR  Naval  Air  Systems  Command 

NAVELEX  Naval  Electronics  Systems  Comd 

NAVEXOS  Naval  Executive  Office 

NA  VF  AC  Naval  Facilities  Engineering  Comd 

NAVMAT  Naval  Material  Command 

NAVORD  Naval  Ordnance  Systems  Command 

NAVPERS  Naval  Bureau  of  Personnel 

NA  VPUB  Naval  Publications  &  Priming  Svc 

OPNAV  Chief  of  Naval  Operations 

OS  Ordnance  Standard 

•rS  Weapons  Standard 


DE^A^pitllJ^ 

AFLCM 

AFLCP 

AFLCR 

AFM 

AFP 

AFPC 

AFPr 

AFR 

AFSCM 

AFSCP 

AFSCR 

AWS 

SAMSO 

TO 


F  THF  AtR  FORCE  fAFl 
Acquisition  Document 
AF  Logistics  Command  Manual 
AF  Logistics  Command  Pamphlet 
AF  Logistics  Command  Regulation 
Air  Force  Manual 
Air  Force  Pamphlet 
AF  Procurement  Circular 
AF  Procurement  Instruction 
Air  Force  Regulation 
AF  Systems  Command  Manual 
AF  Systems  Command  Pamphlet 
AF  Systerm  Command  Regulation 
Air  Weather  Service 
Space  i  Missile  Systems  Org 
Technical  Order 


NATIONAL  AERONAUTICS  A  SPACE  ADMIN  (NASA) 
GMI  Goddard  Management  Instruction 

GSFC  Goddard  Space  Flight  Center 

JSC  Johnson  Space  Center 

MSEC  Marshall  Space  Flight  Center 

NAPR  NASA  Procurement  Regulation 

NASA-SP         NASA  Special  Publication 
NHB  NASA  Mand-Book 

NMI  NASA  Management  Instruction 

NATIONAL  BUREAU  OF  STANDARDS  (NBS) 
Commercial  Standards 


FIPS 

H 

M 

PS 

SP 


Federal  Information  Processing  Stds 
Handbook 

Miscellaneous  Publication 
Product  Sundard 
Special  Publication 


AISI 
AMS 
ANSI 
API 
ASME 
ASTM 
AWS 
AWWA 
EIA 
IEEE 
IPC 
NEMA 
NFPA 
UL 
AND  MANY  OTHERS 


OTHER  GOVERNMENT  AGENCIES 

AD  NTIS  Accession  Number 

NRC  Nuclear  Regulatory  Commission 

COM  Commerce  Dept 

DOT  Department  of  Transporution 

FAA  Federal  Aviation  Administration 

FAR  Federal  Aviation  Regulation 

FPMR  Federal  Property  Mgt  Regulation 

FSN  Federal  Stock  Number 

GPO  Government  Printing  Office 

GSA  General  Services  Administration 

HEW  Health  Education  i  Welfare 

HUD  Housing  &  Urban  Development 

|CP  Joint  Committee  on  Printing 

NTIS  Natl  Technical  Information  Service 

PB  NTIS  Accession  Number 

INDUSTRY  SOCIETIES 

Amer  Concrete  Institute 

Amer  Iron  A  Steel  Institute 

Aerospace  Maiertal  Spec  (SAE) 

Amer  Natl  Sids  Institute 

Amer  Petroleum  Institute 

Amer  Society  of  Mechanical  Engrs 

Amer  Society  for  Testing  &  Materials 

Amer  Welding  Society 

Amer  Water  Works  Assoc. 

Electronics  Industry  Assoc. 

Inst  of  Electrical  &  Electronic  Engr^ 

Inst  of  Printed  Circuits 

Natl  Electrical  Mfgrs  Assoc. 

Nat!  Ftre  Protection  Agency 

Underwriters  Laboratories 


4020  Birch  St,  •lOS  •  P.  O.  Box  1845  •  Newport  Beach.  California  92660  •  (714)  975-0545  •  Telex    69  2493 
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ILLUSTRATED  PARTS  BREAKDOWN 


NAVIGATION  SYSTEM   1 


,J 


ROTATED  90° 


36 
37 
38 
38A 


■v.  -yy- 


■■'M: 


41— 'c:^. 


USAF/EPAF  SERIES  AIRCRAFT 

F-16A/B 


76 ^    74  61 


'VV:^  .  ..."•■,.   I      ^^ 

i:  •■':'• l1#0-^ 


Figure  2.  Flight  Environment  Syttemt 


NEWPO;?T  AERONAUTICAL  SALES 

4020  BIRCH  STREET,  SUITE  105 
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n  APRIL  1981 
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T.O.    1F-16B-4-34 


FIGURE 

AND  INDEX 

NUMBER 


PART  NUMBER 


rscM 


DESCRIPTION 


1  S  S  4  6  6  T 


■  ZQ 


-  19 

-  20 

-  21 

-  22 

-  23 

-  24 

-  25 

-  26 

-  27 

-  28 

-  29 


31 
32 


33 
34 


3S 


16C0B10-9 


16COe04-l 
102CA2W 


IIS24693-Ceo 

16H2600-] 

SSSBG 


NASn02E3-e 


16H2603-7 
NAS1102E3-6 


NAS13S1C3H17 
00856-1226 


16H2600-3 
S00866-1224 


IIS28775-214 
1SF2012-1 

16F2022-1 

3252022-0101 

A4132210015 

3252022-0201 

NAS601-16B 
1463-65F-B55-1 

NAS60I-12B 
RC60AAU-18/A 

RCS60AAU-18/A 

NASeOl-lKB 

16E1066-801 
16E1144-849 


81765 
04274 


61755 
04274 


81755 


04274 


81755 
04274 


81755 
61755 


99251 
S6197 


99251 


99261 


9H810 


98810 


81755 
81755 


.  .  BRACKET,  RACK,  CENTRAL  AIR  DATA  COMPUTER 
(6  20  IN  .  MAKE  FROM  81755  MATL  STD 
K10A84T8511) 
PROBE  INSTALLATION,  TOTAL  TQIPERATURE  .  .  . 
.  PROBE.  TOTAL  TEMPERATURE,  DEICEABLE,  TYPE 
MS27188-2,  SPEC  MIL-P-27723,  GFE. 
AERNO  60-1625  (3411R1) 
SCREW  ( AP) 
EQUIPMENT  INSTALLATION,  PITOT-STATIC  TUBE  . 
.  PITOT-STATIC  TUBE,  (XWPEN SATED ,  NOSE 
MOUNTED  (GD/rw  SPEC  CONT  D»C 
16VH019-1)  (3411A5) 
.  SCREW,  MACHINE.  FIAT  100  DEC  HD.  FULL  THD. 
TORQ-SET  (AP) 
ADAPTER.  PITOT-STATIC  TUBE,  NOSE  MOUNTED 
.  SCREW.  MACHINE,  FLAT  100  DBG  HD,  FULL  THD 
TOBQ-SET  (AP) 
SCREW.  CAP,  SKT  HD,  DRILLED,  PLAIN.  CRES 
UNKF-3A 
.  GASKET.  PITOT-STATIC  TUBE.  NOSE  MOUNTED 

(GD'FW  SPEC  CONT  DWG  16VH019-3) 
EQUIPMENT  INSTALLATION.  PITOT-STATIC  TUBE 
.  MANIFOLD  ASSEMBLY,  PITOT-STATIC  TUBE, 

COMPENSATED,  NOSE  MOUNTED  (GD'FW  SPEC 
CONT  DWG  16VH0i9-4) 

PACKING 

EQUIPMENT  INSTALLATION,  FORWARD.  FORWARD 

CREW  STATION 
EQUIPMENT  INSTALLATION.  FORWARD.  FORWARD 
CREW  STATION 
ALTIMETER  SERVO  CONTROLLED.  AUTOMATIC. 

PRESSURE  STANDBY.  TYPE  AAU-34/A,  SPEC 
MIL-A-83419A.  GFE.  AERNO  60-6460 
I INTCHG  WITH  A4132210016)  (3412A1) 
.  ALTIMETER   SERVO  CONTROLLED.  AUTOMATIC.  . 
PRESSURE  STA-NDBY.  TYPE  AAU-34/A.  SPEC 
MII.-A-83419A.  GFE.  AERNO  60-6460 
I INTCHG  WITH  3252022-0101)  (3412A1' 
ALTIMETER.  SERVO  CONTROLLED.  TYPE 

AAU-37  A.  SPEC  MIL-A-83419A,  GFE. 
AERW  60-6462  (3412A1) 
SCREW.  MACHINE.  AIRCRAFT,  PAN  HD.  PHILLIPS 

RECESS  FULL  THD,  ALY  STL  (AP) 
INDICATOR.  AIRSPEED.  UACH   NUMBER  AND 

ALLOWABLE  SPEED.  TYPE  AVl'-8C/A.  SPEC 
MIL-I-27197B.  GFE,  AERNO  60-6459 
(3411M1 J 
SCREW.  MACHINE.  AIRCRAFT.  PAN  HD.  PHILLIPS 

RECESS  FULL  THD.  ALY  STL  (AP) 
INDICATOR.  VERTICAL  VELOCITY.  TYPE   . 
AAU-18/A.  SPEC  MIL-I-38139B(USAF) . 
GFE.  AERNO  60-6367  (INTCHG  WITH 
RCS60AAU-18/A)  (3411M2I 
INDICATOR.  VERTICAL  VELOCITY.  TYPE   .  . 
AAU-18/A.  SPEC  MIL-I-38139BIUSAF) , 
GFE,  AERNO  60-6357  (INTCHG  WITH 
RC60AAU-18/A)  (3411M2) 
SCREW,  MACHINE,  AIRCRAFT.  PAN  HD.  PHILLIPS 
RECESS  FULL  THD.  ALY  STL  ( AP ) 
RELAY  MATRIX  INSTALLATION.  COCKPIT  EQUIPMENT 
RELAY  MATRIX  ASSEMBLY.  CREW  COMPARTMENT. 
NO  3  (2739A1) 


1 
REF 


REF 


REF 
1 


34-10-00 

1-5 
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TO  1F-15C-4-7 


LIST  OF  MANUFACTURERS 


00056  CA£  Aircnft  Ltd 

PO  Box  1700 

Winnipeg  Intematlontl  Alipoit 
Winnipeg  Man  CAN  R3 


00141 

PIC  Design  Corp 

Sub  of  Wells  Benrus  Coip 

PO  Box  335 

Benrus  Center 

RidgeGeldCT  06877 

00286 

Contirlnc 
Glendale  CA 

00502 

Adel  A  Div  of  DeLaval  Tufbine  Inc 
Burbank  CA 

00624 

Aeroquip  Corp 
Aeroquip  Aerospace  Div 
300  S  East  Ave 
Jackson  MI  49203 

00779 

AMP  Inc 
PO  Box  3608 
Harrisburg  PA  17105 

01212 

01226 
01295 

01297 
01570 

02064 
02111 

02289 
02660 

02697 

02750 


Federal— Mogul  Corp 

Special  Markets  Replacement  Sales 

PO  Box  1966 

26555  Northwestern  Hwy 

Detroit  MI  48235 


Vlier  Engineering  Div  of 
Barry  Wright  Corp 
2333  Valley  St 
Burbank  CA  91505 

Texas  Instruments  Inl 
Semiconductor  Group'" 
POBox  225012  M;S4< 
13500  N  Central  Expressway 
Dallas  TX  75222 
See  25500 
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Weiland  Metal  Products  Co 
6437  N  Avondale  Ave 
Chicago  IL  60631 

American  Drill  Bushing  Co 
2000  Camfield 
Los  Angeles  CA  90040 
Spectrol  Electronics  Corp 
Sub  of  Carrier  Corp 
17070  East  Gale  Ave 
City  of  Industry  CA  91745 

HI-G  Co  Inc 
Spring  St  and  Rt  75 
Windsor  Locks  CT  06096 

Bunker  Ramo  Corp 
Amphenol  Connector  Div 
2801  S  25th  Ave 
Broadview  IL  60153 

Parker-Hannifm  Corp 
Parker  Seals  0— Ring  Div 
2360  Palumbo  Drive 
Lexington  KY  40509 

Consolidated  Controls  Corp 
15  Durant  Ave 
Bethel  CT  06801 


02987  Bendix  Corp  The 

Navigation  and  Control  Div 

Montrose  Rant 

South  Montrose  PA  18843 

02995  Oppenhelmer  Precision  Producti  Inc 

2475  Wyandotte  Rd 
Willow  Grove  PA  19090 

03080  Ansaldi  Tool  and  Engineering  Co 

Detroit  MI 

03180  Krks  Inc 

Chicago  IL 

03296  Nylon  Molding  Coip 

Eastern  Div 
Union  Plastics  Cotp 
260  Schuyler  Ave 
Kearny  NJ  07032 

03481  Goodrich  B  F  Company 

Engineered  Products  Group 
500  S  Main  St 
Akron  OH  44318 

03554  Amphenol  Canada 

A  Div  of  the  Bunker  Ramo  Corp 
Cknada  LTD 
44  Metropolitan  Rd 
Scarborough  Ont  CAN  MIR  2T9 

Intematioruil  Business  Machines  Corp 

Federal  Systems 

Div— Owego 

Bodie  HUl  Rd  ,  Dept  389 

Route  17C 

Owego  NY  13827 

Industrial  Acoustics  Co  Inc 
1160  Commerce  Ave 
Bronx  NY  10462 

04274  Rosemount  Inc 

12001  W  78th  St 
PO  Box  35129 
Eden  Prairie  MN  55343 

04426  D!inois  Tool  Works  Inc 

Licon  Division 
6615  W  Irvine  Park  Road 
Chicago  IL  60634 

04713  Motorola  Inc 

Semiconductor  Products  Group 
5005  E  McDowell  Rd 
Phoenix  AZ  85008 

04967  Fastener  Specialty  Inc 

2200  S5mith— Barry  Rd 
Arlington  TX  76013 

05167  HTL  Advanced  Technology  Div 

HTL  Industries  Inc 
1900  Walker  Ave 
Monrovia  CA  91016 

05228  Purolator 

California  Purolator  Inc 
950  Rancho  Conejo  Blvd 
Newbury  Park  CA  91320 

05476  Firestone  Coated  Fabrics  Co 

Div  The  Firestone  Tire  and  Rubber  Co 
PO  Box  887  Firestone  Dr 
Magnolia  AR  71753 
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1-30.  The  assignment  of  SMR  codes  to  Bulk  Items  (nuts, 
bolts,  screws,  washers,  etc.)  has  been  iccomplished  to  reflect 
the  lowest  level  of  maintenance  authorized  to  remove  the 
item.   Due  to  multiple  applications,  the  SMR  code  for  Bulk 
Items  will  normally  reflect  an    O    In  the  third  position. 
When  the  Bulk  Item  is  used  as  an  installation/attaching  part, 
replacement  will  be  consistent  with  the  level  of  the  item  for 
which  it  attaches. 

1-31.  NUMERICAL  INDEX. 

1-32.  The  numerical  index  of  this  volume  is  arranged  into 
one  continuous  alpha— numerical  list  containing  all  contrac- 
tor, standard  and  vendor  part  numbers  listed  in  the  group 
assembly  parts  list. 

1-33.  PART  NUMBER  COLUMN.  TTiis  column  lists  all 
parts  listed  in  the  group  assembly  parts  list.  An  alpha- 
numerical  system  provides  uniformiK  of  listing  to  per— 
mit  rapid  location  of  part  numbers.  Part  number  arrange- 
ment begins  at  the  extreme  left  position  and  continues, 
one  position  at  a  time,  until  all  numbers  are  arranged. 
The  order  of  precedence  for  the  extreme  left  position  is  as 
follows: 

Letters  A  through  Z 

Numerals  0  through  9 

The  order  of  precedence  for  the  second  and  succeeding  po- 
sitions is  as  follows: 

Space  (blank  column) 

Dash  (-) 

Letters  A  through  Z,  then 

Numerals  0  through  9 

NOTE 

Alphabetic  O's  are  listed  as  numerical  zeros 
with  the  exception  of  the  use  of  a  proper  noun  in 
lieu  of  the  caption     No  Number    appearing  in  the 
part  number  column  of  the  Group  .Assembly  Parts 
Lists. 

1-34.  VOLUME,  FIGURE  AND  INDEX  NUMBER 
COLUMN    This  column  contains  the  following  information: 

a.  This  column  reflects  the  volume,  figure  and  index 
number  of  the  illustration  on  which  the  part  is  located.   For 
government  and  contractor  standard  parts,  only  the 
volume,  figure  and  index  numt)er  of  the  first  appearance  on 
an  illustration  is  listed. 

b.  When  a  part  number  other  than  the  original  manu- 
facturer part  numtier  has  been  assigned  to  a  specification 
controlled  part,  both  the  specification  control  drawing 
number  and  the  actual  manufacturer  part  number  are  listed 
in  the  numerical  index.  The  specification  control  number 
references  the  original  manufacturer  part  number  by  nota- 


tion See  P/N  in  the  volume,  figure  and  index  number 

column.  T^e  original  manufacturer  part  number  listed  in  the 
numerical  index  gives  all  pertinent  information  under  the 
appropriate  column  headings. 

1-35.  REFERENCE  DESIGNATION  INDEX. 

1-36.  Tlie  reference  designation  index,  of  this  volume,  pro- 
vides 1  cross  reference  between  the  reference  designation 
number  assigned  to  each  item  of  electrical,  electronic  or 
mechanical  equipment  and  the  part  numbers  for  such  items 
of  equipment.   Reference  designation  numbers  for  each  of 
the  items  of  equipment  are  contained  in  the  applicable 
maintenance  instruction  manual. 

1-37.  "Hie  reference  designation  index  gives  the  volume, 
figure  ai.u  index  number  for  each  item  assigned  a  reference 
designation  number. 


1-38.  REFERENCE  DESIGNATION  COLUMN.  'Riis 
column  gives  the  reference  designation  number  for  the 
item  of  equipment.  lYie  lists  are  arranged  in  alphabetical 
and  numerical  order. 


1-39.  VOLUME,  nCURE  AND  INDEX  NUMBER  COL- 
UMN, tliis  column  gives  the  volume,  figure  and  index  num- 
ber of  the  illustration  or  illustrations  on  which  the  part  is 
found. 


1-40.  NONSTANDARD  ABBREVIATIONS  AND 
SYMBOLS. 

1-41.  Nonstandard  abbreviations  and  symbols  used  in 
this  illustrated  parts  breakdown  are  defined  as  follows: 


PS 


Procurement  Specification 


1-42.  ELECTRICAL  CONNECTOR  MATRIX. 

1-43.    Detail  breakdown  of  electrical  connectors  will  not 
normally  be  included  with  each  listing  of  such  connectors 
in  the  group  assembly  parts  list.   Where  connectors  have 
replaceable  pins  and/  or  sockets,  the  part  number  column 
of  the  listing  shall  include  a  footnote  symbol  (a).  The  foot- 
note will  reference  table  1—2  and/or  table  1—3  for  pact 
numbers  of  such  pins/sockets.  The  tables  include  listings 
of  the  basic  type/part  number  of  each  connector,  and  part 
numt>ers  of  replaceable  pins  and  sockets  and  the  applicabil- 
ity of  each  pin/socket  to  a  specific  scries  or  type  of  con- 
nector. 

1-44.  MANUFACTURER  FEDERAL  SUPPLY 
CODES. 

1-45.  TTie  following  federal  supply  codes  for  manufac- 
turers are  used  throughout  this  publication.  The  codes 
used  are  shown  in  the  H4— 1,  H4— 2,  and  H4— 3  cataloging 
handbooks. 
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TO  9H2-5-266-3 


INTRODUaiON 


PURPOSE. 

This  publication  comprises  overhaul  instruc- 
tions for  the  Hydraulic  Servocyllnder,  Model 
3292  (See  figure  1),  manufactured  by  National 
Water  Lift  Company,  <>  division  of  Pneumo  Cor- 
poration, Kalamazoo,  Michigan  49001. 


SCOPE  AND  ARRANGEMENT. 

Sections  I  through  IX  of  this  manual  contain 
overhaul  and  test  instructions  for  the  Hydraulic 
Servocyllnder,  Part  Number  3292000-8.  Section 
X  contains  an  illustrated  parts  breakdown.  Over- 
haul and  test  instructions  with  parts  brealcdown 
for  additional  part  numbers  are  included  in 
Section  XI  by  the  use  of  Difference  Data  Sheets. 
Overhaul  and  test  instructions  and  parts  lists 
for  part  numt>ers  included  in  Section  XI  are 
the  same  as  for  the  part  number  covered  in 
Sections  I  through  X,  except  for  the  specific 
differences  noted  by  the  applicable  Difference 
Data  Sheet. 


REPAIR  PARTS  KITS. 

Some  repair  parts  for  the  equipment  covered 
by  this  manual  are  provided  in  the  form  of  kits. 
The  Illustrated  Parts  Breakdown  section  hereof 
identifies  these  parts.  Activities  shall  replace 
all  parts,  regardless  of  condition,  which  are 
removed  In  the  process  of  disassembly  with 
all  like  parts  furnished  in  the  kit.  Therefore, 
instructions  for  cleaning,  inspecting,  and  re- 
working such  used  parts  have  been  omitted.  If 
any  parts  in  the  kit  must  be  cleaned,  inspected, 
or  tested  prior  to  Installation,  instructions  for 
performing  these  requirements  are  included  in 
tills  manual.  Naturally,  all  defective  parts  are 
to  be  replaced;  but  a  part  unnecessary  to  be 
removed  in  the  process  of  disassembly,  shall 
not  be  removed  solely  for  the  purpose  of  re- 
placement by  a  corresponding  kitted  part.  Refer 
to  AFLCR  65-42  regarding  residue  from  kits 
and  removed  parts  in  this  category. 

ABBREVIATIONS. 

Abbreviations  used  in  this  manual  are  in  accord- 
ance with  MIL-STD-12  and  applicable  documents 


Figure  1.  Hydraulic  Servocyllnder,  Model  3292 


ill 
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Senator  Hatch.  This  statement  discusses  a  number  of  FOIA 
access  companies  who  seek  sensitive  information  via  FOIA  and 
then,  according  to  General  Electric,  "make  it  very  easy  for  foreign 
governments  to  acquire  technical  data  from  the  Federal  Govern- 
ment." 

Their  statement  includes  a  catalog  used  by  one  of  these  access 
companies  to  market  technical  data.  Now,  this  catalog  indicates 
that,  for  a  proper  price,  this  company  would  sell  the  blueprints  for 
the  navigation  system  of  the  F-16  fighter  to  anyone  who  pays  the 
price.  Here  is  just  an  illustration  of  it.  [Indicating.] 

This  is  not  an  unforeseen  thing;  this  is  not  something  that  is  not 
happening.  This  is  happening.  Now,  do  you  think  that  the  provi- 
sions in  S.  774  are  sufficient  to  prevent  FOIA  from  circumventing 
our  export  controls  on  sensitive  military  technology? 

Mr.  RowE.  Senator,  I  believe  that  if  an  item  of  technology  bears 
on  the  national  security,  it  should  be  protected  through  the  appro- 
priate classification  procedures  rather  than  using  FOIA. 

I  think  we  have  all  the  tools  we  need  with  regard  to  classifying 
this  information  or  these  pieces  of  equipment,  which  would  fully 
protect  them  from  disclosure  without  bringing  the  FOIA  into  the 
picture  at  all. 

Senator  Hatch.  Senator  Leahy? 

Senator  Leahy.  Thank  you,  Mr.  Chairman. 

The  administration  has  charged  that  the  press,  while  touting  the 
value  of  FOIA,  rarely  makes  use  of  it.  How  would  you  characterize 
the  press'  use  and  need  for  the  act? 

Mr.  RowE.  Senator,  I  think  the  act  has  been  very  helpful  to  the 
press.  You  know,  my  little  paper  has  used  it.  It  was  a  long  battle 
and  it  cost  a  lot  of  money,  but  the  act  ultimately  helped  us  get 
what  we  needed. 

I  think  the  act  is  beneficial,  too,  in  a  sense  that  is  very  hard  to 
quantify,  and  that  is  I  think  many  Government  agencies,  because 
they  know  this  act  is  on  the  books,  provide  information  readily  and 
do  not  insist  that  the  press  go  through  all  the  procedures  that  the 
law  technically  could  require. 

So,  I  think  having  the  law  there  in  the  background  has  helped 
the  media  in  ways  that  no  one  could  really  quantify. 

Senator  Leahy.  Is  that  because  people  know  that  they  might  as 
well  answer  the  question  in  the  first  place  or  FOIA  requests  will  be 
made? 

Mr.  RowE.  They  know  the  law  is  there  and  they  know  that  they 
will  have  to  comply  with  it  ultimately. 

Senator  Leahy.  One  of  the  problems,  of  course,  in  the  past 
through  all  administrations,  Republican  and  Democrat,  has  been 
selective  leaks  from  the  Government.  You  can  sometimes  make 
sure  you  hear  just  what  you  want  to  hear  in  the  area  of  national 
security  and  the  defense  area,  for  example. 

I  have  served  here  now  in  three  administrations.  With  all  three, 
the  Defense  Department  or  people  within  the  Defense  Department, 
or  State  or  sometimes  the  National  Security  Council  have  selective- 
ly leaked  what  they  want  to  leak. 

Recently,  in  some  matters  involving  Central  America,  the  admin- 
istration has  bragged  about  the  leaks  that  have  gone  out  from  DOD 
in  that  regard.  Now,  the  practice  of  selective  leaks  is  harder  in 
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nonclassified  areas  because  you  can  get  rebutting  information 
under  FOIA.  Of  course,  that  could  be  embarrassing  to  anybody  who 
is  trying  to  create  a  one-sided  impression. 

But  outside  defense  and  other  security-conscious  areas,  have  you 
noted  a  decline  in  the  practice  of  selectively  leaking  data  and  other 
strategies  for  manipulating  public  opinion? 

Mr.  RowE.  Senator,  I  am  afraid  that  of  my  own  personal  knowl- 
edge, I  could  not  answer  that  question  as  to  whether  the  practice 
has  dropped  off  or  whether  it  remains  at  the  same  level. 

Senator  Leahy.  There  is  one  area  that  I  would  like  to  go  into  be- 
cause I  know  that  the  organizations  that  you  represent  are  not  sup- 
portive of  the  special  provisions  relating  to  organized  crime  files 
which  Senator  Hatch  and  I  worked  out  in  the  last  Congress. 

I  note  that  the  press  has  done  a  good  deal  of  investigative  report- 
ing about  organized  crime  and  the  Government's  handling  of  orga- 
nized crime  investigations.  Are  you  aware  of  any  reporters  who  use 
the  FOIA  during  their  investigations  of  organized  crime?  You  could 
supply  that  for  the  record  if  you  would  like. 

Mr.  RowE.  I  am  certainly  not  aware  at  the  moment,  but  I  will 
research  this  and  give  you  an  answer,  Senator. 

[The  following  letter  and  newspaper  articles  were  subsequently 
received  for  the  record.] 

SCOTTSDALE  DaILY  PROGRESS, 

Scottsdale,  Ariz.,  February  24,  1984. 

Ms.  Lisa  Dawson, 

American  Newspaper  Publishers'  Association, 

Washington,  B.C. 

Dear  Ms.  Dawson:  Enclosed  per  yesterday's  phone  conversation  is  a  cross-section 
of  1981-83  Scottsdale  Daily  Progress  articles,  etc.,  both  about  and  derivative  of  a 
number  of  FOIA  requests  to  the  FBI— and  one  successful  lawsuit — concerning  the 
murder  of  Arizona  journalist  Don  BoUes. 

Additional  FBI  FOIA-related  articles  on  the  topic  indeed  have  been  written  in 
1984  and  are  in  the  newspaper's  computer,  and  more  are  anticipated. 

None  of  such  useful  work  could  have  been  possible,  of  course,  had  the  FBI's  un- 
welcome plan  to  exempt  so-called  "organized  crime"  files  from  FOIA  access  and 
public  scrutiny  for  ten  years  or  so  already  been  accomplished. 

Please  send  us  copies  of  whatever  use  is  made  of  the  enclosed  materials.  And  keep 
us  posted  as  Congress  currently  grapples  with  the  FBI's  renewed  attempts  to  reduce 
its  FOIA  accountability  to  the  people  and  the  news  media  of  this  country. 
Best  wishes, 

Don  Devereux, 
Investigative  Reporter. 

End. 

[From  the  Scottsdale  Daily  Progress,  June  26,  1981] 

Suit  Seeks  FBI's  Bolles  Case  Records 

A  civil  suit  seeking  access  to  Federal  Bureau  of  Investigation  records  concerning 
the  Don  Bolles  murder  case  was  filed  today  in  federal  district  court  in  Phoenix  by 
the  Scottsdale  Daily  Progress,  its  editor  Jonathan  Marshall  and  reporter  Don  Dever- 
eux. 

Filed  under  the  Freedom  of  Information  Act,  the  Progress  suit  names  as  defend- 
ants the  U.S.  Department  of  Justice,  U.S.  Attorney  General  William  French  Smith, 
the  Federal  Bureau  of  Investigation  and  FBI  director  William  H.  Webster. 

The  action  stems  from  a  Freedom  of  Information  Act  request  by  Devereux  and  the 
Progress  on  Feb.  5  for  "copies  of  all  information  developed  over  1976-81  by  the  Fed- 
eral Bureau  of  Investigation  concerning  the  bomb-slaying  of  newspaper  reporter 
Don  Bolles"  in  June  1976. 

The  request  asked  for  all  documents  "reflecting  allegations  of  motive  for  or  par- 
ticipation in  the  crime,  along  with  all  indications  of  possible  obstruction  of  justice  in 
its  investigation  and  prosecution." 
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The  request  was  denied  on  March  24  by  James  K.  Hall,  chief  of  the  FBI's  Free- 
dom of  Information-Privacy  Acts  Section,  Records  Management  Division,  in  Wash- 
ington, D.C. 

An  administrative  appeal  by  Devereux  on  behalf  of  the  Progress  on  April  13  also 
was  rejected  on  May  19  by  Ronald  L.  Gainer,  acting  assistant  attorney  general  of 
the  U.S.  Department  of  Justice  Office  of  Legal  Policy,  and  Quinlan  J.  Shea  Jr.,  di- 
rector of  the  U.S.  Department  of  Justice  Office  of  Privacy  and  Information  Appeals, 
both  of  Washington. 

The  FBI's  stated  reason  for  denial  of  the  request,  later  sustained  by  the  U.S.  De- 
partment of  Justice,  was  that  the  documents  fall  under  an  exemption  in  the  Free- 
dom of  Information  Act  pertaining  to  "investigatory  records  compiled  for  law  en- 
forcement purposes,  the  disclosure  of  which  would  .  .  .  interfere  with  law  enforce- 
ment proceedings,  including  pending  investigations." 

The  Progress  civil  suit  disputes  that  position,  noting  that  federal  courts  have 
ruled  that  after  an  investigation  nominally  has  dragged  on  for  years  through  ex- 
haustion of  official  leads,  such  an  exemption  cannot  be  applied  when  there  no 
longer  remains  a  "concrete  prospect"  of  further  prosecution. 

William  Schafer  III,  assistant  state  attorney  general  and  chief  prosecutor  in  the 
BoUes  case,  was  quoted  in  the  New  York  Times  last  week  as  sajdng,  "Unless  new 
evidence  emerged,  the  case  would  probably  'end  here.'  ". 

John  Harvey  Adamson  has  been  convicted  and  sentenced  to  death  for  his  role  in 
the  Bolles  homicide,  but  no  one  else  is  charged  with  the  crime. 

The  Progress  suit  was  filed  before  U.S.  District  Court  Judge  Valdemar  A.  Cordova 
of  Phoenix  by  attorney  Neil  Cumsky  of  Brown  &  Bain  law  firm. 

The  Reporters  Committee  for  Freedom  of  the  Press,  a  national  news  media  orga- 
nization based  in  Washington,  is  cooperating  with  the  newspaper  in  the  suit. 


[From  the  Arizona  Republic,  June  27,  1981] 

Paper  Seeks  Records  on  Bolles  Case 

The  Scottsdale  Daily  Progess  filed  suit  under  the  Freedom  of  Information  Act  on 
Friday  to  gain  access  to  FBI  records  concerning  the  1976  murder  of  Arizona  Repub- 
lic reporter  Don  Bolles. 

The  suit,  filed  in  U.S.  District  Court,  is  directed  against  the  FBI  and  the  Depart- 
ment of  Justice.  Also  named  as  plaintiffs  were  Scottsdale  Daily  Progress  publisher 
Jonathan  Marshall  and  investigative  reporter  Don  Devereux. 

The  action  stems  from  a  Feb.  5  letter  Devereux  sent  to  the  FBI  requesting  "copies 
of  all  information  developed  over  1976-81  by  the  Federal  Bureau  of  Investigation 
concerning  the  bomb  slaying  of  newspaper  reporter  Bolles." 

The  letter  asked  for  all  documents  reflecting  allegations  of  motive  for  or  partici- 
pation in  the  crime,  along  with  all  indications  of  possible  obstruction  of  justice  in  its 
investigation  and  prosecution. 

The  request  was  denied  on  March  24  by  James  K.  Hall,  chief  of  the  FBI's  Free- 
dom of  Information-Privacy  acts  section  in  Washington. 

Hall  declined  to  release  the  Bolles  invesgation  records  on  the  ground  that  the  re- 
lease would  interfere  with  law-enforcement  proceedings,  including  pending  investi- 
gations. 

An  appeal  of  Hall's  decision  by  the  Progress  was  jointly  rejected  on  May  19  by 
Ronald  L.  Gainer,  acting  assistant  attorney  general  of  the  Office  of  Legal  Policy, 
and  Quinlan  J.  Shea,  the  director  of  the  Office  of  Privacy  and  Information  Appeals. 

In  its  suit,  the  Progress  contends  the  FBI  files  should  be  released  because  there  is 
no  current  federal,  state  or  local  investigation  of  Bolles'  death. 


[From  the  Phoenix  Gazette,  June  27,  1981] 

Newspaper  Is  Suing  for  Bolles  Case  Data 

The  U.S.  Department  of  Justice  and  the  FBI  are  being  sued  over  their  denial  of  a 
federal  Freedom  of  Information  Act  request  for  access  to  FBI  records  relating  to  the 
1976  car-bomb  slaying  of  newspaper  reporter  Don  Bolles. 

The  suit  was  filed  in  U.S.  District  Court  Friday  by  the  Scottsdale  Daily  Progress; 
its  editor,  Jonathan  Marshall;  and  reporter  Don  Devereux. 

Defendants  are  the  Department  of  Justice,  U.S.  Attorney  General  William  French 
Smith,  the  FBI  and  FBI  Director  William  H.  Webster. 
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The  newspaper  filed  a  Freedom  of  Information  Act  request  Feb.  5  for  "copies  of 
all  information  developed  over  1976-81"  by  the  FBI  concerning  the  1976  car-bomb 
slaying  in  Phoenix  of  Bolles,  an  investigative  reporter  for  the  Arizona  Republic. 

The  request  asked  for  all  documents  "reflecting  allegations  of  motive  for  or  par- 
ticipation in  the  crime,  along  with  all  indications  of  possible  obstruction  of  justice  in 
its  investigation  and  prosecution." 

The  FBI's  March  24  denial  of  the  request  was  later  upheld  by  the  Justice  Depart- 
ment. An  administrative  appeal  by  Devereux  on  behalf  of  the  Progress  also  was  re- 
jected on  May  19. 

The  FBI's  stated  reason  for  denial  of  the  request  was  that  the  documents  fall 
under  an  exemption  in  the  Freedom  of  Information  Act  pertaining  to  "investigatory 
records  compiled  for  law  enforcement  purposes,  the  disclosure  of  which  would  .  .  . 
interfere  with  law  enforcement  proceedings,  including  pending  investigations,"  the 
Progress  said. 


[From  the  Scottsdale  (Ari2.)  Daily  Progress,  Aug.  22,  1981] 

Request  for  FBI's  Adamson  Data  Hits  Stonewall:  Progress  Report 

(By  Don  Devereux,  investigative  reporter  M 

With  Attorney  General  William  French  Smith  firmly  in  charge,  the  U.S.  Depart- 
ment of  Justice  rapidly  is  reversing  hard-fought  gains  in  public  access  to  govern- 
ment documents  through  the  Freedom  of  Information  Act. 

Investigative  efforts  by  the  Scottsdale  Daily  Progress  already  are  feeling  the 
impact. 

A  series  of  amendments  designed  to  weaken  the  public's  right  to  know  have  been 
introduced  by  congressional  allies  of  Smith  and  the  Reagan  regime. 

Meanwhile,  Smith  quickly  rescinded  an  earlier  Carter  directive  to  federal  agen- 
cies to  release  requested  documents  except  when  disclosure  would  be  "demonstrably 
harmful"  to  the  government. 

The  effect  has  been  to  encourage  an  often  self-serving  bureaucracy  to  stretch  lim- 
ited exemptions  in  the  Freedom  of  Information  Act  into  a  wall  of  legal  technicalities 
sufficient  to  accomplish  broad  obstruction  of  public  requests. 

Smith's  message  to  federal  agencies  has  been — as  characterized  by  the  Reporters 
Committee  for  Freedom  of  the  Press— "when  in  doubt  keep  it  secret." 

A  case  in  point  is  the  attempt  by  the  Progress  to  learn  what,  if  any,  relationship 
existed  in  the  mid-1970s  between  John  Harvey  Adamson  and  the  late  mobster 
Frank  "Bomp"  Bompensiero. 

Adamson  is  a  former  Phoenix  hoodlum  now  on  death  row  at  the  Arizona  State 
Prison  at  Florence  following  a  murder  conviction  for  his  role  in  the  June  1976 
bomb-slaying  of  newspaper  reporter  Don  Bolles. 

A  one-time  San  Diego  crime  boss,  Bompensiero  was  executed  in  a  gangland-style 
shooting  in  February  1977  when  his  Cosa  Nostra  cronies  suspected  he  had  become  a 
"snitch"  for  federal  authorities. 

Following  Bompensiero's  death,  law  enforcement  sources  readily  admitted  that  he 
had  been  an  occasional  confidential  informant  to  the  FBI  over  the  previous  10 
years. 

Four  years  later,  however,  the  FBI  and  the  U.S.  Department  of  Justice  are  not 
interested  in  revealing  what  they  may  know  about  possible  ties  between  their  boy, 
the  "Bomp,"  and  Adamson. 

On  April  10,  1981,  a  Progress  article  made  note  of  a  reference  to  Bompensiero  on  a 
list  Adamson  reportedly  gave  to  an  associate  prior  to  taking  a  West  Coast  trip  late 
in  1975. 

On  the  list  were  names  and  telephone  numbers  of  contacts  through  which  Adam- 
son supposedly  could  be  reached  while  away,  including — misspelled,  apparently  in 
Adamson's  own  printing — "Bumpensaro-Bumps-San  Diego." 

The  same  story  suggested  several  other  reasons  to  give  credence  to  an  Adamson- 
Bompensiero  relationship: 

In  a  1974  Phoenix  police  intelligence  report,  suppressed  until  1979,  Adamson  was 
quoted  as  saying  he  had  known  Bompensiero  since  1972. 

In  a  1975  Phoenix  intelligence  report,  also  suppressed  until  1979,  Bompensiero 
was  alleged  to  have  made  numerous  telephone  calls  from  San  Diego  to  a  former 
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'  Progress  reporter  Don  Devereux  has  been  investigating  the  Don  Bolles  murder  for  more 
than  three  years. 
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Scottsdale  restaurant,  Giuseppi's,  and  to  have  had  connections  with  one  or  more 
persons  associated  with  a  now  defunct  Phoenix  company  called  Empire  Financial 
Corp.  Adamson  is  said  to  have  been  familiar  with  both  businesses. 

An  ex-bartender  in  Phoenix  identified  a  photo  of  Chris  Petti  as  someone  he 
thought  he  had  seen  in  a  local  lounge  with  Adamson  in  the  mid-1970s.  Petti,  whose 
real  name  is  Poulos,  is  another  major  figure  in  San  Diego's  crime  syndicate  once 
headed  by  Bompensiero,  and  is  known  to  have  visited  the  Valley  periodically. 

The  Progress  is  interested  in  Adamson's  possible  links  to  Bompensiero  or  other 
San  Diego  mob  figures  because  of  a  still  officially  unexplained  San  Diego  angle  in 
the  Bolles  murder  conspiracy. 

Adamson  went  there  in  April  1976  to  acquire  the  radio  remote  control  device  ap- 
parently used  less  than  two  months  later  to  detonate  the  bomb  beneath  Bolles'  car. 

There  were  later  indications  by  Adamson  that  he  had  been  told  by  those  behind 
the  killing  that  they  were  worried  about  a  business  trip  Bolles  was  planning  to  San 
Diego  at  the  end  of  June  1976. 

There  also  were  reports  from  several  of  Adamson's  Phoenix  acquaintances  who 
said  they  often  heard  him  making  ominous  references  to  "my  people  in  San  Diego." 

Soon  after  the  April  10  news  article,  the  Progress  also  learned  that  a  police  search 
of  Adamson's  Phoenix  apartment,  in  June  1976,  had  produced  another  possible  ref- 
erence to  Bompensiero. 

A  police  report  obtained  by  the  newspaper  describing  items  found  during  that 
search  listed  among  them  "one  United  States  District  Court  Subpoena  to  John  Ad- 
amson, Grand  Jury  Courtroom,  dated  October  2,  1974." 

The  police  report  said  that  there  were  a  number  of  names  and  notations  on  the 
back  of  the  subpoena,  hand-printed  in  blue  ink,  interpreted  to  include  "Empire  Fi- 
nancial— from  Frank  Bunisinesero." 

Again,  despite  evident  misspelling,  there  is  reason  to  believe  that  the  person  to 
whom  Adamson  referred  was  Frank  Bompensiero. 

Bompensiero  also  had  been  named  in  the  context  of  a  1975  Phoenix  police  intelli- 
gence report  on  Empire  Financial. 

During  summer  1976  several  FBI  agents,  carrying  a  copy  of  the  subpoena  from 
Adamson's  apartment,  poked  around  Phoenix  asking  questions  about  an  Adamson- 
Bompensiero  relationship,  sources  close  to  the  Bolles  investigation  have  told  the 
Progress. 

It  is  not  clear  whether  the  references  on  the  back  of  Adamon's  subpoena  con- 
cerned matters  under  examination  by  a  federal  grand  jury  or  were  made  later  using 
the  reverse  side  of  the  subpoena  as  a  scratch  pad. 

Based  on  this  information,  the  Progress  made  a  Freedom  of  Information  Act  re- 
quest to  the  FBI  on  April  17,  1981. 

Among  items  requested  was  all  information  in  FBI  files  regarding  Adamson's  re- 
lationships to  people  suspected  of  involvement  in  organized  crime,  "including  but 
not  limited  to  the  late  Frank  'Bomp'  Bompensiero  and  other  Southern  California 
mob  figures." 

On  April  29,  1981,  a  spokesman  for  the  FBI  in  Washington,  D.C.,  telephoned  the 
newspaper  to  advise  that  the  request  was  being  denied  on  grounds  of  Adamson's 
right  to  personal  privacy. 

The  spokesman  said  it  was  the  FBI's  position  that  Adamson,  although  a  convicted 
killer,  is  entitled  to  such  privacy  as  long  as  "he  is  a  living  person." 

Denial  of  the  request  on  privacy  grounds  was  confirmed  in  a  letter  from  the  FBI 
dated  May  6,  1981. 

Under  the  Freedom  of  Information  Act,  the  federal  government  always  has  been 
exempt  from  releasing  law  enforcement  files  which  "constitute  an  unwarranted  in- 
vasion of  personal  privacy." 

Traditionally,  this  has  provided  ample  case-by-case  discretion  for  release  of  infor- 
mation when  the  public  need  for  disclosure  outweighs  privacy  interests. 

Among  Bolles'  last  words  to  bystanders  after  being  fatally  injured  by  a  bomb  blast 
were  "Adamson,  Empire,  the  Mafia."  Consequently,  a  request  for  information  on 
Adamson's  associations  with  organized  crime  figures  would  appear  to  qualify  for  dis- 
closure. 

Concerning  the  Progress  request,  however,  the  FBI  is  attempting  to  eliminate  all 
previous  discretion,  to  impose  a  new  legal  obstacle  to  the  effect  that  sharing  virtual- 
ly any  information  about  Adamson  would  be  a  violation  of  an  almost  absolute  right 
to  privacy. 

Assisted  by  the  Reporters  Committee  for  Freedom  of  the  Press,  the  Progress  filed 
an  administrative  appeal  of  the  FBI  denial  with  the  U.S.  Department  of  Justice  on 
June  4. 
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The  appeal  emphasized  that,  "The  intense  pubHc  interest  in  the  murder  of  report- 
er Don  Bolles  must  be  weighed  against  any  privacy  interest  of  his  accused  murderer 
who  has,  in  fact,  been  convicted  and  sentenced  for  the  crime  .  .  .  Using  a  privacy 
excuse  to  shield  perpetrators  of  such  outrage  is  unthinkable." 

Nevertheless,  over  the  title  of  Assistant  Attorney  General  Jonathan  C.  Rose,  the 
appeal  to  the  U.S.  Department  of  Justice  also  was  denied  on  July  15,  upholding  the 
FBI  position. 

On  July  27,  the  Progress  sought  and  gained  a  reconsideration  by  the  U.S.  Depart- 
ment of  Justice  of  the  unsuccessful  administrative  appeal. 

In  so  doing,  the  newspaper  stressed  being  "at  a  complete  loss,  for  example,  to 
comprehend  how  any  information  on  Adamson's  apparent  ties  to  now  deceased  San 
Diego  mobster  Frank  'Bomp'  Bompensiero  conceivably  'would  constitute  an  unwar- 
ranted invasion  of  his  personal  privacy,'  to  quote  the  recent  denial." 

The  reconsideration  was  no  more  productive  on  the  organized  crime  question  than 
were  prior  efforts. 

Again  over  the  title  of  Assistant  Attorney  General  Rose,  and  devoid  of  any  com- 
ment on  the  specifics  of  Bompensiero,  the  U.S.  Department  of  Justice  concluded  on 
Aug.  11  that — apart  from  limited  information  about  Adamson  already  publicly 
known — "this  Office's  decision  expressed  in  our  letter  of  July  15,  1981,  is  still  cor- 
rect." 

Whether  the  Progress  can  find  further  recourse — short  of  going  to  court — to  deal 
with  such  stonewalling  is  uncertain. 

The  newspaper  this  summer  filed  suit  against  the  FBI,  FBI  Director  William  Web- 
ster, the  U.S.  Department  of  Justice,  and  Attorney  General  Smith  in  U.S.  District 
Court  in  Phoenix  to  compel  disclosure  of  other  FBI  information  regarding  the  Bolles 
investigation. 

Meanwhile,  without  knowing  what,  why,  or  even  if  it  relates  directly  to  the  Bolles 
case,  the  Progress  is  left  with  a  growing  sense  that  the  U.S.  Department  of  Justice 
and  its  subordinates  under  Smith  are  going  to  great  lengths  to  hide  something — 
something  we  probably  all  should  know. 


[From  the  Scottsdale  (Ariz.)  Daily  Progress,  Sept.  5,  1981] 

"Progress"  Files  Motion  To  Release  Bolles  Info 

A  federal  court  has  been  asked  to  order  the  U.S.  Department  of  Justice  and  the 
Federal  Bureau  of  Investigation  to  produce  item-by-item  explanations  of  their  refus- 
al to  release  documents  concerning  the  murder  of  Phoenix  reporter  Don  Bolles. 

A  motion  demanding  an  index  and  explanation  from  the  agencies  was  filed  Friday 
in  U.S.  District  Court  in  Phoenix  by  the  Scottsdale  Daily  Progress,  which  has  been 
seeking  disclosure  of  FBI  records  in  the  Bolles  case  under  the  federal  Freedom  of 
Information  Act. 

The  Progress  filed  a  civil  complaint  in  federal  court  on  June  26  when  earlier  at- 
tempts to  gain  access  to  FBI  information  on  the  Bolles  homicide  were  denied  at  ad- 
ministrative levels  by  both  the  FBI  and  the  Department  of  Justice. 

Government  officials  had  claimed  that  the  requested  documents  fall  under  an  ex- 
emption in  the  Freedom  of  Information  Act  covering  "investigatory  records  com- 
piled for  law  enforcement  purposes,  the  disclosure  of  which  would  .  .  .  interfere  with 
law  enforcement  proceedings,  including  pending  investigations." 

The  Progress  civil  action  disputes  that  position,  noting  that  federal  courts  have 
ruled  that  after  an  investigation  nominally  has  dragged  on  for  years  through  ex- 
haustion of  official  leads,  such  an  exemption  cannot  be  applied  when  there  no 
longer  remains  a  "concrete  prospecf'of  further  prosecution. 

William  Schafer  III,  assistant  state  attorney  general  and  chief  prosecutor  in  the 
Bolles  case,  was  quoted  in  the  New  York  Times  on  June  14  as  saying,  "Unless  new 
evidence  emerged,  the  case  would  probably  end  here." 

John  Harvey  Adamson  has  been  convicted  and  sentenced  to  death  for  his  role  in 
the  1976  murder  conspiracy,  but  no  one  else  is  charged  with  the  crime. 

Represented  by  the  U.S.  Attorney's  office  in  Phoenix,  the  U.S.  Department  of  Jus- 
tice and  the  FBI  agsiin  refused  to  release  the  requested  documents  in  an  answer 
filed  in  federal  court  on  Aug.  24. 

The  government's  response  admitted  "that  the  FBI  is  in  possession  of  certain 
records  responsive  to  plaintiffs'  request,"  but  it  again  denied— without  further  de- 
scription or  explanation — the  newspaper's  request  for  their  disclosure. 
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Federal  courts  have  held  in  other  cases  that  government  agencies  must  provide 
itemization  and  detailed  justification  of  all  documents  which  are  claimed  to  be 
exempt  from  release  under  the  Freedom  of  Information  Act. 

The  Progress  is  represented  in  the  civil  suit  by  attorneys  Neil  Cumsky  and  David 
Bodney  of  the  Phoenix  law  firm  of  Brown  &  Bain. 

It  also  has  been  aided  by  the  Reporters  Committee  for  Freedom  of  the  Press,  a 
national  news  media  organization  based  in  Washington,  D.C. 


BoLLES  Information  Withheld,  Document  Shows 

(By  Don  Devereux,  investigative  reporter) 

Information  on  the  June  1976  bomb-slajdng  of  reporter  Don  BoUes  apparently  was 
withheld  from  Phoenix  police  investigators  and  defense  attorneys  by  top-level  feder- 
al officials,  a  document  obtained  by  Scottsdale  Daily  Progress  shows. 

Another  government  agency  report  indicates  that  three — not  one — remote-control 
radio  devices  were  purchased  for  the  purpose  of  detonating  the  bomb  that  fatally 
injured  BoUes. 

The  material  was  obtained  by  the  newspaper  in  response  to  requests  to  the  U.S. 
Justice  Department's  Criminal  Division  and  the  U.S.  Treasury  Department's 
Bureau  of  Alcohol,  Tobacco,  and  Firearms  for  records  in  the  Bolles  case  under  the 
federal  Freedom  of  Information  Act. 

Among  material  obtained  by  the  newspaper  is  a  Justice  Department  internal 
memorandum  of  Sept.  30,  1976,  from  Assistant  Attorney  General  Richard  L.  Thorn- 
burgh  of  the  Criminal  Division  to  Edward  H.  Levi,  U.S.  attorney  general  at  the 
time. 

Thornburgh's  memorandum  to  Levi  advised:  "Attached  is  a  self-explanatory 
memorandum  from  Clarence  M.  Kelley,  Director,  Federal  Bureau  of  Investigation, 
advising  that  an  extremely  broad  subpoena  was  served  on  the  Phoenix  office  of  the 
Federal  Bureau  of  Investigation  by  (attorneys  for)  John  Adamson,  charged  in  Arizo- 
na with  the  murder  of  Don  Bolles.  The  memorandum  requests  instructions." 

Adamson  at  that  time  was  in  custody  in  Phoenix  awaiting  the  first  trail  for  his 
role  in  the  Bolles  conspiracy.  Following  a  plea  agreement  and  its  later  revocation, 
Adamson  was  convicted  of  first  degree  murder  in  1980  and  is  on  death  row  at  the 
Arizona  State  Prison  in  Florence. 

The  subpoena,  according  to  Thornburgh's  message,  included  a  demand  to  the  FBI 
for  "Copies  of  all  written  or  recorded  memoranda  concerning  or  related  either  di- 
rectly or  indirectly  to  the  Don  Bolles  homicide  of  June  2,  1976,  and  subsequent  in- 
vestigation." 

Thornburgh  wrote  to  Levi:  "For  reasons  explained  in  (his)  memorandum,  Mr. 
Kelley  has  determined  to  approve  release  of  copies  of  only  those  documents  concern- 
ing the  Bolles  matter  which  have  previously  been  given  to  the  Phoenix  police.  Mr. 
Kelley  has  further  determined  that  prior  to  release,  appropriate  excisions  be  made 
to  delete  the  identities  of  informants  and  other  specific  confidential  matters." 

Thornburgh  concluded  by  noting,  "The  Criminal  Division  agrees  that  the  limited 
disclosure  recommended  by  Mr.  Kelley  seems  appropriate.  Accordingly,  it  is  recom- 
mended that  you  sign  the  attached  letter,  which  limits  disclosure  to  those  materials 
described  by  Mr.  Kelley." 

Kelley's  recommendation,  as  endorsed  by  Thornburgh,  apparently  went  beyond 
deletions  to  protect  confidential  sources,  by  calling  for  illegal  withholding  from  the 
defense  of  some  FBI  reports  on  the  Bolles  murder  that  already  had  been  kept  from 
Phoenix  police  investigators  with  jurisdiction  in  the  case. 

It  is  not  known  whether  Levi  authorized  the  "limited  disclosure." 

William  Feldhacker,  one  of  Adamson's  attorneys,  said,  however,  that  he  always 
"had  a  sense"  that  the  Adamson  defense  never  received  all  it  was  entitled  to  as  a 
consequence  of  the  1976  state  court  subpoena  served  on  the  FBI. 

The  Justice  Department's  Criminal  Division  declined  to  furnish  to  the  Progress 
copies  of  the  related  memorandum  from  FBI  head  Kelley  and  the  Levi  draft  letter. 
Both  are  among  numerous  items  still  being  sought  by  the  newspaper  under  the  fed- 
eral law. 

In  June,  the  Progress  filed  a  civil  suit  against  the  FBI  and  the  Justice  Department 
in  U.S.  District  Court  in  Phoenix  to  compel  disclosure  of  all  FBI  information  regard- 
ing the  Bolles  investigation. 
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The  civil  complaint  was  filed  when  attempts  by  the  newspaper  to  gain  access  to 
FBI  records  on  the  Bolles  investigation  were  denied  by  the  FBI  and  the  Justice  De- 
partment. 

Materials  from  the  Treasury  Department's  Bureau  of  Alcohol,  Tobacco,  and  Fire- 
arms received  by  the  Progress  under  another  Freedom  of  Information  Act  request 
indicate  that  three  remote-control  radio  devices  may  have  been  purchased  to  trigger 
the  bomb  that  fatally  injured  Bolles. 

The  information  provided  by  ATF  to  the  Progress  includes  a  hand-written  report 
apparently  prepared  by  an  unnamed  ATF  agent  early  in  1977. 

"Investigation  revealed  that  the  suspects  purchased  three  devices  and  one  was 
used.  The  other  two  have  not  been  located,"  the  ATF  report  says. 

Adamson  was  convicted,  in  part,  on  the  theory  that  the  remote  control  device 
which  he  purchased  at  a  hobby  shop  in  San  Diego,  Calif.,  during  April  1976— never 
found  after  the  murder — was  the  only  one  known  to  have  been  acquired  by  any  of 
those  suspected  of  participation  in  the  Bolles  conspiracy. 

Information  on  11  partially  edited  pages  received  by  the  Progress  from  ATF  also 
indicate  that  Phoenix  police  turned  down  an  offer  from  the  federal  agency  for  assist- 
ance in  the  investigation. 

According  to  an  ATF  report  dated  June  8,  1976,  the  federal  agency  "offered  assist- 
ance through  manpower  or  laboratory  facilities.  Phoenix  Police  Department  stated 
they  would  handle  the  entire  investigation." 

Determined  to  proceed  nevertheless,  the  report  revealed  that,  "ATF,  Phoenix,  Ari- 
zona, is  conducting  an  independent  investigation  of  the  bombing." 


Justice  Chief  OK'd  Withholding  Bolles  Record 

(By  Don  Devereux,  investigative  reporter) 

The  U.S.  Attorney  General  personally  authorized  the  withholding  of  files  on  the 
federal  investigation  into  the  1976  murder  of  Phoenix  reporter  Don  Bolles,  FBI  doc- 
uments show. 

The  decision  by  former  Attorney  General  Edward  H.  Levi,  on  grounds  that  release 
of  the  documents  would  be  harmful  to  national  interests,  was  outlined  in  Oct.  1, 
1976,  correspondence  to  William  C.  Smitherman,  U.S.  Attorney  for  Arizona  at  the 
time. 

The  letter  is  among  more  than  500  pages  of  FBI  materials  obtained  by  the  Scotts- 
dale  Daily  Progress  as  a  result  of  a  lawsuit  filed  by  the  newspaper  in  U.S.  District 
Court  under  the  Freedom  of  Information  Act. 

As  U.S.  Attorney  General,  Levi  headed  the  Department  of  Justice — which  in- 
cludes the  FBI — during  the  administration  of  President  Gerald  Ford. 

The  FBI  documents  show  that  the  federal  investigation  in  the  case  began  soon 
after  a  bomb  was  detonated  beneath  Bolles'  car  in  a  Phoenix  hotel  parking  lot  on 
June  2,  1976. 

When  Bolles  died  11  days  later  of  injuries  suffered  in  the  explosion,  a  local  hood- 
lum named  John  Harvey  Adamson  was  arrested  and  charged  with  a  role  in  the 
bombing  plot. 

Adamson's  attorneys  served  a  state  court  subpoena  on  the  Phoenix  FBI  office  on 
Aug.  20,  1976,  calling  for  access  to  all  investigative  materials  developed  by  the  FBI 
on  the  Bolles  homicide. 

FBI  Director  Clarence  M.  Kelley  wrote  a  four-page  memorandum  to  Levi  on  Sept. 
28,  1976,  in  which  he  announced  his  intention  to  limit  disclosure  and  asking  for 
Levi's  support. 

Kelley's  memorandum  also  was  among  FBI  materials  obtained  by  the  newspaper, 
but  two  pages  describing  what  was  to  be  withheld  and  reasons  for  withholding  it 
have  been  blacked  out  under  a  cited  FOIA  exemption. 

On  Sept.  30,  1976,  Richard  L.  Thornburgh,  U.S.  assistant  attorney  general,  also 
sent  a  memorandum  to  Levi,  endorsing  Kelley's  plan. 

"Mr.  Kelley  has  determined  to  approve  release  of  copies  of  only  those  documents 
concerning  the  Bolles  matter  which  have  previously  been  given  to  the  Phoenix 
police,"  Thornburgh  wrote. 

Thornburgh's  memorandum  implies  that  not  all  information  developed  by  the  FBI 
on  the  Bolles  case  was  shared  with  the  Phoenix  police  department,  even  though  it 
bore  primary  responsibility  for  the  investigation.  The  information  also  presumably 
would  have  been  withheld  from  criminal  defendants. 
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A  copy  of  Thornburgh's  memorandum  was  obtained  earlier  this  year  in  response 
to  an  FOIA  request  to  the  U.S.  Department  of  Justice's  Criminal  Division,  and  was 
reported  in  a  Progress  article  on  Sept.  21. 

Until  the  recent  acquisition  of  FBI  materials  by  the  newspaper,  however,  it  was 
not  known  how  Levi  dealt  with  the  request. 

In  his  Oct.  1  letter  to  Smitherman,  Levi  ordered  the  U.S.  Attorney's  office  in 
Phoenix  to  release  only  "copies  of  those  documents  from  the  Federal  Bureau  of  In- 
vestigation file  concerning  the  Bolles  matter  which  have  previously  been  given  to 
the  local  police." 

Anjd;hing  beyond  that,  Levi  wrote,  "would  be  detrimental  to  the  interests  of  the 
United  States." 

In  recent  interviews  with  the  Progress,  Arizona  Attorney  General  Robert  Corbin 
and  his  deputy,  William  Schafer  III,  chief  prosecutor  in  the  Bolles  case,  claimed 
they  had  no  knowledge  of  the  information  suppressed  by  federal  authorities  for 
more  than  five  years. 

Ck)rbin  said  that  because  of  a  pledge  of  improved  federal-local  cooperation  from  A. 
Melvin  McDonald,  new  U.S.  Attorney  for  Arizona,  it  is  possible  that  the  question 
can  be  resolved. 

McDonald  told  the  Progress  that  he  would  review  Levi's  letter  and  related  docu- 
ments to  determine  if  additional  information  could  be  disclosed. 


[From  the  Phoenix  Gazette,  Jan.  21,  1982] 

Bolles  Case  at  Dead  End,  Federal  Attorney  Contends 

(By  Dan  McGowan  and  Mike  McCloy,  Gazette  reporters) 

U.S.  Attorney  A.  Melvin  McDonald  said  today  he  believes  the  murder  case  of  re- 
porter Don  Bolles  is  over. 

However,  Phoenix  police  and  the  state  attorney  general's  office  said  the  case  was 
still  open. 

Meanwhile,  The  Phoenix  Gazette  learned  today  documents  indicated  the  FBI 
probed  matters  related  to  the  1976  killing  of  Bolles,  a  reporter  for  The  Arizona  Re- 
public, without  informing  the  attorney  general's  office. 

"In  my  opinion,  the  Bolles  case  is  dead,"  McDonald  said,  "Although  a  murder 
case  this  has  no  limitations  for  prosecution,  the  case  will  probably  never  be  pros- 
ecuted." 

McDonald  said  be  based  his  opinion  on  the  fact  former  star  witness  John  Harvey 
Adamson  was  no  longer  available  to  testify  in  the  case.  He  also  said  other  factors 
were  involved,  but  he  declined  to  elaborate. 

"Even  with  Adamson,  I  don't  know  if  you  could  obtain  a  conviction,"  he  said. 

McDonald's  comments  came  shortley  after  a  meeting  with  FBI  Special  Agent  in 
Charge  John  Hinchcliffe;  Darrow  Tully,  publisher  of  The  Phoenix  Gazette/The  Ari- 
zona Republic;  and  the  Robert  Early,  managing  editor  of  The  Republic. 

William  Shover,  director  of  community  and  corporate  services  for  The  Gazette/ 
The  Republic,  asid  Phoenix  police  and  the  attorney  general's  office  had  told  newspa- 
per officials  the  Bolles  case  remained  "active  and  ongoing." 

Shover  said  a  $33,118  reward  fund  was  "still  open." 

Boles  died  June  13,  1976,  11  days  after  a  bomb  exploded  beneath  his  car. 

The  Bolles  case  has  foundered  since  the  state  Supreme  Court  in  February  1980 
overturned  the  convictions  of  two  persons  charged  with  his  murder — Max  Dunlap 
and  James  Robison. 

The  testimony  of  Adamson,  who  has  been  sentenced  to  die  for  his  part  in  the 
Bolles  killing,  had  been  paramount  in  obtaining  their  original  convictions. 

However,  Adamson  backed  out  as  a  prosecution  witness  after  the  state  high 
court's  ruling,  demanding  major  new  consessions  from  the  state  before  he  would  tes- 
tify again  against  Dunlap  and  Robinson. 

Adamson  subsequently  was  prosecuted  for  first-degree  murder. 

No  new  charges  has  been  filed  against  Dunlap  and  Robison.  However,  Dunlap's 
attorneys  have  asked  the  9th  U.S.  Circuit  Court  of  Appeals  to  force  the  state  either 
to  renew  prosecution  or  permanently  drop  the  case. 

A  hearing  on  that  motion  is  scheduled  for  Feb.  3  before  a  Circuit  Court  panel  in 
Pasadena,  Calif. 

Should  the  court  deliver  a  ruling  unfavorable  to  prosecutors,  the  Bolles  case  could 
be  endangered,  state  officials  said. 
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Assistant  Phoenix  Police  Chief  Robert  Kornegay  said  he  would  be  reluctant  to  be 
forced  to  proceed  against  Dunlap  and  Robison  in  the  next  six  months. 

"It  would  be  a  thin  case,  I'm  afraid,"  Kornegay  said,  "But  I  would  still  recom- 
mend to  the  attorney  general  that  we  take  a  shot." 

Detective  Ed  Fores  of  the  Phoenix  Police  Department,  who  was  assigned  to  the 
Bolles  homicide  investigation  after  Jon  Sellers  retired  from  the  department,  is  the 
only  officer  probing  the  case  for  the  police. 

Sellers,  who  had  been  continually  probing  the  case  as  a  special  investigator  with 
the  Arizona  attorney  general's  office,  could  not  be  reached  for  comment  today. 

However,  Sellers  left  the  investigations  section  of  the  attorney  general's  office  last 
year.  He  went  back  to  work  there  this  month  but  has  been  assigned  to  investiga- 
tions other  than  the  Bolles  murder. 

Assistant  Attorney  General  William  Schafer,  who  was  named  special  prosecutor 
for  the  case  in  June  1976,  has  said  on  various  occasions  he  does  not  feel  there  will 
be  anyone  else  prosecuted  for  the  murder,  unless  evidence  develops. 

Attorney  General  Bob  Corbin  said  today  officials  of  a  Valley  newspaper  ^  had 
given  him  "documents  which  were  blanked  out"  that  indicated  the  FBI  hadn't 
shared  all  its  information. 

"They  asked  us  if  we  had  seen  some  of  this  and  we  had  not,  and  we  are  in  the 
process  of  trying  to  get"  copies,  he  said. 

The  FBI  documents — 540  pages — were  obtained  under  the  Freedom  of  Information 
Act. 

The  attorney  general's  office  took  over  investigation  of  the  Bolles  killing  from  the 
Maricopa  County  attorney's  office  several  months  after  a  bomb  destroyed  the  report- 
er's car  in  a  Phoenix  hotel  parking  lot  on  June  2,  1976. 

Corbin  declined  to  comment  when  asked  whether  the  FBI  deliberately  withheld 
information  from  him  related  to  the  Bolles  case. 

"I  don't  want  to  start  a  hassle  with  the  FBI  when  we're  trjang  to  get  cooperation 
here,"  Corbin  said. 

He  did  not  indicate  the  nature  of  the  information  being  sought  from  the  FBI. 


[From  the  Scottsdale  (Ariz.)  Daily  Progress,  Mar.  5,  1982] 

Bolles  Probe  Challenged 

The  first  of  two  columns  disputing  recent  official  statements  concerning  the  inves- 
tigation of  the  Don   Bolles  murder  case  appears  today  in  the  Scottsdale  Daily 
Progress  Opinion  Page. 
Today's  column  is  titled  "Bolles  case  investigation  surrounded  by  mythology." 
The  columns  were  written  by  Don  Devereux,  investigative  reporter  who  has  re- 
ported on  the  case  for  the  Progress  for  nearly  four  years. 

Bolles  Case  Investigation  Surrounded  by  Mythology 

(By  Don  Devereux,  investigative  reporter) 

A  determined  effort  to  justify  the  inept  investigation  of  the  June  1976  bombslay- 
ing  of  Phoenix  reporter  Don  Bolles  is  being  made  by  several  law  enforcement  offi- 
cials whose  agencies  have  been  involved  in  the  case. 

The  latest  defense  began  about  six  weeks  ago  in  the  Phoenix  Gazette  with  com- 
ments by  Jon  Sellers  about  the  investigation. 

Sellers  is  a  former  Phoenix  police  detective  who  led  the  Bolles  homicide  probe 
during  1976-77.  He  later  became  a  special  investigator  on  the  case  for  the  state  at- 
torney general's  office. 

Sellers  was  quoted  in  the  Gazette  of  Jan.  22,  insisting  that,  "The  case  was  investi- 
gated and  prosecuted  properly."  He  dismissed  criticism  to  the  contrary  as  coming 
from  "people  who  didn't  know  what  they  were  doing,  bastardizing  the  case." 

It  was  a  restaurant  of  one  of  several  myths  about  the  Bolles  murder  investigation 
and  prosecution:  namely  that  the  case  was  competently  and  thoroughly  conducted, 
and  that  anyone  who  disagrees  must  be  an  irresponsible  amateur  in  such  matters. 

The  fact  is  that  the  Bolles  investigation  has  been  subject  to  a  high  degree  of 
tunnel  vision  that  has  allowed  pursuit  of  only  one  dubious  theory  of  the  crime  to 
the  exclusion  of  other,  more  likely  possibilities. 
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The  result  is  a  theory  that  lacks  a  credible  motive  and  is  based  on  the  assumption 
that  a  sociopathic  misfit  such  as  John  Harvey  Adamson  could  be  trusted  to  be 
honest  in  his  testimony. 

Adamson  confessed  his  part  in  the  conspiracy  in  January  1977  as  part  of  a  gener- 
ous plea-bargaining  arrangement,  fingering  contractor  Max  Dunlap  as  the  person 
who  allegedly  ordered  the  killing  and  plumber  James  Robison  as  the  man  who  sup- 
posedly detonated  the  bomb. 

No  convincing  reason  was  established  as  to  why  Dunlap  would  want  Bolles  dead. 
There  was  speculation,  however,  that  it  might  have  been  as  a  favor  to  his  friend  and 
mentor,  Kemper  Marley,  a  wealthy  liquor  wholesaler,  land  owner  and  one-time 
state  racing  commissioner  about  whom  Bolles  had  written  several  derogatory  arti- 
cles. 

Marley  denied  any  knowledge  of  the  crime,  however,  and  never  was  charged. 

Dunlap  and  Robison  were  convicted  of  the  Bolles  homicide  late  in  1977,  but  the 
convictions  were  set  aside  in  February  1980  by  the  Arizona  Supreme  Court,  which 
ruled  that  defense  attorneys  had  been  unfairly  limited  in  cross-examination  of  Ad- 
amson. 

Murder  charges  against  Dunlap  and  Robison  were  dismissed  in  June  1980,  when 
Adamson  refused  to  testify  against  them  in  second  trials.  Dunlap  and  Robison  con- 
sistently professed  their  innocence,  and  by  1980  there  was  growing  contention  that 
they  had  been  "framed." 

Adamson  was  convicted  that  year  of  first-degree  murder  in  the  Bolles  bombing 
and  awaits  execution  at  the  State  Prison  in  Florence,  pending  appeal. 

Now  Sellers  would  assure  us  that  the  Phoenix  Police  Department  and  state  attor- 
ney general's  office— jointly  responsible  for  the  sloppy  investigation  and  prosecu- 
tion— really  have  done  their  jobs  well. 

Before  he  based  his  prosecution  on  Adamson's  testimony,  state  Attorney  General 
Bruce  Babbitt  appeared  to  have  had  serious  doubts  about  the  thoroughness  with 
which  the  case  was  being  handled.  Babbitt,  now  Arizona's  governor,  was  in  charge 
of  the  Bolles  case  during  1976-77. 

FBI  documents  acquired  by  the  Scottsdale  Daily  Progress  under  the  Freedom  of 
Information  Act  report  that  Babbitt  expressed  this  concern  during  a  trip  to  FBI 
headquarters  in  Washington,  D.C.,  on  Sept.  22,  1976. 

The  documents  claim  Babbitt  advised  an  FBI  official  that,  regarding  the  Bolles 
murder,  "he  knows  that  there  is  a  lot  of  street  talk  concerning  the  implication  of 
other  subjects,  but  he  feels  that  the  Phoenix  Police  Department  and  his  own  state 
investigators  are  incapable  of  obtaining  this  street  talk  from  an  undercover  position. 
Mr.  Babbitt  said  he  is  requesting  that  the  FBI  consider  placing  an  undercover  agent 
in  Phoenix  to  obtain  information  from  street  sources." 

The  FBI  notified  Babbitt  on  Oct.  11,  1976,  of  its  rejection  of  his  proposal.  The  doc- 
uments indicate  that  the  FBI  already  had  a  confidential  informant  here  who  was 
providing  information  on  the  case,  but  that  may  not  have  been  known  to  Babbitt. 

Babbitt  has  declined  to  be  interviewed  by  this  reporter  about  his  request  to  the 
FBI  or  other  information  discovered  by  the  newspaper — soon  to  be  disclosed — that 
may  have  falsely  convinced  him  of  Adamson's  credibility. 

Current  U.S.  Attorney  A.  Melvin  McDonald  and  Arizona  Attorney  General  Robert 
Corbin  now  say  that  all  of  the  FBI  files  on  the  Bolles  homicide  have  been  turned 
over  to  the  state  attorney  general's  office. 

The  providing  of  the  federal  investigative  materials  to  the  state  agency  responsi- 
ble for  the  case  apparently  took  place  in  January,  more  than  SVa  years  after  com- 
mission of  the  crime,  more  than  four  years  after  the  Dunlap-Robison  trial,  and  more 
than  a  year  after  Adamson  was  tried  and  convicted. 

McDonald  said  steps  also  have  been  taken  to  make  Corbin  and  his  staff  aware  of 
the  information  developed  by  the  FBI's  confidential  source  in  1976.  But  McDonald 
added,  "It  would  be  improper  for  me  to  make  public  the  substance  of  this  informa- 
tion." 

Next:  Three  more  Bolles  case  mj^hs. 

DUNLAP  USED  AS  "FALL  GUy" 

During  John  Harvey  Adamson's  stay  in  federal  prisons  between  1976  and  1980 
under  the  witness  protection  program,  another  prisoner  with  whom  he  had  frequent 
contact  was  Franco  Cardona. 

On  June  4,  1980,  Cardona,  also  known  as  Frank  Vincent  Bova,  was  interviewed 
about  Adamson  by  federal  agents  of  the  Bureau  of  Alcohol,  Tobacco  and  Firearms. 

On  June  18,  1980,  Cardona  was  given  a  polygraph  on  the  major  points  discussed 
during  that  interview. 
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The  Progress  has  obtained  copies  of  the  interview  transcripts  and  the  polygraph 
report. 

In  the  interview,  Cardona  said  Adamson  admitted  to  him  that  Max  Dunlap  was 
innocent  in  the  BoUes  crime,  and  was  used  as  a  fall-guy  to  take  the  heat  off  the  true 
conspirators. 

In  the  polygraph,  Cardona  was  asked  if  Adamson  told  him  "he  framed  Dunlap" 
and  "was  protecting"  others. 

Cardona  answered,  "Yes,"  to  both  questions. 

He  then  was  asked,  "Has  anyone  put  you  up  to  giving  this  statement  to  ATF?" 

Cardona  answered,  "No." 

It  was  the  conclusion  of  the  federal  polygraph  examiner  "that  Franco  Cardona 
was  not  attempting  deception  in  his  responses  to  those  questions." — D.D. 


[From  the  Scottsdale  (Ariz.)  Daily  Progress,  Mar.  6,  1982] 

BoLLES  Death  Probed 

The  last  of  two  columns  disputing  recent  official  statements  concerning  the  inves- 
tigation of  the  Don  Bolles  murder  case  appears  today  in  the  Scottsdale  Daily 
Progress  Opinion  Page. 

Titled  "Investigators  lack  desire,  not  Bolles  case  suspects,"  it  details  the  myths 
that  have  surrounded  the  crime,  suggesting  that  some  officials  would  like  to  see  the 
investigation  fade. 

The  columns  were  written  by  Don  Devereux,  an  investigative  reporter  who  has 
reported  on  the  case  of  the  Progress  for  nearly  four  years. 

Investigators  Lack  Desire,  Not  Bolles  Case  Suspects 

(By  Don  Devereux,  investigative  reporter) 

In  defense  of  the  5y2-year  investigation  and  prosecution  of  the  Don  Bolles  murder 
case,  law  enforcement  investigator  Jon  Sellers  and  other  officials  have  spread  sever- 
al mjrths  about  the  crime. 

Sellers  is  a  former  Phoenix  police  detective  who  headed  the  Bolles  homicide  probe 
during  1976-77  and  later  became  a  special  investigator  on  the  case  for  the  state  at- 
torney general's  office. 

The  first  myth  disseminated  by  Sellers  is  that  the  Bolles  case  was  competently 
and  thoroughly  conducted,  and  that  anyone  who  disagrees  must  be  an  irresponsible 
amateur  concerning  police  investigations. 

He  stated  the  second  myth  in  an  article  in  the  Phoenix  Gazette  on  Jan.  22,  to  the 
effect  that  all  of  the  evidence  developed  in  the  case  during  the  past  five  years  points 
exclusively  to  John  Harvey  Adamson,  Max  Dunlap  and  James  Robison  as  the  con- 
spirators in  the  June  1976  bomb-slaying  of  the  Phoenix  reporter. 

The  1977  convictions  of  Dunlap  and  Robison  were  reversed  by  the  Arizona  Su- 
preme Court  in  1980  and  the  murder  charges  against  them  later  were  dismissed 
amid  growing  indications  that  the  two  suspects  had  been  "framed." 

All  that  remains  is  the  1980  conviction  of  Adamson,  now  on  death  row  at  the 
State  Prison  in  Florence.  No  one  else  has  been  charged. 

In  the  Gazette  article.  Sellers  said,  "I  defy  any  investigative  agency  or  reporter  to 
turn  up  facts  or  evidence  that  points  to  suspects  other  than  those  prosecuted  for 
Bolles'  murder." 

Other  law  enforcement  officials  joined  the  chorus  in  a  Feb.  14  article  in  the  Arizo- 
na Republic. 

Phoenix  Police  Chief  Ruben  Ortega,  for  example,  assured  the  public  that,  "Every 
bit  of  evidence  that  has  been  brought  to  our  attention  .  .  .  still  points  to  the  same 
people." 

There  are,  in  fact,  a  number  of  other  suspects  in  the  Bolles  conspiracy,  all  of 
whom  have  denied  involvement  in  the  case.  They  include: 

Phoenix  attorney  Neal  Roberts,  in  whose  office  or  presence  some  aspects  of  the 
plot  seem  to  have  occurred,  and  who  has  been  a  suspect  on  many  lists,  law  enforce- 
ment included.  Once  granted  limited  immunity  and  otherwise  inclined  toward  the 
Fifth  Amendment,  Roberts  has  written  a  fictional  account  of  the  1970s,  presumably 
entailing  a  similar  homicide,  which  should  be  interesting  reading  if  he  can  find  a 
publisher. 

A  source  close  to  him  told  the  Progress  that  the  manuscript  tentatively  may  be 
titled  Other  Lives,  Other  Lies,  and  that  Joe  Patrick,  a  former  Phoenix  newsman  and 
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aide  to  U.S.  Sen.  Barry  Goldwater,  is  believed  to  have  helped  in  its  preparation. 
Roberts  recently  refused  an  interview  with  the  newspaper  concerning  the  book. 

Valley  businessman  Bradley  Funk,  who  was  termed  a  suspect  by  law  enforcement 
authorities  ranging  from  Phoenix  police  detective  Michael  Butler  to  Arizona  Attor- 
ney General  Robert  Corbin  because  of  a  longstanding  fued  with  Bolles,  his  actions 
around  the  time  of  the  crime  and  other  allegations.  Funk  was  a  principal  in  Funks' 
Greyhound  Racing  Circuit,  which  was  a  partner  until  1980  with  Delaware  North, 
formerly  Emprise  Corp.,  in  control  of  Arizona's  dog  racing  industry. 

Former  Scottsdale  lounge  operators  William  Rocco  "Rocky"  D'Ambrosio  and 
Frank  Mussuto — despite  improbable  claims  that  they  actually  were  planning  to  kill 
another  reporter — who  have  been  implicated  in  Bolles'  murder  through  information 
developed  by  the  Scottsdale  Police  Department,  Phoenix  Police  Department  and  Ari- 
zona Department  of  Public  Safety. 

They  are  alleged  to  have  played  roles  in  the  acquisition  of  dynamite  and  efforts  to 
recruit  a  bomb-maker.  D'Ambrosio  is  serving  a  lengthy  sentence  for  fraud  at  the 
State  Prison  and  Mossuto  is  awaiting  trial  on  the  same  charge. 

A  Valley  electronics  expert  with  the  street  nickname  "Little  Jimmy"  and  "Jimmy 
the  Junk  Man" — not  Robison — who  was  among  those  at  first  identified  by  the  Phoe- 
nix police  intelligence  unit  as  a  possible  accomplice  of  Adamson.  "Little  Jimmy" 
told  Phoenix  police  that  he  was  in  an  airport  in  the  Midwest  when  the  Bolles  bomb 
was  detonated  by  remote  transmitter,  but  the  alibi  would  be  meaningless  if  he  had 
manufactured  the  explosive  device  for  others  to  use. 

According  to  a  DPS  report,  he  is  said  to  have  told  a  friend  that  he  had  been 
warned  to  get  out  of  town  on  the  day  of  the  bombing.  Corbin  acknowledged  last  year 
that  "Little  Jimmy"  would  be  looked  at  very  carefully  if  the  murder  investigation 
were  to  be  reopened. 

The  lastest  law  enforcement  claim  that  there  is  a  lack  of  suspects  is  related  to  a 
third  mjd;h:  that  Adamson  had  no  apparent  connections  with  Emprise. 

Soon  after  the  blast  that  wounded  him  fatally,  Bolles  blamed  the  bombing  on  "Ad- 
amson, Emprise,  the  Mafia." 

FBI  records  on  the  investigation  obtained  by  the  Progress  under  the  Freedom  of 
Information  Act  show  the  official  line  of  the  Phoenix  Police  Department  within  only 
two  days  of  the  crime  was  that  it  was  "unable  to  link  Adamson  with  Emprise  Corp." 

Apart  from  admitting  that  Adamson  was  a  minor  partner  in  ownership  of  grey- 
hounds and  that  he  spent  time  around  the  dog  tracks,  law  enforcement  authorities 
have  done  their  best  to  maintain  that  fiction. 

Such  a  relationship  evidently  existed,  however. 

The  Progress  has  learned  that  Phoenix  police  were  aware  in  1976  that  Adamson 
and  a  figure  associated  with  Emprise-Fund  race  track  operations  reportedly  had 
been  involved  in  the  purchase  of  electronic  equipment  in  1973. 

The  newspaper  also  has  learned  that  part  of  that  transaction  alledgedly  took 
place  in  the  former  Clarendon  House  parking  lot,  where  Bolles'  car  was  bombed 
three  years  later,  as  part  of  a  discussion  about  the  effective  use  of  remote-control 
radio  transmitters  in  that  neighborhood. 

One  person  close  to  the  bitter  1975  strike  of  local  greyhound  kennels  Eigainst  state 
race  tracks  has  told  the  Progress  that  some  kennel  owners  also  claim  that  Adamson 
was  doing  odd  jobs  for  Emprise-Fund  track  management  at  that  time. 

Track  ties  to  Adamson  also  were  believed  to  be  the  target  in  the  controversial 
purge  of  Phoenix  police  intelligence  file  No.  851,  the  so-called  "Emprise"  file,  in  Sep- 
tember 1976. 

The  final  myth  about  the  Bolles  case,  simply  expressed,  it  is  that  with  the  demis 
of  Adamson's  cooperation  as  a  witness  and  the  resultant  damage  to  his  credibility, 
authorities  have  nothing  upon  which  to  build  a  case. 

In  the  Gazette  of  Jan.  22,  U.S.  Attorney  A.  Melvin  McDonald  echoed  others  in  the 
criminal  justice  system  by  stating,  "In  my  opinion  the  Bolles  case  is  dead."  The  Re- 
public expanded  on  that  position  in  its  lengthy  article  of  Feb.  14. 

Then  Phoenix  Newspapers  Inc.  announced  on  Feb.  21  its  intention  over  the  next 
several  months  to  review  claims  and  make  payment  or  phase  out  the  $33,000  reward 
offered  for  useful  information  about  the  Bolles  homicide. 

The  message  is  clear.  A  lot  of  influential  people  would  like  the  Bolles  case  to  be 
over. 

The  truth,  however,  is  that  there  still  are  ample  ways  to  proceed  with  an  investi- 
gation. From  discussion  with  Corbin,  there  is  good  reason  to  believe  that  the  attor- 
ney general's  office  has  significant  leads  that  can  be  followed. 

But  that's  not  the  real  problem. 
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Many  law  enforcement  and  political  officials — and  members  of  the  press  for  that 
matter — apparently  are  more  concerned  about  protecting  their  reputations  than 
with  justice  being  done. 

Going  forward  with  the  Bolles  case  inevitably  would  mean  the  admission  of  past 
mistakes,  and  the  pressure  is  mounting  to  let  it  end,  however  unresolved,  here  and 
now. 


[From  the  Scottsdale  (Ariz.)  Daily  Progress,  Mar.  24,  1982] 

Bolles  Probers  Ignore  Adamson  "Hit  Man" 

(By  Don  Devereux,  Progress  staff  writer) 

A  self-styled  mob  hit  man  who  reportedly  turned  down  a  contract  to  kill  reporter 
Don  Bolles,  but  later  agreed  to  kill  John  Harvey  Adamson,  was  not  questioned 
about  the  Bolles  murder  even  though  he  was  in  custody  of  Phoenix  police  five  times 
during  1977. 

Police  say  that  they  lost  track  of  the  man,  Nicolo  Angelo  "Nick"  DiVincenzo,  and 
that  much  of  their  file  on  him  had  been  misplaced  temporarily.  He  now  is  a  fugitive 
wanted  for  violation  of  probation. 

DiVincenzo,  a  former  Valley  bar  and  restaurant  manager,  reportedly  moved  to  El 
Segundo,  Calif.,  soon  after  the  June  1976  Bolles  slaying.  When  he  left  Phoenix,  Di- 
Vincenzo "appeared  to  be  very  nervous  and  appeared  to  be  hiding  from  someone," 
an  informant  later  told  former  Phoenix  police  detective  Jon  Sellers. 

The  California  Department  of  Justice  was  told  by  confidential  sources  in  March 
1977  that  DiVincenzo  was  touting  himself  as  an  occasional  "hit  man" — a  hired 
killer — for  people  connected  to  organized  crime. 

A  CDJ  intelligence  report  alleged  that  DiVincenzo  told  a  police  source  that  he 
had  been  hired  to  murder  Adamson,  who  since  has  been  found  guilty  in  the  Bolles 
murder  plot. 

"DiVincenzo  reportedly  stated  that  he  had  received  the  contract  to  'hit'  Adamson 
prior  to  Adamson's  arrest  (in  the  Bolles  case)  because  Adamson  was  a  direct  link  to 
'Funk'  (believed  to  be  one  of  the  Funks  of  Funks'  Greyhound  Racing  Circuit,  Incor- 
porated)," the  California  report  said. 

"DiVincenzo  stated  that  Adamson  was  a  direct  tie  to  Funk  and  other  very  impor- 
tant persons  in  Arizona  and  that  Adamson  could  not  be  trusted  to  live,"  the  Califor- 
nia report  quoted  the  sources. 

DiVincenzo  said,  the  source  added,  that  his  failure  to  "carry  out  the  'contract'  on 
Adamson  in  time  before  Adamson  was  arrested  for  Bolles'  murder"  and  his  refusal 
to  make  an  attempt  after  Adamson  was  in  custody,  resulted  in  his  "fall  into  disfa- 
vor" and  his  hasty  move  to  the  West  Coast. 

The  only  member  of  the  Funk  family  ever  termed  a  suspect  in  the  Bolles  case  is 
Bradley  J.  Funk,  who  has  denied  any  involvement  in  the  conspiracy. 

In  a  report  written  after  he  interviewed  a  state  Department  of  Justice  source  in 
California  on  April  2,  1977,  Sellers  said  authorities  there  told  him  of  DiVincenzo's 
alleged  claim  that  "people  in  the  dog  racing  business  and  other  important  people 
had  hired  him"  to  kill  Adamson. 

Sellers  also  reported  that  the  source  said  DiVincenzo  has  claimed  that  he  earlier 
"had  been  approached  to  make  the  hit  on  Don  Bolles,"  turning  it  down  in  a  dispute 
over  price. 

Sellers'  report  noted  that  there  was  an  outstanding  felony  warrant  against  DiVin- 
cenzo in  Arizona  on  a  criminal  complaint  of  embezzlement  of  $156  from  a  former 
employer,  and  he  asked  California  authorities  to  watch  the  suspect  while  police  con- 
sidered extraditing  him  to  Arizona. 

The  investigation  of  DiVincenzo's  possible  knowledge  of  the  Bolles  murder  and 
the  conspirators  involved  in  it  apparently  ended  at  that  point,  however. 

The  Phoenix  Police  Department  and  Arizona  Attorney  General's  office,  which 
prosecuted  the  case  against  Dunlap  and  Robison,  say  they  lost  track  of  the  DiVin- 
cenzo matter  for  two  years  and  key  sections  of  the  file  were  misplaced.  Authorities 
also  say  that  homicide  detectives  never  were  notified  of  DiVincenzo's  return  to  the 
Valley. 

As  a  result,  the  trial  of  Max  Dunlap  and  James  Robison  for  the  Bolles  murder 
was  conducted  in  September  and  October  1977  without  the  defendants  knowing  of 
all  information  concerning  DiVincenzo,  which  could  have  contradicted  the  state's 
case  against  them.  The  convictions  later  were  set  aside  for  other  reasons. 
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The  information  on  DiVincenzo  next  surfaced  on  July  10,  1979,  when  Phoenix  de- 
tective Andy  Watzek  reported  that  he  had  found  the  material,  "which  was  not  prop- 
erly indexed  into  the  files." 

Despite  the  claim  that  the  matter  was  not  investigated  further,  FBI  documents 
obtained  by  the  Scottsdale  Daily  Progress  indicate  that  the  FBI's  Los  Angeles  office 
received  information  from  Phoenix  in  mid-April,  1977,  about  a  person  who  could  be 
considered  "armed  and  dangerous." 

Kenneth  C.  Brady  of  Scottsdale,  who  was  a  partner  of  DiVincenzo  in  the  oper- 
ation of  a  Phoenix  bar  in  early  1976,  told  the  Progress  that  he  recalls  being  visited 
by  FBI  agents,  possibly  in  1977,  who  said  they  were  looking  for  DiVincenzo. 

Court  records  show  that  DiVincenzo,  after  apparently  being  informed  of  the 
charges  against  him,  surrendered  on  the  embezzlement  charge  and  appeared  in  a 
Phoenix  justice  court  on  April  29,  1977.  He  was  present  at  another  justice  court 
hearing  on  May  17,  1977,  for  assignment  of  public  defender  Anders  Rosenquist  as 
his  legal  counsel. 

The  justice  court  bound  DiVincenzo  over  for  trial  in  Maricopa  County  Superior 
Court  in  a  hearing  on  June  7,  1977.  DiVincenzo  again  surrendered  to  the  Phoenix 
Police  Department  on  June  23,  1977,  and  was  held  in  custody  for  one  day  before 
being  released  on  his  own  recognizance. 

He  pleaded  guilty  in  Judge  Sandra  O'Connor's  court  on  Aug.  9,  1977,  to  an  agree- 
ment negotiated  by  Rosenquist  and  prosecutor  Jeffrey  Hotham,  calling  for  him  to 
receive  five  years'  probation  in  exchange  for  making  restitution  of  embezzled  funds 
and  paying  court  costs. 

DiVincenzo  was  in  court  again  for  sentencing  on  Sept.  6,  1977,  four  days  after  the 
Dunlap-Robison  murder  trial  opened  in  a  nearby  Superior  Court  division.  O'Connor 
ordered  the  recommended  probation. 

O'Connor,  who  now  is  on  the  U.S.  Supreme  Court,  revoked  DiVincenzo's  probation 
for  violation  of  the  agreement  and  issued  a  warrant  for  his  arrest  in  April  1979. 

Although  he  has  not  been  returned  to  custody,  there  have  been  unverified  reports 
that  DiVincenzo  has  been  seen  since  1979  in  Palm  Springs,  Calif.,  and  in  the  Phoe- 
nix area. 

The  Progress  will  file  a  motion  within  a  week  as  part  of  its  litigation  under  the 
Freedom  of  Information  Act,  in  an  effort  to  determine  whether  the  FBI  located  Di- 
Vincenzo late  in  April  1977  at  the  request  of  Phoenix  homicide  detectives,  rather 
than  the  matter  being  sidetracked  as  authorities  claim. 

If  homicide  detectives  knew  of  DiVincenzo's  return  here  for  court  appearances  on 
the  embezzlement  charge,  it  is  possible  that  the  charge  could  have  been  used  to  gain 
leverage  on  DiVincenzo,  to  guarantee  his  silence  on  the  Bolles  matter  and  to  protect 
the  state's  case  against  Dunlap  and  Robison,  the  newspaper's  motion  suggests. 


[From  the  Scottsdale  (Ariz.)  Daily  Progress,  Mar.  25,  1982] 

Suit  Seeks  FBI  Record 

A  motion  seeking  fuller  access  to  FBI  documents  on  the  Don  Bolles  murder  inves- 
tigation was  filed  by  the  Scottsdale  Daily  Progress  today  in  U.S.  District  Court  in 
Phoenix. 

The  motion  requests  a  court  order  for  release  of  the  documents  in  more  complete 
form,  in  challenge  to  exemptions  claimed  for  extensively  censored  portions  of  Bolles 
case  files  released  to  the  newspaper  late  last  year. 

Bolles,  a  Phoenix  reporter,  died  of  injuries  suffered  in  a  June  1976  car  bombing. 

The  materials  are  among  211  FBI  documents  on  the  Bolles  investigation  released 
by  federal  authorities  as  a  result  of  litigation  by  the  newspaper  under  the  Freedom 
of  Information  Act. 

The  motion  seeks  the  release  of  further  information  concerning: 

The  reasons  for  U.S.  Attorney  General  Edward  Levi's  instructions  to  Arizona's 
U.S.  Attorney  William  Smitherman  on  Oct.  1,  1976,  to  "limit  disclosure"  of  FBI  in- 
vestigate materials  on  the  Bolles  homicide. 

The  thrust  of  information  on  the  Bolles  case  apparently  provided  to  Phoenix 
police  detectives  by  federal  informant  Danny  O'Keefe  in  July  1977. 

Why  the  FBI  was  asked  by  the  Phoenix  police  department  on  June  3,  1976— the 
day  after  the  bombing  of  the  Phoenix  reporter— to  locate  and  interview  Bureau  of 
Indian  Affairs  official  Anthony  Lincoln. 
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Whether  the  FBI  located  and  perhaps  contacted  an  alleged  organized  crime  "hit 
man,"  Nicolo  Angelo  DiVincenzo,  in  California  during  April  1977  on  behalf  of  Phoe- 
nix police  detectives  assigned  to  the  Bolles  case. 


[From  the  Scottsdale  (Ariz.)  Daily  Progress,  July  31,  1982] 

Memo  Raises  Specter  of  Bolles  Data  Suppression 

(By  Don  Devereux,  Progress  staff  writer) 

One  of  the  most  interesting  documents  acquired  by  the  Scottsdale  Daily  Progress 
during  its  lengthy  investigation  of  the  June  1976  bomb-slaying  of  Phoenix  reporter 
Don  Bolles  is  a  four-page  memorandum  from  Clarence  Kelley,  who  was  director  of 
the  FBI  at  the  time. 

It  raises  questions  about  another  instance  of  possible  suppression  of  information 
regarding  the  Bolles  case,  the  time  by  federal  authorities. 

Lost  in  the  smokescreen  of  official  secrecy  may  be  significant  references  to  one  or 
more  prominent  Arizonans  developed  in  the  course  of  the  investigation  by  the  FBI. 

Dated  Sept.  28,  1976,  Kelley's  memo  was  addressed  to  the  nation's  highest  law  en- 
forcement official,  Edward  Levi,  U.S.  attorney  general  during  the  interim  adminis- 
tration of  President  Gerald  Ford. 

When  originally  provided  to  the  newspaper  by  the  FBI  in  November  1981,  some 
106  of  129  lines  of  text  had  been  blacked-out  under  various  claims  of  confidentiality. 

Persistent  efforts  in  U.S.  District  Court  in  Phoenix  in  Freedom  of  Information  Act 
litigation  by  the  Progress,  however,  led  to  release  by  the  FBI  in  June  of  a  far-less- 
censored  copy  of  the  document,  with  only  seven  lines  of  text  deleted. 

The  seven  blacked-out  lines  occur  in  the  middle  of  a  paragraph  in  which  Kelley 
summarizes  for  Levi  certain  materials  in  the  FBI  Phoenix  Field  Office's  file  on  the 
Bolles  case  which  were  not  being  shared  with  anyone  outside  the  FBI,  including  the 
Phoenix  Police  Department. 

Kelley  was  seeking  Levi's  blessing  for  a  continued  federal  policy  of  withholding 
such  items  from  everyone  else,  even  in  the  face  of  a  state  court  subpoena  for  all  FBI 
records  concerning  the  Bolles  case. 

Levi  agreed,  issuing  instructions  on  Oct.  1,  1976,  "that  any  further  disclosure 
would  be  detrimental  to  the  interests  of  the  United  States." 

The  Progress  gained  access  to  the  more-complete  version  of  the  Kelley  memo 
through  a  formal  stipulation  that  it  would  accept  the  document  with  the  seven  lines 
in  question  deleted,  without  court  appeal. 

At  the  same  time,  Assistant  U.S.  Attorney  James  Loss,  representing  the  FBI,  en- 
tered into  a  reciprocal  stipulation  that  the  seven  lines  contain  materials  somehow 
"unrelated"  to  the  newspaper's  Freedom  of  Information  Act  request  concerning 
either  the  Bolles  crime  or  its  cover-up. 

The  newspaper  now  has  asked  U.S.  Attorney  A.  Melvin  McDonald  to  review  the 
matter  and  to  add  his  personal  assurance  that  the  determination  by  the  FBI  and 
Loss  is  justified. 

Examination  of  more  than  500  pages  of  reports  regarding  the  Bolles  homicide  so 
far  obtained  from  the  FBI  reveals  that  nothing  seemed  to  make  federal  agents  in 
Arizona  more  nervous  than  the  mention  of  major  political  figures  or  important  busi- 
ness and  financial  leaders. 

Witness  the  obvious  distaste  in  FBI  records  of  late  October  1976  when  then-Mari- 
copa  County  Attorney  Don  Harris  made  his  belief  openly  known  that  those  responsi- 
ble for  the  Bolles  homicide  might  include  members  of  the  "Phoenix  Country  Club 
set." 

Quickly  thereafter.  Gov.  Raul  Castro  was  persuaded  to  take  control  of  the  Bolles 
case  away  from  Harris  and  give  it  to  Arizona  Attorney  General — now  governor — 
Bruce  Babbitt.  The  FBI  records  indicate  that  Babbitt  was  anticipating  such  a  trans- 
fer of  the  case  to  his  office  at  least  a  month  sooner. 

One  FBI  report  dated  June  14,  1976,  cited  a  briefing  for  a  special  attorney  as- 
signed to  a  Los  Angeles-based  federal  strike  force  "should  later  investigation  indi- 
cate possible  high-level  political  corruption." 

Another  of  June  28,  1976,  stated  that  the  Los  Angeles  strike  force  attorney  "has 
expressed  great  interest  in  allegations  concerning  political  corruption  within  the 
state  of  Arizona  arising  out  of  investigation  concerning  (Bolles)  case." 

The  details  of  those  political  charges  are  quite  sketchy  in  the  partially  blacked-out 
form  of  many  of  the  FBI  documents  acquired  by  the  Progress. 
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They  indicate,  however,  that  several  prominent  persons  from  both  major  political 
parties  may  have  been  targets  of  accusation  in  the  federal  file,  including  one  ex- 
governor  of  Arizona  and  two  former  congressmen. 

A  current  member  of  the  state's  congressional  delegation  is  conspicuous  by  his  ab- 
sence from  readable  portions  of  the  FBI  materials. 

Given  the  degree  to  which  his  name  showed  up  in  Phoenix  police  reports  and  re- 
lated press  coverage  regarding  the  Bolles  case,  its  total  lack  of  visibility  in  FBI 
records  appears  to  be  a  monument  to  censorship. 

That  gets  to  the  very  heart  of  the  problem. 

It  is  in  the  context  of  allegations  concerning  prominent  politicians  that  FBI 
records  of  the  Bolles  investigation  contain  such  directives  as  "The  Phoenix  Division 
has  requested  that  no  dissemination  be  made  of  above  information  in  view  of  the 
nature  of  the  information." 

Or,  "In  view  of  volatile  nature  of  info  .  .  .  Bureau  should  insure  no  dissemination 
made  of  this  info  outside  the  Bureau." 

That  is  why  the  newspaper  and  others  who  have  seen  the  Kelley  memo  are  in- 
clined to  suspect  that  the  seven  lines  deleted  with  such  determination  by  the  FBI 
may  hide  one  or  more  political  references. 

If  so,  it  could  mean  that  the  FBI  has  seized  upon  a  "safe"  theory  of  the  Bolles 
homicide  that  neatly  allows  federal  authorities  to  attempt  to  withhold  certain  alle- 
gations about  prominent  politicians  as  "unrelated." 

That  should  not  be  for  the  FBI  to  decide,  and,  in  fact,  could  even  be  tantamount 
to  obstruction  of  justice. 

The  Bolles  murder  conspiracy  remains  essentially  unsolved  and  unpunished. 

It  may  be  unlikely  that  any  major  political  figures  actually  took  part  in  the  mur- 
dering plot. 

It  is  possible,  however,  that  one  or  more  prominent  politicians  may  have  helped  to 
pull  strings  later  in  a  cover-up  to  protect  someone  else. 

Whatever  the  case,  absolutely  all  information  developed  by  the  FBI  possibly 
touching  upon  the  Bolles  murder  should  have  been — and  should  still  be — passed  on 
to  the  Phoenix  Police  Department  and  the  Arizona  Attorney  General's  office. 

Those  are  the  agencies — not  the  FBI — which  have  had  primary  responsibility  for 
investigating  and  prosecuting  the  Bolles  killing. 

Wherever  they  lead,  absolutely  all  serious  allegations  about  prominent  politicians 
should  have  been — and  should  still  be — made  public,  along  with  the  results  of  their 
investigation. 

It  is  impossible  to  conceive  how  national  security  could  be  involved  in  the  Bolles 
case.  And  there  could  be  no  other  reason  for  suppressing  information  that  might 
help  the  police  to  solve  the  case. 


[From  the  Scottsdale  (Ariz.)  Daily  Progress,  Sept.  11,  1982] 

Warren  "Friend"  May  Have  Swayed  Bolles  Probe 

(By  Don  Devereux,  investigative  reporter) 

A  former  associate  of  the  late  Ned  Warren — the  reputed  "godfather"  of  Arizona 
land  fraud — has  emerged  as  a  mystery  figure  who  may  have  influenced  the  state's 
theory  of  the  crime  early  in  the  Don  Bolles  homicide  investigation. 

The  man  is  Anthony  K.  "Tony"  Harper,  a  longtime  real  estate  broker  and  invest- 
ment manager  in  the  Phoenix-Scottsdale  area.  Harper  is  former  board  chairman  of 
Flintridge  Development  Corp.  of  Scottsdale  and  reportedly  has  financial  contacts  in 
Australia  and  elsewhere  outside  the  United  States. 

Information  obtained  by  the  Scottsdale  Daily  Progress  shows  that  Harper  may 
have  played  a  "deep  throat"  role  in  the  Bolles  case  in  providing  information  to 
Bruce  E.  Babbitt,  then  Arizona  attorney  general  and  now  governor. 

Both  Babbitt  and  Harper  have  refused  to  be  interviewed  by  this  reporter  on  the 
subject. 

Before  Warren  died  in  prison  in  1980  following  extortion  and  fraud  convictions,  he 
was  quoted  in  Valley  newspapers  as  saying  that  Harper  "was  a  very  good  friend  of 
mine  for  many  years  and  used  to  work  for  me." 

Harper  objected  to  the  characterization,  claiming  his  relationship  to  Warren  was 
that  of  business  associate  rather  than  friend.  Harper  added  that  he  merely  had 
trained  real  estate  sales  people  for  various  Warren-controlled  companies  and  had 
brokered  a  number  of  properties  for  those  firms. 
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Harper  never  was  charged  with  any  of  the  illegal  activities  for  which  Warren  and 
his  criminal  cohorts  later  were  convicted. 

FBI  documents  obtained  by  the  newspaper  through  Freedom  of  Information  Act 
litigation  suggest  that  Babbitt  had  doubts  about  the  over-simplicity  of  the  police 
theory  of  the  crime  that  had  developed  after  Bolles  was  fatally  injured  by  a  bomb 
detonated  beneath  his  car  in  a  Phoenix  hotel  parking  lot  in  June  1976. 

That  theory  was  that  John  Harvey  Adamson  and  a  few  accomplices  murdered 
Bolles  at  the  instigation  of  Phoenix  contractor  Max  Dunlap,  a  close  friend  of  liquor 
and  land  magnate  Kemper  Marley,  about  whom  Bolles  had  written  derogatory  arti- 
cles. 

In  October  1976,  Gov.  Raul  Castro  took  responsibility  for  prosecution  of  the  case 
away  from  Maricopa  County  Attorney  Don  Harris  and  gave  it  to  the  Arizona  Attor- 
ney General's  office,  under  Babbitt's  direction. 

By  January  1977,  when  Adamson's  confession  as  part  of  a  plea  agreement  further 
supported  the  police  theory,  any  doubts  Babbitt  may  have  had  about  Dunlap's  in- 
volvement in  the  crime  seemed  to  have  disappeared. 

Something  apparently  had  happened  to  prior  to  that  to  help  resolve  Babbitt's  ini- 
tial lack  of  confidence  in  the  theory  presented  by  local  and  state  investigators. 

Babbitt  later  told  Progress  publisher  Jonathan  Marshall  and  a  reporter  that  he 
had  confidential  information,  something  that  could  not  be  revealed,  which  con- 
vinced him  of  Dunlap's  guilt. 

That  "something,"  the  newspaper  has  learned,  may  have  resulted  from  behind- 
the-scenes  intrigue  by  Harper. 

It  involves  a  meeting  in  fall  1976  in  the  office  of  Phoenix  lawyer  John  Savoy, 
Dunlap's  business  attorney.  Those  attending,  in  addition  to  Dunlap  and  Savoy,  re- 
portedly included  Attorney  General  Babbitt  and  his  deputy,  William  Schafer  III, 
chief  prosecutor  in  the  Bolles  case. 

Accounts  of  that  private  get-together  provided  to  the  Progress  by  sources  close  to 
both  sides  make  it  clear  that  each  had  a  different  impression  of  who  initiated  the 
meeting  and  why. 

The  meeting  apparently  was  suggested  by  Harper,  who  allegedly  provided  a  differ- 
ent explanation  on  the  purpose  of  the  meeting  for  each  side. 

Dunlap  has  declined  comment  on  the  record,  citing  his  current  $600  million  civil 
damage  suit  against  local  law  enforcement  authorities. 

A  source  close  to  Dunlap,  however,  has  told  the  newspaper  that  Harper  had  been 
a  casual  acquaintance  of  Dunlap  who  suddenly  began  seeing  him  socially  following 
Bolles'  death  out  of  expressed  sympathy  over  Dunlap  having  been  publicly  linked  to 
the  Bolles  case. 

Dunlap  assured  Harper  he  was  not  guilty,  the  source  said.  By  the  fall  of  1976, 
claiming  to  be  an  expert  in  dealing  with  law  enforcement  officials,  Harper  urged 
Dunlap  to  discuss  any  questions  face-to-face  with  Babbitt,  the  source  said. 

Harper  indicated  that  he  could  make  the  necessary  arrangements,  the  source 
added,  and  that  the  proposed  meeting  might  put  an  end  to  Dunlap's  problems. 

Harper  suggested,  the  source  continued,  that  Babbitt  might  be  willing  to  convey 
"immunity"  to  Dunlap  in  exchange  for  cooperation — as  earlier  had  been  done  for 
Phoenix  lawyer  Neal  Roberts — as  a  guarantee  of  no  further  legal  difficulties. 

The  source  said  Harper  also  emphasized  to  Dunlap  that  an  agreement  to  meet 
with  Babbitt  would  help  Harper  "pick  up  some  points  with  Babbitt"  that  could  be 
useful  in  other  dealings  between  them. 

Savoy  later  verified  some  of  the  information  learned  from  the  source  close  to 
Dunlap. 

He  said  the  session  in  his  office  was  set  up  by  Babbitt  after  Savoy  also  had  re- 
ceived "a  brief  phone  call  from  Tony  Harper  recommending  the  meeting." 

Savoy  recalled  that  Babbitt  also  mentioned  Harper's  name  when  the  meeting 
began  as  a  reminder  of  why  everyone  was  there. 

Savoy  was  unable  to  fix  the  date  of  the  meeting,  but  he  said  he  thought  it  was 
late  in  the  fall  of  1976.  The  meeting  was  brief  and  unproductive,  he  added. 

Another  source  close  to  the  official  investigation  confirmed  Harper's  role  in  the 
affair. 

But  it  was  the  second  source's  impression  that  Babbitt  had  been  led  to  believe 
that  Harper  was  acting  at  Dunlap's  request,  and  that  Dunlap  had  initiated  the 
effort  to  try  to  make  an  "immunity  '  deal. 

The  source  claimed  that  there  was  an  implication  of  Dunlap's  guilt  because  he 
supposedly  wanted  "immunity." 

Whatever  Harper  told  Babbitt  about  Dunlap,  the  source  said,  Harper  apparently 
had  been  promised  his  assistance  could  remain  "confidential,"  and  he  would  never 
be  required  to  testify  publicly. 
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Regardless  of  Harper's  intent,  other  law  enforcement  sources  have  told  the  news- 
paper that  the  "immunity"  meeting  played  a  significant  role  in  persuading  Babbitt 
and  others  who  were  aware  of  it  that  Dunlap  was  guilty  in  the  BoUes  conspiracy. 

In  January  1977,  following  Adamson's  confession  and  plea  agreement,  Dunlap  and 
James  Robison,  an  alleged  accomplice  in  the  plot,  were  arrested  on  murder  charges. 

Protesting  their  innocence,  they  were  convicted  of  Bolles'  killing  later  that  year, 
largely  on  the  basis  of  Adamson's  uncorroborated  testimony. 

'Their  convictions  were  reversed  by  the  Arizona  Supreme  Court  in  February  1980 
on  grounds  they  had  not  received  a  fair  trial,  amid  growing  indications  of  a 
"frame." 

When  Adamson  refused  to  testify  in  a  second  trial  unless  further  concessions  were 
granted  him,  the  murder  charges  against  Dunlap  and  Robison  were  dropped,  Adam- 
son's plea  agreement  was  revoked,  and  he  eventually  was  convicted  and  sentenced 
to  death  for  his  part  in  the  Bolles  homicide. 

Dunlap  has  been  free  for  more  than  two  years,  while  Robison  remains  in  prison 
on  an  unrelated  charge. 

Adamson  is  on  death  row  at  the  Arizona  State  Prison  in  Florence  awaiting  the 
outcome  of  his  appeal. 


[From  the  Scottsdale  (Ariz.)  Daily  Progress,  Nov.  16,  1982] 

FBI  Ordered  To  Pay  "Progress"  Court  Costs 

The  Federal  Bureau  of  Investigation  has  been  ordered  to  pay  $14,225  in  legal  costs 
incurred  by  the  Scottsdale  Daily  Progress  in  litigation  against  the  agency  under  the 
Freedom  of  Information  Act. 

The  decision  was  issued  Monday  in  U.S.  District  Court  in  Phoenix  by  Federal 
Judge  Valdemar  A.  Cordova  following  a  two-year  effort  by  the  newspaper  to  gain 
access  to  public  records  on  the  Don  Bolles  homicide  investigation. 

Bolles,  a  Phoenix  newspaper  reporter,  was  killed  when  a  bomb  was  detonated 
under  his  car  in  June  1976. 

Local  hoodlum  John  Harvey  Adamson  was  convicted  and  sentenced  to  death  late 
in  1980  for  his  role  in  the  Bolles  conspiracy. 

An  administrative  request  was  made  by  the  Progress  to  FBI  headquarters  in 
Washington,  D.C.,  for  its  files  on  the  Bolles  investigation  in  February  1981.  The  re- 
quest was  denied,  based  on  the  FBI  claim  that  release  of  the  documents  would  inter- 
fere with  pending  investigation  in  the  case. 

Following  an  unsuccessful  administrative  appeal,  the  newspaper  filed  a  civil  law- 
suit against  the  FBI  in  federal  court  in  June  1981  to  compel  disclosure,  arguing  that 
active  investigation  of  the  Bolles  murder  had  ended  with  the  Adamson  conviction 
and  sentencing. 

As  a  result,  more  than  500  pages  of  case  files  from  the  FBI's  central  records 
system  were  released  to  the  Progress  in  November  1981,  with  portions  blacked  out 
to  protect  confidential  sources  and  third-party  privacy. 

Some  of  the  deleted  material  was  made  available  during  1982  in  response  to  fur- 
ther court  motions  by  the  newspaper. 

The  released  FBI  records  contributed  to  more  than  a  dozen  Progress  articles  on 
the  Bolles  case  during  1981-82,  with  more  planned. 

In  Monday's  ruling,  the  federal  court  agreed  with  the  newspaper's  contention  that 
the  FBI  should  have  released  the  documents  administratively,  without  the  necessity 
and  expense  of  court  action. 

Implicit  in  the  order  was  the  court's  recognition  of  the  lack  of  action  in  the  Bolles 
investigation  by  the  state  attorney  general's  office  since  the  end  of  1980. 

The  Progress  was  represented  in  the  litigation  against  the  FBI  by  attorney  David 
Bodney  of  the  Phoenix  law  firm  of  Brown  &  Bain. 

Additional  legal  consultation  was  provided  by  staff  attorney  Tonda  Rush  of  the 
Freedom  of  Information  Service  Center  in  Washington,  D.C.,  a  project  of  the  Report- 
ers' Committee  for  Freedom  of  the  Press. 


[From  the  Editor  &  Publisher,  Dec.  4,  1982] 

FBI  Ordered  To  Pay  Daily's  Court  Costs 

The  Federal  Bureau  of  Investigation  has  been  ordered  by  a  U.S.  District  Court 
Judge  in  Phoenix  to  pay  $14,225  in  legal  costs  incurred  by  the  Scottsdale  (Ariz.) 
Progress  in  connection  with  freedom  of  information  litigation. 


282 

The  decision  follows  lengthy  effort  by  the  newspaper  to  gain  access  to  public 
records  on  the  Don  Bolles  murder  investigation.  Bolles,  a  reporter  for  the  Arizona 
Republic,  was  killed  in  June  1976  when  a  bomb  was  detonated  under  his  car. 

An  administrative  request  was  made  by  the  Progress  to  FBI  headquarters  in 
Washington,  D.C.,  for  its  files  on  the  Bolles  investigation  in  February  1981.  The  re- 
quest was  denied,  based  on  the  FBI  claim  that  release  of  the  documents  would  inter- 
fere with  the  pending  investigation  in  the  case. 

Following  an  unsuccessful  administrative  appeal,  the  newspaper  filed  a  civil  law- 
suit against  the  FBI  in  federal  court  in  June  1981  seeking  to  compel  disclosure.  The 
Progress  argued  that  the  active  investigation  of  the  Bolles  murder  had  ended  when 
John  Harvey  Adamson  was  convicted  and  sentenced  to  death  in  late  1980. 

As  a  result  of  that  suit,  more  than  500  pages  of  case  files  from  the  FBI's  central 
records  system  were  released  to  the  Progress  in  November  1981,  with  portions 
blacked  out  to  protect  confidential  sources  and  third-party  privacy. 

Some  of  the  deleted  material  was  made  available  during  1982  response  to  further 
count  motions  by  the  newspaper. 

The  released  FBI  records  contributed  to  more  than  a  dozen  Progress  articles  on 
the  Bolles  case  during  1981-82. 

In  the  latest  ruling,  the  Federal  Court  agreed  with  the  newspaper's  contention 
that  the  FBI  should  have  released  the  documents  administratively,  without  the  ne- 
cessity and  expense  of  court  action. 

The  Progress  was  represented  by  attorney  David  Bodney  of  the  Phoenix  firm  of 
Brown  &  Bain.  Additional  legal  consultation  was  provided  by  staff  attorney  Tonda 
Rush  of  the  Freedom  of  Information  Service  Center  in  Washington,  D.C.,  a  project  of 
the  Reporters'  Committee  for  Freedom  of  the  Press. 


[From  Playboy,  September  1983] 

Forum  Newsfront 

continued  cover-up 

ScoTTSDALE,  Ariz.— The  FBI  will  have  to  reimburse  the  Scottsdale  Daily  Progress 
$14,225  in  legal  fees  incurred  during  its  investigation  of  the  1976  bombing  murder  of 
Phoenix  reporter  Don  Bolles,  a  Federal  district  judge  has  ruled.  The  Progress  was 
the  first  paper  to  conclude,  early  on,  that  two  of  the  defendants.  Max  Dunlap  and 
James  Robison,  were  wrongly  sentenced  to  death  for  the  killing;  it  later  brought 
suit  against  the  bureau  under  the  Freedom  of  Information  Act.  Both  convictions 
have  since  been  overturned  by  the  Arizona  Supreme  Court,  and  Dunlap  is  now 
suing  the  city  of  Phoenix  and  several  police  officer  for  $605,000,000. 


[From  the  Scottsdale  (Ariz.)  Daily  Progress,  Nov.  18,  1983] 

Paper  Obtains  FBI  Files  on  1976  Kilung  of  Bolles 

(By  Don  Devereux,  investigative  reporter) 

Nearly  270  pages  of  information  on  the  investigation  of  the  June  1976  bomb-slay- 
ing of  Valley  newsman  Don  Bolles  have  been  obtained  from  the  Federal  Bureau  of 
Investigation  by  the  Scottsdale  Daily  Progress. 

The  materials  were  obtained  this  week  in  response  to  administrative  requests 
under  the  Freedom  of  Information  Act  submitted  by  the  newspaper  in  July  1982  to 
a  number  of  FBI  filed  offices  including  those  in  San  Diego,  Calif.,  Buffalo,  N.Y.,  and 
Phoenix. 

The  documents  are  being  analyzed  by  the  Progress  for  possible  use  in  news  arti- 
cles. The  newspaper  also  is  reviewing  explanations  for  refusal  by  the  FBI  to  disclose 
additional  Bolles  case-related  documents  from  field  office  files. 

About  540  pages  of  investigative  materials  regarding  the  Bolles  homicide  previ- 
ously were  acquired  by  the  newspaper  in  November  1981  from  the  FBI's  central 
records  system  in  Washington,  D.C. 

Those  documents,  released  as  a  result  of  a  June  1981  Freedom  of  Information  Act 
lawsuit  filed  in  federal  court  after  administrative  requests  by  the  newspaper  were 
denied,  led  to  more  than  a  dozen  Progress  articles  on  the  Bolles  case  during  1981-82. 

In  November  1982  a  federal  judge  ordered  the  FBI  to  pay  $14,225  in  legal  costs 
incurred  by  the  Progress  in  that  lawsuit,  agreeing  with  the  newspaper's  contention 
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that  those  items  should  have  been  released  administratively  without  the  necessity 
and  expense  of  court  action. 


[From  the  Scottsdale  (Ariz.)  Daily  Progress,  Dec.  21,  1983] 

Lead  in  Bolles  Murder  Ignored 

(By  Don  Devereux,  investigative  reporter) 

A  potential  lead  in  the  Don  Bolles  homicide  investigation  developed  in  Alamo- 
gordo,  N.M.,  in  1978,  Federal  Bureau  of  Investigation  documents  reveal,  but  it  ap- 
parently was  not  followed  up  by  authorities  here. 

It  involved  discovery  of  the  hand-printed  name  "Don  Bolles,"  followed  by  "30  Ad- 
amson"  written  in  script,  on  a  sign  in  a  telephone  booth  in  a  KOA  campground  at 
412  24th  Street  in  Alamogordo,  FBI  documents  show. 

Five  telephone  numbers,  apparently  in  New  Mexico  and  Texas,  possibly  were  as- 
sociated with  the  names,  the  documents  say. 

Bolles  was  a  Valley  journalist  who  died  of  massive  injuries  suffered  when  a  bomb 
was  detonated  beneath  his  car  in  a  Phoenix  parking  lot  in  June  1976. 

Local  hoodlum  John  Harvey  Adamson  is  on  death  row  in  the  Arizona  State 
Prison  for  his  role  in  the  plot. 

The  FBI  documents  are  among  266  pages  of  bureau  field  office  materials  regard- 
ing the  Bolles  case  obtained  last  month  by  the  Scottsdale  Daily  Progress  in  response 
to  a  Freedom  of  Information  Act  request. 

Contacted  in  Alamogordo,  Frankie  Saulnier,  who  operated  the  KOA  Campground 
with  her  late  husband  Edward  Saulnier  in  1978,  confirmed  that  she  first  noticed  the 
Bolles- Adamson  references  in  the  phone  booth  in  November  of  that  year. 

The  names  "rang  a  bell,"  she  said,  and  "we  really  felt  we  had  something  that 
might  give  a  handle  to  the  case." 

The  FBI  documents  indicate  that  the  Alamogordo  Police  Department  was  notified 
on  Nov.  11,  1978.  The  FBI  became  involved  on  Nov.  13,  1978. 

The  documents  also  indicate  that  a  memorandum  on  the  finding  and  a  partial  in- 
vestigation of  the  phone  numbers  was  sent  to  the  FBI's  Phoenix  field  office  on  Nov. 
30,  1978,  followed  on  Dec.  26,  1978,  by  photos  of  the  phone  booth  sign. 

In  both  cases  the  FBI  expressed  willingness  to  conduct  further  investigation  of  the 
matter  as  "deemed  necessary." 

Normal  procedure  would  have  been  for  FBI  agents  in  Phoenix  to  give  the  infor- 
mation and  photos  to  the  Phoenix  Police  Department,  a  law  enforcement  source  told 
the  Progress. 

The  Phoenix  Police  Department  then  would  have  reported  it  to  the  Arizona  Attor- 
ney General's  office,  the  source  said. 

When  contacted  by  the  newspaper,  William  Schafer  III,  deputy  attorney  general 
and  chief  prosecutor  in  Bolles-related  trials,  acknowledged  that  he  recalled  seeing 
material  on  the  topic  earlier. 

Schafer  declined  to  review  his  files,  however,  to  determine  whether  his  office  fol- 
lowed up  on  the  information.  A  spokesman  for  the  Phoenix  Police  Department  de- 
clined comment  pending  study  of  the  matter. 

FBI  documents  released  to  the  Progress  do  not  indicate  that  further  investigation 
was  requested  by  Phoenix  police  or  the  attorney  general's  office. 

The  KOA  campground  is  off  main  routes  through  Alamogordo  and  the  phone 
booth  is  at  the  center  of  the  camp,  police  sources  in  New  Mexico  said. 

Because  of  that,  the  names  and  numbers  in  the  phone  booth  probably  were  writ- 
ten by  a  person  or  persons  who  were  staying  there  and  not  just  driving  through 
town,  the  sources  agreed. 

The  FBI  documents  report  an  inability  to  date  the  writing  in  the  phone  booth, 
implying  that  it  might  have  occurred  anytime  between  1976  when  Bolles  was  killed 
and  1978  when  it  was  discovered. 

Saulnier  told  the  Progress  that  she  and  her  husband  maintained  registration 
records  back  to  the  early  1970s,  but  law  enforcement  officials  never  asked  to  see 
them. 

"We  were  very  disappointed,"  she  said. 

David  and  Ella  Sivage  of  Alamogordo,  the  next  operators  of  the  KOA  campground 
after  the  Saulniers,  said  that  no  one  from  law  enforcement  contacted  them  about 
prior  registration  records.  They  said  they  eventually  discarded  the  records. 

A  spokesman  for  KOA  headquarters  in  Billings,  Mont.,  said  that  duplicate  sets  of 
registration  records  routinely  are  destroyed  following  an  audit. 
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Adamson  apparently  was  no  stranger  to  southern  New  Mexico,  and  police  records 
indicate  that  he  was  arrested  for  shoplifting  on  June  12,  1975,  in  Las  Cruces,  N.M., 
about  65  miles  from  Alamogordo. 

Senator  Leahy.  You  know,  I  have  spent  nearly  one-third  of  my 
adult  life  as  a  prosecutor  and  I  am  very  concerned  about  this  whole 
area  of  organized  crime.  I  am  concerned  because  it  is  not  like  going 
after  the  average  bank  robber  or  the  average  two-bit  burglar  or 
something  like  that. 

We  are  dealing  with  multi-billion-dollar  organizations  with 
access  to  computers  and  the  best  of  accountants,  lawyers  and  ev- 
erything else.  I  am  concerned  with  how  we  do  that  balance  be- 
tween the  ability  of  the  public  to  know  what  is  going  on,  but  the 
ability  of  the  criminal  element  to  know  too  much  about  what  is 
going  on,  and  thus  our  inability  to  protect  all  of  us  from  organized 
crime. 

Under  the  provisions  of  S.  774,  which  is  basically  what  we 
worked  out  last  year,  following  the  statutory  exclusion  period, 
which  is  a  maximum  of  8  years,  the  Government  must  retain  these 
records  and  subject  them  to  the  normal  FOIA  process. 

Does  not  the  ability  to  gain  access  to  these  records,  albeit  in  the 
future,  give  journalists  a  significant  opportunity  to  report  on  the 
Government's  fight  against  organized  crime? 

Mr.  RowE.  Well,  Senator,  I  would  concede  that  an  8-year  limita- 
tion is  better  than  none,  and  I  will  concede,  too,  that  this  is  an  ex- 
tremely difficult  area.  I  have  been  in  groups  that  have  conferred 
with  Judge  Webster  on  this  problem  and  we,  I  think,  have  moved 
our  position  significantly,  as  he  may  have,  and  perhaps  the  ulti- 
mate compromise  can  be  achieved. 

Senator  Leahy.  I  might  say,  incidentally,  that  I  applaud  your 
groups  for  meeting  with  Judge  Webster.  I  have  a  high  regard  for 
him  and  the  way  he  is  running  the  FBI,  and  I  have  discussed  this 
at  great  length  with  him  and  how  he  has  tried  to  balance  the  inter- 
ests both  ways.  It  is  not  an  easy  thing  to  do. 

I  think  we  see  a  great  deal  of  difference  in  the  FBI  from  the  J. 
Edgar  Hoover  days,  especially  the  latter  days.  Might  I  just  make 
this  suggestion,  for  whatever  it  is  worth,  as  one  who  will  have  to  be 
working  with  this  legislation? 

I  would  be  most  happy  at  any  time  to  arrange  meetings  with 
anybody  from  your  organization  and  the  FBI,  or  with  Judge  Web- 
ster. Obviously,  your  organization,  I  am  sure,  just  by  calling  him 
would  be  able  to  get  such  a  meeting. 

But  if  it  would  be  helpful,  either  myself  or  my  staff  would  be 
glad  to  sit  down  again  and  listen  to  both  sides.  The  FBI  and  the 
Justice  Department  will  come  in  and  make  their  statements  before 
this  committee,  and  you  come  and  make  your  statements  before 
this  committee. 

Sometimes,  talking  it  out  with  us,  with  Senator  Hatch's  staff  and 
with  others,  helps.  So,  I  throw  out  that  open  invitation  for  what- 
ever it  is  worth,  because  this  and  the  area  of  the  Intelligence  Com- 
mittee are  the  things  that  create  the  most  problem  for  me  in  trying 
to  walk  that  tightrope,  which  is  not  easy. 

Mr.  RowE.  That  is  an  excellent  suggestion.  Senator,  and  it  has 
been  almost  a  year,  I  guess,  since  we  did  confer  formally  with 
Judge  Webster  and  it  might  be  time  to  meet  again. 
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Senator  Leahy.  Well,  should  you  be  interested,  I  would  be  happy 
to  do  that,  and  I  think  I  can  speak  very  much  for  the  Chairman 
that  he  would  be  happy  to,  too.  We  were  talking  about  the  exclu- 
sion of  law  enforcement;  that  is  one  that  you  and  I  have  worked 
out. 

Senator  Hatch.  Right. 

Senator  Leahy.  They  were  saying  that  they  have  come  a  long 
way  toward  the  FBI  position,  and  the  FBI  a  long  way  toward 
theirs.  There  is  still  some  disagreement. 

Senator  Hatch.  If  there  are  any  ways  we  can  resolve  these  prob- 
lems, I  would  be  happy  to  participate  in  getting  that  done.  You 
cannot  satisfy  either  extreme.  We  have  people  in  the  Justice  De- 
partment who  feel  that  this  bill  just  does  not  do  all  that  is  neces- 
sary to  protect  confidential  informants  and  investigations. 

And,  on  the  other  hand,  we  have  people  who  just  feel  that  there 
is  not  anything  in  the  Freedom  of  Information  Act  or  its  present 
implementation  that  they  want  changed.  If  anything,  the  only 
change  they  want  is  more  broadness. 

You  know,  you  cannot  satisfy  those  two.  What  we  want  to  do  is 
achieve  the  best  possible  balance.  We  thought  we  had  it  last  year;  I 
still  think  we  do. 

Senator  Leahy.  I  do,  too.  On  that  particular  point,  Mr.  Rowe, 
and  again,  I  think  you  and  Judge  Webster  might  well  benefit  by 
getting  together  again. 

I  think  ultimately,  as  a  practical  matter,  both  sides  are  not  going 
to  come  to  total  agreement.  You  do  not  have  to  respond  to  this,  but 
probably  both  sides  will  quietly  heave  a  bit  of  a  sigh  of  relief  that 
our  committee  will  make  the  final  decision  and  neither  side  has  to 
totally  write  whatever  that  provision  is. 

But  when  we  do  write  whatever  the  final  provision  is,  I  think  we 
want  to  reflect,  as  much  as  possible,  the  interests  on  both  sides.  We 
have  all  got  the  same  interest  in  stopping  crime,  and  I  like  to  think 
we  all  have  the  same  interest  in  open  Government,  too. 

Thank  you,  Mr.  Chairman. 

Senator  Hatch.  Mr.  Rowe,  we  appreciate  having  you  with  us 
today,  and  appreciate  the  continued  help  that  you  are  to  this  com- 
mittee and  that  your  organization  is  as  well.  We  are  not  always 
going  to  please  you,  but  you  are  not  always  going  to  please  us 
either,  so  we  will  just  do  the  best  we  can.  Thank  you  for  coming. 

Mr.  Rowe.  Thank  you  for  your  time.  Senator. 

Senator  Hatch.  Our  next  witness  will  be  Mr.  William  Taft,  the 
General  Counsel  for  the  Department  of  Defense.  In  past  adminis- 
trations, Mr.  Taft  also  served  as  General  Counsel  for  the  Depart- 
ment of  Health,  Education  and  Welfare  and  as  principal  assistant 
to  the  Director  of  the  Office  of  Management  and  Budget. 

I  would  note,  in  particular,  Mr.  Taft,  that  your  department  has 
the  reputation  amongst  all  users  of  FOIA  as  a  fair  and  equitable 
administrator  of  FOIA  policy,  so  we  are  happy  to  have  you  with  us 
today. 

My  problem  is  that  I  have  to  leave  to  chair  another  hearing  on 
science  and  education.  Senator  Leahy,  with  whom  I  work  very 
closely  together  on  these  issues  and  who  has  had  a  dramatic  im- 
print on  the  original  bill,  is  going  to  conduct  the  hearings.  He  will 
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allow  my  counsel  to  ask  some  of  the  questions  that  I  have  prepared 
as  well. 

So,  I  would  like  to  take  your  testimony  at  this  time.  If  I  happen 
to  get  up  before  you  are  through,  it  will  not  be  due  to  lack  of  inter- 
est, but  due  to  an  unavoidable  schedule  conflict. 

Senator  Leahy.  Or  a  reaction  to  the  testimony. 

Senator  Hatch.  Or  a  reaction  to  the  testimony.  I  cannot  speak 
for  Senator  Leahy,  but  we  will  see  what  happens.  [Laughter.] 

[The  prepared  statement  of  Charles  S.  Rowe  follows:] 
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Prepared  Statement  of  Charles  S.  Rowe 

The    American    Newspaper    Publishers    Association,    the    American 
Society    of    Newspaper    Editors   and    the    National    Newspaper    Associa- 
tion   welcome    the    opportunity    to    express    our    views    on    S    IDS'*,    the 
"Freedom   of    Information    Improvements    Act    of    1983,"    and    on    S    774, 
"The    Freedom   of    Information    Reform    Act." 

My    name    is    Charles    Rowe    and    I    am   editor    and    co-publisher    of 
the    Free    Lance-Star    in    Fredericksburg,    Virginia.       The    three 
groups    on    whose    behalf    I   appear    today    collectively    represent    the 
vast    majority    of   newspaper    publishers   and    editors    in    our    country. 

ANPA    is    a    non-profit,    non-partisan    trade    association    with 
almost    1,400    member    newspapers    representing    more    than    90    percent 
of   the    daily    and    Sunday    circulation    in    the    U.S.      Many    nondaily 
newspapers   also    are    members. 

ASNE    is    a    nationwide,    professional    organization    of   more    than 
850    persons    who    hold    positions   as    directing    editors    of   daily 
newspapers    throughout    the    United    States.       The    purposes    of    the 
Society,    which    was    founded    over    50    years    ago,    include    the    main- 
tenance   of    "the    dignity    and    rights    of    the    profession"    (ASNE    Con- 
stitution   Preamble)    and    the    ongoing    responsibility    to    improve    the 
manner    in    which    the    journalism    profession    carries   out    its    respon- 
sibilities   in    providing    an    unfettered    and    effective    press    in    the 
service    of   the    American    people. 

NNA  is  a  national  trade  association  representing  more  than 
5,000  weekly  and  daily  community  newspapers  located  throughout 
the  U.S.  NNA  has  been  representing  the  interests  of  community 
newspapers    since    1885. 

Mr.  Chairman,  this  is  not  the  first  time  I  have  appeared  be- 
fore Congress  and  urged  special  care  in  any  efforts  to  amend  the 
Freedom  of  Information  Act.  During  the  last  Congress,  represen- 
tatives of  all  the  major  media  organizations  worked  long  and  hard 
wifh  you.  Senator  Leahy  and  other  Senators  to  ensure  the  preser- 
vation   of    the    principles    of   openness    inherent    in    this    law.       The 
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bill    that   emerged    from   the    Judiciary    Committee    last    year    -- 

S    1730    --    was    a    vast    improvement    over    the    original    version    of    the 

bill    and    over    the    proposals    of   the    Administration. 

While    we    believe    that    provisions   of    S    lOS**    and    S    77'<    rep- 
resent  a    much    better    starting    point    for   any    discussions    on    amend- 
ing   FoIA,    we    still    must    urge    careful   deliberation,    extensive    dis- 
cussion   and    action    based    solely    on    a    fully    substantiated    record 
before    any    amendments    to    FoIA   are    enacted. 

Mr.    Chairman,    our    intent    is    not    to    thwart   amendment   of    this 
law   when    that,    in    fact,    has    been    fully    proven    to    be    necessary. 
The    caution    we    express    here    again    today,    like    the    caution    voiced 
during    the    last    Congress,    echoes   our    firm   commitment    to    the 
public's    need    for   access    to    information    on    the    activities   and 
decisions    of   our   government    representing    that    public.       The    cur- 
rent   FoIA    is    both    a    symbol   of   that   access    and    a    very    real    tool 
which    helps   guarantee    the    right    of   the    public    to    know.       While    we 
recognize    that   access    must    be    balanced    against    the    government's 
need    for    some    secrecy,    we    maintain    that    the    current   exemptions    in 
today's    FoIA,    in    large    part,    effectively    strike    that    balance. 

We    also    believe    that    it    is    impossible    to    examine    the    need    for 
amendments    to    FoIA    in    a    vacuum.       This    law    is    firmly    entwined    in 
the    informational   matrix    of   our   government   and    society.       Several 
components    of   this    matrix    have    been    altered    recently    by    the    cur- 
rent   Administration    and    the    changes,    in    our    estimation,    do    not 
bode    well    for    the    public's   access    to    information    about    the 
functioning    of   their    government. 

'  Some    of   the    more    troubling    changes    stem    from    the    Administra- 
tion's  efforts    to    curb    unauthorized    informational    disclosures. 
Pursuant    to    the    recent    Presidential    Directive    on    Safeguarding 
National    Security    Information,    government   employees    with    access 
to    classified    information   must    sign    non-disclosure    agreements; 
are    subject    to    lie-detector    tests;    and    must    submit    any    written 
material    for    pre-publication    clearance    by    the    government. 


289 


This  moat  recent  directive  must  be  examined  in  conjunction 
with  last  year's  Executive  Order  on  national  security  that  elimi- 
nated the  requirement  for  government  employees  —  in  considering 
requests  for  information  --  to  balance  the  need  for  secrecy 
against  the  public's  need  to  know;  required  employees,  when  in 
doubt,  to  classify  at  the  highest  possible  level  of  secrecy;  and, 
cancelled  the  previously  required  assessment  of  potential  harm  to 
national  security  before  classifying.   First  Amendment  authority 
Floyd  Abrams  in  a  March  22  New  York  Times  article,  posed  the 
question  of  what  concept  of  national  security  leads  to  such  ac- 
tions.  We  heartily  agree  with  his  reply  that  "It  is  less  one  of 
politics  than  of  ideology,  an  ideology  that  seems  distrustful  of 
information  itself... It  is  a  fearful  ideology  that  focuses  in- 
tently on  the  risks  of  information,  but  not  on  its  benefits.   Nor 
on  the  perils  of  its  suppression." 

One  other  action  must  be  examined  as  part  of  the  matrix  -- 
the  new  Justice  Department  guidelines  on  granting  fee  waivers  for 
FoIA  requests.   While  I  will  address  this  in  detail  in  the  fol- 
lowing comments  on  specific  sections  of  both  bills,  the  restric- 
tiv^ness  of  the  guidelines  must  also  be  viewed  as  part  of  the 
larger  informational  picture  being  painted  by  the  Administration 
where  the  darker  shades  of  unavailable  and  dif f icult-to-obtain 
information  far  outweigh  the  brighter  splashes  of  government 
openness  and  accessibility. 

Mr.  Chairman,  I  will  now  examine  specific  provisions  of  S 
103^  and  S  774. 
TIME  LIMITS 

ANPA,  ASNE  and  NNA  strongly  support  the  maintenance  of  the 
time  limits  in  current  law.   This  allows  agencies  ten  days  to 
respond  to  an  initial  request,  20  days  for  appeals,  and  ten  addi- 
tional days  allowed  in  "unusual  circumstances." 

These  time  limits  originally  were  proposed  by  the  Administra- 
tive Conference  in  1971  and  were  made  part  of  the  FoIA  when  it 
was  amended  in  197'*.   The  time  limits  were  included  because,  in 
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too  many  cases,  agencies  were  needlessly  delaying  their  responses 
to  FoIA  requests  and  essentially  rendering  the  Act  useless 
through  these  delays. 

Both  S  771  and  S  IDS'*,  while  maintaining  the  existing  ten  and 
20  day  limits,  would  extend  the  time  allowable  for  processing 
requests  involving  "unusual  circumstances"  from  ten  to  30  days. 
In  addition,  both  bills  would  require  "expedited  access"  to 
records  for  any  requester  who  demonstrates  a  "compelling  need." 

ANPA,  ASNE  and  UNA  believe  that  the  current  allowable  exten- 
sion of  ten  working  days  allows,  in  most  cases,  adequate  time  for 
an  agency  to  respond  to  a  request.   Since  the  decision  in  Open 
America  v.  Watergate  Special  Prosecution  Force,  5'47  F.  2d  605 
(D.C.  Cir.  1976),  which  allowed  extensions  when  an  agency  was 
"exercising  due  diligence,"  we  are  unaware  of  any  cases  where  an 
agency  has  been  cited  for  abusing  the  time  limits  --  and  in  fact 
there  are  several  agencies  with  substantial  backlogs  and  existing 
time  limits  are  ignored. 

However,  we  have  heard  several  agencies  complain  loudly  about 
the  burdens  of  compliance  with  existing  time  limits  and  have 
heard  them  cite  cases  of  voluminous  requests.   Our  groups,  there- 
fore, would  not  oppose  the  extension  of  time  to  30  working  days. 
However,  such  extension  makes  it  vital  that  the  accompanying  pro- 
vision on  "expedited  access"  also  be  in  included.   Moreover,  it 
is  essential  that  legislative  history  on  the  bill  specify  that 
the  additional  allowable  time  can  in  no  way  be  used  to  needlessly 
block  or  delay  requests. 
FEES  AMD  FEE  WAIVERS 

Our  groups  historically  have  supported  the  development  of 
uniform  fee  schedules  for  all  government  agencies.   Both  S  103^ 
and  S  774  would  require  the  Office  of  Management  and  Budget  to 
develop  guidelines  for  the  establishment  of  these  uniform  fee 
schedules.   ANPA,  ASNE  and  NNA  heartily  endorse  this  proposal  as 
a  boon  to  requesters  who  too  often  face  widely  divergent  charges 
at  the  various  government  agencies. 
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Both    bills    also    would    expand    current    law    to    allow   agencies    to 
charge    not    only    for    search   and    duplication    of   records,    but    also 
for    agency    processing.       In    addition,    S    77''    requires    reduction    or 
waiver    of   search    and    duplication    charges    if    the    information    re- 
quested   is    not    for    commercial    use    and    would    primarily    benefit    the 
general    public.       The    bill    further    calls    for    waiver    of   all    other 
fees   when    the    request    is    made    by    three    specific    categories    of 
req;iester,    incuding    the    news    media    and    is    not    for   commercial 
purposes. 

S    1034    requires    the    reduction    or    waiver    of    fees    for    non- 
commercial   requests   and    for    requests    by    three    specific    categories 
of   requester.       Moreover,    it    would    require    reduction    or    waiver    of 
fees    if   the    information    is    to    be    used    to    primarily    benefit    the 
general    public. 

ANPA,    ASNE   and    NNA   support   and    prefer    the    approach    of    S    103^*. 
In    light    of   the    recent    action    by    the    Justice    Department    on    the 
fee    waiver    policy    of    the    government,    it    is    vital    that    the    pro- 
posed   fee    waiver    provision    be    simple    in    approach,    easily    under- 
stood   and    clearly    stated.       S    103'*    meets    those    goals    and    it    is 
essential    that    the    proposed    modification    be    enacted. 

As    you    are    aware,    the    new   guidelines    require    agencies    to    meet 
a    five-part    test    before    granting    a    fee    waiver    and    eliminate    the 
previously    effective    language    that    required    waivers    to    be    granted 
"generously. " 

According    to    a    198I    study    by    Professor    John    Bonine    of    the 
University    of    Oregon    Law   School    —    "Public    Interest    Fee    Waivers 
Under    the    Freedom   of    Information    Act"    --    there    were    serious 
abuses    of    the    fee    waiver    provision    in    current    law   even    before    the 
Justice    Department    issued    the    new   guidelines    in    January.       Bonine 
found    that    in    more    than    one-third    of   agency    regulations    on    fee 
waivers,    "the    regulations   are    more    discretionary    than    the 
statute."      And,    while    current    law    states    that   agencies    "shall" 
waive    fees    when    the    information    would    primarily    benefit    tho 
public,    most    agencies    are    waiving    on    a    descre tionary    basis. 
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'  The  action  by  the  Justice  Department  only  compounds  what  was 
already  a  serious  problem  and  makes  it  essential  that  any  pro- 
posed legislation  make  absolutely  certain  that  fees  are  being 
waived  when  it  is  in  the  public  interest.   The  language  of  S  IDS'* 
should  help  clarify  any  confusion  among  agency  personnel  on  how 
to  charge  for  or  not  charge  for  FoIA  requests. 

A  provision  that  is  included  in  S  77M  but  is  not  included  in 
S  1034  would  allow  the  government  to  collect  money  for  supplying 
records  with  "commercially  valuable  technological  information 
which  was  generated  or  procured  by  the  Government  at  substantial 
cost  to  the  public."   Our  groups  oppose  inclusion  of  this 
provision . 

The  Congressional  Research  Service  of  the  Library  of  Congress 
referred  in  a  report  of  January  22,  1982,  to  the  "definitional 
difficulties  attendant  to  the  provision."   In  addition,  the  pro- 
vision raises  the  question  of  why  government  information  paid  for 
by  public  tax  dollars  should  be  resold  to  that  public. 
JUDICIAL  REVIEW 

Both  bills  will  allow  a  requester  I80  days  within  which  to 
object  to  an  agency  decision  on  a  request.   This  is  double  the 
original  proposals  of  allowing  only  90  days  and  it  would  appear 
this  would  give  ample  time  for  a  requester  to  appeal  an  FoIA 
decision. 

In  addition,  while  both  bills  call  for  de  novo  review  of  any 
agency  decision  to  disclose  or  withhold  documents,  S  103^  also 
would  require  de  novo  review  of  agency  decisions  on  fee  waiver 
requests.   ANPA,  ASNE  and  NNA  strongly  support  this  provision  and 
believe  that  the  ability  of  the  courts  to  make  such  a  determina- 
tion would  likely  add  more  teeth  to  the  ability  of  the  courts  to 
enforce  the  fee  waiver  policy  in  what  we  have  already  described 
as  an  unhealthy  fee  waiver  environment.   If  an  agency  knows  that 
the  courts  woud  be  able  to  have  a  first-hand  look  at  why  a  fee 
waiver  was  denied,  it  may  more  readily  grant  the  waiver  in  the 
first  place. 
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BUSINESS  CONFIDENTIALITY  PROCEDURES 

All  three  of  the  groups  I  represent  support  the  establishment 
of  procedures  whereby  businesses  required  to  submit  information 
to  the  government  are  notified  when  that  Information  is  then  re- 
quested by  a  third  party.   We  believe  that  the  language  of  S  1034 
Is  drawn  in  a  narrow  enough  fashion  to  meet  this  need  while  at 
the  same  time  avoiding  abuses. 

S  1034  would  allow  submitters  to  designate  Information  con- 
fidential at  the  time  of  submission  to  the  government  when  the 
Information  is  a  trade  secret,  or  is  commercial,  research  or 
financial  information.   S  774  expands  this  also  to  cover  "busi- 
ness" Information.   The  specificity  of  the  Leahy  version  is 
necessary.   In  addition,  S  1034  would  allow  an  agency  five  work- 
ing days  to  notify  a  submitter  that  a  request  for  information  has 
been  made.   S  774  allows  10  days.  Our  groups  believe  that  the 
shorter  time  period  Is  prefereable  and  would  allow  sufficient 
time  for  notification.   This  provision  must  not  be  used  to  create 
further  delays  on  release  of  information  that  should  be  released 
to  the  public.   Further,  report  language  should  make  clear  that 
this  section  is  not  intended  to  expand  the  scope  of  the  existing 
(b)(4)  exemption . 
EXEMPTION  2  -  INTERNAL  PERSONNEL  RULES 

S  774  significantly  would  expand  the  language  of  Exemption  2 
to  also  cover  "manuals  and  Instructions  to  investigators,  inspec- 
tors, auditors  or  negotiators."   This  language  is  an  improvement 
over  earlier  versions  In  that  it  would  require  some  showing  of 
harm  before  the  exemption  would  be  applicable.   It  would  allow 
withholding  of  this  information  if  disclosure  "could  reasonably 
be  expected  to  jeopardize  investigations,  inspections,  audits  or 
negotiations.  " 

Our  groups  would  not  oppose  expansion  of  this  exemption  so 
long  as  legislative  language  clearly  stated  the  crltlcalness  of 
agency  personnel  meeting  the  "harm"  test  before  withholding 
Information. 
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EXEMPTION  3  -  INFORMATIOW  EXEMPTED  BY  OTHER  STATUTES 

S  103't  includes  a  provision  that  would  attempt  to  remedy  the 
very  severe  problem  that  currently  exists  with  information  being 
exempted  from  FoIA  by  other  statutes.   The  (b)(3),  "backdoor" 
amendment  of  FoIA  has  reached  epidemic  proportions  and  clearly  is 
in  need  of  clarification.   The  language  in  S  103^  is  an  important 
first-step  in  establishing  limitations  on  this  type  of  exemption 
and  we  fully  support  such  efforts. 

To  date,  agencies  like  the  Consumer  Product  Safety  Commis- 
sion, the  Federal  Trade  Commission,  and  the  Internal  Revenue  Ser- 
vice have  been  effectively  exempted  from  the  Act  due  to  passage 
of  (b)(3)  exemptions.   These  exemptions  are  passed  by  Congress 
without  benefit  of  public  hearing  or  debate  and  are  too  often 
attached  to  non-related  legislation  and  are  approved  before  there 
is  any  public  awareness  of  the  action.   This  must  be  stopped  and 
S  1-03'J  could  do  much  to  work  toward  an  end  to  these  "backdoor" 
amendments. 
EXEMPTION  6  -  PERSONAL  PRIVACY 

The  proposed  language  in  S  774  to  expand  the  scope  of  Exemp- 
tion 6  would  appear  to  be  consistent  with  the  Supreme  Court  deci- 
sion in  Washington  Post  Co.  v.  Department  of  State.   However,  as 
we  stated  in  testimony  last  year,  our  concern  is  that  the  balanc- 
ing standard  included  in  this  provision  providing  for  a  decision 
on  whether  release  would  constitute  a  "clearly  unwarranted  inva- 
sion of  personal  privacy"  is  critical  and  must  be  strictly 
followed . 
EXEMPTION  7  -  LAW  ENFORCEMENT 

The  language  of  S  77**  represents  a  significantly  narrower 
approach  to  amending  Exemption  7  than  language  originally  pro- 
posed during  the  last  Congress.   It  would  appear  that  the  lan- 
guage of  this  provision  would  provide  additional  protections  for 
law  enforcement  agencies  without  severely  limiting  access  to  in- 
formation which,  in  fact,  should  be  reviewed  by  the  public. 
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ORGANIZED    CRIME 

S    774   would    add    a    new    section    to    existing    law   which    would 
allow    the    Attorney    General    to    withhold    for   as    long    as    eight   years 
any    information    dealing    with    organized    crime.       ANPA,    ASNE   and    NNA 
oppose    inclusion    of   this    provision.       The    FoIA    includes    exemptions 
for    narrowly    drawn,    specific    types    of    information.       This    provi- 
sion,   however,    would    set   a    precedent    for    exemption    of   an    amor- 
phous   body    of    information    that   would    not    necessarily    be    clearly 
identified.      There    is    substantial    potential    for   abuse    of   this 
language    and    a    tendency    could    develop    where    information    not   di- 
rectly   material    to    organized    crime    could    be    "lumped"    into    this 
overly    broad    category    for    purposes    of   concealment. 
ADDITIONAL    EXEMPTIONS 

ANPA,    ASNE   and    NNA   do    not    believe    that   a    case    has    been    made 
for    the    inclusion    of   two    new   exemptions    to    the    Act    to    cover    tech- 
nical   data    that   cannot    be    legally    exported    outside    the    U.S.,    or 
information    pertaining    to    the    Secret    Service. 

The    proposed    new    (b)(10)    exemption    on    technical   data,    in    par- 
ticular,   raises    concerns.       As    Senator    Hatch    stated    in    introducing 
S    774,    this    provision    is    intended    to    "control    the    dissemination 
of   sensitive    technology."      We    are    concerned    that    this    exemption 
could    be    used    to    create    an   unclassified    body    of    information    that 
would    be    withheld    from    the    public    without    being    subject    to    the 
government's    classification    procedures.       If    the    information    is, 
in    fact,    too    sensitive    to    release,    the    appropriate    way    to    make 
this    determination    is    through    these    procedures,    not    by    creating    a 
newly    protected    body    of    information    through    the    Freedom   of    Infor- 
mation   Act.       Our   country    is    ill-served    when    the    FoIA    is    used    as   a 
de    facto    classification    instrument. 

We    appreciate    the    opportunity    to    present    our   views   and    I 
would    be    pleased    to    answer   any    questions. 
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Senator  Hatch.  Go  ahead,  Mr.  Taft. 

STATEMENT  OF  WILLIAM  H.  TAFT  IV,  GENERAL  COUNSEL,  U.S. 

DEPARTMENT  OF  DEFENSE 

Mr.  Taft.  Well,  thank  you  very  much,  Mr.  Chairman.  I  will  be 
brief  and  perhaps  we  will  be  able  to  get  in  any  questions  that  you 
have.  I  have  a  short  statement  which  I  would  like  to  submit  for  the 
record,  and  I  will  make  it  even  shorter. 

Senator  Hatch.  Without  objection. 

Mr.  Taft.  I  am  very  pleased  to  appear  before  you  today,  and  I 
want  to  especially  express  the  appreciation  of  the  Department  of 
Defense  for  the  work  that  you,  Mr.  Chairman,  and  Senator  Leahy 
and  the  other  members  of  the  committee  have  done  on  this  ex- 
tremely difficult  subject  over  the  past  year. 

I  must  say  that  I  have  followed  the  act  for  quite  a  while  and  I 
would  not  have  predicted  that  any  legislation  would  have  been  pos- 
sible last  year,  although  we  hoped  for  some.  You  have  developed  an 
excellent  bipartisan  bill  in  the  subcommittee.  We  strongly  support 
it;  we  supported  it  last  year  and  we  support  it  this  year. 

We  remain  committed  in  the  Department  of  Defense  to  the  prin- 
ciples underlying  the  FOIA.  Our  record  is,  as  you  have  kindly  said, 
we  think  a  good  one,  and  we  have  attempted  to  preserve  the  proper 
balance  between  the  public  access  to  Government  operations  that 
is  reflected  in  the  current  law  and  the  need  for  the  efficient  run- 
ning of  the  public's  business  and  the  preservation  of  national  secu- 
rity. 

The  compromise  bill,  we  think,  improves  that  balance,  and  that 
is  why  we  support  it.  I  would  like  to  address  just  a  few  of  the  gen- 
eral legal  and  operating  concerns  under  the  FOIA  that  we  have. 

In  processing  FOIA  requests,  a  request  most  likely  will  find  its 
way  across  the  desk  of  at  least  one  substantive  expert  in  the  De- 
partment and,  in  addition,  perhaps  consultation  with  other  experts 
and  with  lawyers. 

Costs  are  incurred  in  this  process  for  computer  research  time,  re- 
production and  the  manpower  resources  allocated  to  the  substan- 
tive review,  search,  legal  consultation  and  response  cycle. 

While  the  act  provides  that  only  standard  document  search  and 
duplication  fees  may  be  charged  to  the  requester,  the  actual  costs 
to  the  Department  annually,  based  on  the  1982  report  to  the  Con- 
gress, were  approximately  $8.8  million  last  year,  and  that  was  up 
from  the  year  before  by  a  considerable  amount. 

The  minimal  cost  recoupment  allowed,  together  with  the  diver- 
sion of  resources,  is  exacerbated  by  the  act's  authorization  for  any 
person  to  seek  access  to  agency  records.  Currently,  the  act  may  be 
easily  abused  and,  we  would  hope,  the  proposed  legislation  would 
prevent  abuse. 

We  believe  DOD  funds  should  be  sent  to  accommodate  people 
who  are  using  the  act  for  its  proper  purposes.  It  is  inappropriate, 
however,  to  extend  taxpayer  funds  where  we  think  those  purposes 
are  not  proper  or  contemplated  within  the  statute. 

Many  law  firms  representing  commercial  interests  supplement 
discovery  in  litigation  with  FOIA  requests  in  order  to  decrease  the 
costs  associated  with  litigation  and  to  acquire  records  ordinarily 
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unavailable  through  the  civil  or  criminal  discovery  process,  or 
indeed  simply  to  harass  the  Department. 

We  have  seen  this  recently,  where  a  law  firm  representing  a 
client  involved  in  a  grand  jury  investigation  regarding  the  DOD 
foreign  military  sales  programs  has  submitted  a  FOIA  request  to 
the  Department.  That  request  was  for  every  document  of  the  De- 
fense Security  Assistance  Agency  since  1979 — every  one. 

Senator  Hatch.  Some  real  good  books  could  be  written  from  that 
information. 

Senator  Leahy.  It  would  put  you  to  sleep  in  a  hurry. 

Mr.  Taft.  The  process  of  going  through  and  reacting,  as  is  re- 
quired under  the  statutory  scheme,  of  course,  would  basically  put 
that  agency  out  of  business  for  some  months,  if  that  was  indeed 
what  they  were  dedicated  to  do. 

Senator  Hatch.  It  costs  millions  and  millions  of  dollars  just  to 
supply  such  sanitized  records  in  great  volume  too. 

Mr.  Taft.  This  example  demonstrates 

Senator  Hatch.  How  many  examples  like  that  do  you  have? 

Mr.  Taft.  We  have  a  number.  We  had  one  that  I  think  I  men- 
tioned when  I  was  with  you  last  time  on  the  Trident  submarine,  a 
litigation  case.  There,  a  law  firm  had  submitted  a  request  for  some 
12,000  linear  feet  on  that  program,  while  we  were  in  litigation. 

There  are  a  number  of  others.  I  think  I  just  received  one,  in  fact, 
the  other  day.  And,  of  course,  I  only  see  personally  the  smallest 
portion.  It  also  is  not  easy — and  this  is  one  of  the  points  that  I 
guess  we  need  to  focus  on — it  is  not  easy  to  tell  under  the  statute 
whether  someone  is  requesting  information  because  he  is  in  litiga- 
tion or  for  other  reasons. 

You  can  request  information  indirectly.  We  have  had  many  re- 
quests from  people  who  turn  out  to  be  secretaries  working  in  law 
firms  with  home  addresses,  and  things  like  that,  which  we  suspect 
are  really  part  of  the  litigation  process.  That  is  one  of  the  principal 
abuses  that  we  have  which  your  act  addresses  in  some  considerable 
measure. 

Another  abuse  is  the  use  of  the  act  by  foreign  nationals.  Under 
the  statute,  foreign  nationals  are  able  to  obtain  unclassified  but 
sensitive  national  security  information.  Recently  'a  Norwegian  citi- 
zen submitted  a  request  for  such  documents. 

The  subject  of  this  individual's  request  included  very  sensitive, 
classified  information.  We  subsequently  learned  that  the  individual 
had  been  arrested  and  convicted  for  espionage  based  on  his  activi- 
ties in  Norway. 

While  we  are  aware  of  other  requests  that  this  individual  has 
submitted,  and  have  attempted  to  monitor  carefully  such  requests, 
we  cannot  tell  you  what  requests  he  may  have  submitted  to  field 
offices  of  DOD  and  elsewhere.  We  think  that  this  is,  again,  one 
easy  area  where  we  can  conserve  resources  by  not  allowing  the 
U.S.  taxpayer  to  subsidize  request  of  foreign  nationals. 

Senator  Hatch.  Moreover,  you  do  not  even  know  whether  he  has 
made  other  requests  for  sensitive  information  under  an  assumed 
name  or  through  friends  or  through  surrogates. 

Mr.  Taft.  He  may  be  doing  that  and  that  is  a  risk  that  we  addi- 
tionally take,  but  we  would  like  to  limit  access,  as  your  bill  does,  to 
U.S.  citizens,  or  U.S.  persons  as  they  are  defined  in  the  bill. 
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A  serious  shortfall  in  the  act  that  is  of  great  concern  to  the  De- 
partment is  the  requirement  to  release  unclassified  data  relating  to 
militarily  critical  technologies,  and  you  mentioned  this  earlier  this 
morning. 

Certain  technical  data  is  barred  from  unlicensed  export  by  the 
Arms  Export  Control  Act  or  the  Export  Administration.  The  Arms 
Export  Control  Act  empowers  the  President  to  regulate  the  impor- 
tant export  of  defense  articles  and  defense  services. 

[Whereupon,  Senator  Leahy  assumed  the  Chair.] 

Mr.  Taft.  Unless  exempted  by  regulation,  export  of  an  item  or 
list,  including  technical  data,  is  unlawful  without  a  license.  In  addi- 
tion, under  the  Export  Administration  Act,  regulation  controls  on 
the  export  of  technical  information  are  authorized  for  national  se- 
curity purposes. 

A  foreign  national  can  invoke  the  FOIA  to  obtain  information 
that  could  not  be  released  under  these  other  statutes.  We  believe 
that  the  conflict  between  these  two  statutes  must  be  resolved,  and 
therefor  we  welcome  the  fashion  in  which  S.  774  proposes  to  do 
that. 

In  my  statement  submitted  for  the  record,  I  reviewed  a  number 
of  other  issues  that  I  will  briefly  cover,  including  the  requests  for 
personnel  lists  of  the  Department  by  commercial  users  who  take 
advantage,  essentially,  of  DOD  computer  lists  for  commercial  solici- 
tation purposes. 

We  do  not  see  that  this  is  something  that  the  public  should  be 
subsidizing  and  we  find  no  legislative  history  which  suggests  that 
the  Defense  Department  should  become  a  mailing  house. 

It  is  essential,  in  my  view,  that  we  work  together  to  address  the 
problems  I  have  described  here  today  and  in  my  prior  testimony 
before  this  subcommittee.  These  are  the  problems  that  we  see  with 
the  act,  S.  774,  of  course,  would  address  many  of  our  problems. 

The  basic  thrust  of  the  act  is  one  that  we  support.  I  think  we 
have  an  excellent  record  of  providing  information  to  the  public, 
both  under  the  act  and,  as  was  mentioned  by  a  previous  witness 
here,  through  the  news  division  of  the  DOD  Office  of  Public  Af- 
fairs. Most  reporters  do  not  use  the  act.  They  know  they  do  not 
have  to  because  we  respond  promptly  to  requests  submitted  to  the 
news  division. 

We  support  that  purpose  of  the  act  and  the  value  that  it  provides 
to  our  society  in  assuring  an  open  Government  is  one  to  which  we 
fully  subscribe. 

Thank  you  very  much. 

Senator  Leahy.  Thank  you,  Mr.  Taft.  I  might  note  that  the  De- 
partment of  Defense  receives  a  great  number  of  FOIA  requests.  At 
the  same  time,  it  is  the  agency  in  Government  with  custody  of  the 
greatest  number  of  classified  documents,  but  DOD  has  been  noted 
for  its  ability  to  meet  the  time  limits  contained  in  the  current  act. 

Obviously,  there  have  been  some  extraordinary  circumstances 
and  some  extraordinary  cases,  like  the  Trident  and  some  others 
that  you  have  discussed  here,  that  create  problems.  But  you  have 
been  extremely  successful  in  that,  and  I  commend  you  for  it. 

To  what  do  you  attribute  the  Department's  success  in  meeting 
these  time  limits?  Is  it  solely  just  putting  an  enormous  amount  of 
personnel  on  it,  or  is  it  a  philosophy,  or  what  is  it? 
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Mr.  Taft.  We  do  put  a  large  number  of  people  on  it.  We  take  our 
responsibilities  under  the  statute  seriously.  I  have  worked  in  a 
number  of  other  agencies  in  the  Government  and  dealt  with  others 
from  the  outside,  and  I  think  we  do  have  a  much  larger  number  of 
people  dedicated  to  this  task. 

I  think  the  funding  that  we  provide  is  adequate,  but  also,  frank- 
ly, over  the  last  2  or  3  years  I  think  there  has  also  been  a  sense  of 
pride.  The  word  got  out  that  the  Defense  Department  did  do  this 
and  we  want  to  be  sure  that  we  keep  on  doing  it,  because  once  you 
are  doing  one  thing  right,  then  people  will  begin  to  watch  to  see  if 
you  keep  that  up. 

So,  we  have  challenged  ourselves  in  the  last  3  or  4  years  to  main- 
tain the  record  that  we  had  in  prior  years. 

Senator  Leahy.  Thank  you.  Part  of  your  testimony  last  year 
went  to  the  need  for  a  new  FOIA  exemption  for  technical  data 
which  are  not  classified  but  still  relate  to  sensitive  defense  or  na- 
tional security  matters,  and  you  posed  the  example,  as  I  recall,  of 
the  naval  nuclear  propulsion  technology. 

Is  it  fair  to  say  that  you  are  most  concerned  with  FOIA  requests 
which  involve  the  release  of  technical  data  that  relate  directly  to 
defense  weapons  or  that  pose  national  security  risks?  Is  that  the 
type  of  technical  data  you  are  most  concerned  about? 

Mr.  Taft.  That  is  the  type  of  technical  data  that  we  tend  to 
have,  and  therefore  that  is  what  we  have  principally  in  mind  when 
we  talk  of  that. 

Senator  Leahy.  Is  it  also  fair  to  characterize  your  problems  to 
date  as  involving  the  release  of  documents  such  as  technical  plans, 
blueprints,  and  how-to  manuals,  and  the  like? 

Mr.  Taft.  Yes.  We  are  somewhat  concerned  about  those  from  the 
perspective  of  the  commercial  (b)(4)  type  of  exemption  as  well,  but 
when  they  are  on  the  technical  restriction  list-the  military  tech- 
nology list-then  we  would  be  concerned  about  them  for  that 
reason,  too. 

Senator  Leahy.  That  is  the  kind  of  technical  data  which  should 
not  be  readily  available  under  FOIA? 

Mr.  Taft.  We  do  not  think  so.  It  depends  on  the  particular  case, 
but  that  is  an  area  where  we  have  this  concern,  yes  sir. 

Senator  Leahy.  To  follow  along  on  that,  I  just  want  to  make  sure 
that  any  exemption  we  create  is  not  overly  broad.  As  I  understand 
the  proposed  exemption,  any  technical  data  which  are  subject  to 
any  Federal  export  restriction  would  be  exempt  for  release  under 
FOIA. 

Now,  given  the  matters  that  you  and  I  have  been  discussing,  I 
think  there  is  general  agreement  about  the  advisability  of  their 
non-release  or  the  reason  for  their  nonrelease  under  FOIA.  But  the 
Commerce  Department  maintains  a  commodity  control  list  under 
the  authority  of  the  Export  Administration  Act,  and  this  restricts 
the  export  of  products  and  related  technical  data. 

One  of  the  reasons  for  an  export  restriction  could  be  to  serve  a 
foreign  policy  objective.  It  is  not  that  the  product  itself  or  its  tech- 
nology is  sensitive,  but  it  may  be  that  its  destination  is;  say,  Poland 
under  the  current  situation. 

But  as  I  read  the  exemption,  these  products-and  they  literally 
could  cover  any  and  all  products-and  their  related  technical  data 


300 

would  be  prevented  from  release  under  FOIA  simply  by  virtue  of 
being  on  the  export  restriction  list. 

Do  you  see  that  same  far-reaching  possibility,  and  is  it  your 
intent  to  prevent  the  release  of  all  such  data? 

Mr.  Taft.  Our  intention  is  to  do  away  with  the  conflict  between 
the  statutes.  As  to  what  reason  an  article  was  on  the  Commerce 
Department's  list,  whether  it  was  a  foreign  policy  reason  or  a  na- 
tional security  or  a  temporary  reason  or  a  permanent  one,  I  think 
it  was  not  our  intention  to  look  into  that  and  to  make  a  different 
rule  for  the  items  that  were  on  it  for  one  reason  rather  than  an- 
other. 

The  fact  that  there  is  a  restriction  on  the  export  of  the  informa- 
tion would,  in  our  mind,  be  the  policy  that  is  established,  for  what- 
ever reasons,  pursuant  to  the  statutes  that  the  Commerce  Depart- 
ment administers.  The  President  also,  of  course,  has  some  specific 
responsibilities  in  that  regard. 

We  think  that  if  that  statute  is  to  be  effectively  carried  out,  we 
ought  not  to  be  releasing  information  in  the  United  States  where 
the  data  itself  is  prohibited  from  export.  The  idea  of  making  it  gen- 
erally available  in  the  United  States  would  essentially  frustrate 
the  export  restrictions. 

Senator  Leahy.  I  think  your  answer  points  out  some  of  the  real 
difficulties  I  have  in  interpreting  the  current  language  because  if 
we  narrow  our  focus  to  items  that  appear  on  the  commodity  con- 
trol list  for  national  security  reasons,  then  the  list  still  encom- 
passes thousands  of  products,  and  related  technical  data.  Most  of 
these  products  have  a  commercial  rather  than  a  defense  applica- 
tion and  they  are  under  no  domestic  restrictions. 

So,  does  it  make  any  sense  to  deny  access  under  FOIA  to  techni- 
cal data  that  are  readily  available  in  the  domestic  market  based 
solely  on  the  presumption  that  it  is  subject  to  restriction  by  an- 
other law,  say  an  export  law? 

Mr.  Taft.  Well,  I  think  one  of  the  reasons  we  are  discussing  this 
is  that  it  is  an  extremely  tricky  area. 

Senator  Leahy.  Obviously,  I  am  trying  to  develop  some  kind  of 
legislative  history  because,  you  know,  I  am  wondering  if  we  are 
dealing  with  a  narrow  class  of  data  which  are  not  only  prevented 
from  export,  but  are  also  not  freely  available  in  the  domestic 
market. 

Mr.  Taft.  Yes.  Well,  what  I  was  going  to  get  to  was  that  a  lot  of 
this  information  that  we  have,  particularly  the  technical  informa- 
tion, we  want  to  have  it  made  available  in  the  scientific  communi- 
ty, let  us  say,  and  in  the  engineering  community  so  that  competi- 
tion can  exist  and  people  will  be  aware  and  new  ideas  will  develop 
based  on  the  information  that  is  available. 

Our  research  community  and  industrial  community  work  best 
when  it  is  available  and  we  have  in  place  a  system  to  make  this 
information  available  to  qualified  contractors.  At  the  same  time, 
we  do  not  want  it  to  be  available  to  persons  who  do  not  have  a 
need  for  access.  We  are  frequently  tempted  to  classify  that  infor- 
mation because  we  feel  that  its  availability  in  foreign  countries, 
particularly,  let  us  say,  to  the  Soviet  Union,  would  be  dangerous  to 
us,  but  we  trade  off  against  that  frequently  and  do  not  classify  it 
because  we  want  to  have  it  known  to  the  community  here  or  treat- 
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ed  by  companies  without  having  to  go  through  the  clearance  and 
access  problems  that  are  created  by  classifying  information. 

We  think  we  move  faster  with  it  unclassified.  That  is  not  to  say 
that  we  want  to  give  it  to  the  Soviet  Union.  We  then  fall  back  on 
these  export  controls.  A  lot  of  this  information  is  unclassified. 

Where  we  come  in  on  the  Freedom  of  Information  Act  would  be 
in  support  of  those  export  controls.  That  is  where  we  stand.  That 
would  involve  some  information  which  is  not  classified,  for  the  rea- 
sons I  gave. 

Senator  Leahy.  It  is  an  extremely  difficult  area,  as  your  answers 
show.  I  talked  of  information,  while  not  classified,  is  restricted  to 
an  approved  list  of  contractors  and  potential  contractors. 

So,  the  data  is  controlled  in  that  case  even  for  domestic  use,  to 
say  nothing  about  export.  It  is  already  controlled  here  domestical- 
ly, and  understandably  so.  Would  that  be  the  type  of  data,  because 
of  its  sensitivity — the  ^lame  sensitivity  which  led  to  domestic  con- 
trol, as  well  as  its  foreign  use — is  that  the  kind  of  data  where  there 
is  a  legitimate  concern  for  release  under  FOIA? 

Mr.  Taft.  Yes,  that  is  precisely  the  type  of  information  we  have 
in  mind  that  would  be  different  from  where  we  are  now.  Classified 
information  is  exempt  already.  It  is  the  unclassified  information, 
and  we  think  the  reference  to  the  Export  Control  Act  is  a  reasona- 
ble one  in  that  field. 

Senator  Leahy.  Could  we  draft  this  in  such  a  way  that  we  take 
care  of  your  problem  by  exempting  just  that  kind  of  sensitive  data, 
without  having  to  include  all  other  products  and  technical  data 
that  are  subject  to  export  control,  or  do  we  still  leave  a  hole  there 
somewhere? 

Mr.  Taft.  Well,  I  think  that  we  could  look  at  that  and  work  with 
the  staff  to  see  what  we  could  do.  It  is  not  an  easy  thing  to  do  and  I 
think  we  need  to  be  very  careful  when  implementing  the  legisla- 
tion that  we  deal  with  the  problem  we  are  addressing. 

Right  now,  I  think  we  have  a  problem.  We  do  not  want  to  go  too 
far,  but  we  do  want  to  deal  with  it. 

Senator  Leahy.  I  posed  that  last  question  not  expecting  you  to 
come  back  with  a  total  answer.  I  want  more  for  you  to  think  about 
it,  and  I  will  take  up  your  offer  to  work  with  your  staff  on  it. 

I  think  if  somebody  just  turned  to  me  right  now  and  told  me  to 
draft  language  to  cover  all  the  problems  we  have  raised,  I  am  not 
sure  just  how  I  would  sit  down  and  draft  it  to  handle  all  those  con- 
flicting problems. 

So,  I  want  to  make  some  legislative  history  here,  but  also  to  raise 
some  of  the  questions.  I  think  what  I  might  like  to  do,  Mr.  Taft,  is 
to  work  with  your  office  some  more  on  this. 

There  is  so  darned  much  material  out  there.  We  do  not  want  to 
get  into  a  position  where  ever5dhing  just  automatically  is  put  off 
limits.  But  we  also  do  not  want  to  put  ourselves  in  a  position 
where,  willy-nilly,  any  foreign  government  or  foreign  operative  or 
anybody  else  can  just  come  walking  through  our  files. 

The  balance,  again,  with  national  security  matters  is  very,  very 
difficult.  I  just  hope  that  we  do  not  write  such  a  blanket  exemption 
that,  in  its  use,  it  becomes  something  that  makes  no  sense  at  all 
and  the  pendulum  goes  too  far  back  the  other  way. 
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Mr.  Taft.  Well,  it  certainly  is  not  our  intention  to  2o  that,  and 
we  will  be  glad  to  work  with  you  to  see  that  we  do  not  and  you  do 
not. 

Senator  Leahy.  Well,  I  appreciate  that.  I  also  compliment  you 
again  on  the  speed  with  which  you  answer  requests. 

Senator  Hatch  has  some  questions,  so  I  will  turn  to  his  counsel. 
Go  ahead. 

Mr.  Rader.  Senator  Hatch  had  several  questions  which  Senator 
Leahy  has  already  effectively  covered,  but  just  perhaps,  I  could 
pose  one  or  two  others. 

As  you  have  mentioned,  you  currently  release  technical  data 
under  certain  circumstances  at  present;  for  instance,  to  bidders  on 
procurement  contracts.  Will  the  new  section  560  in  the  bill  change 
that  policy  at  all,  and  what  merits  do  you  see  in  section  560? 

Mr.  Taft.  Section  560  is  the  section  that  requires  setting  up  a 
system  where  we  disseminate  to  various  small  companies,  and  so 
forth? 

Mr.  Rader.  That  is  correct. 

Mr.  Taft.  I  do  not  think,  as  a  matter  of  practice,  that  it  will  re- 
quire a  substantial  change  in  what  we  do  now.  We  certainly  wel- 
come the  authority  for  continuing  to  do  that. 

It  is  very  much  in  our  interest,  we  consider,  to  get  this  informa- 
tion out  to  as  many  types  of  qualified  companies  that  are  not  going 
to  give  it  to  the  other  side  as  we  can,  because  the  more  companies 
we  have  working  on  these  problems,  the  better  solutions  they  come 
up  with.  That  is  our  system. 

It  has  got  to  be  open  and  it  has  got  to  be  closed  after  a  certain 
point,  but  not  before  a  certain  point.  We  welcome  that  section  and, 
as  I  say,  we  do  it  already. 

Mr.  Rader.  Senator  Hatch  also  posed  a  hypothetical  which  he 
wondered  if  you  could  respond  to.  If  the  exemption  proposed  by 
this  bill  governing  technical  data  were  in  effect  and  tomorrow  a 
woeful  accident  were  to  occur  involving  defense  technology;  say  the 
engine  of  an  F-16  fell  off  over  a  residential  area,  killing  many  in- 
nocent people. 

What  would  an  outside  investigator  be  able  to  learn  about  the 
technology  that  caused  the  accident  using  FOIA? 

Mr.  Taft.  Well,  it  would  depend,  I  guess,  a  little  bit  on  when  the 
reporter  was  investigating.  In  the  case  of  an  accident,  we  always 
undertake  a  very  detailed  and  sometimes  quite  lengthy  investiga- 
tion of  the  causes  of  it. 

During  the  time  in  which  that  investigation  is  made,  we  will  re- 
spond to  general  queries  of  the  press,  but  we  also  keep  the  sub- 
stance of  the  investigation  confidential  while  it  is  going  on. 

Once  the  investigation  is  complete,  our  practice  now  is  to  reduce 
a  summary  of  the  report  of  the  investigation  to  reporters.  Often, 
that  investigation  has  in  it  interviews  with  people  which  are  ob- 
tained from  them  on  a  promise  of  confidence,  and  we  would  not  re- 
lease those. 

But  the  practice  has  been  to  release  a  summary  of  the  report, 
and  our  effort  is  to  make  available  to  the  press,  if  it  is  the  press,  or 
to  survivors  or  next  of  kin,  if  there  were  deaths  in  the  accident,  of 
course,  whatever  information  we  can,  consistent  with  carrying  out 
an  effective  investigation. 


303 

Mr.  Rader.  One  final  question.  You  have  already  mentioned  that 
one  reason  that  the  information  covered  by  the  proposed  technical 
data  exemption  is  not  classified  is  that  you  would  like  to  distribute 
it  to  defense  contractors. 

Are  there  any  further  reasons  why  this  sensitive  data  might  not 
be  classified? 

Mr.  Taft.  The  classification  of  information  carries  with  it  a  set 
of  responsibilities  for  people  who  have  access  to  that  information. 
These  are  cumbersome.  Where  the  information  absolutely  must  be 
protected,  we  pay  that  price. 

Where  the  price  seems  too  high,  we  decline.  It  is  that  type  of 
tradeoff — what  is  in  the  national  security  interest,  to  have  that  in- 
formation out  or  not.  That  is  the  basis  on  which  we  classify  infor- 
mation. 

Mr.  Rader.  Thank  you.  Senator  Leahy. 

Senator  Leahy.  Thank  you.  Mr.  Taft,  thank  you  very  much.  It 
was  good  having  you  here  again. 

Mr.  Taft.  Thank  you,  Senator.  We  will  look  forward  to  working 
with  the  subcommittee. 

Senator  Leahy.  Thank  you. 

[Mr.  Taft's  prepared  statement  follows:] 
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Prepared  Statement  of  William  H.  Tar  IV 

riR.  CHAIRMAN  AND  MEMBERS  OF  THE  COMMITTEE  -  I  AM  PLEASED 
TO  APPEAR  BEFORE  YOU  TODAY  TO  DISCUSS  THE  DEPARTMENT  OF  DEFENSE 
(DOD)  CONCERNS  WITH  THE  FREEDOM  OF  INFORMATION  ACT  (FOIA). 

AT  THE  END  OF  THE  97TH  CONGRESS,  THE  FULL  SENATE  JUDICIARY 
COMMITTEE  APPROVED  A  BIPARTISAN  COMPROMISE  PACKAGE  OF  AMENDMENTS 
TO  FOIA.  THE  COMPROMISE  APPROACH.  NOW  S.77i|.  WOULD  AMELIORATE 
MANY  OF  THE  PRESSING  CONCERNS  OF  THE  DEPARTMENT  OF  DEFENSE 
REGARDING  THE  FOIA  WHILE  PRESERVING  THE  PUBLIC'S  RIGHT  OF 
ACCESS.  WE  RECOGNIZE  AND  APPRECIATE  THE  SIGNIFICANT  EFFORT 
WHICH  WAS  MADE  WITHIN  THE  COMMITTEE  TO  BALANCE  CAREFULLY 
THE  COMPROMISE  PROPOSAL.  ABSENT  LEGISLATIVE  RELIEF.  COMPLIANCE 
WITH  THE  FOIA  WILL  CONTINUE  TO  DEGRADE  THE  DEPARTMENT'S 
ABILITY  TO  DISCHARGE  THE  NATIONAL  DEFENSE  MISSION. 

THE  DEPARTMENT  OF  DEFENSE  REMAINS  COMMITTED  TO  THE  PRINCIPLES 
UNDERLYING  THE  FOIA.  OUR  RECORD.  WITH  RESPECT  TO  THE  IMPLEMENTATION 
OF  FOIA.  ATTESTS  TO  THIS  COMMITMENT  TO  INSURE  PUBLIC  ACCESS  TO 
INFORMATION  CONCERNING  DOD  PROGRAMS  AND  POLICIES  COMMENSURATE  WITH 
NATIONAL  SECURITY  NEEDS.  WE  BELIEVE.  HOWEVER.  THAT  A  MORE 
EFFICIENT  AND  PRUDENT  BALANCE  CAN  BE  ACHIEVED  BETWEEN  PUBLIC 
ACCESS  AND  GOVERNMENT  OPERATIONS  THAN  IS  REFLECTED  IN  EXISTING 
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LAW.  THE  COMPROMISE  BILL  WOULD  INJECT  A  RULE  OF  REASON  INTO 
THE  FOIA  TO  EFFECTUATE  SUCH  AN  IMPROVED  BALANCE 

THE  DEPARTMENT  OF  DEFENSE  HAS  DEVELOPED  A  FOIA  PROGRAM 
LARGELY  REGARDED  AS  A  MODEL  WITHIN  THE  EXECUTIVE  BRANCH.  MOST 
OF  THE  70.000  FOIA  REQUESTS  RECEIVED  ANNUALLY  BY  THE  DEPARTMENT 
ARE  HONORED  WITHIN  THE  STATUTORY  TIME  PERIOD  WITHOUT  COMPROMISING 
CLASSIFIED  NATIONAL  SECURITY  INFORf-lATION  OR  OTHER  EXEMPT  DATA. 
IN  OPERATING  UNDER  THE  ACT.  THE  PRINCIPAL  COSTS  ASSOCIATED  WITH 
TIMELY  COMPLIANCE  BY  THE  DEPARTMENT  IS  THE  DIVERSION  OF  HUMAN 
.RESOURCES.  THIS  LOSS  OF  RESOURCES  IS  NOT  SO  MUCH  OBJECTIONABLE 
IN  ITSELF  AS  BECAUSE  THE  BENEFITS  ACCRUING  TO  THE  PUBLIC  ARE  NOT 
PROPORTIONATE.  TODAY  I  WOULD  LIKE  TO  ADDRESS  THE  GENERAL  LEGAL 
AND  OPERATING  CONCERNS  UNDER  THE  FOIA  INCLUDING  SPECIFIC  EXAMPLES. 

IN  PROCESSING  FOIA  REQUESTS.  THE  REQUEST  MOST  LIKELY  WILL 
FIND  ITS  WAY  ACROSS  THE  DESK  OF  AT  LEAST  ONE  SUBSTANTIVE  EXPERT 
AND.  IN  ADDITION.  PERHAPS  CONSULTATION  WITH  OTHER  EXPERTS  AND 
LAWYERS.  COSTS  ARE  INCURRED  IN  THIS  PROCESS  FOR  COMPUTER  SEARCH 
TIME.  REPRODUCTION  AND  THE  MANPOWER  RESOURCES  ALLOCATED  TO  THE 
SUBSTANTIVE  REVIEW.  SEARCH.  LEGAL  CONSULTATION.  AND  RESPONSE 
CYCLE.  WHILE  THE  ACT  PROVIDES  THAT  ONLY  STANDARD  DOCUMENT  SEARCH 
AND  DUPLICATION  FEES  MAY  BE  CHARGED  TO  THE  REQUESTER.  THE  ACTUAL 
COST  TO  DOD  ANNUALLY  BASED  ON  THE  1982  REPORT  TO  THE  CONGRESS 
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IS  APPROXIf'iATELY  $8.8  MILLION  DOLLARS.  THE  MINIMAL  COST 
RECOUPMENT  ALLOWED.  TOGETHER  WITH  THE  DIVERSION  OF  RESOURCES, 
IS  EXACERBATED  BY  THE  ACT'S  AUTHORIZATION  FOR  ANY  PERSON  TO 
SEEK  ACCESS  TO  AGENCY  RECORDS.  CURRENTLY.  THE  ACT  MAY  BE  USED 
BY  SEVERAL  CATEGORIES  THAT  WE  WOULD  CHARACTERIZE  AS  ABUSERS. 

MANY  LAW  FlRflS  REPRESENTING  COMMERCIAL  INTERESTS  SUPPLEMENT 
DISCOVERY  IN  LITIGATION  WITH  FOIA  REQUESTS  IN  ORDER  TO  DECREASE 
THE  COSTS  ASSOCIATED  WITH  LITIGATION.  TO  ACQUIRE  RECORDS 
ORDINARILY  UNAVAILABLE  THROUGH  THE  CIVIL  OR  CRIMINAL  DISCOVERY 
PROCESS.  OR  SIMPLY  TO  HARASS  THE  DEPARTMENT.  FOR  EXAMPLE.  VERY 
RECENTLY.  A  LAW  FIRM  REPRESENTING  A  CLIENT  INVOLVED  IiM  A  GRAND 
JURY  INVESTIGATION  REGARDING  THE  DOD  FOREIGN  MILITARY  SALES 
PROGRAM  SUBMITTED  A  FOIA  REQUEST  TO  THE  DEPARTMENT.  THAT  REQUEST 
WAS  FOR  EVERY  DOCUMENT  OF  THE  DEFENSE  SECURITY  ASSISTANCE  AGENCY 
SINCE  1979.  AT  A  MINIMUM.  THIS  REQUEST  WOULD  INVOLVE  REVIEWING 
TWENTY-FIVE  LINEAR  FEET  OF  DOCUMENTS.  IT  IS  IMPOSSIBLE  TO 
CALCULATE  THE  TIME  SPENT  BY  HIGH  LEVEL  OFFICIALS  ON  SUCH 
REQUESTS  IN  ADDITION  TO  THE  CLERICAL 


THIS  EXAMPLE  DEMONSTRATES  THE  DIFFICULTIES  WHICH  HAVE  ALSO 
BEEN  ENCOUNTERED  IN  APPLYING  THE  "REASONABLE  SEGREGATION" 
REQUIREMENT.  THIS  REQUIRES  A  LINE-BY-LINE  REVIEW  OF  ALL 
ADVISORY.  CLASSIFIED.  AND  OTHERWISE  EXEMPT  RECORDS  TO  RELEASE 
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TO  THE  REQUESTER  FACTUAL  MATERIAL  WHICH  IS  SEVERABLE  FROM 
THE  PORTIONS  OF  THE  RECORD  WHICH  ARE  EXEMPT  FROM  DISCLOSURE. 
THE  DEPARTMENT  MUST  DISTINGUISH  BETWEEN  THE  FACTUAL  DATA  ON  ONE 
HAND.  AND  ON  THE  OTHER.  EVALUATIONS  AND  PREDECISIONAL  ADVICE. 
STAFF  MEMORANDA.  AND  TECHNICAL  PAPERS.  IF  YOU  MUST  REVIEW.  AS 
IN  THE  CASE  I  CIIED  INVOLVING  THE  DEFENSE  SECURITY  ASSISTANCE 
AGENCY.  (TWENTY-FIVE  LINEAR  FEET  OF  DOCUMENTS).  IT  IS  ALMOST 
IMPOSSIBLE  TO  COMPLY  WITHIN  THE  STATUTORY  TEN  DAY  PERIOD.  WE 
HAVE  HAD  OTHER  SIMILAR  REQUESTS  FROM  LAW  FIRMS.  A  LARGE  D.C. 
LAW  FIRM  REQUESTED  ALL  DOCUMENTS  WHICH  HAD  BEEN  GENERATED  IN 
CONNECTION  WITH  THE  TRIDENT  SUBMARINE.  THIS  REQUEST  WOULD 
HAVE  REQUIRED  A  SEARCH  OF  12.000  LINEAR  FEET  OF  FILES.  THE 
COMPROMISE  PROPOSAL  ADDRESSES  THIS  TYPE  OF  CASE  BY  PERMITTING 
ADDITIONAL  TIME  AND  ESTABLISHING  TIME  LIMITS  WHICH  RECOGNIZE 
MANAGEMENT  PROBLEMS  IN  RESPONDING  TO  REQUESTS  FOR  VOLUMINOUS 
DOCUMENTS  AND  FOR  RECORDS  IN  THE  FIELD. 

ANOTHER  ABUSE  IS  THE  USE  OF  THE  ACT  BY  FOREIGN  NATIONALS. 
UNDER  THE  ACT.  FOREIGN  NATIONALS  ARE  ABLE  TO  OBTAIN  UNCLASSIFIED 
BUT  SENSITIVE  NATIONAL  SECURITY  INFORMATION.  RECENTLY.  A 
NORWEGIAN  CITIZEN  SUBMITTED  A  REQUEST  FOR  SUCH  DOCUMENTS.  THE 
SUBJECT  OF  THIS  INDIVIDUAL'S  REQUEST  INCLUDED  VERY  SENSITIVE 
CLASSIFIED  INFORMATION.  WE  SUBSEQUENTLY  LEARNED  THE  INDIVIDUAL 
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flAY  HAVE  BEEN  ARRESTED  FOR  ESPIONAGE  BASED  Oi^l  HIS  ACTIVITIES 
1:^1  NORWAY.  WHILE  WE  ARE  AWARE  OF  OTHER  REQUESTS  THIS  INDIVIDUAL 
HAS  SUBMITTED  AND  HAVE  ATTEMPTED  TO  MONITOR  CAREFULLY  SUCH 
REQUESTS.  WE  CANNOT  TELL  YOU  WHAT  REQUESTS  HE  MAY  HAVE  SUBMITTED 
TO  THE  FIELD  OFFICES.  WE  HAVE  THREE  MILLION  PEOPLE  IN  THE 
DEFENSE  DEPARTMENT  WITH  WORLD-WIDE  OPERATIONS.  EVEN  THOUGH 
RECORDS  MAY  BE  SUBJECT  TO  EXPORT  CONTROL  LAWS,  OUR  PEOPLE 
KNOW  THAT  WE  CANNOT  WITHHOLD  SUCH  MATERIAL  UNDER  THE  FOIA. 
THUS,  RELEASE  OF  RECORDS,  SUBJECT  TO  EXPORT  REGULATIONS  ARE 
NOT  REPORTED.  THE  U.S.  TAXPAYER  TODAY  SUBSIDIZES  THE  REQUESTS 
OF  FOREIGN  NATIONALS.  EVEN  THOSE  ENGAGING  IN  ESPIONAGE  OR  THOSE 
WISHING  TO  OBTAIN  INFORMATION  SUBJECT  TO  EXPORT  CONTROL  LAWS. 
FOREIGN  NATIONALS  ARE  ALSO  USING  THE  ACT  TO  GAIN  ACCESS  TO 
DOD  DOCUMENTS  AS  A  MEANS  FOR  THWARTING  THEIR  OWN  GOVERNMENT'S 
MUTUAL  SECURITY  ARRANGEMENTS  WITH  THE  UNITED  STATES. 

A  SERIOUS  SHORTFALL  IN  THE  ACT  OF  GREAT  CONCERN  TO  THE 
DEPARTMENT  IS  THE  REQUIREMENT  TO  RELEASE  UNCLASSIFIED  DATA 
RELATING  TO  MILITARILY-CRITICAL  TECHNOLOGIES.  CERTAIN  TECHNICAL 
DATA  IS  BARRED  FROM  UNLICENSED  EXPORT  BY  THE  ARMS  EXPORT  CONTROL 
ACT  OR  THE  EXPORT  ADMINISTRATION  ACT. 

THE  ARMS  EXPORT  CONTROL  ACT.  22  U.S.C.  §2751.  EMPOWERS 
THE  PRESIDENT  TO  REGULATE  THE  IMPORT  AND  EXPORT  OF  "DEFENSE 
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ARTICLES  AND  DEFENSE  SERVICES."  THE  EXPORT  ADMINISTRATION  ACT. 
50  U.S.C.  APP.  §2404.  REQUIRES  THE  SECRETARY  OF  DEFENSE  TO 
PREPARE  AND  PUBLISH  A  MILITARILY-CRITICAL  TECHNOLOGIES  LIST. 
THE  LIST  INCLUDES  TECHNICAL  DATA  AS  WELL  AS  AMMUNITION,  ROCKETS, 
AND  OTHER  MILITARY  EQUIPMENT.  UNLESS  EXEMPT  BY  THE  REGULATIONS, 
EXPORT  OF  AN  ITEM  OR  LIST,  INCLUDING  TECHNICAL  DATA,  IS  UNLAWFUL 
WITHOUT  A  LICENSE.  IN  ADDITION,  UNDER  THE  EXPORT  ADMINISTRATION 
ACT,  REGULATION  CONTROLS  ON  THE  EXPORT  OF  TECHNICAL  INFORMATION 
ARE  AUTHORIZED  FOR  NATIONAL  SECURITY  PURPOSES.  A  FOREIGN 
NATIONAL  CAN  INVOKE  THE  FOIA  TO  OBTAIN  INFORf^TION  THAT  COULD 
NOT  BE  RELEASED  UNDER  OTHER  STATUTES.  THIS  IRRECONCILABLE 
CONFLICT  MUST  BE  RESOLVED. 

THERE  ARE  A  NUMBER  OF  OTHER  ISSUES  WHICH  I  WOULD  LIKE  TO 
ADDRESS  BRIEFLY.  THE  COURTS  HAVE  DIRECTED  THAT  THE  DEPARTMENT 
OF  DEFENSE  PUBLISH  ALL  FINAL  OPINIONS  AND  ORDERS  MADE  IN  . 
ADJUDICATIONS  BE  INDEXED  AND  PUBLISHED  OR  BE  OTHERWISE  MADE 
AVAILABLE  TO  THE  PUBLIC  UNDER  FOIA  ,  EVEN  WHERE  THE  OPINIONS 
AND  ORDERS  ARE  WITHOUT  PRECEDENTIAL  VALUE  IN  ADMINISTRATIVE 
PROCEEDINGS  OF  THE  DEPARTMENT.  WE  CONTINUE  TO  BE  COMPELLED, 
FOR  EXAMPLE,  TO  INDEX  ALL  DETERf-lINATIONS  REGARDING  THE 
GRIEVANCES  OF  MILITARY  PERSONNEL  FILED  UNDER  ARTICLE  138  OF 
THE  UNIFORM  CODE  OF  MILITARY  JUSTICE.  THIS  REQUIRES  THE 
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miNTENANCE  AND  ADMINISTRATION  OF  RECORDS  WITHOUT  LEGAL  EFFECT 
IN  SUBSEQUENT  PROCEEDINGS.  THIS  REQUIREMENT  IS  A  TOTALLY  USELESS 
TASK.  TO  OUR  KNOWLEDGE,  ONE  PERSON  HAS  LOOKED  AT  THIS  INDEX. 

THE  DEPARTMENT  RECEIVES  MANY  REQUESTS  FOR  PERSONNEL  LISTS 
THAT  ARE  CAPABLE  OF  BEING  COMPILED  WITH  DOD  COMPUTERS.  MANY 
OF  THESE  REQUESTS  ARE  FROM  INSURANCE  COMPANIES  AND  OTHER 
COMMERCIAL  FIRMS.  THE  LISTS  WILL  THEN  BE  USED  BY  THESE  FIRMS 
FOR  COMMERCIAL  SOLICITATIONS.  WHILE  THE  INTENT  OF  THE  ACT  IS 
TO  INFORM  THE  PUBLIC.  WE  FIND  NO  LEGISLAIIVE  HISTORY  WHICH 
SUGGESTS  THE  DEFENSE  DEPARTMENT  BECOME  A  MAILING  HOUSE.  MOREOVER. 
SUCH  SOLICITATIONS  ARE  OFFENSIVE  TO  MANY  PEOPLE  FROM  A  PRIVACY 
STANDPOINT.  THE  COMPROMISE  PROPOSAL  RECOGNIZES  THE  PRIVACY 
CONCERNS  OF  OUR  PROPOSAL. 

IT  IS  ESSENTIAL.  IN  MY  VIEW.  THAT  WE  WORK  TOGETHER  TO 
ADDRESS  THE  PROBLEMS  I  HAVE  DESCRIi^ED  TODAY  AND  IN  MY  PRIOR 
TESTIMONY  BEFORE  THIS  SUBCOMMITTEE.  IT  IS  THE  POLICY  OF  THE 
DEPARTMENT  OF  DEFENSE  THAT  CONSISTENT  WITH  NATIONAL  SECURITY 
NEEDS  WE  HAVE  THE  RESPONSIBILITY  TO  KEEP  THE  PUBLIC  INFORMED. 
THIS  BILL  SHOULD  HAVE  NO  IflPACT  ON  THAT  POLICY.  THE  BILL 
DOES  NOT  SOLVE  ALL  OF  OUR  PROBLEMS  WITH  THE  ACT  BUT  IT  IS 
AN  EXCELLENT  BILL  WHICH  WE  SUPPORT. 
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Senator  Leahy.  Our  next  witness  is  Joan  Claybrook,  the  presi- 
dent of  Public  Citizen,  Inc.  Public  Citizen  is  an  organization  that 
has  figured  very  prominently  in  the  development  of  the  Freedom  of 
Information  Act,  and  particularly  in  court  where  it  has  been  in- 
volved in  considerable  litigation. 

We  thank  you  for  taking  the  time  to  give  us  your  thoughts  about 
the  freedom  of  information  legislation  that  is  now  pending  before 
the  Congress,  and  I  would  ask,  if  you  might,  to  summarize  your  tes- 
timony. I  believe  you  have  some  other  material  which  you  want  to 
place  in  the  record  in  conjunction  with  your  testimony,  all  of 
which,  of  course,  will  be  placed  in  the  record.  We  are  glad  to  have 
you  here. 

STATEMENT  OF  JOAN  CLAYBROOK,  PRESIDENT,  PUBLIC  CITIZEN, 
INC.;  ACCOMPANIED  BY  SIDNEY  WOLF,  DIRECTOR,  HEALTH  RE- 
SEARCH GROUP,  PUBLIC  CITIZEN,  INC.,  AND  KATHY  MEYER, 
COUNSEL,  PUBLIC  CITIZEN,  INC. 

Ms.  Claybrook.  Thank  you  very  much,  Mr.  Chairman.  We  appre- 
ciate the  opportunity  to  testify  today. 

Senator  Leahy.  Could  you  bring  the  microphone  just  a  little  bit 
closer? 

Ms.  Claybrook.  Sorry. 

Senator  Leahy.  Thank  you. 

Ms.  Claybrook.  Senator  Leahy,  we  appreciate  the  opportunity  to 
testify  today.  With  me  today  is  Dr.  Sidney  Wolf,  on  my  left,  who  is 
the  director  of  Public  Citizen's  Health  Research  Group.  And  on  my 
right  is  Kathy  Meyer,  who  is  the  chief  attorney  in  our  organization 
responsible  for  the  Freedom  of  Information  Act. 

Public  Citizen  has  found  the  Freedom  of  Information  Act  to  be 
the  single  most  effective  tool  in  holding  the  Government  accounta- 
ble to  the  people,  for  disclosing  Government  waste  and  inefficiency, 
and  for  keeping  the  public  informed  on  important  health  and 
safety  matters. 

We  use  the  FOIA  almost  on  a  daily  basis  to  gain  access  to  infor- 
mation needed  to  monitor  the  performance  of  the  Government 
agencies  and  to  petition  agencies  to  carry  out  their  statutory  re- 
sponsibilities. Without  this  law,  it  is  our  belief,  with  its  mandatory 
disclosure  requirements,  the  Government  agencies  would  refuse  to 
disclose  embarrassing  or  controversial  information. 

As  the  former  head  of  a  Government  agency,  the  National  High- 
way Traffic  Safety  Administration,  I  know  that  the  FOIA  is  also 
vital  to  informed  and  intelligent  decisionmaking.  Through  the 
FOIA,  the  public  and  the  press  are  able  to  assemble  data  demon- 
strating a  need  for  regulatory  or  enforcement  action  which  other- 
wise would  go  unheeded,  or,  at  best,  reflect  only  the  concerns  of  the 
regulated  industry,  which  never  seems  to  lack  access  to  those  agen- 
cies. 

We  have  carefully  reviewed  the  bills  before  the  subcommittee 
which  would  amend  the  act  in  several  significant  respects,  and  we 
would  like  to  reserve  the  opportunity  to  supplement  today's  state- 
ment with  a  more  comprehensive  set  of  comments  on  all  the  provi- 
sions covered  by  the  bills  and  to  suggest  specific  drafting  changes. 

Senator  Leahy.  Without  objection. 
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Ms.  Claybrook.  There  are  several  issues,  however,  today  which 
we  would  like  to  comment  on.  Except  for  our  disagreement  con- 
cerning the  advisability  of  certain  aspects  of  the  business  confiden- 
tiality provisions  which  we  will  turn  to  in  a  minute,  we  applaud  S. 
1034  and  your  leadership  in  introducing  it  and  your  other  work  on 
this  statute. 

It  is  an  effort  to  significantly  improve  the  Freedom  of  Informa- 
tion Act  by  strengthening  the  standards  for  waiving  fees  which  can 
be  a  barrier  to  using  the  act,  clearly,  and  addressing  the  need  to 
oversee  the  enactment  of  legislation,  which  provides  an  independ- 
ent basis  for  withholding  agency  documents  under  exemption  3. 

That  exemption  allows  an  agency  to  withhold  matters  specifical- 
ly exempted  from  disclosure  under  another  statute.  Also,  your  bill 
recognizes  the  need  to  create  incentives  for  agencies  to  meet  the 
time  limits. 

The  first  comment  we  have  is  on  fee  waivers.  We  support  the  ob- 
jectives of  both  bills  to  recover  more  the  actual  cost  of  processing 
requests  from  commercial  users  of  the  Act,  whose  requests  are  said 
to  account  for  approximately  85  percent  of  the  Government's  case- 
load. 

However,  it  is  absolutely  crucial  to  couple  this  provision  with  a 
strong  fee  waiver  provision  to  insure  that  the  cost  of  administering 
the  act  cannot  be  used  as  a  barrier  to  use  by  the  press,  public  inter- 
ests, or  other  members  of  the  public. 

Congress  added  the  current  fee  waiver  provision  in  1974  to  facili- 
tate the  use  of  the  act.  Unfortunately,  because  the  current  stand- 
ard provides  for  the  exercise  of  broad  agency  discretion  in  deter- 
mining when  "furnishing  the  information  can  be  considered  as  pri- 
marily benefiting  the  general  public,"  we  have  found  that  agencies 
are  often  much  too  restrictive  in  granting  the  waivers. 

The  Attorney  General's  recent  fee  waiver  guidelines  issued  on 
January  7,  1983  have  significantly  exacerbated  this  problem  by  ad- 
vising agencies  to  conduct  a  stringent,  five-part  analysis  in  deter- 
mining whether  fees  should  be  waived. 

The  most  offensive  aspect  of  the  guidelines  is  that  rather  than 
simply  focusing  on  the  nature  of  the  requester — that  is,  a  journal- 
ist, a  public  interest  group,  or  the  nature  of  the  information  re- 
quested, such  as  health  and  safety  information  or  evidence  of  Gov- 
ernment waste — the  guidelines  instruct  agencies  to  conduct  a  de- 
tailed content  analysis  and  to  determine  whether,  in  the  agency's 
view,  the  public  has  any  legitimate  interest  in  the  documents  and 
the  requester  is  sufficiently  qualified  to  understand  the  informa- 
tion contained  in  the  documents  and  to  convey  the  correct  meaning 
to  the  public. 

We  know  of  several  instances  where  fee  waivers  were  denied 
under  the  new  guidelines  to  requesters  Congress  clearly  intended 
to  be  granted  waivers.  In  each  of  these  cases,  not  only  were  fees 
unlawfully  being  used  as  a  barrier  to  the  act,  but  the  amount  of 
agency  time  and  resources  expended  on  debating  over  these  re- 
quests which  obviously  qualify  for  fee  waiver  served  to  only  drive 
up  the  cost  of  administering  the  statute. 

We  therefore  support  the  provisions  in  section  3  of  your  bill  that 
would  amend  the  act  to  require  agencies  to  provide  information 
without  charge  when  the  information  is  being  requested  by  an  indi- 
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vidual,  educational  or  noncommercial  scientific  institution  conduct- 
ing scholarly  or  scientific  research,  or  a  journalist  or  a  nonprofit 
group  that  intends  to  make  the  information  available  to  the  public. 

This  mandatory  provision,  in  addition  to  maintaining  the  discre- 
tionary grant  of  fee  waivers  for  other  requesters  who  can  demon- 
strate that  furnishing  the  information  will  primarily  benefit  the 
general  public,  will  insure  that  the  original  intent  of  Congress  is 
accomplished. 

Exemption  3  provisions:  Over  the  years,  exemption  3,  which 
allows  agencies  to  withhold  information  "specifically  exempted 
from  disclosure  by  statute,"  has  become  a  major  loophole  in  the 
act,  as  special  interest  groups  have  petitioned  Congress  to  enact 
various  nondisclosure  provisions. 

Often,  these  provisions  are  tagged  on  to  appropriations  bills  with- 
out any  public  debate  about  the  need  for  secrecy.  Further,  there 
does  not  seem  to  be  any  comprehensive  list  of  these  exemption  3 
statutes,  although  we  understand  that  the  Justice  Department  has 
identified  approximately  150. 

Therefore,  we  endorse  the  proposal  in  your  bill  to  require  stat- 
utes intended  to  qualify  as  a  basis  for  withholding  to  reference  that 
exemption  and  to  meet  the  criteria  established  under  the  exemp- 
tion. We  also  support  the  provision  which  would  require  that  any 
proposed  exemption  3  legislation  be  referred  to  those  committees  in 
the  House  and  Senate  with  jurisdiction  over  Government  informa- 
tion before  being  enacted  into  law,  and  that  agencies  be  required  to 
publish  in  the  Federal  Register  a  list  of  exemption  3  statutes  they 
intend  to  rely  on  or  forfeit  their  authority  to  do  so. 

We  recommend  that  agencies  be  required  to  update  this  list  an- 
nually to  insure  that  it  reflects  the  current  state  of  the  law. 

The  third  is  incentives  for  meeting  time  limits.  I  will  only  com- 
ment briefly  that  we  favor  that  provision;  we  think  it  is  quite  cre- 
ative and  innovative. 

Fourth,  proper  requests:  There  are  a  number  of  provisions  in  S. 
774  which  we  oppose.  We  strenuously  object  to  placing  any  restric- 
tions on  who  may  use  the  act.  Currently,  the  FOIA  allows  a  re- 
quest to  be  made  by  any  person. 

Section  13  of  S.  774  would  limit  the  right  of  access  to  U.S.  per- 
sons and  would  further  provide  that  the  Attorney  General  could 
limit  access  by  felons.  Our  fundamental  objection  to  these  propos- 
als is  that  they  signify  a  major  retreat  from  the  traditional  and 
sound  notion  that  only  the  exemptions  should  govern  whether 
records  might  be  disclosed. 

We  believe  that  the  proposals  would  set  a  dangerous  precedent 
for  conditioning  the  right  of  access  on  the  identity  of  the  requester. 
We  understand  that  the  U.S.  person  limitation  is  intended  to  pre- 
vent hostile  foreign  governments  from  using  the  act.  However,  we 
seriously  question  whether  the  KGB  actually  relies  on  the  FOIA  to 
obtain  information  or  whether  this  limitation  would  sufficiently 
deter  such  use. 

On  the  other  hand,  the  restriction  would  affect  foreign  journal- 
ists and  scholars  who  make  valuable  contributions  to  public  debate 
on  important  public  policy  issues  in  this  country. 

It  would  also  generate  a  new  layer  of  administrative  paperwork, 
as  agencies  attempt  to  ascertain  whether  the  request  is  truly  being 
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made  on  behalf  of  a  U.S.  person.  Of  course,  it  would  encourage  de- 
ception. 

We  do  not  believe  that  the  administrative  costs  that  would  be  en- 
tailed in  policing  this  provision  are  justified. 

As  to  the  limitation  on  the  use  by  felons,  we  believe  it  is  impor- 
tant for  these  individuals  to  continue  to  have  access  to  Government 
information  which  may  support  a  petition  for  habeas  corpus  or  jus- 
tify a  grant  of  parole. 

Technical  data  exemption:  We  also  are  opposed  to  the  proposed 
new  exemption  for  technical  data  contained  in  S.  774.  While  we  un- 
derstand that  this  provision  is  intended  to  cover  only  sensitive  de- 
fense technology,  as  presently  drafted  it  is  far  too  broad  and  may 
be  read  to  apply  to  a  whole  host  of  technological  data  to  which  the 
public  should  have  access,  and  indeed,  under  present  law,  does. 

For  example,  under  section  109  of  the  Atomic  Energy  Act,  a  com- 
pany might  obtain  export  licenses  from  the  NRC  to  export  compo- 
nents for  the  construction  of  nuclear  power  plants.  The  proposed 
exemptions  for  technological  data  may  prohibit  environmental 
groups  from  gaining  access  to  information  needed  to  participate  in 
NRC  proceedings  to  challenge  the  construction  of  plants  on  health 
and  safety  grounds. 

Personal  privacy:  Under  the  current  language  of  exemption  6  of 
the  Freedom  of  Information  Act,  personal  and  medical  files  and 
similar  files  may  be  withheld  if  disclosure  would  constitute  a  clear- 
ly unwarranted  invasion  of  personal  privacy. 

The  exemption  requires  agencies  and  the  courts  to  balance  con- 
flicting privacy  and  public  interests  in  disclosure,  and  to  tip  the 
balance  in  favor  of  disclosure.  Section  9  of  S.  774  would  amend  the 
exemption  to  make  it  apply  to  records  or  information  concerning 
individuals,  including  compilations  or  lists  of  names  and  addresses 
that  could  be  used  for  solicitation  purposes. 

Absolutely  no  justification  has  been  put  forth  for  this  change  in 
the  language  of  the  present  exemption.  The  Supreme  Court's 
recent  decision  in  the  U.S.  v.  Washington  Post  already  makes  it 
clear  that  the  exemption  protects  all  personal  information,  regard- 
less of  the  nature  of  the  file  in  which  it  is  kept.  Current  law  also 
establishes  that  lists  of  names  and  addresses  are  also  covered. 

Second,  section  9  would  amend  the  present  exemption  to  change 
the  balancing  standard  from  one  that  allows  an  agency  to  withhold 
personal  information  if  disclosure  would  constitute  a  clearly  un- 
warranted invasion  of  personal  privacy  to  one  that  allows  with- 
holding where  disclosure  could  reasonably  be  expected  to  constitute 
an  unwarranted  invasion. 

There  is  no  justification  for  altering  the  existing  balancing  stand- 
ard which,  since  1966,  has  required  the  agencies  to  tip  the  balance 
in  favor  of  public  disclosure  and  which  the  Supreme  Court  has  de- 
scribed as,  "a  workable  compromise  between  individual  rights  and 
the  preservation  of  public  rights  to  Government  information." 
Therefore,  the  proposed  changes,  we  believe,  should  not  be  adopted. 

At  the  same  time,  they  would  signal  to  the  courts  a  congressional 
intent  to  withhold  greater  amounts  of  information  without  any 
guidance  as  to  the  kind  of  documents  which  should  be  withheld.  In 
short,  this  is  a  classic  case  for  the  time-honored  admonition,  if  it  is 
not  broke,  do  not  fix  it. 
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Business  confidentiality  procedures:  Because  Congress  has  dele- 
gated to  Government  agencies  the  authority  to  regulate  business  in 
order  to  foster  free  competition  and  protect  the  public  health,  wel- 
fare and  environment,  much  of  the  information  relied  on  by  agen- 
cies in  the  performance  of  their  statutory  duties  necessarily  is  ob- 
tained from  the  private  sector. 

Therefore,  since  the  fundamental  purpose  of  FOIA  is  to  enable 
the  public  to  scrutinize  the  performance  of  its  government,  the 
public  must  have  access  to  this  information.  We  wholeheartedly 
support  the  provision  in  both  bills  which  would  authorize  the  court 
to  award  attorneys'  fees  against  the  submitter  of  information  in  a 
case  where  the  requester  substantially  prevails. 

Under  the  present  attorneys'  fee  provision,  the  United  States  is 
solely  liable  for  fees.  We  have  a  litigated  a  number  of  cases  involv- 
ing information  which  the  agency  wanted  to  disclose,  but  the  com- 
panies sought  to  keep  secret,  only  to  have  the  companies  agree  to 
disclosure  on  the  eve  of  trial  after  years  of  costly  litigation. 

It  seems  only  fair  in  those  situations  to  require  the  party  truly 
responsible  for  the  withholding  to  bear  the  costs  of  attorneys'  fees 
for  the  requester  rather  than  imposing  this  cost  on  Government. 
We  also  believe  this  provision  would  serve  as  a  deterrent  to  frivo- 
lous reverse  FOIA  cases. 

We  particularly  want  to  focus  on  those  provisions  of  the  two  bills 
which  would  amend  the  FOIA  to  provide  certain  procedural  re- 
quirements for  those  who  submit  information  which  they  claim  is 
exempt  from  disclosure  under  exemption  4. 

We  are  concerned  that  these  proposals  will  result  in  unnecessary 
delay  in  obtaining  valuable  information  and  unjustified  administra- 
tive costs  and  burdens. 

Exemption  4  of  the  act,  the  trade  secrets  exemption,  adequately 
protects  those  who  submit  commercial  and  financial  information 
from  suffering  competitive  damage  from  disclosure  of  truly  sensi- 
tive information,  and  we  want  to  go  on  record  as  opposing  any  ef- 
forts to  weaken  this  exemption,  as  interpreted  by  the  U.S.  Court  of 
Appeals  in  the  National  Parks  decision. 

It  has  also  been  our  experience  that  contrary  to  what  the  busi- 
ness community  claims,  the  agencies  are  extremely  deferential  to 
industry  assertions  of  competitive  harm. 

Senator  Leahy.  Let  me  see  if  I  understand.  In  the  last  Congress, 
a  witness  from  the  Freedom  of  Information  Act  Clearinghouse  tes- 
tified before  the  subcommittee  in  favor  of  adopting  reverse  FOIA 
procedures.  Do  you  disassociate  your  organization  from  that? 

Ms.  Claybrook.  I  do. 

Senator  Leahy.  You  do? 

Ms.  Claybrook.  I  do.  I  was  not  president  of  Public  Citizen  at  that 
time. 

Senator  Leahy.  Do  you  think  that  the  business  community  de- 
serves procedures  to  prevent  agencies  from  releasing  information 
which  would  cause  them  substantial  competitive  harm  if  they  were 
made  public? 

Ms.  Claybrook.  What  we  say  in  our  testimony,  Mr.  Chairman,  is 
that,  first  of  all,  if  a  company  submits  information  to  a  Govern- 
ment agency  and  believes  that  the  agency  would,  for  any  reason, 
not  understand  its  confidential  nature,  they  have  every  opportuni- 
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ty  to  explain  that  to  the  agency  at  the  time  the  information  is  sub- 
mitted, and  they  have  complete  discretion  to  do  that. 

Second,  a  Government  agency 

Senator  Leahy.  Does  that  protect  it,  then? 

Ms.  Claybrook.  I  am  sorry? 

Senator  Leahy.  If  they  do  that,  does  that  protect  it  from  being 
released? 

Ms.  Claybrook.  Well,  it  depends  on  what  it  says;  it  depends  on 
whether  it  fits  within  the  definition  under  exemption  4.  I  think  it 
is  up  to  the  agency.  The  agencies  are  extremely  knowledgeable. 

You  know,  we  delegate  to  the  Government  agencies  the  authority 
to  decide  what  drugs  we  should  ingest  and  whether  or  not  nuclear 
weapons  should  be  manufactured  and  how.  The  agencies  have  a 
tremendous  amount  of  technical  and  technological  expertise. 

I  think  that  the  issue  that  we  feel  is  important  to  raise  here  is — 
and  we  do,  in  fact,  recommend  a  remedy,  which  is  that  where  the 
agency  is  uncertain  as  to  the  confidential  nature  of  the  documents 
or  the  data,  in  those  instances  where  there  is  uncertainty  the 
agency  should  contact  the  submitter  and  ask  for  further  justifica- 
tion or  rationale  for  why  the  information  should  not  be  disclosed. 

Senator  Leahy.  When  you  were  head  of  the  National  Highway 
Transportation  Safety  Administration  during  the  Carter  adminis- 
tration, were  you  aware  of  any  significant  disclosures  of  confiden- 
tial commercial  information  which  occurred  during  that  time? 

Ms.  Claybrook.  In  the  agency? 

Senator  Leahy.  Yes. 

Ms.  Claybrook.  There  were  only  several  instances  where  we  ac- 
tually disclosed  information  we  believed  to  be  confidential,  and 
those  were  ones  during  the  course  of  a  proceeding,  which  our  stat- 
ute allows  us  to  do. 

Senator  Leahy.  Did  you  receive  any  complaints  from  the  busi- 
ness community  about  such  disclosures? 

Ms.  Claybrook.  Prior  to  may  taking  office,  they  complained. 
During  the  course  of  my  administration,  there  was  only  one  in- 
stance in  which  they  complained.  In  fact,  the  information  itself  was 
not  nondisclosable  under  the  Freedom  of  Information  Act,  but 
there  was  a  pending  court  order,  which  was  subsequently  reversed, 
which  required  the  agency  to  withhold  a  particular  study  that  had 
been  done. 

A  clerical  error  occurred  in  the  assembling  of  the  documents  and 
it  was,  in  fact,  released,  but  that  had  nothing  to  do  with  the  ration- 
ale for  releasing  it  or  the  knowledge  that  it  was  or  was  not  confi- 
dential. 

That  is  the  only  instance  I  know  of  in  which  the  agency  made  a 
mistake,  if  you  would  call  it  tLat,  and  it  was  a  clerical  error,  which 
can  happen  under  circumstances  even  with  the  procedures  in  the 
bills  as  proposed. 

Senator  Leahy.  But  the  information  did  not  get  released? 

Ms.  Claybrook.  The  information  got  released,  but  it  was  not  con- 
fidential trade  or  business  information.  It  was  a  Government  re- 
search project,  which  was  a  survey  of  different  tire  manufacturers 
to  determine  whether  or  not  there  was  public  dissatisfaction  with 
their  tires. 
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Senator  Leahy.  I  am  not  sure  I  fully  understand.  Would  that 
have  been  information  that  would  have  been  releasable  anjrway? 

Ms.  Claybrook.  Yes;  it  would  have  been. 

Senator  Leahy.  If  a  proper  request  had  been  made? 

Ms.  Claybrook.  Well,  it  would  have  been  releasable  without  a 
request,  but  the  reason  that  it  should  not  have  been  released  was 
that  Firestone  Tire  had  gone  into  court  in  Cleveland  to  demand 
that  there  be  a  court  order  prohibiting  its  release,  and  a  temporary 
order  had  been  issued  before  there  was  any  public  hearing. 

Senator  Leahy.  I  see  your  point. 

Ms.  Claybrook.  And  then  a  clerical  error  was  made  in  fulfilling 
the  Freedom  of  Information  Act  request  and  it  was  disclosed. 

Senator  Leahy.  In  violation  of  the  court  order? 

Ms.  Claybrook.  In  violation  of  the  court  order,  that  is  correct. 

Senator  Leahy.  But  the  court  order  was  something  entirely  sepa- 
rate from  the  administration  of  FOIA  itself? 

Ms.  Claybrook.  That  is  right.  That  is  the  only  instance  that  I 
recall  where  there  was  any  kind  of  mistake.  And,  indeed,  subse- 
quently the  law  firm  of  Jones,  Day,  which  was  representing  Fire- 
stone at  that  time,  in  fact,  made  a  mistake  and  disclosed  informa- 
tion to  other  parties  to  the  litigation  under  exactly  the  same  cir- 
cumstances. So,  it  can  happen  to  everybody. 

Senator  Leahy.  I  recall  that.  Excuse  me  for  cutting  in. 

Ms.  Claybrook.  Sure. 

Senator  Leahy.  I  know  that  we  have  only  a  certain  amount  of 
time  left  in  the  time  allotted  for  the  hearing  this  morning,  but  I 
did  not  want  to  let  that  part  go  by  without  making  sure  that  I  got 
it  in. 

I  will  also  be  submitting  questions,  so  please  proceed. 

Ms.  Claybrook.  Well,  I  would  like  to  recommend,  Mr.  Chairman, 
to  shortcut  this  that  Dr.  Sidney  Wolf  present  our  views  on  the  re- 
maining issues  dealing  with  confidential  business  information.  He 
is  going  to  focus  particularly  on  the  Food  and  Drug  Administration. 

Senator  Leahy.  Thank  you  very  much.  Dr.  Wolf? 

Dr.  Wolf.  In  discussing  our  strong  objections  to  the  automatic 
notice  and  comment  requirements  of  the  business  confidentiality 
procedures,  I  will  first  question  what  purpose  they  are  proposed  to 
serve,  then  review  their  impact,  if  implemented,  on  the  agency 
with  which  we  are  most  familiar,  the  Food  and  Drug  Administra- 
tion. 

Finally,  I  will  briefly  discuss,  as  Joan  Claybrook  just  alluded  to,  a 
much  less  costly  alternative  which  will  accomplish  the  legitimate 
purposes  to  be  served  by  this  amendment. 

First,  the  purpose:  One  possible  purpose  described  by  many  as 
"basic  fairness  in  due  process"  is  to  automatically  allow  all  submit- 
ters the  notice  and  right  to  object  to  a  pending  disclosure  because 
of  mistakes  made  by  an  agency  which  might  otherwise  result  in 
disclosure  of  legitimate  trade  secrets  or  other  nondisclosable  infor- 
mation. 

Although  this  certainly  would  be  a  legitimate  purpose  for  such  a 
provision  if  the  record  showed  a  significant  number  of  instances  in 
which  agencies  had  erred,  such  is  not  the  case. 

At  the  FDA,  for  example,  there  have  been  remarkably  few  in- 
stances in  which  accidental  disclosure  of  this  kind  of  information 
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has  occurred,  and  in  even  fewer  cases  was  it  really  commercially 
significant  to  the  company  whose  data  was  disclosed. 

Another  possible  purpose  for  this  provision,  even  if  it  is  not  war- 
ranted by  a  record  of  erroneous  agency  disclosures,  would  be  to 
give  all  companies  automatic  advance  notice  of  the  agency's  deci- 
sion to  disclose  information  they  have  submitted,  so  that  the  com- 
pany will  be  forewarned  about  possible  product  liability  actions,  in- 
quiries of  competitors,  and  other  consequences  of  disclosure,  such 
as  possible  adverse  publicity  for  a  product. 

Since  there  is  little  to  support  the  first  possible  purpose  for  the 
provisions,  it  is  likely  that  the  second  purpose  may  be  the  real 
reason  that  the  business  community  advocates  a  notice  and  com- 
ment requirement.  If  it  is,  it  is  an  expensive  way,  at  millions  of  dol- 
lars of  taxpayers'  expense,  to  produce  information  which  any  com- 
pany could  have  even  more  promptly  on  a  routine  basis  through  a 
Freedom  of  Information  company,  such  as  FOI  Services. 

Within  10  days  of  receipt  of  an  FOI  A  request  concerning  infor- 
mation submitted  by  a  given  company,  FOI  Services,  a  local  compa- 
ny in  Washington,  notifies  the  company  of  the  requester  and  the 
nature  of  the  request  for  a  subscription  price  of  $360  per  year. 

The  business  community  might  object  to  this  option,  but  only  be- 
cause it  has  the  private  sector  doing,  at  company  expense,  what 
could  be  done  by  the  Government  at  taxpayers'  expense. 

Second,  the  impact  on  the  FDA:  in  commenting  on  its  own  FOIA 
regulations  proposed  in  1974  and  finally  issued  in  1977,  FDA 
stated, 

Industry  comments  suggested  that  a  company  should  be  advised  whenever  any 
record  is  to  be  released  for  public  disclosure  pursuant  to  the  Freedom  of  Informa- 
tion Act  if  that  record  was  either  submitted  by  the  company  or  refers  to  the  compa- 
ny. 

The  Commissioner  rejects  this  suggestion.  Any  such  procedure  would  severely 
hinder  implementation  of  the  Freedom  of  Information  Act.  Section  4.45  of  the  final 
regulations  provides  for  specific  consultation  with  affected  persons  wherever  a  close 
issue  arises,  and  Section  4.46  permits  an  affected  person  to  seek  court  review  in 
such  cases. 

More  recently,  pursuant  to  correspondence  from  several  Mem- 
bers of  Congress,  the  FDA  did  a  study  of  the  impact  automatic  pre- 
disclosure  notice  would  have  on  the  agency.  The  methodology  and  a 
partial  summary  of  this  study,  begun  in  late  1982  and  just  complet- 
ed, is  submitted  for  the  record  as  exhibit  B. 

Just  briefly,  based  on  an  analysis  of  a  representative  sample  of 
700  FOI  files  in  the  FDA  for  1982,  the  study  showed  that,  first,  be- 
tween 6,721  and  17,018  notifications  of  companies  would  have  had 
to  have  been  done  in  a  typical  year,  1982. 

Second,  this  would  require  between  40  and  110  extra  person- 
years  of  time  to  accomplish  at  FDA  alone,  at  an  estimated  cost  of 
$1.5  to  $4  million.  This  latter  information  was  provided  by  Commis- 
sioner Hayes  in  the  testimony  he  gave  last  week  before  a  Senate 
appropriations  subcommittee. 

Senator  Leahy.  I  might  ask  that  when  the  study  is  completed,  a 
copy  be  made  part  of  the  record. 

Dr.  Wolf.  We  tried  to  get  a  copy  of  the  completed  study;  we  were 
unable  to  get  it.  They  claimed  that  some  time  in  the  next  week  or 
two,  it  would  be  available.  I  believe  the  information  on  the  extra 
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person-years  and  finances  are  actually  in  the  fuller  study  and  not 
in  the  summary. 

Senator  Leahy.  Once  it  is  available,  if  you  will  send  it  to  me,  we 
will  make  it  part  of  the  record,  in  conjunction  with  your  and  Ms. 
Claybrook's  testimony. 

Dr.  Wolf.  I  would  appreciate  that. 

[The  material  referred  to  follows:] 
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FINAL  REPORT    , 
?REDISCLOSURE  NOTIFICATION  STUDY 


Organization  Planning  Branch 
Division  of  Maaagement 
Systens  and  Policy 


I.   EXECUTIVE  SUMMARY 


I .  Executive  Summary 

This  report  was  requested  by  the  Associate  Commissioner  for  Legislation 
and  Information  to  respond  to  Congressmen  who  asked  FDA  to  institute 
predisclosure  notification  procedures.   The  Congressional  letters 
identifying  their  concerns  may  be  found  in  Attachment  A. 

I I .  Introduction 

o  A  random  sample  was  chosen  and  data  based  upon  700  files  was  used 
(see  page  ^) .   Background,  methodology,  assumptions  and  definitions 
are  discussed. 

III.  Data  Analysis 

o      35Z   of    the    requests    in   the   sample   would   have    required   notification, 
o      7,150  notifications    to   companies    would   have   been   made   about    submitted 

records   and   9,832    for   FDA-generated    records,    for   a    total    of    16,982. 

Data  Analysis    is   discussed   on   pages   6-11   of    the   report. 

IV.  Notification  Proposals 

o  The  similarities  and  differences  of  the  four  following  proposals  were 
examined  (pp.  12-14): 

-  Justice   Department; 

-  Hatch  Amendments    to   FOI   Act    (S.1730), 

-  English   Amendments    to   FOI   Act    (H.R.    1247), 

-  DHHS   proposal    regulations;    and 

-  Proposals   made    in    the   Congressional    letters    to   FDA. 
Attachment   C   compares    the   proposals. 

V.  What   Other  Agencies   Do 

o      12   agencies'   notification   procedures   were   examined. 
o     8   of    the   12    had   notification   procedures   of    some    type. 
o      only    two   agencies    clearly    issued    notification   for   both   submitted 
and    agency-generated    records    (see   pages    14-16). 

VI.  Procedural   Options 

o      Four   options   were   derived    from   four   of    the    five    types    employed 
by  other    agencies   and    pros   and    cons    of    each   option   are   discussed 
in   pages    16-20   of    this    report. 

Vil.   Cost  Estimates 

o  Cost  estimates  for  each  option  were  obtained.   (See  pages  21-25). 

Option 

1.  Confidentiality  Designated 

at  Submission 

2.  Confidentiality  Designated 

at  Request 

3.  Same  as  2  but  Agency 

Purges  First 

4.  Notification  for  Submitted 

and  Afccncy  Records 


Staff  Years 

at 

Copying  &  Postage 

S35,000/Yr. 

Total  Costs 

$18,  942 

46.03 

$1,629,992 

18,942 

43.79 

1.551,592 

75,790 

48.26 

1,764,890 

135,002 

102.60 

3,726,002 
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VIII.  Summary  of  Concerns  In  the  Congressional  Letters 

o  This  section  answers  three  questions  In  the  Congressional  letters: 

Question  —  Would  notification  impact  on  Agency  workload? 
Answer  —  Yes,  the  Agency  would  have  had  to  issue  from  7,150  to  16,982 
notifications  and  this  extra  workload  would  have  required  from 
between  AO  and  over  100  additional  staff  years. 

Question  —  Would  notification  substantially  delay  FDA's  response 
to  FOI  requests? 

Answer  —  Yes,  the  average  response  time  if  notifications  were 
Issued,  would  double.   Converting  program  time  to  FOI  activities 
would  hinder  drug  and  device  review  as  well  as  other  programs. 

Question  —  Would  notification  hinder  FDA  from  doing  its  regulatory 

jo'b? 

Answer  —  Yes,  adding  additional  administrative  responsibilities 

without  the  personnel  to  accomplish  them  would  hinder  the  Agency's 

ability  to  perform  its  regulatory  responsibilities. 

These  questions  are  fully  discussed  on  pages  26  and  27. 

IX.  Would  Notification  Cut  Down  on  Inadvertent  Release  of  Confidential 
Information? 


o  Issuing  notifications  would  probably  cut  down  on  the  inadvertent 
release  of  information  but  the  significant  increase  in  terms  of 
costs  and  personnel  would  probably  restrict  the  overall  release 
of  information  as  well. 

Nine  official  complaints  (received  by  FDA  in  CY  81  and  82)  are 
reviewed  on  pages  28  and  29. 

Study  Team  -  Karen  Garthright  (team  leader),  Cheryl  Kelley,  and  Melissa  Honcavage 

II.   INTRODUCTION 

A.  Background 

This    report    is   based   on   a   study   requested   by   the  Associate   Commis- 
sioner   for   Legislation   and    Information  and    the   Director   of    the 
Freedom   of    Information   (FOI)    Staff. 

The   study  was   requested    in   response   to   letters    from  Senators 
Hatch,    DeCo.icini,    and    Leahy,    and    Representatives   English   and 
Kindness    (A.tachment   A)    requesting    that   FDA  develop 
predisclosure  notification   procedures   for  records   containing 
trade   secrecs   or   confidential   commercial   or   financial    information 
about  a   company.      Under   predisclosure   notification,    before   a 
record  would   be   released   to   a   requester,    the   subject   company 
would   be   notified  of    the   request  and  given  an  opportunity  to 
comment   on  which   information  in   the   record   should   be   disclosed 
and  which    information   should    be   withheld.      Amendments    to    the 
FOI   Act   requiring   predisclosure   notification   have  already   been 
proposed  and  will   probably   be   considered   by  Congress  in   the 
near   future.      Some   Federal   agencies    have   already    instituted 
predisclosure  notification   procedures,   and   the  Department   of 
HHS  is   considering   regulations   requiring   prediscJosure 
notification. 

B.  Purpose  and   Scope 

The   following  questions  will   be   addressed   in   this   interim   r-port. 

1.  How  many   predisclosure  notifications  (hereafter   called 
simply  notifications)   would  have   been  requiit-   in  calc    -ar 
year   1982   if   FDA  had   instituted   notification   procedures? 

2.  What   notification   requirements   have   been  proposed   as 
amendments    to   the  FOI  Act? 

3.  What    are   other   agencies   doing   regarding    notii  ica^ion 
procedures? 
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l*.  What  options  should  FDA  consider  in  developL.^  alternative 
procedures  for  notifications,  given  1982  estimated  figures 
for  FDA,  the  experience  of  other  agencies,  and  current  and 
future   probable   requirements? 

5.      Which  options   would    be    the    least    and   most    resource-intensive 
for  FDA? 

C.  Areas    for   Future   Consideration 

This  interia  report  will  be  distributed  for  comment.   Once 
comments  are  received,  one  or  more  options  outlined  in  this 
report  may  be  chosen  in  order  to  develop  more  detailed  operating 
procedures  and  cost  estimates. 

D.  Methods  and   Sampling 

The  study   team  reviewed   a   sample  of   700  files,    approximately   2% 
of   the   total  of   34,379   FOI   requests   received   by  FDA  in   1982, 
to  obtain   the   data   in   this   report.      The  sample   was   chosen   from  a 
tabJe  of   random  numbers   supplied   by  Agency   statisticians.      In   the 
repcrt   sample   results  are  given,    and   then  sometimes   inferred   to 
estimate  some   characteristics  of    the  entire   number  of   1982   requests. 
Whe  1   such   inferences   are   made   about    the   entire    number   of    1982 
requests,    they   have   a   standard   error   of    plus   or   minus   4.5%  at    the 
992   confidence   level.      For  example,    requests   that  would  have 
required  notification  made  up   35%  of   the  sample   (242   of   700).      To 
estimate    the   percentage   of    notifications    in    the   entire    population 
of    1982   FOI   requests,    the   standard    errors    at    the   99%   confidence 
level  would   be: 


Number  of 

X   of 

%  of 

Requests 

Requests 

Requests 

Sample 

Requiring 

Number  of 

Requiring 

Not  Requiring 

Size 

Notification 

Others 

Notification 

Notification 

700 


242 


458 


35% 


65% 


Total  Population  Size 
34,379 


Midpoint    and    "sciuated 
Range  of  Requests 
Requx..ing   Not^    -cation 

12,033  +  541 

(11.492   -  12,574) 


Assumptions  and  Definitions 

The   following   assumptions   and   definitiotia    have    been   made    for    this 
report: 


Assumptic 


At  some  time  in  the  future  FDA  may  be  required  to  do  some 
form  of  predisclosure  notification. 

Fredisclosure  notification  would  require  additional  Agency 
resources  to  accomplish.   Over  the  years,  Congress  hjis  allocated 
only  10  FTE  positions  for  FOI  to  FDA,  yet  FDA's  current  FOI 
workload  requires  over  130  staff  years.   FDA  will  have  to 
respond  to  additional  notification  requirements  by  requesting 
additional  resources.   If  no  additional  resources  are  acquired, 
more  personnel  will  have  to  be  diverted  from  other  public 
health  and  consumer  protection  activities. 

FDA  will  not  have  to  notify  companies  prior  to  disclosing, 
any  record  that  has  previously  been  properly  disclosed 
through  authorized  chaiinels,  or  wnich  has  been  put  on  public 
display  or  otherwise  made  readily  available  to  the  public. 

It  is  not  clear  at  the  current  time,  whether  amendments  to 
the  FOI  Act  or  other  guidelines  will  require  Federal  agencies 
to  make  notif ications  prior  to  disclosing  submitted  records 
only  or  for  both  submitted  records  and  agency-generated  records 
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(see  "Definitions"  below).   Since  this  issue  has  not  been 
resolved,  options  for  making  notifications  for  submitted 
records  only,  as  well  as  for  both  types  of  records,  will 
be  considered. 

Definitions 

Submitted  Records  -  Records  prepared  and  submitted  by  industry  to 
FDA  voluntarily  or  under  regulatory  requirements.   Examples  of 
these  records  include  Notifications  of  Intent  to  Market  a  Medical 
Device  (510ks),  proposed  labeling,  food  additive  petitions,  and 
contract  proposals. 

FDA-Generated  Kecords  -  Records  prepared  by  FDA  employees  in 
carrying  out  their  regulatory  responsibilities.   Examples  are 
EGLabliKliiiient  Inspection  Reports  (EIRs),  Inspcctional  Observations 
(A83s),  Quality  Assurance  Profiles  (QAPs),  and  Regulatory  Letters. 

business  Information  -  Both  submitted  and  FDA-generated  records 
may  contain  trade  secrets  or  confidential  commercial  or  financial 
data  about  a  company. 

For  the  purposes  of  this  report,  the  teriu  "business  information" 
will  be  used  to  include  both  trade  secret  and  confidential 
commercial  or  financial  information  as  defined  in  21  CFK  20, 
Subpart  D,  Section  20.61  of  Food  and  Drug  Regulations  on  Public 
Information,  revised  as  of  3/12/82: 

"Trade  Secret  -  A  trade  secret  may  consist  of  any  fonaula, 
pattern,  device,  or  compilation  of  information  which  is 
used  in  one's  business  and  which  gives  him  an  opportunity 
to  obtain  an  advantage  over  competitors  who  do  not  know  or 
use  it. 

Commercial  or  Financial  Information  -  Commercial  or  financial 
infornr-tion  th.?t  is  rrivilo^'d  cr  confidential  irerrns  valuable 
data  or  info):- ution  which  ii  usej  in  one's  business  ur.d  is  of 
a  type  custouarily  held  in  strict  coniiUwiicc  or  rejiarded  as 
privileged  and  not  disclosed  to  any  meicber  of  the  public  by 
the  person  to  whom  it  belongs." 


III.   Data  Analysis  -  How  Many  Notifications  Would  Have  Been  Needed  in  1982? 

As   indicated  under   the  Methods   and   Sampling   section  of   this   report, 
the   study   team   reviewed  approximately   22  or  700  of   the  34,379   1982 
FOI  files,    chosen   through  a  random  number  list   provided   by  Ageacy 
statisticians. 

This   section  will: 

-  present  an  overview  of   the  entire  sample;   and 

-  describe   the   35%  of   the  requests   in   the  sample  that  would  have  required 
notification. 

Overview 

Who   Were   the   Requesters? 

The   chart    below    illustrates    the   breakdown   of    requesters    in    the   sample 
data.      Industry  made  more   requests   nYiaxi  any  other  group  (&3Z),   and 
industry,    FOI  service  companies,   and   the   trade  press   combined  nade 
77. 7Z  of   the  requests. 
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BREAKDOWN  OF  REQUESTERS  IN  SAMPLE 


INDUSTRY 


FOX  SERV. 


HOSP.  OR  HEALTH  r.pp    ■.„ 
TRADE  PRESS    ■;  iv 


INDIVIDUAI. 
PUB.  INT.  GRP.   IZ 


OTHER   .  6Z 


LAWYER 


What  Did  They  Request? 

The  chart  below  Illustrates  the  breakdown  of  a  few  of  the  principal 
kinds  of  records  that  were  requested  in  the  sample,  and  the  action 
office  to  which  the  requests  were  assigned. 

BREAKDOWN  BY  ACTION  OFFICE  IN  SAMPLE 


NCDB 


EDRO 
(EIR's,  /i83's.  QAP's) 


MEDICAL  DEVICES  AND 
RADIOLOGICAL  HEALTH 
(10.12  or  THE  WHOLE 
SAMPLE  WAS  510K's) 


DOCKETS  AND  OTHER 
ADMINISTRATI\'E  RECORDS 


FOI  STAFF 

(24.32  OF  THE  WHOLE  SAMPLE  WAS 

THIRD  PARTY  REQUESTS) 


BVM 


1.22 


This  sample  coapares  fairly  closely  co  actual  totals  obtained  from 
the  FOI  staff  for  1982  for  all  rsquests  (see  Attachment  F) .  This 
indicates  Chat  the  sample  is  reasonably  representative  of  the  popula- 
tion. 
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How  Many   Requests   Would   Have   Required   Notification? 

Sample   data    showed    that    242    requests    in    the   sample   woul'd    have    required 
notification.       It    is    important    to   know   how    the    requests    were    classified 
as    requiring   or   not    requiring   notification.       Using   a   checklist,    the 
files   were   anlayzed    for   answers    to    the    following   questions: 

.  1.      What    type   of    record   was    requested? 

2.  Did    the   requested    recoro    fit    into   a   category   which   contained 
business   information  or  was   likely   to   contain  business 
information? 

3.  Was    the    record    submitted    by    industry   or   FDA-generated?* 

4.  Was   a   record   sent? 

The   Study   Team   developed    70   codes   with   which    to   categorize    records. 
The   categories  were   developed   under   the  guidance  of    the  Director   of 
the   FOI   Staff    as    to    the   current    interpretation   of    business    information 
in    the   FOI   Act   and   FDA's    regulations.      Of    the    70   codes,    59    indicated 
records   which   either   did   or   could  contain  business    information. 
Examples   of    these    types    of    records    are   EIRs,    QAPs,    510ks,    and   SBAs. 
The    remaining    11   codes    covered    records    like   minutes,    guidelines,    and 
advisory   committee    reports   which   are    already   on   public   display   and 
minutes   of   meetings   or   correspondence   containing  no   business   information. 
The   study    team   consulted    advisors    frnm    ^he   FOI    Staff   at   any    time    the 
nature   of    a   record  was    in   question.       If    a    record   was   determined    to    be 
a   business    record    in  any   of    the    59   categories   and   a    record   was   actually 
sent,    the    request   was    incluuod    in    the    -'.2   that   would   have    required 
notification.       Since    many    requests    were    for   more    than   one    record,    and 
since    some    records    contained    business    information   concerning    more    than 
one    company,    the    number   of    companies    to   be    notified    for   each    request 
was   also   noted    to  obtain   the   average   number  of   notifications   per 
request. 

Sample   data    showed    that    35%    (of    a    total   of    700   files)   or    242   requests 
would   have    required   notif  ica '■ion.      Inis    leaves   458    requests    that 
would   not.       Included    in    this,    category   are    126    requests    for    information 
where   no    record   was    released    because    the    requested    record   did    not 
exist,    170   third    party   requests,    and   60   requests    for   dockets    and 
other   administrative    records    from   the   Dockets   Management    Branch. 
Information   which   has    been   previously    released    to    the    public    is 
assumed    to   be    exempt    from   notifications.      Third    party   (re(iuests    for 
records   already   disclosed    to    someone   else)    and    requests    for   dockets 
and   other   administrative    records    fall    into   this    category.       In   other 
words,    more    than   half    (356   of    700)    of    the   sample   consisted    of 
requests   which   by   definition   would    be   exempt    from    notification.      Of 
the    remaining   344    requests   which   could    have    required    notification, 
242   actually  did. 

Breakdown  of   Requests   in  Sample 

Type   of   Request 

Administrative  Records  60 

Third   Party  170  51%  Notification 

Requests   for  Non-  Not  Applicable 

Existent   Records  126 


Records   with  No  102  14%  Notification 

Business   Information  Not  Needed 


Blecords   With  Business  242  35%  Notification 

Information  Needed 


700  lOOZ 


♦Records   with   a   combination   of    submitted    information   and   FDA-generated 
information  were  designated   as   submitted. 
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How  Do  the  Requests  Requiring  Notification  Compare  to  the  Entire  Sample? 

The  following  chart  compares  a  breakdown  of  requester  and  action  office 
for  the  requests  requiring  notification  with  those  for  the  entire 
sample. 


Requesters                        Entl 

re   Sample(700) 

Notification  Requests(242) 

Industry 

43.05: 

36.8% 

FOX   Service  Companies 

29.0% 

32.6% 

Lawye  rs 

11.  OZ 

10.3% 

Individuals 

7.7% 

5.8% 

Trade   Press 

5.7% 

10.3% 

Hospitals 

2.0% 

1.7% 

Public    Interest    Groups 

1.0% 

2.1% 

Other 

.6% 

.4% 

Action  Offices 


FOI   Staff 

EDRO 

NCDRH 

NCDB 

Dockets 

BF 

BVM 

Other 


28.6% 

21.7% 

16.9% 

17.6% 

8.1% 

4.8% 

1.2% 

I.IZ 


1.2% 
35.4% 
21.8% 
23.9% 

5.8% 

2.5% 

9.4%    (Includes    requests 
Involving  more   than 
one  action  office) 


Two   conclusions    that   can  be   drawn   from   the  data  analysis   so   far  are: 

o      The   most    frequently    requested    documents    that   would   have    required 
notification   are    investigatory    records,    followed    by    510ks   and 
SBAs    (see    chart    on   page    6).      Investigatory    records   and    SBAs    for 
human   drugs   are   FDA-generated  while    510ks  and   SBAs   for  veterinary 
drugs   are   submitted    by    industry. 


If   notification  is    required,    the   largest   part   of   the  workload 
would   be    borne   by    those   handling    Investigatory    records,    specifically 
the    field.      Major   workload    additions   would   also   occur    in    the 
National   Center   for   Drugs    and    Biologies    (NCDB),    and    in   the 
National   Center   for   Devices   and   Radiological   Health   (NCDRH).      (See 
Attachment   B   for  a   breakdown   of   the   estimated   number  of   notifications 
which   would    have    been    required    in    1982    for    these   and   other   action 
offices. ) 


How  Many   Notifications   Would    Be    Required    for   Submitted   Records,    How 
Many   for   FDA-Generated   Records,    and    How  Many   Companies   Would   Have 
to   be   Notified?      The    final    charts    in   this    section   present   an   analysis 
of   notifications    that   would   have    been   required    in   1982    for    total 
population,    broken    iown    by   submitted    and   FDA-generated   records. 
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SAMPLE 

No.    of 
Notlf. 
Requests 

Submitted 
Records 

%  of  7or, 

Requests 

Avg .    No . 

of   companies 

per   request 

FDA-Generated 
Records 

No.    of 

Nodf.          %  of   700 

Requests      Requests 

Avg .    No . 

of   companies 

per   request 

91 
Number 

to     COL;- 

(Basec' 

13% 

of   Notificat 
anies   =   147* 
jn  89  Notlf. 

1.6* 

.ons 
Requests*) 

151                 22%                         1.3* 

Number  of   Notifications 

to  Companies   =  172* 

(Based   on   132   Notif .    Requests)* 

ESTIMATES**   OF   TOTAL   POPULATION 

No.    of 
Notlf. 
Requests 

%  of 

Por-''-?-- 

(34,379) 

No.    of 

Notifications 
to   Companies 

No.   of 

Notlf.                %   of 
Requests           Popula. 
(34,379) 

No.    of 

Notifications 
to  Companies 

4469 

13% 

7150 

7564                    22% 

9832 

Excludes   notifications    for   22    product    and   establishment    lists.      Two   of    these 
j^,^were   submitted  and   20  were   FDA-generated. 

The  midpoints   of   a   range   of   estimates   are   displayed  above.      Please  add  and 
subtract    4.5%    Co   and    from    the   midpoints   above    to    obtain   a    range   of    estimates 
at    Che    99%   confidence    level.      Th.'s   means    that    there    is    99%    probability 
that   the   actual   number  of   each  characteristic  of   FOI   request   falls   within 
the   ranges  given. 

In  total,   an  estimated   16,982   companies   would   have   been  notified    if 
notifications   were    issued    for   both   submitted   and   FDA-generated 
records. 


SAMPLE 


Number   of 

Notification 

Requests 

242 


%  of  700 
Requests 

35% 


Number   of 
Notif  legations 
To  Companies 

319 


ESTIMATES  FOR  TOTAL  POPULATION 


"lumber   of 

Notification 

Requests 


%   of   Total 

Population 

(34.379) 


Number  of 
Notifications 
To   Companies 


,033 


35% 


16,982* 


It   Is   Importa  ic   to   note   that   the  estimated   total  of   16,982   notifications 
to   companies  Joes   not    include   the  number  of   notifications  which  would 
have   *^en  generated   by   requests    for   22   product    or   establishment    lists 
in   the   sample.      If   all   firms   on   the   22   lists,    which  were   coded  as 
FDA-generated   business    information,    had    been   notified,    more    than 
43,000   additional   notifications   would   have    been   required    of    FDA.      The 
National  Center   for  Drugs   and  Biologies   (NCDB),   alone  would   have   had 
32, "^00  notifications   because   two   requests   asked    for  a   list   of   drug 


*Excludes    notifications    for   22   product    and   establishment    lis 
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estab' lohments   which    is    16,000   firms    long.      Besides    requests    for   lists 
of   drug   establish  ents ,    there    were   also   requests    for    lists   of    510ks 
and    '  >vlce  esfablishments.      If    the   final  determination  is  made   that 
FDA-      iierated   records    containing   business    information   would   require 
notification,    and    the    lists    fall    into   this    category,    separate    procedures 
and   cost  data   for   these  notifications   would   have   to   be   developed. 
Requiring   notifications    for   such    lists   would    require    the   Agency    to 
send   substantially   more   notifications   and    thereby    significantly 
increase    the   cost    to    the  Agency   of   making    notifications. 

IV .   "OTIFICATION  PROPOSALS 

This  section  of  the  report  will  compare  the  similarities  and 
differences  of  the  following  notification  proposals: 

o  Justice  Department  amendments  to  the  FOI  .\ct  sent  to  Congress 
10/20/81; 

o  Proposed  Hatch  .Amendments  to  the  FOI  Reform  Act  (S.  1730) 
reported  to  the  Senate  on  12/20/82; 

o  Proposed  English  Amendments  to  the  FOI  Act  (H.R.  1247)  introduced  in 
the  House  of  Representatives  on  February  3,  1983; 

o  Proposed  HHS  regulations ;  and 

o  Proposals  made  in  the  Congressional  letters  to  FDA  which 
prompted  this  study. 

A  more  detailed  analysis  of  these  proposals  is  in  Attachment  C. 
Then  are  currently  several  proposals  for  FOI  amendments  in  Congress. 
Although  several  issues  have  not  yet  been  resolved,  the  majority  of 
proposals  are  in  favor  of  some  form  of  notification  for  business 
information. 

Justice  Department  Amendments 

The  Oi  joi  features  of  the  Justice  Amendments  are  as  follows: 

o  At  thp  time  of  a  request  (and,  if  desired  at  the  time  a  record  is 
submitted)  for  a  submitted  record,  the  submitter  would  be  notified 
of  the  request. 

o  The  submitter  would  be  allowed  to  present  detailed  objections  to  a 
record's  disclosure. 

o  The  agf  icy  would  have  to  respond  to  the  submitter's  objections 
before  determining  to  release  the  disputed  information. 

o  The  submitter  has  15  days  from  receipt  of  the  determination  to 

take  the  Agency  to  court  to  request  an  injunction  against  disclosure. 

o  Agencies  would  be  required  to  establish  formal  written  notification 
procedures,  preferably  by  regulation. 

The  Justice  Department  amendments  focus  on  submitted  records  without 
specific  (as  is  made  in  the  Hatch  Amendments,  see  next  section)  reference 
to  records  generated  by  an  agency  which  contain  business  information. 
While  tills  issue  (of  submitted  versus  agency-generated  records)  among 
others  :s  being  settled,  the  Justice  Department  issued  guidelines  in 
its  June  1982  FOIA  Update  publication  outlining  submitter  rights  and 
suggested  procedures  for  notification  for  submitted  records.   These 
guidelines  are  intended  to  give  agencies  guidance  on  processing 
current  requests  while  waiting  for  a  final  decision  from  Congress. 

Hatch  Amendments 

Predisclosure   notification    requirements    under   the   Hatch   Amendments 
to    the   Freedom   of    Information  Act   are    similar    to    the   Justice    amendments. 
Both   Hatch   and    Justice   would   allow   a   submitter    to   mark   confidential 
information   at    the    time    of   submission   and   both   would    provide    for   no 
notification   where   a   submitter   has    indicated    that    there   is   no   con- 
fidential  information   in   a   record. 

Hatch   includes    in   its   definition   of    "submitter"    a   person  who   has 
provided   an   agency   access    to    information.      T^is   could   cover    information 
obtained    through   inspections.      This   wording    implies    that   Hatch    js 
including    both   submitted   and   agency-generated    records   under   its 
notification   proposals. 
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English  Amendments 

There  are  several  significant  differences  between  the  proposed  English 
Amendments  and  the  Justice  Department  and  Hatch  Amendments.   The 
distinctive  points  in  the  English  Amendments  which  are  different  from 
the  other  proposed  amendments  are  as  follows; 

o   Agencies  are  required  to  notify  submitters  about  requests  for  the 
submitters'  information  when  the  subniitters  indicate  at  the  time 
of  submission  that  they  would  like  to  be  notified  of  a  request. 

o   The  proposal  does  not  suggest  specifically  that  agencies  should 
develop  regulations  that  would  require  submitters  to  identify 
records  as  confidential  at  the  time  of  submission,  but  apparently 
leaves  that  as  an  option,  and 

,>  There  are  three  conditions  under  which  the  agency  does  not  have 
to  notify  the  submitter  of  information:   the  agency  determines 
the  records  are  not  releasable,  disclosure  is  required  by  law,  or 
the  information  is  already  public. 

Proposed  HHS  FOX  Regulations 

In  December  1982  a  draft  of  proposed  revisions  to  the  HUS  FOI  Regulations 
w£  ,  circulated  to  affected  agencies.   These  revisions  include  notification 
procedures  for  submitted  business  information.   Submitters  would  only 
be  given  5  days  to  file  suit  against  the  Agency  once  a  decision  has 
been  made  to  disclose  information  that  the  Agency  determines  is  not 
confidential  but  about  which  the  company  disagrees.   Hatch  would  allow 
10  days  and  Justice  15  days.   Specific  procedures  for  predisclosure 
notification  are  not  spelled  out. 

Proposals  in  Congressional  Letters 

The  letters  from  Congress  that  prompted  this  study  asked  FDA  to  look 
into  developing  notification  procedures.   They  cited  complaints  by 
industry  that  confidential  business  information  has  been  inadvertently 
released.   FDA  was  asked  to  look  .it  wliether  notification  would: 

1.  Impact  on  Agency  workload; 

2.  Substantially  delay  FDA's  responses  to  FOI  requests; 

3.  Hinder  FDA  from  doing  its  regulatory  job,  or 

4.  Cut  down  on  inadvertent  release  of  confidential  information. 

No  specific  recommendations  on  procedures  FDA  should  follow  were  made 
but  suggestions  were  made  in  all  3  letters  that  FDA  change  its  regula- 
tions to  require  that  notification  be  issued  to  the  companies  concerned 
prior  to  disclosure  of  business  information. 

The  letters  appear  to  share  a  concern  about  inadvertent  release  of 
confidential  business  information  whether  in  submitted  or  agency-generated 
records.   (See  Section  IX  for  a  discussion  of  complaints  regarding 
inadvertent  release  of  confidential  information  by  FDA  in  1981  and 
1982.) 

WHAT  OTHER  AGENCIES  DO 

The  Congressional  letters  cited  above  indicate  that  a  number  of  other 
agencies  use  notification  procedures,  while  FDA  does  not,  and 
Congressmen  English  and  Kindness  also  note  that  FDA  is  the  only  "major" 
agency  that  does  not  routinely  notify  submitters.   Although  it  is  not  easy 
to  define  what  a  "major"  agency  is  in  terms  of  FOI  workload,  it  was 
clear  that  although  some  agencies  do  make  notifications,  some  do  not. 
The  Office  of  Information  and  Privacy  in  the  Justice  Department  found 
(in  their  survey  of  50  major  Federal  agencies,  as  reported  on  page  4 
of  the  June,  1982  FOI  Update)  that  "not  all  agencies  have  regulations  or 
even  formal  guidelines"  for  FOI  notification. 

In  order  to  learn  more  about  what  other  agencies  do,  a  mix  of  12*  other 
regulatory  and  non-regulatory  agencies  were  surveyed,  as  part  of  the 
study,  to  determine  whether  they  had  notification  procedures.   These 
agencies  were  chosen  because  they  had  been  identified  in  a  previous 
study  as  having  notification  or  some  type  of  confidentiality  procedures. 
A  more  detailed  analysis  of  that  survey  is  in  Attachment  D. 


*EPA   FTC,  DOD,  NRC,  DOT,  NIB.  FSIS,  CPSC ,  NHTSA,  OSHA,  FCC,  and  USDA. 
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The  results  of  this  survey  illustrate  that: 

o   8  of  the  12  agencies  surveyed  had  formal  notification  procedures 
of  some  type; 

o   5  of  the  12  agencies  issued  notifications  primarily  in  response  to 
requests'  for  contract  records; 

o   Two  of  the  12  agencies  (CPSC  and  FTC)  clearly  specified  that  notifications 
were  issued  for  both  submitted  and  Agency-generated  records,  as 
apparently  favored  by  the  Hatch  Amendments  and  suggested  in  at  least 
one  of  the  Congressional  letters; 

o   Two  of  the  12  agencies,  instead  of  using  notification  procedures, 
resolved  confidentiality  issues  at  the  time  records  are  submitted, 
and  then  released  records  with  no  notification.   This  procedure 
would  probably  not  comply  with  the  proposals  from  either  the  Justice 
Department  or  the  Hatch  Amendments. 

o   FDA  clearly  handles  more  FOI  requests  than  any  other  regulatory 
agency  and  has  one  of  the  highest  FOI  workloads  in  the  Federal 
Government  —  34,379  requests  in  1982.   Of  the  agencies  surveyed, 
the  regulatory  agencies  which  had  an  FOI  workload  closest  to  FDA 
were  CPSC,  EPA,  and  OSHA,  which  received  approximately  9,000,  7,000, 
and  6,000  requests  in  1982  respectively. 

The  confidentiality  procedures  of  the  12  agencies  can  be  grouped  into  the 
five  following  types: 

Type  1:   Submitter  Designates  Material  as  Confidential  At  Time  of  Submission 

Type  2:   Submitter  Designates  Material  as  Confidential  At  Time  of  Request 

Type  3:   Submitter  Designates  Material  as  Confidential  After  Agency 
Identifies  What  Will  be  Purged 

Type  4:   Notification  for  Both  Submitted  Records  and  Agency-Generated 
Records 

Type  5:   Confidentiality  Issues  Are  Resolved,  But  No  Notifications  Are 
Issued 

The  specific  procedures  employed  in  each  type  are  outlined  in  more 
detail  under  Attachment  E. 

The  variety  in  these  procedures  provides  a  good  opportunity  for  FDA  to 
consider  what  options  it  night  select  for  further  development  and 
study.   In  particular,  comparison  of  the  different  types  of  procedures 
available  Illustrated  that: 

-  only  1  of  the  12  agencies  surveyed  (EPA)  invites  industries  to  mark 
material  they  believe  is  confidential  at  the  time  of  submission,  and 
then  also  Issues  notification  after  requests  are  received. 

-  4  of  the  12  agencies  surveyed  invite  industry  to  mark  material  they 
believe  is  confidential  at  the  time  a  request  is  received. 

-  2  of  the  12  agencies  surveyed  purge  a  requested  record  before  notifying 
Industry  and  requesting  industry  input. 

-  as  noted  above,  only  2  of  the  12  agencies  surveyed  (CPSC  and  FTC) 
clearly  issues  notifications  for  both  submitted  and  agency-generated 
records  which  contain  business  information.   CPSC  currently  has  a 
large  backlog  of  requests  totalling  3,000  since  1980. 

-  as  stated  above,  2  of  the  12  agencies  surveyed  focus  their  procedures 
on  resolving  confidentiality  issues  before  requests  are  received 
instead  of  issuing  notifications.   One  of  these  agencies  primarily 
deals  with  submitted  records,  but  the  other  (OSHA)  Instructs  its 
inspectors  to  discuss  with  the  firm  what  Information  in  inspection 
reports  will  be  considered  confidential  immediately  following  the 
Inspection. 
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Generally  Che  agencies  found  that  predisclosure  notification 
procedures  help  the  agency  to  minimize  mistakes  in  releasing 
confidential  business  information.   The  agencies  who  use  some 
type  of  predisclosure  notification  procedure  stated  they  were 
very  careful  not  to  inadvertently  release  information,  and  that 
the  procedures  were  useful  in  this  manner.   Of  course,  there  is 
always  an  element  of  human  error  and  as  a  result,  no  procedure 
will  absolutely  prevent  mistakes.   Despite  the  fact  that  FDA  does 
not  have  predisclosure  notification  procedures,  the  number  of 
errors  in  releasing  confidential  business  information  is  minimal. 
A  discussion  of  error  rates  is  discussed  on  page  26  of  this 
s  tudy . 

VI.   PROCEDURAL  OPTIONS 

The  previous  section  identified  5  types  of  confidentiality  procedures 
used  by  other  agencies.   This  section  outlines  4  of  the  5  types  as 
optional  procedures  for  FDA.   All  4  options  would  meet  the  minimum 
Justice  Department  guidelines.   Type  5  has  not  been  considered  as  an 
option  because  it  does  not  meet  these  guidelines.   Options  1-3 
pertain  only  to  documents  submitted  to  FDA  and  Option  4  pertains  to 
both  submitted  and  Agency-generated  records.   Because  Options  1-3 
deal  with  only  submitted  records,  they  do  not  comply  with  amendments 
such  as  the  Hatch  Amendments  which  clearly  apply  to  submitted  and 
agency-generated  records.   Option  4  would  comply  with  the  Hatch 
Amendments.   It  seems  useful  to  outline  options  for  submitted  records 
since  there  is  a  major  difference  in  workload  between  notifications 
for  submitted  and  FDA-generated  records  in  FDA,  and  since  the  Justice 
Department  guidelines  currently  provided  for  Agency  guidance  focus  on 
notifications  for  submitted  records.   The  four  options  are  as  follows: 

Option  1:   Submitter  Designates  Material  as  Confidential  Ac  Che  Time 
of  Submission 

Option  2:   Submitter  Designates  Material  as  Confidential  at  the  Time 
of  Request 

Option  3:   Submitter  Designates  Material  as  Confidential  at  the  Time  of 
Request  After  Agency  Identifies  What  Will  be  Purged 

Option  4:   Notification  for  Both  Submitted  Records  and  Agency-Generated 
Records 

Attachment  E  discusses  in  more  detail  Che  procedures  used  by  ocher 
agencies,  upon  which  Chese  options  are  based.   If  any  of  the  four  options 
outlined  in  this  section  is  chosen  for  further  study,  detailed  operating 
procedures  would  need  to  be  developed.   Overall  estimates  of  cost  to  the 
Agency  in  terms  of  Che  least  and  most  resource  intensive  options  are  nade 
in  the  next  section  of  this  re  pore. 

There  are  common  pros  and  cons  for  all  four  opCions  as  follows: 

Pros  -  1.   All  options  could  reduce  inadvertent  release  of  confidential 
information  but  no  options  would  produce  an  error  free 
situat  ion. 

2.  All  options  would  improve  understanding  of  confidentiality 
issues  between  FDA  and  Industry. 

3.  Repeated  negotiation  between  industry  and  FDA  on  what  is 
confidential  business  information  could  help  to  define  this 
difficult  term,  possibly,  at  least  in  the  long  run,  reducing 
disagreemeac  &ad   litigation  as  FDA  and  industry  come  closer  to 
a  consensus  on  what  is  confidential  business  Information. 

A.  All  options  would  fulfill  the  ainimum  requirements  la  the 
notificaCloa  proposals. 

Cons  -  1.   Delays  in  releasing  dlsclosable  i'-iformatioa  may  becooe  more 

frequent  if  FDA  and  industry  beccse  bogged  dovn  in  disagreements 
about  what  is  coofldenclal  business  Informaclon. 

2.      The   current   patrern  of   rcleasable   tr.formatioa  may  be   changed, 
In   that   industry  saay  wish   to   withhold  more   information   than 
FDA  noo  does.      '(.<fss  inforaiatiou  may  be  released   In   Che  long 
run,    to   the  detrineuc   of    the   public. 
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3.  All  options  could  precipitate  time-consuming  disagreements  between 
FDA  and  industry  about  what  is  releasable  and  what  is  not. 

4.  All  options  would  be  costly  to  FDA  in  time  and  money. 
Options  1-3  could  cost  over  one  and  one  half  million  dollars 
and  Option  4  could  cost  over  three  and  one  half  million  dollars. 

5.  All  options  would  assign  increased  workload  to  industry 
since  they  would  have  to  review  each  document  requested 
for  confidentiality.   Options  1  and  A  would  create  the 
most  industry  workload  and  are  discussed  separately. 

6.  In  Options  2,  3,  and  4,  FDA  would  send  a  copy  of  the  record 
to  industry  for  comment  at  the  time  of  a  request,  which 
would  be  a  substantial  increase  in  paperwork  costs  to  the 
Agency . 

Option  1:   Submitter  Designates  Material  as  Confidential  at  the  Time 
of  Submission 

This  option  puts  the  burden  of  designating  business  information  in  a  record 
on  the  submitter,  without  placing  the  decision  of  whether  or  not  to  release 
the  information  in  the  submitter's  hands. 

Option  1  would: 

o   require  the  submitter  to  designate  information  as  confidential  at 
the  time  of  submission. 

o   require  the  submitter  to  be  notified  when  a  request  for  a  submitted 
record  is  received.*  The  submitter  should  be  informed  what  Che 
agency  intends  to  release,  and  given  a  chance  to  comment. 

o   allow  the  submitter  various  administrative  and  judicial  remedies 
in  case  of  disagreement  between  the  submitter  and  FDA. 

Pros  -   1.   This  option  gives  industry  two  chances  to  designate  information 
as  confidential,  both  at  the  time  of  submission  and  the  time 
of  request.   The  only  option  that  might  reduce  inadvertent 
release  of  information  more  is  Option  4,  which  requires 
notification  foi  more  than  twice  as  many  records. 

2.  The  least  numbe  ;  of  notifications  may  occur  under  this  option 
if  FDA  is  allowed  to  release  a  record  without  notification 
that  industry  has  designated  as  containing  no  confidential, 
information. 

3.  If  industry  input  is  received  at  the  time  of  subniission, 
and  if  FDA  agrees  with  that  input,  a  simple  form  letter 
could  be  sent  at  the  time  of  the  request  asking  industry 
to  concur  in  its  original  determination.   In  such  cases 

FDA  would  not  have  to  send  a  copy  of  the  requested  records  to 
the  submitter  for  comment.  (No  notification  could  be  -equired 
if  there  is  no  confidential  information  designated.) 

Cons   -   1.   This  option  gives  industry  what  looks  like  the  "blankest 
check"  to  declare  information  confidential  which  may 
restrict  the  release  of  information  most. 

2.  Industry's  workload  could  be  increased  in  two  ways: 

a.  Industry  would  have  Co  review  its  informacion 
both  at  the  time  of  submission  and  at  the  time 
of  a  request. 

b.  Industry  would  have  Co  review  and  mark  all  submitted 
documents  for  confidential  information,  when  only  a  small 
portion  of  them  may  ever  be  requested. 

3.  If  this  option  is  chosen,  start-up  costs  would  occur  if 
already  submitted  records  were  returned  to  industry  for 
resubmission  with  confidential  information  marked. 


*Justice  and  Hatch  would  allow  for  no  notification  if  there  was  no 
confidential  information  indicated  at  Che  time  of  submission. 
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4.      Industry  may   choose   to    Indiscriminately  mark   Information 

confidential  at   the   time   of   submission  In  order   to  guarantee 
themselves   an  opportunity   for  more  careful   review  at    the   time 
a    request   was    received   and   a   notification  was    issued.       If 
this  occurs,    additional   FDA   time  may  be   required    to   review 
the   records   for  conf ideaclallty   in  order   to   notify   Industry 
of    the  Agency's  opinion  of   their   previous   marking. 

Option  2:      Submitter  Designate*  Material  as  Confidential  at   the  Tiae 
of   Request 

Under    this   option,    a  company  would   be   notified  whenever  a   request   is 
made   for  a  record,    and   in   some   cases   a  copy  of   the  record  would  be   sent    to 
them  for  comment.      A  company  would  have   the  opportunity   to  designate 
confidential  business   information  before   the   record   is   released.      As   in 
Option    1,    if    FDA  and   .;   company   disagree   about   a   confidentiality   issue,    FDA 
would   have   the  respon jibility   to  decide  what    to   release,   but   the   submitter 
would  have  a  chance   to   take   the  case   to  court   before   the   records   were 
released. 


Pros   -        The  common  pros   apply   to   this  option,    but   in  addition   this  option 
would  be   the   simplest   option  to   initiate   since   it  would  avoid   the 
start-up  problems   (see  Option  1)   of  what   to   do  with   records    that 
have  already  been  submitted   because  notification  is    triggered   by 
a   request.      In  addition,    by  asking   industry   to   review  records 
carefully  once   a   request   is   received,    is   is   likely   that   this 
option  would  reduce  Agency   purge   time. 

Con  -  The  common  cons  apply   to   this   option,   but   in  addition  by  waiting 

until   after  a   request   is   received   to  ask  for   industry   input ,    time 
Is   lost   that  could  have   been  saved  if   industry  had  already  given   its 
input   at   the   time    it   submitted   the   records. 

Option  3:      Submitter  Designates  Material  as   Confidential  at   the  Time   of  Request 
After  Agency  Identifies  What  Will   Be   Purged 

In   this   option  FDA  would   designate   what    information   in  a    record    is   confidential 
before   notifying    the    submitter   and   giving    the   submitter   a   chance    to   comment. 
Industry   would   then  have    the   same   opportunities    for   negotiation   with   FDA  as 
in   Options    1   and    2,    and    the   same   option    to   stop   disclosu.i    in   court   before 
records    are    released.      The   common   pros   and   cons   apply    to    ■■  .ic    option   as   well 
as   the   following: 

Pros   -        1.      By  giving   FDA   the    first   crack   at    designating  : aterial    as 
confidential,    FDA   is  allowed   to   take  a   position   based  on 
its   interpretation   of   the   FOI  Act.      Consistency   in   initially 
designating  what   has   been  considered  confidential   by   FDA  would 
be    retained   and    the   burden   of    proving   an   exception    to   FDA's 
current    interpretations   would   be   on    industry. 

2.  This   option  gives   industry   the   least  discretion   in  designating 
information   as   confidential,    and   thus    is   most    likely   not    to 
restrict   the  current    pattern  of   disclosure. 

3.  FDA's    initial    review   would   give    industry   a   clearer   perspective 
of    FDA's    position    In   ujaking   determinations   Cii   confidential 
business   information  while   abiding   by   FDA's   FOI   regulations   and 
the   provisions  of    the  FOI  Act. 

4.  The   increase   in   industry  workload  would  be   less   than   in  Options 
1  or  2,    since   industry  would  not   be  asked   to  do   the   initial 
marking  but  would   be   asked   to  comment   on  FDA's   initial  marking, 
and   only  asked   to   comment   on  records    that   were  actually   re- 
quested,   rather    than  on   all    submitted   records    (as    in  Option   1). 

Con  1.      The  agency  would   retain   all  of   the  burden  of   purging  documents 

that   it   now  has  with   the  additional  workload  of   notifications. 
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Option  4:      Nctlflcatlon  for  Both   Submitted  Records  and  Agency-Generated   Records 

Option   4  deals   with  not   only   submitted   records  but   also  agency-generated 
records.      This  option  Is  closest   to   the   procedures   that  CPSC  and  FTC  use. 
Under  Option  4,    It    Is  assumed   that   when   both  submitted   or  agency-generated 
records   are   requested,    the   subject   company  is  notified,    sent  a  copy  of   the 
record,    and   allowed    to   comment   on  what   should   be   confidential   before   FDA 
reviews   the   record   for  confidentiality.      The   same   provisions   for  negotiating 
disagreements   would  apply   as   In   the   other  options.      The   same   judicial 
remedies  would  also  be   available.      The  common  pros   and  cons   apply   in  addition 
to   the   following: 

Pros   -        1.      This   option  could  have   the  most   chance  of   reducing 

"■  Inadvertent   release   of  confidential   Information  because 

more   records   would  be   reviewed  by   Industry   to   ensure 

confidentiality. 

2.  The  definition  of  confidential  business  inf on^ati jn  could 
become  most  widely  understood  in  this  option  because  more 
documents  would   be  under   review. 

Cons   -        1.      This   option   would   require    the   most   number   of   notifications    tj 
"  industry,   more   than  any   other  option,    with  correspondingly 

Increased  costs   because   the  number  of  documents   subject    to 

notification   would   more    than   double. 

2.      This    option  would    be    the   most   costly,    almost    1    III    times 
more   costly   than  any  other. 

In   implementing   Option   4,    various   combinations   of   notification    procedures 
for  both  submitted   and   FDA-generated   records   are   possible.      For  example, 
FDA  could   ask   industry    to   mark    submitted    records   at    the   time   of    submission, 
and    FDA   could   also   send    investigatory    reports    to    Industry   at    the    time    they 
are    completed    (if    no    regulatory   action   is    indicated,    or   once    the    regulatory 
action    is   complete)    to   allow    Industry    to   designate   confioential    Information. 
Or,    FDA  could   send   notification   submitted    records    before   purging    thera,    but 
notify   industry   of    requests    for   FDA   records   after   purging    them,    or   vice 
versa. 

Vil.   COST  ESTIMATES 


This  section  will  estimate  costs  for  the  tour  options  outlined  in  the 
previous  section.   It  sliould  be  emphasized  that  these  estiri,ates  ate 
not  precise  figures,  but  should  be  interpreted  as  approximations  which 
coula  be  useful  in  comparing  the  costs  of  the  four  options. 

The  major  reason  it  is  not  possible  to  develop  more  precise  cost 
figures  at  this  time  is  that  many  policy  choices  and  implementation 
details  would  need  to  be  resolved,  and  soiL'e  operating  experience 
gained,  before  it  becomes  clearer  how  costly  notifications  will  be. 
For  example,  some,  records  such  as  510k's  are  microfiched  in  orcier  to 
save  space  In  Agency  files.   If  negotiations  concerninti  confidentiality 
need  to  be  conducted  via  hard  copy,  extra  costs  will  be  incurred 
either  by  transferring  the  microfiche  to  hard  copy,  or  by  riling,  and 
maintaining  an  extra  set  of  hard-copy  files  for  FOl  purposes.   It  may 
also  be  the  case  that  disagreements  between  FDA  and  industry  will  be 
more  prevalent  for  certain  kinds  of  records,  and  in  certain  industrial 
sectors  (i.e.  those  in  which  the  "value"  of  business  information  is 
highest). 

Another  major  variable  will  be  the  organizational  level  to  which  FDA 
chooses  vor  is  required)  to  raise  the  administrative  resolution  of 
disagreements.   An  Increase  In  the  nuEiber  of  organizations^  that 
review  notification  cases  will  add  ; dfeguards  that  the  cases  will  be 
handled  consistently,  but  will  also  increase  the  cost  of  the  process. 
Court  cases  could  also  Increase  addinj,  furthe-:  to  Agency  costs. 
Finally,  there  may  be  additional  indirect  costs  in  related  areas. 
For  exaaple.  If  t)(>titicacions  are  iaplemented  for  FOI  requests,  some 
form  of  presubmissicn  review  by  industry  may  be  desirable  for  a  large 
number  of  Agency  administrative  records  befo.e  these  are  placed  on 
public  record  for  a  hearing  or  other  administrative  proceeding. 

Cost  estimates  for  the  four  optioui  will  be  bas«d  on  current  operating 
costs  as  reported  in  FD.A'o  Annual  Report  to  Coiigrese  on  FOI  for 
calendar  year  1982  (sec  Attachment  C).   rOI  costs  for  1982  were 
reported  In  the  following  three  ca'^^^oties: 
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Staff  Dollars 

A.  Staff  Costs  (including 
central  FOI  Staff 
positions  as  well  as 
program  tine  spent 

on  l-OI)  226,450  $3,118,964 

B.  Copying  and  Mailing         -  364,222 

C.  Otiier  Costs  (i.e. 

policy  and  training)       3 ,442  22 ,584 

TOTAL  229,892  $3,505,770* 

(131  4  staff 
years) 

*Uoes  not  include  operating  expenses  or  fringe  benefits.   When  these  are 
included,  the  total  staff  cost  is  $4,341,769,  and  the  total  cost  is 
$4,728,575. 


The  staff  costs,  which  are  by  far  the  largest  portion,  can  be  further 
subdivided  as  follows: 


Estimated 

Estimated  // 

Staff 

Avg.  staff  years 

of  Actions 

Years 

Per  Action 

Activity  Component 

1.  Receive,  route 
coordinate  and 
monitor  requests.       OLI  34,379        12         .35  staff  years 


2.   Respond  to  third- 


party  and  administra- 

OLI - 

10,039 

9 

.6 

tive  record  and 

other  OC  requests 

OC   - 

3,025 

6 

.95 

Respond  to  program 

Agency-wide 

21,315 

95 

.73 

requests 

except  OLi, 
OC,  and  GC 

Prepare  and  process 

OLI 

1 

.8 

denials 

GC 

.8 

Bureaus 

2, 

.6 

Total 

j86 

5. 

.2 

Policy,  training. 

Agency-wide 

N/A 

1, 

,92 

and  other  activities 

Total 

131, 

.4 

per  1,000  requests 

.96  staff  years 
per  1,000  requests 
2.3  staff  years 
per  1,000  requests 

4.49  staff  years 
per  1,000  requests 


1.35  staff  years 
per  100  denials 

In  addition,  postage  and  copying  can  be  broken  down  as  follows: 

6.   Copying,  postage         Agency-vlJc       34,379         $364,222    $10.60  ^.er  request 

The  cost  breakdown  above  has  been  do..e  to  illustrate  that  soue  FOI  activities 
are  rjore  resource-intensive  than  oth  rs.   The  next  step  is  to  consider  what 
aggregate  costs  might  cliange  if  each  of  four  notification  options  were 
implemented.   Four  major  cost  changes  are  outlined  in  the  following  two  pages. 

1 .   Additional  Initial  Copying  and  Mailing 

For  Option  3  it  is  likely  that  FDA  would  need  to  notify  companies  with 
a  copy  (purged  or  unpurged,  depending  on  the  option)  of  the  requested 
records.   From  the  chart  above,  this  would  add  an  Initial  average  cost 
of  $10.60  per  notification.   Additional  copies  of  records  may  also  need 
to  be  made  during  confidentiality  negotiations,  but  the  frequency  of 
this  would  be  hard  to  estimate,  and  easier  to  include  as  a  support  cost 
to  item  3  below.   For  options  1,  2,  and  4,  notification  copies  of 
records  would  probably  not  be  needed  when  the  requested  record  is 
clearly  Identified  and  industry  already  has  a  copy  available.   It  Is 
estimated  that  FDA  would  need  to  send  notification  copies  to  1/4  of  the 
companies  notified  under  Options  1  and  2  since  these  options  deal  only 
with  records  the  companies  originally  submitted  and  may  still  have. 
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It    is   estimated   that   3/A   of   the  companies   notified  under  Option  4  would 
need  notification  copies,    since    this   option  deals   not   only  with  submitted 
records    (which   the   companies   may   already   have),    but   also   with   FDA-generated 
records,    which   the  companies  may  not  have   received. 

2.  Reduction  in  Purging  Time 

It  can  be  argued  that  since  Options  1  and  2  (and,  it  will  be  assumed. 
Option  4)  Involve  sending  a  record  to  industry  for  input  on  confidentiality 
before  purging  in  the  Agency,  the  Agency's  purge  time  might  be  reduced. 
Assuming  that  industry  will  make  a  conscientious  effort:  to  designate 
confidential  information  before  submission  without  arbitrarily  designating 
the  entire  document  or  large  sections  of  it  as  confidential,  the  Agency 
would  need  less  time  to  review  i.ndwjtry's  designations  in  depth  for 
purging.   Some  Agency  purge  time  would  still  be  necessary  because  FDA 
must  continue  to  make  ^..a   final  •  Lermination  on  disclosure. 

Based  on  a  previous  study,  it  Is  assumed  purging  occupies  approximately 
half  the  time  needed  to  respond  to  program  requests,  or  two  staff  years 
per  1,000  requests.   It  is  also  assumed  that  FDA  purge  time  will  be 
cut  in  half  for  requests  requiring  notification  under  Options  2  and  4. 
This  reduction  will  th^^ci-fe  be  1  staff  year  per  1,000  requests  that 
require  notification.   If  Option  3  .s  chosen,  no  savings  will  be  realized. 
If  Option  1  is  chosen,  industry  may  deem  it  in  their  best  interests  not 
to  do  a  thorough  revie.  for  confidentiality  at  the  time  of  submission 
because  by  simply  marking  an  entire  record  confidential  upon  submission, 
they  would  guarantee  themselves  a  second  opportunity  to  mark  more 
carefully  at  the  time  of  the  request.   Industry  may  consider  it  a  waste 
of  time  to  carefully  review  records  for  confidentiality  at  the  time  of 
submission.   This  tendency  would  probably  reduce  savings  on  purge  time 
for  Option  1,  and  it  is  assumed  that  FDA  purge  time  under  Option  1 
would  be  reduced  by  1/4  for  requests  requiring  notification  or  by  1/2 
of  a  staff  year  per  1,000  requests  requiring  notification. 

3.  Additional  Time  Required  for  Negotiation 

Substantial  additions  in  staff  time  will  occur  in  cases  where  disagreements 
betwen  FDA  and  industry  make  it  necessary  to  carefully  document  one's 
side  of  the  case,  and  submit  it  for  review,  negotiation,  and  decision. 
It  is  unclear  how  many  cases  will  involve  disagreements.   Some  may  argue, 
at  least  in  the  beginning  stages  of  a  new  program,  that  almost  all  of  the 
notifications  will  result  in  disagreements  requiring  notification.   Then, 
as  both  Industry  and  FDA  become  more  accustomed  to  the  process,  the  number 
of  disagreements  might  be  reduced.   Others  may  argue  that  it  is  in  the 
interests  of  both  FDA  and  industry  to  avoid  costly  negotiation  proceedings 
unless  it  is  absolutely  necessary.   The  truth  probably  lies  somewhere 
between  these  two  extremes.   Until  further  experience  demonstrates 
otherwise,  it  seems  prudent  to  assume  that,  at  least  initially,  1/2  of 
the  companies  notified  will  enter  into  disagreements  with  FDA. 

The  process  of  negotiation  that  will  probably  occur  in  a  notification 
disagreement  will  probably  be  quite  similar  to  the  current  processing 
of  denials  in  the  amount  of  documentation,  preparation  and  review 
time.  Thus,  it  is  estimated  that  for  1/2  of  the  companies  that  would 
need  to  be  notified  under  each  option,  additional  costs  of  1.35  staff 
years  per  hundred  disagreements  (the  cost  module  for  denials,  see  previous 
page)  will  be  incurrer'. 

4.  Other  Consider  tions 

It  may  be  objected  that  the  previous  figures  are  high,  but  it  should 
also  be  noted  that  two  by-products  of  the  notification  process  are 
likely  to  be  an  increased  number  of  denials  and  the  number  of  court 
cases,  which  will  furthoi  increase  FOI  costs.   Currently,  FDA  has  the 
"        lowest  denial  rate  compared  to  the  other  agencies  studied  in  this  report 
(see  Attachment  U) ,  and  we  cannot  help  but  believe  that  our  denial 
rate  would  Increase  if  notification  procedures  were  used.   FDA  denies 
1.3%  of  its  requests  initially,  and  other  agencies'  denial  rates  range 
from  1.5/!  (NIH)  to  47%  (FTC). 

Under  notification  procedures,  there  would  be. an  increased  opportunity 
for  the  submitter  and  requester  to  bring  a  dispute  about  disclosure 
to  court.   This  could  consi-me  more  of  the  Agency's  and  General  Counsel's 
resources.   Ft  example,  Fl)A  and  OGC  reported  spending  a  total  of  uiore 
than  two  staf  yaars  (3,700  hours)  in  court  cases  surrounding  a  request 
for  information  for  inter-ocular  lenses.   Significant  resource  Increases 
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mifeht  be  avoided,  however,  if  FDA  follows  the  philosophy  outlined  in 
the  proposed  amendments  to  the  KOI  Act.   When  the  administrative 
remedies  for  a  requester  are  exhausted  and  the  Agency  will  not  release 
the  information,  or  when  the  submitter's  administrative  remedies 
are  exhausted  because  the  Agency  has  decided  to  disclose  the  records, 
the  submitter  or  requester  may  go  to  court.   At  this  point  the  legal 
contest  may  be  between  the  submitter  and  requester  and  the  Aj^ency 
may  have  tlie  option  of  "holding  their  coats"  in  court. 

In  addition,  time  spent  )n  setting  KOI  policy  and  disseminating  it 
(both  internally  and  to  the  industries  and  KOI  service  companies  who 
submit  records  and  make  requests)  in  training  sessions  is  likely  to 
increase  substantially  if  notifications  are  instituted.   Cost  figures 
for  all  of  the  probable  increases  discussed  in  number  4  have  not  been 
included . 


Summary  of  Cost  Changes 

Option  1    Option  2 


1.  Estimated   #   of    requests 
requiring   notification 

2.  Estimated  It   of   notifications 
to   companies 

3.  Additional   copying  and 
postage   ($10.60  per   company 
notified)* 

4.  Reduction   in   purging    time** 

5.  Additional   negotiation   time 
(1.35   staff  years   per   100  dis- 
agreements,   assume   disagree- 
ments   for   1/2   of   companies 
notified) 

Staffing  years  @ 
$35,000/year*** 


Plus   Copying   and   P"'=tage 
TOTAL  COSTS 


4,469 
7,150 

+$18,942 
-2.23 

+48.26 


4,469 
7,150 

+$18,942 
-4.47 

+48.26 


Option   3 
4,469 
7,150 

+$75,790 
n/a 

+48.26 


Option   4 
12,033 
16,982 

i-$135,002 
-12.03 

+114.63 


+46.03 

+43.79 

+48.26 

+102.6 

staff 

staff 

staff 

staff 

years  = 

years  = 

years  = 

years  = 

$1,611,050 

$1,532,650 

$1,689,100 

$3,591,000 

+$18,942 

+$18,942 

+$75,790 

+$135,002 

$1,629,992 

$1,551,592 

$1,764,890 

$3,726,002 

*It    is   assumed    that    the   %  of   notifications    to   companies   who   need   copies 
is    as    follows: 

Options    1   &   2      25% 

Option   3  lOOZ  - 

Option  4  75% 

**Option   1    reuuction   xs    1/2    staff   year    per   1,000   requests    requiring   notification. 
Reduction   ^-^r  Options    2    and    4    is    1    staff   year   per    1,000   requests    requiring 
notification. 

***Total    staffing   costs   (including   salaries,    fringe    benefits,    and    operating   costs) 
have    been  estimated    for    1983   at    $35,0OO/s taf f   year.      Costs    in    1983    include 
raises    in   pay   and    medicare   and   health   berefits.      The   1982    total   cost    figures 
(from   FUA's   FOI   Annual   Report)    was    $33,481/staf f   year,    of   which    $24,127/staf f 
year  was  devoted   to   salary   costs. 

Note:      The  cost  modules  above   computed  copying  and   postage   costs   per 
company  notified   because  separate   packages  would  need   to  be   sent   to   each 
company   notified.      The    reduction    In   purge    time   was   computed    per    request 
requiring   notification    l^ecause    the   purge-time    cost   module   was   originally 
computed   per    1,000   requests.    The  additional   negotiation   time    for  disagreements 
was   computed   per   company   notified    because    it    was   assumed    that   any   company 
notified    (and    possibly  more    than   one   company   per    request)    could    raise   a 
disagreement . 
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VIII.         Summary   of    Concerns    in   the   Congressional   Letters 

The    letters    from   Congress    asked   FDA   to   develop   notification    procedures. 
As    part    of    that    request,    they   wanted    to    know    if    notification 
would  ; 

1.  Impact    on  Agency   workload; 

2.  Substantially   delay    FDA's    response    to   FOI    requests; 

3.  Hinder   FDA   from   doing    Its    regulatory    job;    or 

4.  Cut   down   on    inadvertant    release   of    confidential    information. 

Items    1-3   are    covered    in    this    section.       Item   4    is    covered    separately 
under   Section    IX.    Although    there   are   no    clearcut   a:;swers    for    these 
questions,    this    study    has    presented    some    information   relevant    to 
each   one. 

1.  Impact   on   Agency   workload 

Depending  on  what   options   are   chosen,    it   seems   clear   that 
notification  does    create   an   added   workload.      This    study   estimates 
that   FDA  would   have   had    to    issue   notification   for    4,469    requests 
j.n   CY   82    under  Options    1-3,    and    for    12,033    requests    if    notification 
were    required    for   both   submitted    and   FDA-generated    records. 
Although    exact    costs    cannot    be   determined   at    this    time,    the 
ball    park   estimates   are   valid    indications    of    the   situation. 
Th-y    show    that    notifications   may   cost   at    least   40   staff   years, 
and  as  many  as   over   100   staff  years,   depending  on  whether   notifi- 
cations  are   required    for  Agency-generated   as  well  as   submitted 
r  ecoris. 

2.  Dr^  -■_■   in   FDA's    response    to   FOI    requests 

All    four   options    consider   delay    in   answering   requests    as    one   of 
the    arguments   against    notification.      The   average    time   FDA   took 
to    respond    to    the    requests    in    the   sample   was    10.5   days   overall, 
and   an   average    of    12.7   days    to    respond    to    requests    that   would 
have    required    notification.      The   Justice   Department    proposals 
give    .   statutory   minimum   response    time   of    40   days    (30  days    to 
review   and    issue    a   notification    on   a    request    for   business 
records,    plus    10   days    for    the   submitter    to   comment)    for    requests 
which    require    notification.       It    is    likely    that    companies   would 
need   more    than   10   days   and    that    negotiations   would   extend   well 
beyond    40   days    where    there    are   disagreements.       But   even   if   each 
notification   was    completed    in    40   days    FDA's    average    response 
time    would    have    doubled    in   CY   82    if    it    had    to    issue    notifications 
Toi    both   submitted    and   FDA-generated    records.       It    is    likely 
that    the   actual    response    time   would    be    longer. 


Estimated  Response  Time 


Average 
Response  Time 


Requests  that  require 

notification  35%  40  days 

Requests  with  no 

notification  65%  10.5  days 

TOTAL  100%  20.8  days 


3 .   Hindering  FDA  from  doing  its  regulatory  job 

Notification  would   hinder   FDA   from  doing   its    regulatory    job   unless,    of 
course,    additional    resources   were   provided    to   FDA   to    respond    to   the 
e:tra   workload.      Professionals   who   now  make   determinations   on    releasing 
documents   would    be   additionally   hampered    by    notification    procedures. 
The   cost   estimates    indicate    that    from   40   to   over    100  additional 
staff   years   would   be    required    to    implement    notifications.      Adding 
additional   duties   of    this   magnitude   without    providing   the    additional 
personnel   to   accomplish    them  would   clearly   detract    from    the  Agency's 
ability   to   perform   its    regulatory    responsibilities,    especially   now   that 
cu' leiit  Agency   resource    levels    have   already    been   significantly    reduced 
in   ths   last    five    years.       Should    the   agency   be    required    to   assume    the 
burden   of    notification   for   any   of    the   options,    under   current    resource 
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conscraints,  time  from  agency  regulatory  activities  such  as  new  drug 
and  device  reviews  would  be  diverted  to  accomplish  the  new  notificntion 
requirements.   FDA  would  seek  to  minimize  this  impact  by  requesting 
additional  resources  to  respond  to  the  additional  workload  but  if 
additional  resources  were  not  approved,  delays  in  the  program  would  be 
unavoidable. 

If  notifications  could  be  processed  by  administrative  or  support  staff, 
the  program  impact  of  the  additional  notification  workload  would  not  be 
so  severe.   However,  the  work  involved  in  notifications,  like  the  work 
involved  in  purging  documents  and  preparing  denials,  would  require  the 
involvement  of  hundreds  of  program  professionals  throughout  FDA.   These 
professionals  are  the  same  key  people  whose  involvement  is  crucial  in 
expediting  application  and  petition  reviews  and  other  priority  public 
hpalfh  activity.   Occupying  these  professionals  with  a  substantial 
additional  notification  workload  would  delay  many  public  health  programs. 
If  FDA  is  required  to  provide  an  additional  service  in  the  form  of 
notifications,  the  time  required  to  provide  this  service  would  mean 
delays  in  providing  many  other  services  to  the  public  and  industry. 

IX ■  Would  Notification  Cut  Down  on  Inadvertent  Release  of  Confidential  Information 

It  is  probably  safe  to  say  that  notification  would  cut  down  on  inadvertent 
release  of  "information  that  industry  considers  confidential  business 
information.   But  notifications  may  also  restrict  the  overall  release 
of  information  as  well. 

In  considering  whether  the  added  procedural  safeguards  that  notification 
offers  are  worth  both  the  extra  costs  involved  and  the  risk  that  the 
overall  flow  of  information  may  be  reduced,  it  seems  worth /hile  to 
consider  how  many  actual  complaints  were  made  to  FDA  regarding  inadvertent 
release  of  confidential  information.  As  part  of  the  study,  FDA's  FOI 
Staff  Director  reviewed  his  records  on  complaints  for  the  period  from 
January  1981  through  December  1982. 

This  review  revealed  that  only  nine  complaints  had  been  raised  to  the  FOI 
Staff  Director.   Four  other  complaints  had  been  recorded  but  FDA  disagreed 
that  the  information  was  confidential  and  the  complainant  carried  the 
complaint  no  further.   In  addition,  nine  other  complaints  were  received 
during  1981  and  1982  by  FOI  component  offices  which  were  not  raised  to 
the  level  of  the  FOI  Staff  Director.   Records  show  that  eight  of  these 
complaints  pointed  out  mistakes  made  by  FDA.   The  nine  complaints  reviewed 
by  the  FOI  Staff  Director  can  be  broken  down  as  follows. 

For  Submitted  Records         For  FDA-Generated  Records 

1  release  of  a  510k  4  releases  of  confidential 

2  releases  of  confidential       information  in  EIRs 
information  from  510ks       1  release  of  a  formula  in 

1  release  of  510k  information    a  pharmacologist's  review 
on  a  printout 

This  small  number  of  complaints  (especially  when  compared  to  a  two-year 
volume  of  over  70,000  requests)  would  seem  to  substantiate  a  comment 
in  the  letter  from  Congressmen  English  and  Kindness  (see  Attachment  A) 
that  charges  made  in  recent  years  by  businessmen  that  FDA  routinely 
releases  trade  secret  and  confidential  information  are  for  the  most 
part  "without  foundation  and  unverif iable. "  It  also  raises  the  question 
as  to  how  serious  the  problem  really  is.   One  can,  of  course,  argue 
that  the  complaints  received  and  acted  on  by  FDA  are  only  the  tip  of  a 
dissatisfied  iceberg.   But  if  there  are  many  companies  who  believe  FDA 
has  been  arbitrary  in  implementing  its  FOI  regulations,  they  have  not 
gone  on  the  record  to  say  so.   The  record  seems  to  argue  that  FDA  has 
not  been  the  focus  of  a  disproportionate  number  of  complaints  while 
operating  under  its  current  procedures  and  opens  the  question  of  how 
much  improvement  can  be  expected  if  notification  is  put  into  effect. 

If  the  intent  behind  the  notification  proposals  is  to  reduce  inadvertent 
disclosure  of  confidential  information,  a  case  could  be  made  that  the 
small  number  of  complaints  does  not  justify  a  large  volume  of  notifica- 
tions.  It  could  be,  however,  that  the  intent  of  the  notification 
proposals  is  also  to  change  the  pattern  of  disclosure  to  a  stricter 
interpretation  than  has  been  held  by  FDA  in  the  past;  not  so  much  to 
prevent  inadvertant  mistakes  as  simply  to  restrict  the  overall  availability 
of  information.   For  example,  when  asked  what  kinds  of  business  information 
the  Congressional  letters  were  concerned  that  FDA  was  improperly 


340 


releasing,    the   Congressional   statf   provided   a  copy  of   the   "483   Validation 
Hoaltor",    a    trade    publication   which    requests   and    sijanarizes   EIR's    and 
483's.      Since    these    records   are   clearly    indicated    as   being   disclosabie 
in  FDA  FOI   regulations,    FDA's   disclosure   of   the   information   in   the 
trade   publication   seemed   to   represent   consistent   iiplementation  of 
FDA's   current   FOI    regulations,   more    than   a   set   of    inadvertant   mistakes. 
To   the   extent   that   notification  is   used   to   restrict  overall   access   to 
infonaation  as  well  as    to   prevent  mistakes,    FDA  could   find   itself   in 
the   position   of    constantly   negotiating   about   whether    to   deny   records 
(such   as   EIR's)    that    FDA's   current    FOI    regulations    clearly    indicate   are 
disclosabie.      Perhaps   the  greatest   costs   to  all  would   occur   if    the 
negotiation   brought   about    by   notification   becomes   a   signficant    bottleneck 
to  FDA's   practice   of   full  disclosure  under   the   law. 


ATTACHMENT  A 


NINETY-SEVENTH  CONGRESS 

CongresfiS  of  tfje  Wiaittij  B>tatzi 

J^ovit  at  2l£pre£!<ntatibt£S 

GOVERNMENT  INFORMATION  AND  INDIVIDUAL  RIGHTS 

SUBCOMMITTEE 

OTTW 

COMMITTEE  ON  GOVERNMENT  OPERATIONS 

Ratwrn  Houss  Ofticz  Buloins.  Room  B-M9-3-C 

WASHINSTON.  O.C.    20SI9 

October  21  ,  1982 


Honorable  Arthur  Hull  Hayes,  Jr. 
Commissioner  of  Food  and  Drugs 
Food  and  Drug  Administration 
5600  Fishers  Lane 
Rockville,  Maryland  20857 

Dear  Dr .  Hayes : 

As  members  of  the  Subcommittee  on  Government  Information 
and  Individual  Rights,  we  have  taken  a  special  interest  in 
the  administration  of  the  Freedom  of  Information  Act  by  federal 
agencies.   One  aspect  of  FOIA  that  is  of  particular  interest 
to  us  and  to  the  Government  Operations  Committee  in  general  is 
the  protection  of  trade  secrets  and  confidential  business 
information.   Basic  FOIA  principles  require  the  protection  of 
this  information  just  as  much  as  they  require  the  disclosure 
of  non-exempt  information. 

In  recent  years,  businessmen  have  told  the  Subcommittee  that 
trade  secret  information  is  routinely  disclosed  by  agencies  in 
response  to  FOIA  requests.   Upon  investigation,  we  found  that  most 
of  the  complaints  were  without  foundation  or  were  unverif iable . 
Of  the  few  verified  instances  of  trade  secret  disclosure  by  agen- 
cies, a  disproportionate  number  involve  the  Food  and  Drug  Admini- 
stration.  In  fact,  the  FDA  has  itself  acknowledged  the  improper 
release  of  highly  sensitive  trade  secret  information  in  response 
to  FOIA  requests. 

The  reason  that  the  FDA  has  been  the  focus  of  a  dispropor- 
tionate number  of  complaints  is  because  it  is  the  only  major 
agency  that  does  not  routinely  notify  submitters  prior  to 
disclosure  of  information.   The  time  has  come  for  the  FDA  to 
change  its  procedures  and  afford  those  who  submit  information 
the  same  protections  that  other  agencies  offer. 

There  are  several  reasons  why  this  action  is  called  for  now. 
First,  as  you  are  well  aware,  trade  secret  information  can  be  of 
great  value  to  the  owner,  and  its  disclosure  can  result  in  signi- 
ficant economic  loss.   Agencies  have  an  obligation  to  take 
effective  steps  to  safeguard  trade  secrets  that  are  acquired  in 
Che  course  of  their  operations. 


341 


Second,  the  nrLimV-^'ff  by  FPA  art?  rece;it,  and  this  strongly 
suggests  that  current  administrative  controls  are  insufficient. 
Admonitions  to  the  staff  to  be  more  careful  are  not  adequate 
responses  to  the  problem.  * 

Finally,  legislation  mandating  notice  to  submitters  and  other 
due  process  protections  is  quite  likely.   In  order  to  underscore 
this  point,  let  us  recount  the  recent  history  of  congressional  and 
administrative  consideration  of  the  issue. 

•  In  1978,  the  House  Government  Operations  Committee 
issued  a  report  (House  Report  95-1382)  on  cbe  protection 
of  business  data.   In  order  to  assure  fair  treatment  of 
this  daca  when  requested  under  the  FOIA,  the  Committee 
recommended  that  agencies  adopt  procedures  to  provide 
submitters  with  notice  of  the  prospective  release  of 
their  information. 

«  At  the  beginning  of  this  Congress,  legislation 
(H.R.  2021)  was  introduced  that  would  make  the  provision 
of  such  notice  a  formal  legal  requirement. 

a   The  Reagan  Administration  has  signaled  its  support 
for  improved  due  process  protections  fn-r  _3jj|TTm"  rrp-^s  of 
business  information   Its  package  of  FOIA  amendments 
(H.R. 4805)  includes  proposals  similar  to  those  in  H.R.  2021. 
The  FOIA  bill  approved  by  the  Senate  Judiciary  Committee 
last  May  (S.I  730)  contained  substantially  similar  provisions. 

o  Further,  the  Office  of  Information  and  Privacy 
has  recently  issued  guidance  requesting  that  all  agencies 
issue  formal  regulations  to  improve  the  due  process  pro- 
tections for  submitters  of  business  information. 

Like  it  or  not,  it  is  apparent  that  the  FDA  will  eventually 
be  required  to  provide  greater  protections  to  submitters.   While  it 
is  not  possible  to  predict  when  this  requirement  will  be  imposed, 
there  is  no  reason  for  the  FDA  to  wait.   Improved  protection  for 

trade  secrets  is  clearly  needed  and  will  increase  confidence  in 
the  FDA  and  in  the  Freedom  of  Information  Act. 

We  urge  you  to  initiate  changes  in  the  FDA's  FOIA  regula- 
tions immediately. 

Sincerely, 


Thomas    N.\Kindness 
Ranking  Minority  Member 


GE/TNK:bg:em 
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.    .    twHMCNO,  t3.C.,  CHAi;^MAN 
CMtMLtM  UCC   MATHIAa.  J».,  MD.  JOSEPH  «.    SIOCN.  JK..  OCU 

PAUl    J-»jm  T.    NKV.  CDWAAO   M.    KCNNgOY.    MASS. 

orniN  a.  hatcm.  lttah  roscrt  c.  syrd.  w.  va. 

.  DOt*^  cy3l_£.    KANS.  HOWAHO    m.     MCTZCNBAUM.    OHIO 

ALjkN   .C.    aiMPQON.    WYO.  OK>4Nia    DCCONCINI,    ARIZ. 


cxARuxs  s.  aRAssixr.  lOWA  max  saucus.  MONT.  ^v»».*.i«w  ^mOHfHHiS  ^•aJUTiOUl 


CXARLXS   S.    CRASSlXr.    IOWA  MAX  SAUCUS.    MONT. 

jcRCMiAH  oc^^^oN.  ala.  howcli,  hc/un.  ala. 

ARIUX  SPCCTU.    PA. 

VtaTVM  OaVAf«  UOC   OSIP  < 


coMMrnxE  ON  the  juoiqary 

WASHINGTON.  O.C.    20SIO 


November  4,  1982 


Arthur  Hull  Hayes.  Jr.,  M.D. 
Connm's  signer 

Food  and  Drug  Administracion 
5600  Fishers  Lane 
Rockville,  MD  20857 

Dear  Dr.  Hayes: 

A  s£jious  problem  has  recently  been  brought  to  my  attention 
concerning" cne  tood  and  Drug  Administration's  handling  of 
Freedom  of  Information  Act  requests.   I  understand  that  on  - 
$e_yeral  occasions  within  the  last  year,  the  FDA  has  inadvertently 
rel.eased  nigniy~coTVfldenCtgt"'eoiTimprcial  and  trade  secret  in- 
formation to  persons  making  FOIA  requests.   Tha  information 
released  has  included  product  formula  and  manufactiuring  proces- 
ses which  fall  within  the  FOIA's  exemption  for  confidential 
and  trade  secret  information.   Companies  which  have  submitted 
this  information  to  the  FDA  have  claimed  that  these  inadvertent 
releases  have  caused  them  substantial  competitive  harm. 

It  is  my  understanding  that  the  agency,  when  informed  of 
these  inadvertent  releases,  acknowledged  that  the  releases 
were  mistakes,  and  on  at  least  one  occasion,  the  FDA  staff  was 
instructed  to  more  carefully  review  business  information  and 
more  carefxilly  delete  exempted  isaterial.   The  FDA  has  not  taken, 
however,  the  additional  step  of  establishing  procedures  to  notify 
the  submitter  of  information  prior  Co  its  release. 

You  may  be  aware  that  a  number  of  other  federal  agencies 
which  handle  a  great  volume  of  business  recorjs  which  have  been 
submitted  to  cfie  gove^Luiueuc  hdV6"  dduptga"  a  pr'e-release  noti- 
fication system.   While  the  FOIA  does  not,  of  course,  require 
such  pre-release  notification,  many  agencies  have  found  such 
procedures  useful  in  cutting  down  on  inadvertent  releases. 
For  that  reason,  my  colleagues  and  I  on  the  Senate  Judiciary 
Committee  have  recommended  to  the  full  Senate  that  the  FOIA 
be  amended  to  require  agencies  which  handle  confidential  com- 
mercial and  trade  secret  information  to  utilize  pre-release 
notification  procedures. 

While  I  am  hopeful  that  this  legislation  will  be  enacted 
in  cire  near  future ,  I  am  concerned  that  the  FDA  do  everything 
it  can  to  eliminate  inadvertent  release  of  material  which  is 
exempt  from  FOIA  disclosure.  Therefore  I  am  asking  if  you  might 
explore  adoption  by  the  FDA  of  regulations  prescribing  pre- 
release notification  procedtiras.   I  would  appreciate  your  views 
on  whether  such  procedures  could  cut  down  on  inadvertent  re- 
leases ,  whether  such  procedures  vould  materially  interfere 
with  the  FDA'.s  mandate  to  regulate  the  food,  drug,  and  medical 
device  indxis tries,  or  whether  such  grocedures  would  .substantially 
delay  the  FDA's  responses  to  t'DT&Zrequests.   Finally,  I  would 
like  to  know'~ift1ie  FDA  is  c^lrrently  considering  axLCh   regulations 
or  has  considered  them  at  some  earlier  time. 
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I  am  well  aware  chat  release  of  FDA  information  as  a 
result  of  FOIA  requests  has  resulted  in  greater  public  aware- 
ness of  unsafe  food  additives  and  harmful  drugs  and  medical 
devices.   While  I  believe  that  it  is  crucial  that  we  maintain 
strong  FOIA,  I  also  believe  that  the  inadvertent  release  of 
material  which  is  exempt  from  the  Act  threatens  to  shake  the 
public's  confidence  that  federal  agencies  can  fairly  and  pro- 
perly administer  this  law  which  has  become  a  cornerstone  of 
open  government. 

I  look  forward  to  hearing  your  views  on  these  important 
questions. 


/United  States  Senator 
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^tnUcb  Pieties  ^enaie 

COMMITTEE  ON  THE  JUDICIARY 
WASHINGTON.  D.C.  20S10 


m«OM  THUHMONO.  S.C«  CHAIRMAN 

CHARLXS  MoC   MATHIAS.  Jm..   MO.  JOSCPV*  m.  SIOt?>«.  JR..  OCl_ 

PAUL.  LJkXAI_T.  NCV.  ^WA«0  M.   KtNNCOY.   MASS. 

ORHIN   G.    match.   UTAH  ITOBCKT  C.    BYWO.   W.   VA. 

f*OBE/»T  OOl-E.   KA/4S.  HOWARD  M.   ME-TZCNBAUM.  OHIO 

"L-fcN   K-  SIMPSON.  WYO.  OCNNIS  Dcs::ONClNI.  AMIZ. 

JOHN   P     EJfcST.  N.C  PATRICK  J.   L£AHY,  VT. 

CHARI.E3  C  CRASSt-CY.  IOWA  MAX  SAUCUS.  MONT. 

JCnCMlA»  CCNTON.  AI_A.  HOWCLX.  HC^UN.  A1.A. 
W«l_eN  SPECTER.  PA. 


SUaCOMMlTTCK  ON   THK  CONSTITUTION 
ONRIN  O.   HATCH.   UTAH.   CHAIRMAN 
STROM    THURMOND.    S.C  004NIS  OlCONCINI.  ARiZ 

CMARLXS   C  CRASSLXY.  IOWA      PATRICK  J.  LIAHY.  VT. 

THOMAS  D.  PAMRY.  CHICT  COUNsG.  AMO  STAFW  OlRCCTOR 
STTPHSN   J.    MAAKMAM.    OCMSRAL  COUNSIL 


November  8,  1982 


Arthur  Hull  Hayes,  Jr.,  M.D. 

Commissioner 

Food  and  Drug  Administration 

S600  Fishers  Lane 

Rockville,  Maryland   208S7 

Dear  Dr.  Hayes: 

From  time  to  time,  FDA  has  inadvertently  released  highly 
sensitive,  confidential  and  trade  secret  information  to  requestors 
under  the  Freedom  of  Information  Act.   Information  such  as  product 
formulae  and  manufacturing  processes  have  been  released  even 
though  they  are  clearly  within  the  Act's  exemption  for  confiden- 
tial and  trade  secret  information. 

Although  the  Agency  has  subsequently  acknowledged  these 
releases  as  mistakes  and  the  FDA  staff  has  been  admonished  to  be 
more  careful  in  the  future,  we  do  not  believe  this  satisfactorily 
addresses  the  underlying  problem.   That  mistakes  continue  to  recur 
points  out  a  fundamental  deficiency  in  the  FDA  Freedom  of  Informa- 
tion Act  procedures:   the  FDA  does  not  now  notify  submitters  of 
Confidential  and  trade  secret  information  before  releasing  such 
information;  nor  does  it  provide  the  submitter  an  opportunity  to 
review  the  material  prior  to  a  release   decision.   The  sole  pro- 
vision for  pre-release  notification  in  the  FDA  regulations  requires 
the  Agency  to  consult  with  a  submitter  of  information  prior  to 
disclosure  only  when  the  confidentiality  of  such  data  is  uncertain. 
Since  the  standard  for  confidentiality  of  trade  secret  and  sensi- 
tive business  information  is  vague  and  subject  to  variable  inter- 
pretation, this  is  not  sufficient  to  prevent  release  of  protectible 
private  information. 

As  chairman  and  ranking  minority  member  of  the  Senate  Sub- 
committee with  legislative  jurisdiction  over  the  Act,  we  respect- 
fully suggest  that  FDA  amend  its  regulations  to  prevent  further 
inadvertent  releases  of  this  type  of  information.   The  regulations 
should  provide  that  submitters  of  information  will  be  notified 
about  the  prospective  release  of  information  submitted  by  them 
before  such  information  is  released.   The  submitter  should  have 
the  burden  upon  agency  access  to  the  information  to  designate  it 
as  confidential,  if  confidentiality  is  claimed.   The  Agency 
should  then  give  the  submitter  the  opportunity  to  examine  all 
designated  information  prior  to  release.   This  is  necessary  to 
assure  that  legitimately  confidential  information  is  not  inadver- 
tently mixed  with  nonconfidential  information.   The  submitter  will 
then  have  the  opportunity  to  make  certain  that  no  trade  secret 
data  is  inadvertently  mixed  with  releasable  information  as  has 
occurred  in  the  past. 

* 

A  number  of  Federal  agencies  have  already  established  pro- 
cedures with  respect  to  pre-release  notification.   Among  them  are 
the  Department  of  Defense,  the  Department  of  Transportation  and 
the  Federal  Emergency  Management  Agency.   Such  pre-notification 
procedures  have  worked  well.   In  fact,  such  procedures  are  so 
desirable  that  they  will  probably  be  part  of  any  Freedom  of 
Information  Act  amendment  adopted  by  Congress. 
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Inadvertent  release  of  trade  secret  information  undermines 
the  Freedom  of  Information  Act  as  well  as  confidence  in  the  FDA. 
Companies  and  individuals  that  submit  valuable  trade  secret  data 
to  FDA  have  a  right  to  be  protected  against  release  of  such  infor- 
mation.  Pre-release  notification  and  review  by  submitters  appro- 
priately balances  the  public's  right  of  access  to  non-confidential 
information  with  the  submitter's  right  to  protect  legitimate  trade 
secret  data. 

We  urge  your  prompt  attention  to  this  matter  through  an 
appropriate  modification  of  FDA's  FOIA  regulations. 

Sincerely, 

Dennis  DeConcini  Orrin  G.  Hatch 

United  States  Senator  United  States  Senator 
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Chart  C  -  Number  of  Requests  and  Notifications  by 
Action  Office  -  Sample  Extrapolated  to  Total  Population 


SAMPLE 


Action 
Office 

Number  of 
Requests 
Requiring 
Notification 
(242   Total) 

%  of   Requests 

Requiring 

Notification 

Actual 

Number  of 

Notifications 

Which  Would 

Have  Been  Required 

(319   Total) 

%  of   Actual 
Number   of 
Notifications 
Which  Would 
Have  Been 
Required 

1.    HFR  - 
Field 

83 

34.3% 

86 

27.0% 

2.    HFK  - 
(NCDRH 
devices) 

53 

21.9% 

90 

28.2% 

3.    HFD  - 
(NCDB 
drugs) 

52 

21.5% 

70 

21.9% 

A.    HFF  - 
(BF) 

14 

5.8% 

15 

4.7% 

5.   Other  - 
(OC  - 
Other 
Bureaus 
and   11 
Combination 
Referrals       40 

16.5% 

58 

18.2% 

ESTIMATES  FOR  TOTAL  POPULATION 


Action  Offices 


Number  of  Requests 
Requiring  Notification 
(12,033  Total)* 


Number  of  Total 
Notifications  Required 
(16,982  Total)* 


1.  HFR 

2.  HFK 

3.  HFD 

4.  HFF 

5.  Other 


4127 

2635 

2587 

698 

1986 


4585 
4789 
3719 
798 
3091 


*Error  rate  for  this  substratum  of  the  sample  at  a  99%  confidence  level  would 
be  plus  or  minus  12.5%. 
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ATTACHMENT   D 


WHO  CO^(PLIES  WITH  WHAT  GUIDELINES? 


Current   Guidelines   Ci-arly 

Current  Guidelines   Clearly  Require   Notifications   for 

Require   Notifications   for  Submitted   and  Agency-Generated 

Type   of   Procedures                   Submitted   Records   (as   per  Records    that   May  Contain   Business 

Used   by  Agencies                Justice   Dept .   MinlmuJi  Guidelines)  Information   (i.e.    Hatch  Amendments) 

Type   1                                                                 Yes  More  agency-generated   records 

(EPA)  nay   require   notification 

Type   2 

(DOD,   NRC)                                                         Yes  More   agency-generated   records. 

may   require  notification 

(DOT)                                                                 For  Contracts  No 

Type   3 

(NIH)                                                                    Yes  More   agency-generated   records 

may  require   notification 

(FSIS)                                                                      No  No 

Type   4                                                                 Yes  Yes 
(CPSC,    FTC) 

Type    5                                                                 No  No 
(NHTSA,    OSHA) 

Others                                                                 No  No 
(FCC,    USDA) 

FDA         .                                                            For   Contracts  No 
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ATTACHMENT  E 
WHAT  DO  OTHER  AGENCIES  DO? 

A-   Types  of  Pre-Dlsclo8ure  Notification  Procedures 

1.  Type  1-   Submitter  Designates  Material  as  Confidential  at  Time 

of  Submission  (EPA) 

.o     Submitter  designates  materi<il   as    confidential   at 
time   of   submission 

o      (Agency   reviews   claim  on   submission   immediately) 

o  Agency  receives  a  request  for  submitted  records 

o   (Agency  reviews  claim  on  submission) 

o     Agency   notifies   submitter   of   request   for   records   and   of 
opportunity   to   submit   a   confidentiality   claim   to    the 
agency   (If   agency  has   reviewed   the   claim  already, 
agency   notifies   submitter   of   what   agency   intends 
to  release,    and    submitter  comments   on  agency's   initial 
confidentially  determination) 

o  Submitter  notifies  agency  of  confidentiality 
claims  and  provides  rationale  for  not  releasing 
records  or  portions  of  records 

o  Agency  reviews  claims  and  negotiates  differences  with 
submitter 

o  Agency  makes  final  determination  on  what  to  release 

o     Agency   notifies   submitter 

2.  Type  2:   Submitter  Designates  Material  as  Confidential  at  Time 

of  Request  (DOD,  DOT,  NRC) 

o     Agency   receives   submitted   records 

o     Agency    receives    request    for    records 

o     Agency  notifies   submitter   of   request   for   records 

and   of   opportunity   to    submit   a  confidentiality   claim 
to    the   agency 

o     Submitter   notifies   agency  of  confidentiality  claim 
and   provides   rationale   for  not   releasing   records 
or   portions   of    records 

o     Agency   reviews   claims   and  negotiates   differences   with 
submitter 

o     Agency  makes  final  determination  on  what   to  release 

o     Agency   notifies   submitter 

3.  Type   3:      Submitter  Designates  Material   as   Confidential   After 

Agency    Identifies   What   Will    Be    Purged    (NIH,    FSIS) 

o     Agency   receives   submitted   records 

o     Agency   receives   request   for  records 

o     Agency  reviews   records  and  makes  initial  determina- 
tion about  what   is   confidential 

o     Agency  notifies   submitter   of   request,    of   agency's 
initial  confldentlalty  determination,    and   of 
opportunity   to  comment   on  agency's   determination 

o     Submitter   comments   on  agency's   initial  determination 
and   provides   rationale   for  any  differences 
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o  Agency  reviews  submitter's  comments  and  negotiates 
differences  with  submitter 

o  Agency  makes  final  determination  on  what  to  release 

o  Agency  notifies  submitter 

A.   Type  4:   Notification  for  Both  Submitted  Records  and  Agency 
Generated  Records  (CPSC*,  FTC) 

o  Agency  receives  submitted  records  or  generates  records 

o  Agency  receives  request  for  submitted  or 
generated  records 

o  Agency  notifies  submitter  or  subject  firm  of  request 
for  records  and  of  opportunity  to  make  confidentiality 
claim*  to  the  agency 

o   Submitter  notifies  agency  of  confidentiality  claims 
and  provides  rationale  for  not  releasing  records 
or  portions  of  records 

o   Agency  reviews  claims  and  negotiates  differences  with 
submitter 

o  Agency  makes  a  final  determination  on  what  is  to 
be  released 

o   Agency  notifies  submitter  \ 


B.   Related  Procedures 

1.   Type  5:   Confidentiality  Issues  Are  Resolved-No  Notification 
(NHTSA,  OSHA) 

o   At  time  of  submission  or  generation  of  records,  Agency  and  submitter 
or  firm  determine  what  portions  of  records  are  confidential 

0  Agency  receives  a  request  for  records 

o  Agency  releases  records  as  predetermined  and  does  not  notify  submitter 
of  firm  of  request 


*In  the  Consumer  Product  Safety  Commission  (CPSC),  the  submitter  or  subject 
firm  also  make  claims  for  accuracy  of  the  records  before  release 
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ATTACHMENT  G 


DEPARTMENT  OF  HEALTH  &  HUMAN  SERVICES 


ZTz?  Memorandum 


Date 


JAN  2 11933 


From    Associate  Commissioner  for  Legislation  and  Info'nnatlon 

Food  and  Drug  Administration 
Sub|«ct   Anniial  Report  to  Congress  on  the  Freedom  of  Information  Act,  1982 

To      Russell  M.  Roberts 

Director,  Freedom  of  Information/Privacy  Division 
DHHS 

In  response  to  your  memorandum  dated  November  15,  1982,  I  am  attaching 
the  Food  and  Drug  Administration's  Freedom  of  Information  Annual  Report 
for  1982.. 

Robert  C.  Wetherell,  Jr 
Attachment 

FREE3XM  CF  INfX>BMATICN  flCl'IVlTliS  ANNUAL  REPORT 
Report  prepared  by:     Walter  W.  Crawley,  Jr. 


Title         Consumer  Safety  Officer 


Agency         Food  and  Drug  Administration 


Tel^hone     4&3-6310 


I.  Total  nunber  of  FOIA  requests  received: 

II.  Total  fees  collected: 
Itotal  fees  chargeable: 

■total  number  of  requests  for  waiver  of  fees: 

(a)  Number  granted  276 

(b)  Nunter  denied  0 


34.379 

S185,690 

4141,825 

276 

AiiDunt 

S6,133 

Anount 

U 

386 

III.  Ibtal  nutnber  of  initial  denials: 

(a)  NLmber  of  times  the  follcwing  exenptions  under  552(b)  were  used: 
(Total  nxjraber  of  denials  will  not  natch  total  nunber  of  exaup Lions 
because  sane  i^p^-iai  letters  cite  nore  than  one  exeniption. ) 

(1)      0 

(2) 


(3)  J 18  O.S.C.  701 

(4)  182 Cite  Exaiption  3  statute  (s)  used 

(5)  42 ; Other 

'^'  S 21  C7R  331(j)       86 


18  D.S.C.  1905  86 

(b)  N\irber  of  times  other  authorities  were  cited: 


(1)  Non-possession  of  records  0 

(2)  Inadequate  identification  o 

(3)  Refusal  to  pay  reasonable  fee  ■  o~ 


IV.   Persons  responsible  for  initial  denial  of  records: 
(Attach  list,  if  necessary) 
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Hare  Uavne  t.   ''Ines      (January  through  Hay   1982) 

TiUe  Associate   Commissioner   for   Public   Affairs 

Nuitoer  of  tijnes  autiiDraty  exercised 


161 


sane     Robert  C.  Wetherell.  Jr.    (June  through  December  1982 
Title i..nrlAfe  Commissioner  for  Legislation  and  Information 


225 


Title    Assc 

Number  of  tiJiES  authority  exercised 

Itotal  nun-ter  of  instances  where  requester  was  notified 
of  extension  of  the  statutory  10-day  tijits  limit:     _ 


Reason  for  extensions:  

(1)  Need  to  search  for  and  collect  records  frcn 
facilities  other  than  office  processing  request: _ 

(2)  Need  to  seardi  for,  collect  and  examine  a 
voliininous  airount  of  records: 

(3)  Need  for  consultation  with  other  offices 
or  agencies: 


The  cost  for  adminlsterlnR  requests  is  based  on  the  reporting  format 
devised  by  the  Department  for  1982.  This  cost  is  $3,505,770  without 
fringe  benefits. 

The  total  cost  is  $4,728,575  which  includes  fringe  benefits  and  operating 
cost. 

Attachments  A  and  B  are  the  breakdown  charts  for  personpower  specifically 
expended  on  processing  requests  which  include  staff-years  and  salaries 
without  fringe  benefits. 

Attachments  C  and  D  include  fringe  benefits  and  operating  cost. 

VI.   Costs  of  Processing  Requests  HOURS 

« 

A.      Staff  Costs    (Formula:   Total    cost   of  time   spent   by 

each   employee-- inc  1  ml  illy;   i:  I  eiic.i  1  ?;- -  liivo  Iveil    in   catli 
request    x    their   hourly   w;ir.c) 


to      roi   Statf: 

(2)  Program  Staff: 

(3)  General  Counsel  Staff: 

B.  Other  Processing  Costs 

(1)  Copyinu  Records  (Formula:  104  per  page  fnv 
ALL  copies  roaUe--thi.s  mcluJcs  operator  time): 

(2)  Production  of  computer-based  data:   (equipment) 

(3)  Mailing  cost s--posta£;e  (20«  per  ounce); 
Return  Receipt  Requested=75<  ♦  postaRc; 

7  pages  =  l  o:.;  100  pascs=l&  oi.;  g'-i  x  12!i 
brown  franked  envelope  ♦  3  pages=l  o;. ; 
»5  Jiffy  «nR=4  o;.;  »7  .U  f  fy  iJag=5  01. 


224,700 
0 


1750 


HOURS 


COSTS 


53,078,99 

0 

S39.967 

COSTS 
$276,269 

$5,443 

$82,510 


SUIcrOTAL: 


226,450 


$3,483,18- 
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Otlier   Costs    in   AJmi  nist  u-r  i  i>u    thJ    HOIA  L'°l!iii  "    ^2^11 

\,\)      Develoiiment  of   Polic)-   and   Procedures: 

(a)   Formulation  of  Policv: 

(ficctinv;s   with    101.    OCC   f,   proRrnm   sTalf^  250 .iAj°2iL 


(b)   Kci;ul.i'.  luns  (writmi;  (>    rcvicwj: 


(.2)   Training: 

(aO   Instructors  and  traincL's: 

(b)  Attendant  travel  expenses: 

(Per  diciii,  lodging,  transportation) 

(c)  Reference  materials: 
(Subscriptions,  DOJ  Case  List,  tic.) 

(3)   Printing  costs: 

(Implement  ing  rc^^u  lations  ,  m.Tnuals,  etc.) 


(4)   Staff  cost  of  preparing  this  rc[)ort: 


40  S800 


2,872 


80 

3 

462 

229,892 

(c)      Manuals    r,    j'.uidelincs    (writing    5    rcviCw):  ^°° 'J'^  ,000 


1  ,282 


2,048 


SI, 920 


S11RT0T\L;  3. ^^2  ^^.^^^ 

TCTAl.;  229,892  53,505,77 
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ATTACHMENT  H 


FOl  REQUEST  DENIALS  AND  APPEALS 


#  of 

it   of  Initial 

X   of  Initial 

i?  of 

%  of 

Agency 

Requests 
7,208 

Denials 

Denials 

Appeals 
31 

Appeals 

EPA 

798 

11.1% 

0.43% 

FTC 

1,251 

588 

47% 

109 

8.7% 

DOD 

64,676 

12,432 

19.22% 

526 

.31% 

DOT 

300-400 

132 

37.7% 

4 

1.1% 

USDA 

3,000 
(estimate) 

1,259 

41.9% 

120 

4Z 

N-IH 

1,412 

21 

1.5% 

2 

.15% 

CPSC 

9,250 

227 

2.5% 

37 

0.4% 

NKTSA 

800 

114 

14.3% 

UK 

UK 

OSHA 

6,000 
(estimate) 

1,071 

17.8% 

UK 

UK 

FCC 

255 

125 

49% 

21 

9.3% 

FDA 

33,179 

440 

1.3% 

30 

.09% 

369 


^B  V        THE    PROCTER    &    GAMBLE    COMPANY 


lEGAL   DIVISION  P   O    BOX   599         CINCINNAII.  OHIO     45201 

July  12,  1983 


Ms.  Claire  Del  Real 

Acting  Assistant  Secretary  for  Public  Affairs 
Deparcnient  of  Health  &  Human  Services 
Washington,  D.C.   20201 

Re:   GMA  Petition,  Freedom  of  Information  Policy 

Dear  Ms.  Del  Real: 

The  Grocery  Manufacturers  of  America  (GMA)  has  shared  with  me  a  copy  of  your 
letter  of  June  27,  responding  to  the  GMA's  petition  regarding  a 
Department-wide  policy  on  confidential  commercial  information  disclosure.   I 
want  to  encourage  the  rapid  conclusion  of  the  rulemaking  changes  which  your 
letter  mentions.   Such  a  change  is  timely,  necessary,  and  should  accord  fully 
with  the  Administration's  position.   The  Administration  has  worked  toward 
decreasing  the  conimercial  espionage  abuses  with  which  the  generally 
commendable  Freedom  of  Information  Act  has  become  associated.   It  is  time  for 
the  Department  to  follow  that  policy  lead  rather  than  to  oppose  that  policy. 

While  I  am  encouraged  by  your  letter,  I  would  like  to  point  out  that  the  FDA 
study  cited  in  the  letter  at  paragraph  4  is  not  as  useful  a  document  as  FDA 
would  suggest.   The  deficient  aspects  of  exaggerated  numbers  were  pointed  out 
to  the  Associate  Commissioner  for  Legislation  and  Information  on  March  16, 
before  the  study  was  completed,  but  were  not  remedied.   FDA  has  split  this 
aspect  of  administrative  fairness  in  two:   one  aspect  in  which  it  will  comply 
with  the  rest  of  HHS  on  pre-disclosure  notification,  for  contractors,  and 
another  aspect  in  which  FDA  stands  virtually  alone,  in  refusing  pre-disclosure 
notification  to  regulated  persons.   FDA's  refusal  stood  virtually  alone  among 
agencies,  in  the  1981-82  Administrative  Conference  study  of  commercial 
information  pre-discJosure  notifications  cited  in  the  petition. 

I  attach  a  more  detailed  discussion  of  the  flaws  in  the  FDA  study.   I  regret 
the  delay  in  making  this  critique,  but  FDA  refused  to  disclose  the  study 
documents  when  they  were  requested  in  March.   The  analysis  would  have  been 
available  at  the  time  FDA  first  issued  its  wide  public  announcement  of  the 
findings  of  the  flawed  report,  but  for  the  need  to  appeal  to  Secretary  Brandt 
from  an  unreasonable  denial  of  access,  and  to  wait  (far  longer  than  the 
request  and  appeal  deadlines)  to  obtain  a  disclosure  decision.   Because  the 
papers  have  only  recently  been  available  to  non-FDA  people,  I  encourage  you  to 
have  a  staff  member  obtain  the  same  raw  material  documents  and  form  your  own 
statistical  conclusion  about  FDA's  rather  unusual  assertions  of  cost.   It  is 
my  judgment,  as  author  of  a  textbook  and  numerous  articles  on  this  topic,  that 
FDA's  study  produced  a  doubtful  representation  of  the  probable  results  of 
changing  FDA  practices.   The  Department  should  not  take  the  FDA  study  into 
account  in  rulemaking  without  cautious  reappraisal  of  its  methods  and  findings. 

On  the  overall  issue  of  rulemaking,  I  support  the  GMA's  recommendations  and 
continue  to  believe  that  notification  is  an  appropriate  and  efficient  means  by 
which  responsible  government  agencies  should  share  information  about  pending 
legal  decisions  before  adverse  decisions  are  made.   I  am  pleased  that  the 
Administration  agrees. 

Perhaps  the  best  accommodation  of  FDA's  concerns  with  those  of  the  regulated 
community  may  be  the  statement  in  rulemaking  proceedings  of  the  classes  of 
lists  and  published  material  which  are  deemed  to  be  statutorily  required 
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disclosures,  for  which  notifications  will  not  be  given.   This  was  the 
Administration's  position  In  the  1981  legislation  and,  to  my  knowledge, 
continues  to  reflect  the  position  of  the  government  on  S.  774,  the  Freedom  of 
Information  Reform  Act.   In  the  interim  until  the  law  is  amended,  classes  can 
continue  to  be  used  as  a  basis  for  notification  or  non-notification.   But  in 
any  event,  FDA's  picture  of  the  future  is  clouded  by  its  Intended  obfuscatlon 
of  the  statistics. 

A  copy  of  the  critique  document  is  attached  for  your  Interest.   Thank  you  for 
allowing  these  comments  to  be  considered. 


Sincerely, 


(James  T.   O'ReilJ 

Senior  Counsel/ 

Food,  Drug  &  Product  Safety 


JTO:mls 

3836C 

Attachment 


COMMENTARY  -  FDA  PREDI SCLOSURE  STUDY 


The  FDA  "Final  Report:  FOI  Predisclosure  Notification  Study"  takes  the 
position  that  FDA  will  incur  excessive  costs  from  the  notification  to  affected 
firms  of  the  pending  disclosure  by  FDA  of  information  relating  to  those  firms. 
The  study  is  built  on  a  score  sheet  which  graded  each  randomly  selected  file 
in  a  sample.  It  was  concluded  that  242  notifications  would  be  needed  in  700 
request  files. 

After  a  denial  of  access,  an  appeal,  and  a  waiting  time  of  three  months, 
FDA  chose  to  finally  release  the  raw  dociiments  from  which  its  sample  of  700 
was  scored  and  from  which  its  conclusions  were  drawn. 

It  is  appropriate  for  the  firms  which  will  receive  notification  under  the 
Administration's  predisclosure  notification  policy,  to  examine  the  FDA  arguments 
against  that  notification  in  light  of  the  question  --  when  notification  arrives 
at  the  firm,  will  it  make  any  difference  to  the  recipient  that  the  document  is 
disclosable?  This  is  the  key  determinant  of  FDA  transaction  costs  on  followup. 

The  recipient  of  notification  is  indicated  on  each  of  the  forms  which  FDA 
scored  as  being  "notification  required".  Leaving  out  of  the  review  the  government 
agencies  and  the  individual  FDA  employee  who  were  counted  as  potential  recipients, 
each  of  the  company  names  listed  on  the  line  "Names  of  Companies  to  be  Notified" 
were  examined.   The  type  of  document  to  be  disclosed,  also  listed  on  the  form,  was 
noted. 

FDA  concluded  that  242  notifications  would  be  made.  A  review  from  the 
recipient's  point  of  view  suggests  that  121,  or  50%,  would  be  likely  to  be  of 
any  use  to  the  recipient.  The  121  includes  inspection  reports  of  commercial 
firms  (98) ,  inspection  reports  of  noncommercial/noninstitutional  entities  (5) , 
minutes  of  meetings  between  commercial  firms  and  FDA  (7) ,  export  petitions  (4) , 
product  analysis  reports  (3) ,  drug  experience  reports  (3)  and  valve  information 
for  a  prosthetic  valve  (1) . 

Among  the  others  which  FDA  included  are  documents  which  have  routinely 
been  disclosed  and  about  which  there  is  little  or  no  continuing  expectation 
about  confidentiality.  This  includes  the  summary  basis  of  approval  for  drugs 
and  the  comparable  510  (k)  premarket  notices  for  devices,  regulatory  letters, 
food  additive  petitions  and  product  approval  letters. 
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It  is  in  the  category  of  expectations  of  confidentiality  that  the  rigidity 
of  the  FDA  study  seems  ill  suited  to  real  world  settings.  A  firm  which  gets  a 
notification  that  FDA  will  release  a  DESI  report  has  already  read  the  DESI  report 
when  it  appeared  in  the  Federal  Register.  A  firm  which  gets  notice  of  a  regulatory 
letter  already  knows  that  it  is  on  display  in  the  Dockets  Management  Branch  and 
is  published  weekly  in  several  newsletters. 

One  of  the  cost  elements  which  therefore  seems  out  of  line  is  FDA's  expected 
administrative  cost  for  reviewing  the  responses  and  making  determinations.  If  the 
FDA  study  estimated  121  disagreements  (page  25,  item  5  line  4)  and  the  actual 
number  is  significantly  less  than  that  —  a  conclusion  which  nine  years  of 
reading  disclosed  documents  suggests  to  me  —  then  the  costs  of  the  agency's 
administrative  time  for  followup  to  notifications  will  be  perhaps  half  of  the 
followup  costs  suggested  in  the  report. 

Though  the  discussion  in  the  FDA  report  is  very  useful  in  its  thoughtful 
examination  of  options,  the  premise  on  which  it  is  based  is  that  the  agency 
will  not  get  additional  administrative  resources  for  Freedom  of  Information 
Act  work  and  therefore  cannot  handle  additional  efforts,  at  whichever  of  the 
optional  scales  of  effort  the  legislation  may  require.  The  second  premise  is 
that  the  notifications  will  generate  1.35  person-years  per  100  disagreements. 
As  to  the  first,  no  one  outside  the  FDA  budget  office  knows  the  history  of 
FDA's  requests  for  the  people  necessary  to  serve  the  important  FOI  release 
function.  It  may  be  that  the  Appropriations  Subcommittees  would  view  enhanced 
protection  of  commercial  confidential  information  under  S.  774  as  a  valuable 
justification  for  the  additional  people  who  will  be  rec[uested  by  FDA.  As  to 
the  second,  the  extent  of  disagreements  usually  is  limited  to  a  small  fraction 
of  the  documents.  An  example  is  an  establishment  inspection  report  (EIR)  which 
covers  a  one-day  cosmetics  plant  inspection.  The  EIR  generally  is  purged  of  the 
obviously  confidential  aspects  such  as  a  new  product's  identity  or  a  volume 
of  raw  material  used,  before  the  FDA  considers  disclosure.  At  that  point  the 
person  receiving  the  notification  could,  if  notification  were  given,  object  to 
release  of  one  paragraph  describing  a  manufacturing  process.  The  communication 
of  why  that  process  detail  should  be  confidential  would  be  relatively  easy  to 
use  as  a  basis  for  a  disclosure/nondisclosure  decision.  Of  course,  if  the 
requester  still  insists  after  receiving  the  purged  copy,  there  may  be  one  of 
the  rare  cases  in  which  FDA  gets  into  a  trade  secret  pro-disclosure  suit  brought 
by  a  requester.  Usually,  the  disagreement  is  over  a  small  item,  the  consideration 
given  the  disagreement  is  brief,  and  the  decision  is  not  appealed  or  litigated. 
So  the  second  premise  appears  to  over-staff  the  projected  workload. 

One  of  the  factors  to  which  FDA  could  profitably  direct  its  attention 
is  the  streamlining  of  notification  costs.  The  $10.60  transaction  costs  seem 
high  (page  25  item  3)  for  such  a  standard  form  mailing  system.  To  our  knowledge 
the  notification  system  costs  for  the  Consumer  Product  Safety  Commission  have 
not  been  that  high,  and  CPSC's  administrative  overhead  budget  is  very  much  less 
than  the  FDA's  administrative  budget. 

Because  the  FDA  disclosure  problem  has  most  frequently  involved  the 
field's  handling  of  establishment  inspection  reports  and  the  bureaus'  handling 
of  new  product  releases,  it  may  be  best  for  the  agency  to  adopt  a  short-term 
experiment  with  notification  on  those  two  classes  of  documents.  If  the  costs  of 
mailing  and  following  up  on  the  standard  form  notifications  are  reasonable,  as 
they  may  well  be,  then  the  applied  experience  will  be  of  much  greater  value  to 
FDA  than  this  survey. 

Attached  are  two  comparative  pages  examining  the  larger  classes  of 
documents  at  issue,  and  the  unusual  cases.  Note  that  under  present  law  the  FDA 
can,  as  EPA  does,  allow  for  general  disclosure  of  types  of  documents  with 
special  claims  for  special  circumstances.  This  is  the  agency's  approach  to  such 
items  as  summary  basis  of  approval  docxanents .   Until  S.  774  is  enacted,  it  may 
be  fruitful  for  the  agency  to  consider  a  voluntary  general  notification  prior  to 
disclosure,  except  in  the  classes  already  known  to  be  disclosable.  This  chart 
suggests  that  the  agency's  current  costs  for  such  a  notification  program  would 
probably  not  be  anywhere  near  the  estimates  which  the  study  offers  at  page  25, 
if  the  class  non-notification  approach  were  undertaken. 
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Unusual  Cases  In  l-Jhich  Notification  Would  Be  Made,  According  to 

FDA's  Reporting  Forms 

(Counted  in  the  FDA  Survey  as  Notifications) 


Document 

Contract  with  NAS-NRC 
Drug  Experience  Reports 


Contractors '  files  of 
contracts  with  FDA 


Product  analysis  after 


File 

28297 
3  files 

5  files 


Complaint 

3  files 

Recall  Notification 

3  files 

Valve  information  for 

prosthetic  valve 

19220 

DESI  Report  on  drug 

1  file 

Export  petitions 

4  files 

Color  additive  submission 

by  trade  association 

01670 

Would  Notification 
Have  Been  Expected  or 
Productive  for  the 
Recipient? 

No,  NAS  is  noncommercial 

3d  party  notice  to  FDA  is 
routinely  disclosed  as  a 
public  file  item 

FDA  follows  HHS  policy  of 
notification  to  contractors 
(R.  Roberts  to  Admin.  Conf., 
1981  HHS  submission) 


Yes,  statutory  right  to 
disclosure  of  some  analyses 
and  these  are  often  used  in 
litigation  settings 

Yes,  commercial  data  inc. 
valuable  customer  lists  are 
sometimes  included. 


Yes,  if  commercially  useful 

No,  usually  are  Federal  Reg. 
reprints  of  DESI  notices 

Yes,  can  be  sensitive  in 
international  trade  context 

Intended  to  be  disclosed,  and 

FDA  routinely  treats  Color 

Add.  Petns.  as  fully  disclosable 


Dr.  Wolf.  According  to  FDA,  the  extra  personnel  would  have  to 
come  from  scientific,  regulatory,  and  other  areas  for  these  40  to  110 
extra  person-years.  Aside  from  an  extra,  very  expensive  and  waste- 
ful burden  on  the  FDA  and  other  agencies,  the  predisclosure  notifi- 
cation will  also  clearly  delay  disclosure  of  important  information  to 
the  public. 

For  example,  had  these  automatic  notice  and  comment  proce- 
dures been  in  effect,  the  Public  Citizen  Health  Research  Group 
would  not  have  been  able  to  obtain  prompt  disclosure  of  adverse  re- 
action data  on  Oraflex,  a  drug  that  had  been  approved  for  treat- 
ment of  arthritis  but  was  recently  removed  from  the  market  when 
information  obtained  from  the  FDA  linked  the  drug  to  severe  liver 
damage,  including  dozens  of  deaths. 

Although  the  adverse  reaction  data  was  marked  "trade  secret" 
or  "confidential" — this  is  exhibit  C  now — by  the  manufacturer,  Eli 
Lilly,  this  kind  of  information  is  of  absolutely  no  competitive  value 
and  there  is  no  basis  for  allowing  the  company  to  hold  up  the  agen- 
cy's disclosure  of  information  of  tremendous  and  potentially  lifesav- 
ing  value  to  the  public,  pending  lengthy  administrative  and  judicial 
proceedings. 
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In  fact,  this  is  in  a  category  of  information  that  is  routinely  dis- 
closed by  the  agency;  namely,  adverse  reaction  data  on  drugs,  once 
they  are  approved. 

Another  example  of  the  frivolous  way  industry  abuses  the  claim 
of  confidentiality  can  be  seen  in  a  routine  summary  basis  of  ap- 
proval for  the  Cutter  Laboratories  sterile  water  for  irrigation,  as 
for  irrigation  of  wounds. 

The  final  approved  labeling  for  the  product,  which  we  enclose  as 
exhibit  D,  is  stamped  "confidential,"  and  I  am  told  by  FDA  person- 
nel that  there  are  large  numbers  of  other  examples  of  clearly  dis- 
closable  information  which  companies  stamp  "confidential"  and 
which  might,  if  some  of  the  provisions  that  are  proposed  go 
through,  kick  off  a  series  of  administrative  proceedings  and  paper- 
work. 

Last,  alternative  remedies:  any  legitimate  purpose  of  the  predis- 
closure  notification  provision  can  be  accomplished  as  a  much  sim- 
pler, less  expensive  way  than  that  which  has  been  proposed.  We  do 
not  believe  that  the  kind  of  increase  in  administrative  costs  which 
would  follow  the  enactment  of  this  amendment  is  warranted,  par- 
ticularly in  light  of  the  current  emphasis  on  cutting  back  regulato- 
ry budgets. 

In  any  event,  it  is  absolutely  crucial  that  this  committee  commis- 
sion a  study  of  the  administrative  costs  entailed  beyond  just  the 
Food  and  Drug  Administration  or,  at  the  very  least,  solicit  com- 
ments from  a  wide  variety  of  agency  FOIA  officers  on  this  issue, 
including  estimates  of  current  expenses  at  agencies  which  already 
have  such  procedures  such  as  this,  before  such  provisions  are  en- 
acted into  law. 

The  less  complicated  alternative,  which  has  worked  very  well  at 
the  FDA,  would  be  for  the  committee  to  delete  all  of  the  present 
language  concerning  predisclosure  notification  and  adopt  language 
similar  to  the  freedom  of  information  regulations  that  the  FDA 
currently  has,  with  modifications,  which  would  require  agencies  to 
consult  with  submitters  only  in  those  circumstances  where  there  is 
a  close  call  as  to  whether  information  should  be  disclosed. 

I  am  told  that  this  provision,  which  is  section  4.45,  and  the  right 
to  go  to  court,  4.46,  have  worked  very  well  during  the  half  a  dozen 
years  in  which  they  have  been  in  effect.  As  mentioned  by  Joan 
Claybrook  previously,  whenever  there  is  any  reasonable  doubt  as  to 
whether  or  not  there  really  are  legitimate  grounds  for  disclosure, 
the  agency  errs  on  the  side  of  caution  and  does  go  to  the  company 
that  has  submitted  the  data  for  consultation  by  phone  and  in  writ- 
ing. 

Thank  you.  That  concludes  our  testimony. 

[The  prepared  statement  of  Joan  Claybrook  follows:] 
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Prepared  Statement  of  Joan  Claybrook 

Thank  you  for  the  Invitation  to  appear  before  the  Sub- 
committee this  morning  to  discuss  proposed  amendments  to  the 
Freedom  of  Information  Act.   Public  Citizen  has  found  the  FOIA 
to  be  the  single  most  effective  tool  for  holding  the  government 
accountable  to  the  people,  for  disclosing  government  waste  and 
inefficiency,  and  for  keeping  the  public  Informed  on  important 
health  and  safety  matters.   We  use  the  FOIA,  almost  on  a  daily 
basis,  to  gain  access  to  information  needed  to  monitor  the 
performance  of  our  government  agencies  and  to  petition  agencies 
to  carry  out  their  statutory  responsibilities.   Without  this 
law,  with  its  mandatory  disclosure  requirements,  government 
agencies  would  refuse  to  disclose  embarrassing  or  controversial 
Inf orma  t ion. 

As  the  former  head  of  a  government  agency,  the  National 
Highway  Traffic  Safety  Administration,  I  know  that  the  FOIA  is 
also  vital  to  Informed  and  intelligent  decision-making.   Through 
the  FOIA,  the  public  and  press  are  able  to  assemble  data  demonstra- 
ting a  need  for  regulatory  or  enforcement  action  which  otherwise 
would  go  unheeded,  or,  at  best  reflect  only  the  concerns  of  the 
regulated  Industry  -  which  never  seems  to  lack  access  to  those 
in  power. 

We  have  carefully  reviewed  both  S.  774  and  S.  1034 
which  would  amend  the  Act  in  several  significant  respects. 
We  would  like  to  reserve  the  opportunity  to  supplement 
today's  statement  with  more  comprehensive  comments  on  all  of 
the  provisions  covered  by  the  bills,  and  to  suggest  specific 
drafting  changes  where  appr oprloa t e .   However,  there  are  a 
number  of  issues  we  have  focused  on  today,  because  we 
believe  they  go  to  the  heart  of  the  purpose  and  effective 
use  of  the  Act. 

Except  for  our  disagreement  concerning  the  advisability 
of  certain  aspects  of  the  business  confidentiality  provisions, 
which  I  will  turn  to  in  a  minute,  we  applaud  S.  1034, 
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Introduced  by  Senator  Leahy,  as  an  effort  to  significantly 
improve  the  FOIA,  by  strengthening  the  standards  for  waiving 
fees  which  can  be  a  barrier  to  using  the  Act;  addressing  the 
need  to  oversee  the  enactment  of  legislation  which  provides 
an  Independent  basis  for  withholding  agency  documents  under 
Exemption  3  of  the  Act,  which  allows  an  agency  to  withhold 
matters  specifically  exempted  from  disclosure  by  another 
statute;  and  recognizing  the  need  to  create  incentives  for 
agencies  to  meet  the  time  limits  of  the  Act. 


Fee  Waivers 

We  support  the  objectives  of  both  bills  to  recover  more  of 
the  actual  costs  of  processing  FOIA  requests  from  commercial 
users  of  the  Act,  whose  requests  are  said  to  account  for  85%  of 
the  government°s  caseload.   However,  it  is  absolutely  crucial  to 
couple  this  provision  with  a  strong  fee  waiver  provision,  to 
ensure  that  the  costs  of  administering  the  Act  cannot  be 
used  as  a  barrier  to  use  by  the  press,  public  interest 
representatives,  or  other  members  of  the  public  who  were 
intended  to  be  the  primary  beneficiaries  of  the  Act. 

Congress  added  the  current  fee  waiver  provision  in  1974 
to  facilitate  use  of  the  Act  by  the  press,  historians,  and 
public  Interest  requesters.   Unfortunately,  because  the 
current  standard  provides  for  the  exercise  of  broad  agency 
discretion  in  determining  when  "furnishing  the  information 
can  be  considered  as  primarily  benefitting  the  general 
public,"  5  U.S.C.  §  552(a)(4)(A),  we  have  found  that  agencies 
are  often  much  too  restrictive  in  granting  fee  waivers. 
This  Commlttee°s  Subcommittee  On  Admi ns 1 t r at i ve  Practice  and 
Procedure  came  to  the  same  conclusion  in  a  report  issued  in 
1980.   Report  on  Oversight  Hearings  By  The  Staff  Of  The 
Subcommittee  On  Administrative  Practice  And  Procedures  Of 
The  Senate  Committee  On  The  Judiciary,  Of  Information  Act, 
95th  Congress,  2d  Sess.  90  (March  1980). 


377 


The  Attorney  General's  recent  fee  waiver  policy  guidelines. 
Issued  on  January  7,  1983,  have  significantly  exacerbated 
this  problem  by  advising  agencies  to  conduct  a  stringent 
five-part  analysis  In  determining  whether  fees  should  be 
waived.   The  most  offensive  aspect  of  the  guidelines  is 
that,  rather  than  simply  focusing  on  the  nature  of  the 
requester,  e.g.,  journalist,  public  interest  group,  or  the 
nature  of  the  information  requested,  e.g.,  health  and  safety 
information,  evidence  of  government  waste,  the  guidelines 
Instruct  agencies  to  conduct  a  detailed  content  analysis, 
and  to  determine  whether  In  the  agency  s  view,  the  public 
has  any  legitimate  interest  in  the  documents  and  the  requester 
is  sufficiently  qualified  to  understand  the  information 
contained  In  the  documents  and  to  convey  the  correct  meaning 
to  the  pub  lie. 

We  know  of  several  instances  where  fee  waivers  were  denied 
under  the  new  guidelines  to  requesters  Congress  cearly  intended 
to  be  granted  waivers.   These  Include: 

(1)  a  request  by  Carl  Stern,  Justice  Department 
correspondent  for  NBC  news,  for  information 
concerning  misuse  of  government  funds  by 
local  law  enforcement  programs  (we  are 
submitting  for  the  record  copies  of  the 
relevant  correspondence  as  Exhibit  A); 

(2)  a  request  by  a  reporter  for  the  Chicago 
Tribune  for  information  concerning  the 
enforcement  activities  of  the  Food  and 
Drug  Administration; 

(3)  a  request  by  the  Better  Government 
Association  for  documents  concerning 

the  Department  of  Agr 1 cul t ur e ° s  decision 
to  continue  to  purchase  meat  for  the  school 
lunch  program  from  business  concerns 
that  have  been  cited  for  violating  the 
adulteration  prohibitions  of  the  Federal 
Meat  Inspection  Act;  and 

(4)  a  request  by  the  Better  Government 
Association  for  documents  for  a  CBS 

60  Minutes  story  concerning  fraudulent 
Navy  contract  practices. 

In  each  of  these  cases,  not  only  were  fees  unlawfully 

being  used  as  a  barrier  to  use  of  the  Act,  but  the  amount  of 

agency  time  and  resources  expended  on  debating  over  these 
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requests,  which  obviously  qualify  for  fee  waiver,  served  only 

to  drive  up  the  costs  of  administering  the  Act. 

We  therefore  support  the  provisions  in  Section  3  of 

S.1034  that  would  amend  the  Act  to  require  agencies  to 
provide  Information  without  charge'  when  the  information 

Is  being  requested  by  an  individual,  educational,  or 

noncommercial  scientific  institution  conducting  scholarly 

or  scientific  research;  a  person  engaged  in  a  journalistic 

activity;  or  a  nonprofit  group  that  Intends  to  make  the 

information  available  to  the  general  public.   This  mandatory 

provision,  in  addition  to  maintaining  the  discretionary 

grant  of  fee  waivers  for  all  other  requesters  who  can 

demonstrate  that  furnishing  the  information  will  primarily 

benefit  the  general  public,  will  ensure  that  Congress' 

original  Intent  is  accomplished. 

Exemption  3  Provisions 

Over  the  years,  exemption  3,  which  allows  agencies  to 
withhold  information  "specifically  exempted  from  disclosure 
by  statute,"  has  become  a  major  loophole  In  the  Act,  as 
special  interest  groups  have  petitioned  Congress  to  enact 
various  nondisclosure  provisions.   Often  these  provisions 
are  tagged  on  to  appropriations  bills,  without  any  public 
debate  about  the  need  for  secrecy.   Furthermore,  there  does 
not  seem  to  be  any  comprehensive  list  of  these  "exemption  3 
statutes,"  although  we  understand  that,  at  last  count,  the 
Justice  Department  identified  some  150  such  statutes. 

Therefore,  we  endorse  Senator  Leahy  s  proposals,  contained 
in  section  8  of  S.1034,  to  require  statutes  intended  to 
qualify  as  a  basis  for  withholding  under  exemption  3  of  the 
FOIA  to  reference  that  exemption  and  to  meet  the  criteria 
established  under  the  exemption.   We  also  support  the 
provision  which  would  require  that  any  proposed  exemption  3 
legislation  be  referred  to  those  committees  in  the  House  and 
Senate  with  jurisdiction  over  government  information,  before 
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being  enacted  into  law,  and  that  agencies  be  required  to  publish 
in  the  Federal  Register  a  list  of  exemption  3  statutes  they 
intend  to  rely  on,  or  forfeit  their  authority  to  do  so.   We 
recommend  that  ageancles  be  required  to  update  this  list  annually, 
to  ensure  that  it  reflects  the  current  state  of  the  law. 

Incentives  For  Meeting  The  Time  Limits 


S.  1034  includes  a  provision  in  section  3  that  would 
allow  any  agency  which  substantially  complies  with  the 
applicable  time  limits  to  retain  one-half  of  the  fees 
collected.   We  support  the  idea  of  providing  incentives  to 
ensure  that  agencies  meet  the  statutory  time  limits  for 
responding  to  requests.   However,  we  are  concerned  that  the 
provision  as  written  might  inadvertently  result  in  agencies 
placing  fee-generating  requests  ahead  of  requests  for  which 
fee  waivers  are  sought.   Accordingly,  we  urge  the  Committee 
to  give  this  idea  additional  consideration,  and  to  explore 
alternatives  for  achieving  the  worthwhile  objective  of 
t  hi  s  pr ovi  s  ion . 

There  are  a  number  of  provisions  in  S.774  which  we 
oppose . 


Proper  Requests 

We  strenuously  object  to  placing  any  restrictions  on 
who  may  use  the  Act.   Currently  the  FOIA  allows  a  request  to 

be  made  by  "any  person."   5  U.S.C.  §  552(a)(3).   Section  13 
of  S.  Ilk     would  limit  tlie  rl^liL  of  iiccess  Lo  "  U  n  1  L  o  d  Statoy 

persons,"  and  would  further  provide  that  the  Attorney 
General  could  limit  access  by  felons. 

Our  fundamental  objection  to  these  proposals  is  that 
they  signify  a  major  retreat  from  the  traditional  and  sound 
notion  that  only  the  exemptions  should  govern  whether 
records  might  be  disclosed.   We  believe  the  proposals  would 
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set  a  dangerous  precedent  for  conditioning  the  right  of 
access  on  the  identity  of  the  requester. 

We  understand  that  the  "United  States  person"  limitation 
is  Intended  to  prevent  hostile  foreign  governments  from 
using  the  Act.   However,  we  seriously  question  whether  the 
KGB  actually  relies  on  the  FOIA  to  obtain  information,  or 
whether  this  limitation  would  sufficiently  deter  such  use. 
On  the  other  hand,  the  restriction  would  affect  foreign 
journalists  and  scholars  who  make  valuable  contributions  to 
public  debate  on  important  policy  issues  facing  this  country. 
It  would  also  generate  a  new  layer  of  administrative  paperwork, 
as  agencies  attempt  to  ascertain  whether  the  request  is 
truly  being  made  on  behalf  of  a  U.S.  person.   We  do  not 
believe  that  the  administrative  costs  that  would  be  entailed 
in  policing  this  provision  are  justified  by  the  questionable 
benefit  of  the  provision. 

As  to  the  limitations  on  use  by  felons,  we  believe  that  it  is 
important  for  these  individuals  to  continue  to  have  access  to 
government  information  which  may  support  a  petition  for  habeas 
corpus  or  justify  a  grant  of  parole. 
'I'cchntcal  Data  I".  ximm[2  I  i  "  n 

We  also  oppose  tlic  proposed  new  cxcinptJon  lor  "techiiicai 
data"  contained  in  Section  11  of  S.  7  74.   WhiLu  we  understand 
that  this  provision  Is  intended  to  cover  only  sensitive  defense 
technology,  as  presently  drafted  it  is  far  too  broad,  and  may  be 
read  to  apply  to  a  whole  host  of  technological  data  to  which  the 
public  should  have  access.   For  example,  under  section  109 
of  the  Atomic  Energy  Act,  42  U.S.C.   §  2139,  companies  must 
obtain  export  licenses  from  the  NRC  to  export  components  for 
the  contruction  of  nuclear  power  plants.   The  proposed 
exemptions  for  technological  data  may  prohibit  environmental 
groups  from  gaining  access  to  information  needed  to  participate 
in  NRC  proceedings  to  challenge  the  construction  of  plants  on 
health  and  safety  grounds. 
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Personal  Privacy 

Under  the  current  language  of  exemption  6  of  the  FOIA, 
"personal  and  medical  files  and  similar  files"  may  be  withheld 
if  disclosure  "would  constitute  a  clearly  unwarranted  invasion  of 
personal  privacy."   The  exemption  requires  agencies  and  the 
courts  to  balance  conflicting  privacy  and  public  interests  in 
disclosure  and  to  tip  the  balance  in  favor  of  disclosure.   See, 
e.g..  Department  of  the  Air  Force  v.  Rose.  425  U.S.  352  (1976). 

Section  9  of  S.  774  would  amend  the  exemption  to  make 
it  apply  to  "records  or  information  concerning  individuals, 
including  compilations  or  lists  of  names  and  addresses  that  could 
be  used  for  solicitation  purposes."   Absolutely  no  justification 
has  been  put  forth  for  this  change  in  the  language  of  the 
present  exemption.   The  Supreme  Court  s  recei.  t  decision  in 
United  States  Department  of  State  v.  Washington  Post  ,  7  2  L . 
Ed.  2d  358  (1982)  already  makes  it  clear  that  the  exemption 
protects  all  personal  information,  regardless  of  the  nature 
of  the  file  in  which  it  is  kept,  and  current  law  also 
establishes  that  lists  of  names  and  addresses  are  also 
covered.   See ,  e.g. ,  Wine  Hobby  USA  v.  IRA,  502  F.2d  133  (3rd 
Cir.  1974) . 

Second,  section  9  would  amend  the  present  exemption  to 
change  the  balancing  standard  from  one  that  allows  an  agency  to 
withhold  personal  information  if  disclosure  "would  constitute  a 
clearly  unwarranted  invasion  of  personal  privacy"  to  one  that 
allows  withholding  where  disclosure  "could  reasonably  be  expected 
to  constitute  a  clearly  unwarranted  invasion  of  personal  privacy." 

There  Is  no  justification  for  altering  the  existing 
balancing  standard,  which  since  1966  has  required  the 
agencies  to  tip  the  balance  in  favor  of  public  disclosure, 
and  which  the  Supreme  Court  has  described  as  "a  workable 
compromise  between  individual  rights  and  the  preservation  of 
public  rights  to  Government  information."   Department  of  the 
Air  Force  v.  Rose,  425  U.S.  at  381. 
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Therefore,  the  proposed  changes  are  unjustified  and 
unnecessary,  and  will  only  create  confusion  and  uncertainty  in 
the  law.   At  the  same  time,  the  proposals  would  signal  to  the 
courts  a  Congressional  intent  to  withhold  greater  amounts  of 
information,  without  providing  any  guidance  as  to  the  kinds  of 
documents  that  should  be  withheld,  and  that  are  not  already 
covered  by  the  present  exemption.   In  short,  this  is  a  classic 
case  for  the  time-honored  admonition  "if  it  isn  t  broke, 

don't  fix  it." 

Business  Confidentiality  Procedures 

Because  Congress  has  delegated  to  government  agencies 
the  authority  to  regulate  business  in  order  to  foster  free 
competition  and  protect  the  public's  health,  welfare,  and 
environment,  much  of  the  information  relied  upon  by  agencies 
in  the  performance  of  their  statutory  duties  necessarily  is 
obtained  from  the  private  sector.   Therefore,  since  the 
fundamental  purpose  of  the  FOIA  is  to  enable  the  public  to 
scrutinize  the  performance  of  its  government,  the  public 
must  have  access  to  this  information. 

We  wholeheartedly  support  the  provision  in  both  bills 
which  would  authorize  the  court  to  award  attorneys  fees 
against  the  submitter  of  information  in  a  case  where  the 
requester  substantially  prevails.   Under  the  present  attorneys 
fees  provision,  the  United  States  is  solely  liable  for  fees. 
We  have  litigated  a  number  of  cases  involving  information 
which  the  agency  wanted  to  disclose,  but  the  companies 
sought  to  keep  secret,  only  to  have  the  companies  agree  to 
disclosure  on  the  eve  of  trial  after  years  of  costly  litigation. 
It  seems  only  fair  in  those  situations  to  require  the  party 
truly  responsible  for  the  withholding  to  bear  the  cost  of 
attorneys  fees  for  the  requester  rather  than  imposing  that 
cost  of  the  government.   We  also  believe  this  provision 
should  serve  as  a  deterrent  for  frivolous  "reverse  FOIA"  cases. 

We  particularly  want  to  focus  on  those  provisions  of 
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both  S.774  and  S.1034  which  would  amend  the  FOIA  to  provide 
certain  procedural  requirements  for  those  who  submit  infor- 
mation which  they  claim  is  exempt  from  disclosure  under 
exemption  4.   We  are  concerned  that  these  proposals  will 
result  in  unnecessary  delay  In  obtaining  valuable  information, 
and  unjustified  administrative  costs  and  burdens. 

Exemption  4  of  the  Act,  the  "trade  secrets"  exemption, 
adequately  protects  those  who  submit  commercial  and  financial 
information  from  suffering  any  competitive  disadvantage 
from  disclosure  of  truly  sensitive  information,  and  we  want 
to  go  on  record  as  opposing  any  efforts  to  weaken  this 
exemption  as  interpreted  by  the  United  States  Court  of 
Appeals  in  the  National  Parks  decision,  498  F.2d  765  (D.C. 
Cir.  1974).^'   It  has  also  been  our  experience  that  contrary 
to  what  the  business  community  claims,  the  agencies  are 
extremely  deferential  to  industry  assertions  of  competitive 
harm,  and  in  fact,  there  is  a  bureaucratic  predisposition  to 
withhold  information  if  there  is  any  doubt  whatsoever  about 
whether  it  qualifies  for  protection.   This  is  particularly 
true  in  light  of  the  Trade  Secrets  Act,  18  U.S.C.  §  1905, 
which  provides  for  criminal  penalties  against  agency  personnel 
who  disclose  "trade  secrets." 

Our  experience  was  verified  recently  by  Professor 
Russell  Stevenson  who,  after  conducting  an  exhaustive  study 
of  this  issue  for  the  Administrative  Conference  of  the  United 
States,  concluded  that,  "notwithstanding  the  voci f e rous ne s s 
of  the  criticism  of  the  FOIA  by  representatives  of  business, 
there  are  to  be  found  in  the  public  record  very  few  docu- 
mented instances  of  the  Improper  disclosure  of  competitively 
significant  information  as  a  result  of  the  operation  of  the 


t-l       Under  that  standard,  information  can  only  be  withheld 
if  it  is  a  trade  secret  or  if  it  is  commercial  information, 
and  disclosure  is  likely  either  "(l)to  impair  the  government's 
ability  to  obtain  the  necessary  information  in  the  future; 
or  (2)  to  cause  substantial  harm  to  the  competitive  position 
of  the  person  from  whom  the  information  was  obtained." 
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Act."   Protecting  Business  Secrets  Under  The  Freedom  of 
Information  Act:  Managing  Exemption  4  (1981)  at  25. 

We  do  not  believe  that  every  request  for  Information 
should  automatically  trigger  a  statutory  right  of  notice  and 
an  opportunity  to  object  by  the  submitter.  While  we  understand 
that  agencies  might  want  to  consult  with  a  company  in  those 
Instances  where  the  agency  is  uncertain  about  whether  a 
document  qualifies  for  protection  under  exeptlon  4,  or  the 
"close  case"  situations,  there  is  a  tremendous  volume  of 
Information  collected  by  agencies  which  cannot  arguably  be 
said  to  qualify  for  protection  under  the  exemption.   To 
require,  by  statute,  a  notice  and  comment  period  before  an 
agency  could  release  any  of  fhis  information  would  serve  no 
purpose  other  than  to  delay  disclosure  and  substantially 
drive  up  the  costs  of  administering  the  Act. 

We  suggest,  instead,  that  the  Committee  adopt  language 
similar  to  the  Food  and  Drug  Administration's  FOIA  regulations 
which  authorize  the  FDA,  In  those  situations  where  the 
confidentiality  of  the  data  Is  uncertain  and  there  is  a 
request  for  it,  to  consult  with  the  submitter.'   21  C.F.R. 
§  20.45.   If  the  FDA  subsequently  rejects  the  submltter°s 
request  for  secrecy,  the  submitter  is  given  5  days  to 
institute  suit  in  federal  district  court  to  block,  release. 
21  C.F.R.  §  20  .46. 

Clearly,  categories  of  docume-nts  that  have  been  routinely 
released  under  the  FOIA  in  the  past,  as  well  as  other 
documents  which  have  no  conceivable  competitive  value  would 
not  trigger  a  notice  requirement  under  this  provision.   But, 
where  there  is  a  "close  call,"  or  the  company  has  made  out  a 
special  showing  for  confidentiality  at  the  time  of  submission, 
notice  of  an  agency  s  decision  to  disclose  would  be  provided 
to  the  submitter,  providing  that  if  the  company  wanted  to 
contest  disclosure,  it  would  have  to  seek  judicial  review  of 
the  agency's  decision  on  an  expedited  basis. 
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We  endorse  as  well  the  approach  in  S.103A,  which 
provides  that  notice  need  not  be  given  for  classes  of 
documents  which  the  agency  designates  as  unlikely  to  contain 
exempt  information.   This  would  allow  companies  the  opportunity 
to  challenge  an  agency  s  designation  of  non-exempt  categories 
by  seeking  judicial  review  of  such  regulations  under  the 
Administrative  Procedure  Act. 

It  is  also  important  to  clarify  that  these  notification 
procedures  would  apply  only  where  an  agency  was  disclosing 
Information  to  an  FOIA  requester  and  would  in  no  way 
restrict  an  agency  s  authority,  and  indeed  responsibility, 
immediately  to  make  public  information  relevant  to  (a) 
ongoing  agency  proceedings;  (b)  agency  decisions;  or  (c) 
important  health  and  safety  matters.   Such  information 
should  be  reviewed  upon  receipt  by  an  agency  and  any  confi- 
dentiality determinations  made  immediately,  irrespective  of 
whether  there  is  an  FOIA  request  pending,  so  the  public  is 
not  deprived  of  information  bearing  on  current  proceedings 
or  issues  affecting  its  health. 

We  also  recommend  that  any  claims  of  confidentiality 
made  under  these  provisions  be  accompanied  by  a  certification 
by  an  officer  of  the  company  verifying  that  the  information 
is  in  fact  competitively  sensitive  and  has  not  been  disclosed 
outside  the  company.   A  similar  procedure  Is  currently 
employed  by  the  National  Highway  Traffic  Safety  Administration, 
49  C.F.R.  §  512.4(e),  and  we  believe  it  helps  reduce  the 
number  of  confidentiality  claims  to  those  which  are  factually 
supportable . 

Some  Industry  representatives  claim  that  mandatory 
notice  and  comment  procedures  are  required  because  the 
federal  agencies  are  not  competent  to  distinguish  between 
confidential  and  non-confidential  information.   This  argument 
is  unsupportable,  as  evidence.d  by  the  fact  that  Congress  has 
delegated  authority  to  agencies  to  distinguish  between  safe 


386 


and  unsafe  drugs  we  ingest,  and  to  use  their  expertise  to 
build  nuclear  weapons. 

Moreover,  as  anyone  who  has  worked  in  the  executive 
branch  with  industry  documents  knows,  many  companies  routinely 
stamp  most  of  their  documents  "confidential"  without  regard 
to  the  law.   This  alone  causes  tremendous  waste  of  agency 
resources  in  checking  to  see  if  the  documents  in  fact 
contain  confidential  Information.   Furthermore,  each  agency 
knows  how  the  various  companies  it  deals  with  behave  in  this 
regard.   For  example,  at  the  NHTSA,  Ford  Motor  Co.  routinely 
claims  confidentiality,  while  GM  is  more  restrained. 

However,  if  a  company  has  concerns  that  the  agency 
might  not  properly  interpret  the  information,  it  always  has 
the  option  of  explaining  to  the  agency  why  it  believes  the 
Information  is  confidential  when  the  documents  are  submitted. 
This  course  of  action  is  the  most  logical  solution  to  any 
legitimate  concerns  a  company  might  have.   To  require , 
instead,  that  every  document  claimed  to  be  confidential,  no 
matter  how  frivolously,  must  be  checked  with  the  submitter 
when  an  FOIA  request  is  filed,  would  create  a  paperwork 
nightmare.   Congress  is  frequently  critical  of  executive 
branch  agencies  for  their  bureaucratic  posture.   In  this 
case,  we  believe  that  the  proposed  provisions  would  require 
by  statute  that  agencies  Indulge  in  wasteful,  useless 
activities  that  would  undermine  both  the  intent  and  the 
efficient  operation  of  the  FOIA. 

I  would  now  like  to  ask  Dr.  Sidney  Wolfe,  Director 
of  our  Health  Research  Group,  to  comment  briefly  on  the 
impact  the  proposed  business  notice  and  comment  requirements 
would  have  on  the  administration  of  the  FOIA  at  the  FDA. 

In  discussing  our  strong  objections  to  the  automatic 
notice  and  comment  requirements  of  the  business  confidentiality 
procedures,  I  will  first  question  what  purpose  they  are 
supposed  to  serve,  then  review  their  impact,  if  Implemented, 
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on  the  agency  with  which  we  are  most  familiar,  the  FDA. 
Finally,  I  will  briefly  discuss  a  much  less  costly  alternative 
which  will  accomplish  any  legitimate  purposes  to  be  served 
by  this  amendment. 

1.   Purpose  of  Amendment;   One  possible  purpose, 
described  by  some  as  basic  fairness  and  due  process,  is  to 
automatically  allow  all  submitters  the  notice  and  right  to 
object  to  pending  disclosure  because  of  mistakes  made  by  an 
agency  which  might  otherwise  result  in  disclosure  of  legitimate 
trade  secrets  or  other  non-d is c losab le  Information.   Although 
this  might  be  a  legitimate  purpose  for  such  a  provision  if 
the  record  showed  a  significant  number  of  instances  in  which 
agencies  had  erred,  such  is  not  the  case.   At  the  FDA,  for 
example,  there  have  been  remarkably  few  instances  in  which 
accidential  disclosure  of  this  kind  of  informatin  has 
occurred. 

Another  posible  purpose  for  this  provision,  even  if  it 
is  not  warranted  by  a  record  of  erronious  agency  disclosures, 
would  be  to  give  all  companies  automatic  advance  notice  of 
the  agency's  decision  to  disclose  information  they  have 
submitted  so  that  the  company  will  be  forewarned  about 
possible  product  liability  actions,  inquiries  by  competitors, 
or  other  consequences  of  disclosure  such  as  possible  adverse 
publicity  for  a  product.   Since  there  is  little  to  support 
the  first  possible  purpose  for  the  provisions,  it  is  likely 
that  this  second  purpose  may  be  the  real  reason  the  business 
community  advocates  a  notice  and  comment  requirement.   If  it 
is,  it  is  an  expensive  way,  at  millions  of  dollars  of 
taxpayer  expense,  to  produce  information  which  any  company 
could  have,  even  more  promptly,  on  a  routine  basis  through  a 
Freedom  of  Information  company  such  as  FOI  Services. 

Within  ten  days  of  receipt  of  an  FOI  request  concerning 
any  information  submitted  by  a  given  company,  FOI  Services 
notifies  the  company  of  the  requester  and  the  nature  of  the 
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request,  for  a  subscription  price  of  $360  per  year.   The 

business  community  might  object  to  this  option,  but  only 

because  it  has  the  private  sector  doing,  at  company  expense, 

what  could  be  done  by  the  government  at  taxpayers   expense. 

2.   Impact  on  FDA:   In  qommenting  on  its  own  FOIA 

regulations,  proposed  in  1974  and  finally  issued  in  1977, 

the  FDA  stated: 

[Industry]  comments  suggested  that  a 
company  should  be  advised  whenever  any 
record  is  to  be  released  for  public 
disclosure  pursuant  to  the  Freedom  of 
Information  Act  if  that  record  was 
either  submitted  by  the  company  or 
refers  to  the  company. 

The  Commissioner  rejects  this  suggestion. 
Any  such  procedure  would  severly  hinder 
implementation  of  the  Freedom  of  Infor- 
mation Act.   Section    4.45  of  the  Final 
Regulations  provides  for  specific 
consultation  with  affected  persons 
wherever  a  close  issue  arises,  and 
§4.46  permits  an  affected  person  to 
seek  court  review  in  such  cases. 

39  Fed.  Reg.  at  44069  (Dec.  24,  1974). 

More  recently,  pursuant  to  correspondence  from  several 
members  of  Congress,  the  FDA  did  a  study  of  the  impact 
automatic  pr ed isc losur e  notification  would  have  on  the 
agency.   The  methodology  and  a  partial  summary  of  this 
study,  begun  in  late  1982  and  just  completed,  is  submitted 
for  the  record  as  Exhibit  B. 

Based  on  an  analysis  of  a  representative  sample  of  700  FOI 
files  for  1982,  the  study  showed  that: 

(1)  Between  6,721  and  17,018  notifications  of  companies 
would  have  to  be  done  In  a  typical  year  (1982). 

(2)  This  would  require  between  40  and  110  extra  person- 
years  of  time  to  accomplish,  at  FDA  alone,  at  an 
estimated  cost  of  1.5  to  4  million  dollars  a  year. 
(This  Information  was  provided  by  FDA  Commissioner 
Hayes  in  testimony  given  April  12,  1983,  before 

the  Senate  Appropriations  Subcommittee  on  Agriculture 
and  Related  Agencies.) 
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According  to  the  FDA,  the  extra  personnel  would  have  to 
come  from  scientific,  regulatory  and  other  areas. 

Aside  from  an  extra  very  expensive  and  wasteful  burden 
on  the  FDA  and  other  agencies,  the  pr ed is c lo sur e  notification 
will  also  clearly  delay  disclosure  of  important  information 
to  the  publi  c . 

For  example,  had  these  automatic  notice  and  comment 
procedures  been  in  effect,  the  Public  Citizen  Health  Research 
Group  would  not  have  been  able  to  obtain  prompt  disclosure 
of  adverse  reaction  data  on  Oraflex  --  a  drug  that  had  been 
approved  for  treatment  of  arthritis,  but  was  recently 
removed  form  the  market  when  information  obtained  from  the 
FDA  linked  the  drug  to  severe  liver  damage,  including 
dozens  of  deaths.   Although  the  adverse  reaction  data  was 
marked  "Trade  Seer e t / Conf id  en t ial "  by  the  manufacturer,  Eli 
Lilly,  this  kind  of  informatin  has  absolutely  no  competitive 
value,  and  there  is  no  basis  for  allowing  a  company  to  hold 
up  the  agency  's  disclosure  of  information  of  tremendous,  and 
potentially  life-saving,  value  to  the  public,  pending 
lengthy  adminis- 
trative and  judicial  proceedings.   (A  copy  of  Eli  Lilly  s 
confidentiality  claim  Is  submitted  as  Exhibit  C). 

Another  example  of  the  frivolous  way  Industry  abuses 
the  claim  of  confidentiality  can  be  seen  in  a  routine 
Summary  Basis  of  Approval  for  the  Cutter  Laboratories 
sterile  water  for  Irrigation. (as  of  wounds).   The  final 
approved  labelling  for  the  product  is  stamped  "Confidential." 
(See  Exhibit  D) . 

3.   Alternative  Remedies;   Any  legitimate  purpose  of 
the  pred isclosur e  notification  provision  can  be  accomplished 
as  a  much  simpler,  less  expensive  way  that  that  which  has 
been  proposed.   We  do  not  believe  that  the  kind  of  Increase 
in  administrative  costs  which  would  follow  the  enactment  of 
this  amendment  is  warranted,  particularly  in  light  of  the 
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current  emphasis  on  cutting  back  regulatory  budgets.   In  any 
event,  It  Is  absolutely  crucial  that  this  Committee  commission 
a  study  of  the  administrative  costs  entailed,  or  at  the  very 
least,  solicit  comments  from  a  wide  variety  of  agencies 
FOIA  officers  on  this  issue,  including  estimates  of  current 
expenses  at  agencies  which  already  have  such  procedures, 
before  such  provisions  are  enacated  into  law. 

The  less  complicated  alternative,  which  has  worked  very 
well  at  the  FDA,  would  be  for  the  Committee  to  delete  all  of 
the  present  language  concerning  predisclosure  notification 
and  adopt  language  similar  to  the  FDA  's  FOIA  regulations, 
with  modifications,  which  would  require  agencies  to  consult 
with  submitters  only  in  those  circumstances  where  there  is  a 
close  call  as  to  whether  information  should  be  disclosed. 
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EXHIBIT  A 
NUC  Nows 

A  I  )ivr  J )i  1  ( )l  'inoi  N('lii,i';l<,i  Av(wiiii',  N  W 

N.jlonjlUto.KJciisliiH|Coini>iny.lnc  Wjstnnglon.  UC  20010    M2blHj  A,;w 


Koyembor  3,  1902 


Mr.  Guy  K.  Zlmmorman 

Director 

Audit  Staff 

Justice  Monagoment  Division 

United  States  Department  of  Justice 

noora  1600 

2  Skyline  Place 

Leosburc  Pike 

Falls  Church,  Virginia 

Dear  Mr.  Zimmerman  : 

Pursuant  to  the  Freedom  of  Information  Act, 
MDC  News  seeks  photocopies  now  in  Justice  Department 
possession  of  expenditure  receipts  reviovred  by  your 
auditors  and  photocopied  in  connection  with  : 

—  The  audit,  dated  March  l\ ,    1902,  of  the 
Regional  Organized  Crime  Information  Center. 

—  The  audit,  dated  June  8,  1902,  of  the  Rocky 
Mountain  Information  Network. 

--  The  audit,  dated  June  29,  1902,  of  t.ho  How 

England  State  Police  Administrators  Conference. 

V/e  sock  photocopies  only  of  the  doctunonts  —  not 
the  comment  or  internal  communications  of  your  auditors 
If  it  would  expedite  handling  our  request,  wo  would  bo 
happy  to  review  the  photocopies  at  your  office  and 
indicate  the  rel.atively  small  nuinber  of  which  we  would 
like  to  have  a  copy  furnished  to  us. 

I  appreciate  the  cooperation  we  hMve  received  in 
the  past  from  the  Justice  Management  Division, 


^■. 


Sincere  3.y 


Cnj>l''^3tem 

NliC  Nows   Corrospondoht 
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Washinglvn.  DC.  2O5J0 


November  22,  1982 


Mr.  Carl  Stern 
NBC  News  Correspondent 
4001  Nebraska  Avenue,  N.W. 
Washington,  D.C.  20016 

Dear  Mr.  Stern: 

Your  request  under  the  Freedom  of  Information  Act,  dated  November  3,  1982, 
was  received  by  the  Audit  Staff  on  November  19,  1982.  We  note  that  your 
letter  was  misaddressed  to  us  at  Room  1600,  2  Skyline  Place,  Leesburg  Pike, 
Falls  Church,  Virginia.  The  address  did  not  include  an  Zip  Code.  The 
Department  of  Justice's  Audit  Staff  is  located  at  Suite  1600,  One  Skyline 
Place,  5205  Leesburg  Pike,  Falls  Church,  Virginia  22041.  Based  on  the 
markings  on  the  envelope,  is  a  notation  "Not  at  1600."  The  envelope  was 
apparently  reposted  by  someone;  there  is  a  second  cancellation  marking  on 
the  envelope  of  November  10,  1982. 

To  comply  with  your  request,  we  are  researching  our  records  and  will  provide 
near  future. 


Justice  Management  Division 
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Waihinglon,  D.C.  20SJ0 


NOV  3  0  1982 

Mr.  Carl  Stern 
NBC  News  Correspondent 
4001  Nebraska  Avenue,  N.W. 
Washington,  D.C.  20016 

Dear  Mr.  Stern: 

Your  Freedom  of  Information  Act  request  of  November  3,  1982  indicated  that 
you  desired  photocopies  of  expenditure  receipts  in  connection  with: 

The  audit,  dated  March  4,  1982,  of  the  Regional  Organized  Crime 
Information  Center. 

Ttie  audit,  dated  June  8,  1982,  of  the  Rocky  Mountain  Information 
Network. 

The  audit,  dated  June  29,  1982,  of  the  New  England  State  Police 
Administrators  Conference. 

The  estimated  cost  to  you  is  approximately  $196.00.  This  fee  is  calculated 
in  accordance  with  Title  28  of  the  Code  of  Federal  Regulations,  Section  16.9 
(28  CFR  16.9)  —  eight  professional  hours  at  $8.00  an  hour  with  the  first 
quarter  hour  free;  and  approximately  1,340  pages  at  ten  cents  a  copy. 

Since  estimated  fees  exceed  $25.00,  this  is  to  notify  you  that  we  will  not 
consider  your  request  received  until  you  have  agreed  to  bear  the  cost;  further, 
an  advance  deposit  of  25  percent  of  the  estimated  cost  will  be  required 
(28  CFR  16.9).  Payment  must  be  made  by  personal  check  or  money  order  payable 
to  the  United  States  Treasury. 

If  you  have  any  questions  regarding  the  above,  please  let  me  know. 


Sincerely, 

7*y  Guy  K.  Zimmerman 
Director 
Audit  Staff 
Justice  Management  Division 
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NBC  N«w* 


A  Division  of  ''001  Nebraska  Avoniie.  N  W 

National Broadcasling Company,  Inc.  Washington,  DC.  2001 6    202-686-4200 

December  2,  1982 


Mr.  Guy  K.  Zimraerman 

Director 

Audit  Staff 

Justice  Management  Division 

United  States  Department  of  Justice 

Suite  1600 

One  Skyline  Place 

5205  Leesburg  Pike 

Falls  Church,  Virginia   22OI4I 

Dear  Mr.  Ziramerman  : 

Thank  you  for  your  letter  of  November  30 
(photocopy  enclosed  for  your  convenience)  in  which 
you  state  you  will  not  even  consider  our  request 
for  expenditure  receipt  copies  unless  we  agree  to 
pay  ^196  —  one  fourth  of  it  In  advance  —  for 
1»3U0  pages. 

In  the  first  place,  as  our  November  3  letter 
specifically  said,  we  seek  only  a  small  number  of 
pages.    I  doubt  if  it  would  exceed  eight  or  10. 
That  is  why  we  offered  to  come  to  your  office  to 
determine  what  we  needed.   No  agency  I  know  of 
prohibits  news  people  from  access  to  material  until 
they  agree  to  buy  copies  of  all  of  it  I 

Secondly,  unless  it  was  raised  for  purposes 
of  delay, I  do  not  understand  why  the  issue  of  fees 
has  been  raised.   It  is  almost  universal  practice 
for  the  Justice  Department  to  waive  fees  for  a  news 
agency  like  ours,  and  no  reasonable  construction  of 
Department  policy  would  support  your  letter.    I 
suspect  It  was  sent  out  almost  automatically  by 
someone  in  your  office  who  gave  little  thought  to 
the  matter. 

The  Freedom  of  Information  Act  provides  that 
"Documents  shall  be  furnished  without  charge  or  at 
a  reduced  charge  where  the  agency  determines  that 
waiver  or  reduction  of  the  fee  Is  in  the  public 
interest  because  furnishing  the  information  can  be 
considered  as  primarily  benefiting  the  general 
public."  (5  U.S.C.  §552(a)(U)(A).)    This  provision 
was  further  explained  in  the  Senate  amendment  of 
197U  which  said  "This  public  Interest  standard 
should  be  llberolly  construed  by  the  agencies  .." 
(S.  Rep.  No.  93-854  of  May  197U  at  12.) 
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In  Eudoy  v.  C.I. A.,  I478  F.  Supp.  1175  (D.D.C. 
1979),  the  U.S.  District  Court  for  the  District  of 
Columbia  (Ascribed  in  considerable  detail  that  the  key 
test  is  whether  "the  information  will  primarily  benefit 
the  public  at  large  or  whether  any  benefit  will  inure 
primarily  to  the  specific  individual  requesting  the 
documents."  (at  1177)   Clearly,  the  news  media  fall 
within  the  former  category.    In  fact,  this  was 
addressed  in  Attorney  General  Benjamin  R,  Civiletti's 
memo  to  all  department  and  agency  heads  of  January  St 
1981  in  which  he  direc  ad  : 

"Examples  of  roque3\,or3  who  should  ordinarily 
receive  consideration  for  partial  fee  waivers, 
at  minimum,  would  be  representatives  of  the 
news  media  or  public  interest  organizations, 
and  historical  researchers.    Such  waivers 
should  extend  to  both  search  and  copying  foes, 

'and  in  all  appropriate  cases,  complete  rather 
than  partial  waivers  should  be  granted.   Neither 
Individual  prejudices  regarding  what  constitutes 
the  public  interest  nor  such  impermissible 
considerations  as  tno  quantity  of  material 
likely  to  be  released  after  processing  have 
any  place  in  our  application  of  a  sound  fee 
waiver  policy.    The  absence  of  a  generous 
fee  waiver  practice  must  operate  to  thwart 
the  purposes  for  which  this  Act  was  passed," 

The  Attorney  General  attached  thereto  a  copy  of  a 
December  I8,  I98O  memo  to  all  federal  departments  and 
agencies  from  Robert  L.  Saloschin,  Director,  Office  of 
Information  Law  and  Policy,  in  which  Mr.  Saloschin 
reiterated  that  a  key  factor  in  considering  fee  waiver 
requests  is  whether  the  information  is  sought  for  the 
purpose  of  "enhancement  of  informed  civic  activity." 
Of  course,  that  is  our  only  purpose.   V/e  are  hardly 
seeking  access  for  any  personal  use. 

Mark  Shoehan,  Assistant  Public  Information 
Director,  assured  me  this  afternoon  that  there  haa 
been  no  change  in  Deprit:ment  policy  since  the 
instructions  quoted  above.    If  you  believe  you 
require  a  precise  fee  waiver  request,  then  consider 
this  as  such,  please. 

Now,  I  ask  you  respectfully,  let's  move  forward. 


ern 
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Washington.  D.C.  20330 


DEC  2  0  1982 


Mr.  Carl  Stern 
NBC  News  Correspondent 
4001  Nebraska  Avenue,  N.W. 
Washington,  D.C.  20016 

Dear  Mr.  Stern: 

This  letter  is  in  response  to  your  December  2,  1982  letter  concerning  a 
Freedom  of  Information  Act  (FOIA)  request  you  had  previously  made  to  the 
Department. 

Your  letter  maintains  that  it  is  Department  of  Justice  policy  to  waive  or 
reduce  costs  of  FOIA  requests  to  news  agencies.  I  assure  you  that  the 
Department  does  not  have  a  blanket  policy  of  waiving  or  reducing  FOIA  costs 
to  either  individuals  or  organizations. 

The  second  point  you  raise  is  that  you  desire  copies  of  only  a  small  number 
of  pages.  While  this  may  be  the  case,  it  will  be  necessary  for  the 
Department  to  search  for  all  the  documents  you  request,  and  to  copy  all 
expenditure  receipts  where  deletions  might  have  to  be  made  if  FOIA 
exemptions  are  applicable. 

Therefore,  in  order  for  us  to  consider  your  FOIA  request,  you  must  agree  to 
bear  the  cost  and  advance  25  percent  of  the  estimated  costs  of  $196.00. 
Payment  must  bejnade  by  personal  check  or  money  order  payable  to  the 
U.S.  Trea^Lu^v 

Si  ncer^Ty/ 

/* 

Guy/ 

Dii 

Audit/Staff 

Jusince  Management  Division 
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NBC  N«w« 

A  Division  o(  4001  MobfOSka  Avoiuio,  N  W 

National  Btoadcasling  Company,  Inc.  Washinglon.  DC  20016     202-686-4200 


January  3,   I9O3 


Jonathan   C.    Rose 

Assistant   Atborney  General 

Office    of   Legal   Policy 

United   States   Department   of    Justice 

Washington,    D.    C.        20^30 

Dear  Mr.   Rose    : 

Thank  you  for  agreeing  to  review  the  matter 
I  mentioned  to  you. 

If  Mr,  Zimmorman  is  correctly  following  now 
Justice  Department  procedures,  bona  fide  reporters 
working  for  established  news  agencies  would  have  to 
pay  at  the  door  to  see  government  records. 

Such  a  policy  would  radically  subvert  both 
Congressional  and  past  Justice  Department  directives. 

At  issue  is  my  request  to  see  expenditure  receipts 
of  federally-funded  regional  intelligence  networlrs,  and 
to  photocopy  a  handful.    Most,  if  not  all,  of  those 
alrendy  have  been  described  in  publicly  available  audit 
reports. 

The  problem  vdth  Mr.  Zimmerman's  formulation  is 
that  ho  is  demanding  money  up  front,  before  making  the 
determination  Congress  and  the  courts  require  --  whether 
the  information  la  sought  principally  to  benefit  the 
requestor,  or  to  benefit  the  general  public.   He  says 
the  Department  will  not  even  consider  my  request  unless 
I  agree  to  pay  ("..you  must  agree  to  bear  the  cost  .,"). 

Is  it  possible  that  in  I983  in  Washington,  D.C.  a 
reporter  has  to  pay  to  see  government  records  which  the 
law  gives  him  the  right  to  see? 

Mr.  Zimmerman's  assertion  that  the  Department  does 
not  have  a  blanket  policy  of  waiving  or  reducing  FOIA 
costs  to  either  individuals  or  organizations  In  no  way 
suggests  that  he  made  the  prlvate-versus-public  benefit 
test  the  law  requires.    Nor  has  he  explained  why  a 
query  from  NBC  News  does  not  meet  the  public  Interest 
standard.    Recently,  in  Freiberg  v.  Deportmont  of 
Agriculture ,  Justice  Deportment  lawyers  acknowledged 
that  specific  ronnons  must  ho  glvon  for  rojocting  a 
fee  waiver  request,  and  agreed  that  in  the  usual  case 
Journalists  should  get  foe  waivers. 

I  appreciate  your  interest,  end  trust  that  you 
will  take  the  necessary,  corrective  action.    I  am 
enclosing  photocopies  of  the  previous  correspondence 
to  make  the  record  complete. 

Best  wishes.  Sincerely, 


Carl  Storn 

NBC  News  Correspondent 


31-251  0-84-26 
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AsiJslanl  Allorney  Ccneial 


Wasliinglun.  DC  203J0 


February  1,  1983 


Mr.  Carl  Stern 

NBC  News 

4001  Nebraska  Avenue,  N.W. 

Washington,  D.C.   20016 

Dear  Mr.  Stern: 

Enclosed  is  our  analysis  of  your  January  3  request  for 
a  review  of  the  denial  of  your  requested  FOIA  fee  waiver  for 
certain  audit  slips.   As  thi"s  more  detailed  letter  recites,  we 
believe  our  subordinate  units  have  acted  properly  in  this  matter 
so  far. 

This  letter  asks  that  you  state  some  basis  beyond  your 
personal  identity  as  a  news  reporter  why  the  taxpayers  should 
subsidize  the  search  and  copying  costs  involved  in  the  release  of 
numerous  arcane  audit  slips  of  no  apparent  public  interest. 
Until  such  an  interest  to  th^  public  is  identified,  we  believe 
that  legally  the  processing  costs  belong  to  the  substantial  news 
organization  for  whom  you  work  or  to  you  personally.   Once  you 
identify  the  public  interest  to  be  served,  we  will,  of  course,  be 
happy  to  reconsider  your  request  for  a  waiver. 


With  best  regards. 


Sincerely  yours. 


Jonathan  C.  Rose 
Assistant  Attorney  General 


Enclosure 
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Wa'shinglon.  DC.  20530 


February  1,  1983 


Mr.  Carl  Stern 

NBC  News 

4001  Nebraska  Avenue,  N.W. 

Washington,  D,C.   20016 

Dear  Mr.  Stern: 

In  your  letter  of  January  3,  1983,  you  seek  review  of 
the  December  20,  1982,  denial  by  Director  Guy  Zimmerman,  Audit 
Staff,  Justice  Management  Division,  of  your  request  for  a  waiver 
of  the  standard  search  and  duplication  fees  in  connection  with 
your  Freedom  of  Information  Act  request  for  access  to  expenditure 
receipts  associated  with  three  audits.   As  you  know,  requests  for 
such  fee  waivers  and  reductions  are  governed  by  the  statutory 
standard  that  they  be  granted  "where  the  agency  determines  that 
waiver  or  reduction  of  the  fee  is  in  the  public  interest  because 
furnishing  the  information  can  be  considered  as  primarily 
benefiting  the  general  public."   5  U.S.C  §  552(a)(4)(A). 

As  an  initial  matter,  we  would  like  to  clear  up  any 
misunderstanding  on  your  part  that  the  Department  requires  that 
requesters  who  seek  a  fee  waiver  are  nevertheless  to  produce  the 
"money  u£  front,  before  making  the  determination  Congress  and  the 
court  require"  --  i.e.,  whether  furnishing  the  information  would 
primarily  benefit  the  general  public.   That  is  not  and  never  lias 
been  Departmental  policy.   There  is  nothing  in  Mr.  Zimmerman's 
correspondence  to  the  contrary. 

Your  letter  of  November  3,  1982,  contained  only  a 
request  for  the  disclosure  of  information.   In  the  absence  of  a 
request  on  your  part  for  a  waiver  or  reduction  of  the  standard 
search  and  copying  fees,  Mr.  Zimmerman's  reply  of  November  30, 
1982,  was  proper  and  in  accordance  with  the  procedures  sot  forth 
in  the  Department's  regulations,  28  C.F.K.  §  16.9,  with  respect 
to  requests  for  which  the  charge  exceeds  $25.00.   Once  you 
indicated  in  your  second  letter  that  you  desired  a  waiver  on  the 
sole  ground  that  you  are  a  reporter,  Mr.  Zimmerman  did  act  on 
your  fee  waiver  request  first  before  again  stating  the  standard 
search  and  copying  charge  to  you. 

Mr.  Zimmorman's  denial  of  your  fee  waiver  request 
admittedly  could  have  somewhat  mor.e  detailed  and  should  have 
asked  you  to  explain  why,  in  addition  to  your  status  as  a 
reporter,  you  believed  a  waiver  would  be  appropriate. 
Nevertheless,  it  is  clear  that  he  did  not  demand  payment  of  the 
fees  before  considering  your  request  for  a  fee  waiver.   To  avoid 
any  possible  misunderstanding  in  the  future,  however,  it  would  be 
highly  desirable  for  you  at  the  outset  to  make  clear  that  you 
request  a  waiver  of  fees,  and  to  provide  whatever  information  is 
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appropriate  to  assist  the  agency  to  determining  if  disclosure  of 
the  information  would  primarily  benefit  the  general  public. 

Turning  to  the  merits  of  your  appeal,  you  appear  to 
suggest  that  the  Department  of  Justice  is  obligated  to  waive  all 
fees  for  all  requests  made  by  all  "bona  fide  reporters"  of 
"established  news  agencies."   You  appear  to  believe  that  you  are 
entitled  to  a  fee  waiver  simply  by  virtue  of  your  status  as  a 
news  reporter,  without  further  explanation.   Though  we  agree  that 
your  status  as  a  news  reporter  is  a  very  important  consideration, 
it  is  not  and  has  never  been  the  policy  of  the  Department  of 
Justice  that  such  status  is  alone  sufficient  to  require  a  fee 
waiver.   The  statute  plainly  does  not  contain  any  such  blanket 
exception  from  its  fee  provisions  for  reporters.   You  have  orally 
asserted  in  discussion  of  this  matter  that  it  is  not  for  the 
agency  but  for  you  and  your  editors  to  determine  whether 
disclosure  of  information  would  primarily  benefit  the  general 
public.   But  the  statue  states  plainly  that  this  is  a  matter  for 
"the  agency  [to]  determine []. "   Because  an  agency  is  required  to 
allow  fee  waivers  or  reductions  only  where  "furnishing  the 
information  can  be  considered  as  primarily  benefiting  the  general 
public,"   it  must  be  at  a  minimum  determine  in  each  case  that  the 
information  requested  will  contribute  to  the  development  or 
understanding  of  a  subject  o'f  public  interest.   A  further 
discussion  of  this  point  and  the  applicable  case  law  confirming 
these  considerations  is  set  forth  in  the  Department's  fee  waiver 
guidance  of  January  7,  1983,  a  copy  of  which  you  have. 

We  have  been  advised  by  Audit  Staff  personnel  generally 
familiar  with  the  expenditure  receipts  to  which  you  seek  access 
that  they  are  unaware  of  any  public  interest  in  the  subject 
matter  of  those  records  and  that,  moreover,  they  cannot  discern 
how  their  disclosure  would  benefit  the  general  public.   Your 
correspondence  does  not  present  any  information  on  this  matter, 
or  explain  why  you  disagree  with  the  Audit  Staff.   In  the  absence 
of  any  showing  with  respect  to  the  public  interest  on  your  part, 
and  given  the  inability  of  experienced  Departmental  personnel  to 
discern  any  benefit  to  the  general  public,  the  statutory  standard 
for  a  waiver  of  fees  is  not  satisfied. 

In  response  to  the  suggestion  that  you  be  permitted  to 
peruse  through  the  Audit  Staff's  files  to  locate  the  "eight  or 
ten"  pages  of  interest  to  you,  you  must  understand  that  neither 
you  nor  any  requester  can  be  permitted  to  leaf  through  the 
Department's  original  files  that  likely  contain  exempt 
information.   Moreover,  the  photocopied  expenditure  receipts  are 
not  all  bound  together  in  one  place  but  are  dispersed  throughout 
a  large  number  of  audit  files,  necessitating  a  considerable 
effort  simply  to  locate  and  collect  the  receipts  you  have 
requested. 

In  these  circumstances,  we  estimate  that  it  would  take 
approximately  eight  hours  to  search  for  the  documents,  which  will 
total  some  1,300  pages,  that  you  wish  to  review.   This  does  not, 
of  course,  include  the  substantial  additional  time  which  would  be 
spent  examining  the  documents  and  redacting  exempt  material,  for 
which  there  is  never  any  charge.   The  fact  that  you  may  select 
only  eight  or  ten  pages  of  interest  to  you  would  in  no  way  affect 
the  foregoing  actions  necessary  to  prepare  the  entire  1300  pages 
for  your  review.   Judge  Thomas  A.  Flannery  of  the  United  States 
District  Court  for  the  District  of  Columbia  recently  ruled  on  a 
similar  point: 

Thus,  the  government  will  bear  the  expense  of  copying 
regardless  of  plaintiff's  final  assessment  of  his  need 
for  individual  documents.   The  interest  underlying  the 
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duplication  fee  requirement  is  the  governniont '  s  in 
defraying  processing  costs,  rather  than  the  plaintiff's 
in  ensuring  that  he  only  receives  copies  of  the  precise 
materials  he  can  use.   The  proper  remedy  for  an 
overbroad  request  is  for  plaintiff  to  narrow  the  scope 
of  the  materials  he  seeks,  not  for  the  government  to  be 
saddled  with  the  costs  of  duplicating  and  transmitting 
information  that  plaintiff,  after  scrutinizing  the 
materials,  decides  he  does  not  need  copies  of, 

lleimerle  v.  Department  of  Justice,  3  GDS  SI  82,261  (D.D.C.  1982). 
Accordingly,  I  suggest  that  you  narrow  the  scope  of  your  request, 
if  possible,  so  that  the  Department  might  more  economically 
identify  those  records  in  which  you  are  truly  interested. 

Finally,  in  order  to  avoid  any  possible  misunder- 
standing on  your  part,  we  wish  to  make  absolutely  clear  that  the 
Department's  new  guidance  on  FOIA  fee  waivers  issued  on  January 
7,  1983,  does  not  affect  the  result  of  your  appeal.   Whether 
applying  the  principles  set  forth  in  the  memoranda  of  former 
Attorney  General  Civiletti  and  Mr.  Saloschin  or  in  the  recent 
guidance  condensing  and  updating  those  memoranda,  it  is  apparent 
that  your  request  does  not  satisfy  the  statutory  standard  that 
furnishing  the  information  be  determined  by  the  agency  to 
primarily  benefit  the  general  public. 

Accordingly,  based  on  the  information  presently 
available  to  us,  we  have  concluded  that  the  denial  of  your  fee 
waiver  request  should  be  affirmed.   If  you  would  like  to  indicate 
whatever  public  interest  may  be  served  by  the  disclosure  of  the 
documents  you  request  and,  if  possible,  specify  more  narrowly  the 
documents  in  which  you  are  truly  interested,  we  would  be  happy  to 
reconsider  this  determination.   Judicial  review  of  this  action  on 
your  appeal  is  available  to  you  in  -the  United  States  District 
Court  for  the  judicial  district  in  which  you  reside  or  have  your 
principal  place  of  business,  or  in  the  District  of  Columbia,  or 
in  the  Eastern  District  of  Virginia,  which  is  the  place  where  the 
records  you  seek  are  located. 

Sincerely, 

Jonathan  C.  Rose 
Assistant  Attorney  General 


By: 

Richard  L.  Huff 

Co-Director 

Office  of  Information  and  Privacy 
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February  3,  1903 
Delivered  by  Hand 


Jonathan  C.  Rose 

Aaslstnnt  Attornoy  Gonoral 

Office  of  Legal  Policy 

Room  lt23U 

Unltod   StPtes    Departjnont    of   Justice 

Wutiliiriyton,    D.(J.  '^0'jj,0 

Dear  Mr.    Rose    : 

On    January   3   --    one   month  ago    —   I   had   hand- 
delivered   to  you  NBC   News'    urgent   request   for   access 
to   certain  expenditure   receipts  without  having  to  pay 
In    advance   to   see   them. 

You   told   me   you  would   review    the   matter    and   get 
back   to    me  .         I   have    reci-Ived  nothing  to   date. 

I   find    the    delay    all    the    more    Inexplicable    because 
you  have   taken   the    lead   in   calling   for   expedited   procesiilng 
of   roquosta    from    tho    rnodin.         On    July    21,    190l   you   told 
the    Senate    Select   Coinmitt.oo    on    Intelligence    that    delay 
rondor.'j    tho    Freedom   of   Information    Act    "virtually    useless 
for   requestoi'3   who  need   a    timely  response,    such   as    the 
current    events    media   on  i;hom   the    public   relies    primarily 
for    its    Inform/itlon."      On    October   15,    19Bl  ,    before    tho 
Senate    Judiciary    Subcoinmlttoe    on   tho    Constitution,    you 
testified  in  favor   of  a   loqulrement   for   expedited 
processing    of  media   requoats. 

Please    be    advised    that   if   a    response    is    not    received 
within    another    l5   days,    we   must   regard  your    silence    as    an 
affirmation  of  tlio    donia]    of  foo  waiver.        In   that   event, 
we  will    seek  whatever   relief  we    can    to   obtain   compliance 
with  the   law. 


Sincerely  yours, 

Cnrl  Storn 

NBC  News  Correspondent 
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National  Bcoadcasling  Company.  Inc.  Washmglon.  0  C  20016     202-686-')200 


February  k»    1983 


Jonathan  C.  Roao 

Assistant  Attorney  General 

Office  of  Legal  Policy 

Roorn  U23U 

United  States   Deparfcnent  of   Justice 

10th  Street  &  Constitution  Avenue,  N.W, 

V/ashington,    D.C.  20530 

Dear  Mr.    Rose    : 

Your  letter  of  February  1  arrived  in  the  mail 
this  morning.   I  am  sorry  that  it  crossed  in  the 
mall  vd.th  ray  letter  of  yesterday. 

At  the  outset,  let  me  state  clearly  that  you 
are  dead  wrong  In  implying  that  you  can  make  It  a 
precondition  to  fee  waiver  that  I  satisfy  you  as  to 
the.  worthiness  of  what  I  propose  to  write  about,  or 
that  the  content  of  each  document  must  meet  your 
personal  and  subjective  test  of  timeliness  and  relevance. 

You  do  know  that  the  expense  vouchers  and  receipts 
I  wish  to  see  form  the  core  of  the  Audit  Reports  of 
March  k,    JuJ^e  8  aJid  J»^9  29,  1982  which  led  to  sharply 
worded  correspondence  between  the  Deputy  Attorney  General 
and  members  of  Congress,  and  to  a  meeting  between  myself 
and  the  Assistant  Attorney  General  in  charge  of  the 
Criminal  Division  and  the  Director  of  the  Office  of 
Justice  Assistance,  Research  and  Statistics.   At  issue 
is  the  integrity  and  efficiency  of  these  government -funded 
programs.    I  mention  this  not  because  I  believe  such  a 
showing  is  necessary,  but  merely  to  underscore  the 
disingenuousness  of  your  characterizing  the  material  aa 
"arcane  audit  slips  of  no  apparent  public  interest." 

Do  you  really  believe  that  the  Justice  Department 
auditors,  the  Deputy  Attorney  General,  several  United 
States  senators,  an  Assistant  Attorney  General,  the  Director 
of  the  Office  of  Justice  Assistance,  Research  and  Statistica 
and  I,  not  to  mention  others,  wore  off  on  some  private 
frolic  unrelated  to  the  public  interest? 

As  for  Mr.  Huff's  letter,  I  am  relieved  to  see  that 
he  did  not  compound  the  mischief  by  putting  quotation  marka 
around  the  statement  he  attributed  to  me.   He  la  certainly 
aware  that  I  understand  that  an  agency  determines  fee 
waiver,  not  the  press,  and  that  an  agency  should  do  so 
on  the  basis  both  of  the  category  of  requestor  and 
category  (not  content)  of  the  material  sought. 

In  plain  and  simple  language,  I  think  it  la  time  for 
you  t o  stop  fencing  and  to  grant  the  fee  waiver.    I  would 
regard  any  further  denial  or  delay  as  an  arbitrary  and 
capricioua  withholding  within  the  meaning  of  5  U.S.C,  552 
(a)(l|)(F). 


Sincerely  youra. 


Carl  ^ern 

NBC  News  Correspondent 
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Assibljnl  Allurncy  (jcncrj] 


WuiliinKlun.  DC  2U5M 


March  1,  1983 


Mr.  Carl  Stern 

NBC  News 

4001  Nebraska  Avenue,  N.W, 

Washington,  D.C.   20016 

Dear  Mr.  Stern: 


Re:   Appeal  No.  83-0189 


This  is  in  response  to  your  letter  of  February  4,  1983, 
which  was  received  on  February  15,  1983,  in  which  you  provided 
information  for  the  first  time  indicating  why  the  furnishing  of 
the  expenditure  receipts  associated  with  three  audits  would 
primarily  benefit  the  general  public. 

After  reviewing  the  correspondence  to  which  you  referred 
between  Deputy  Attorney  General  Schmults  and  various  members  of 
the  Senate  and  discussing  the  matter  with  knowledgeable  personnel 
within  the  Department  of  Justice,  I  have  determined  that  the 
criteria  for  a  full  fee  waiver  have  been  satisfied.   The  Audit 
Staff  will  soon  commence  searching  and  processing  the^records 
within  the  scope  of  your  request. 

Contrary  to  the  assertions  in  your  letter  of  February  4, 
neither  I  nor  Mr.  Huff  were  aware  of  the  correspondence  between 
the  Deputy  Attorney  General  and  members  of  Congress  or  of  your 
meeting  with  Assistant  Attorney  General  Jensen  and  Acting  Director 
Diegelman.   None  of  your  prior  correspondence  had  made  any 
mention  of  these  matters.   Mr.  Huff  and  I  were  absolutely  unaware 
of  any  controversy  concerning  these  records  in  which  the  public 
may  have  an  interest. 

The  circumstances  of  this  case  illustrate  precisely  why 
the  Department's  guidance  on  fee  waivers  is  intended  to  encourage 
all  requesters  who  seek  a  fee  waiver  to  provide  all  relevant 
information  in  support  of  a  waiver  at  the  earliest  possible  time. 
In  this  way,  the  Department  will  be  able  to  make  decisions  based 
on  all  relevant  circumstances  and  to  adjudicate  fee  waiver 
requests  much  more  expeditiously. 


Sincerely, 


^  ^ 


Jonathan   C.    Rose 
Assistant  Attorney   General 
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A  Division  ot 

Nalional  Broadcasting  Company.  Inc. 


4001  Nobrosko  Avooiio.  N  W 
Washington,  DC  20016     202-686-4200 


March  3,  I983 

Jonathan  C.  Rose 

Assistant  Attorney  General 

Office  of  Legal  Policy 

United  States  Department  of  Justice 

Washington,  D.C,    20^30 


Re:   Appeal  No.  83-OI89 


Dear  Mr.  Rose: 


am 


Thank  you  for  your  letter  of  March  1.  While  I  „. 
gratified  that  you  have  agreed  to  begin  processing  ray 
request  of  November  3  without  an  advance  payment  of  |l96, 
the  episode  reflects  the  vice  of  your  policy,  not  its 
success. 


Rather  than  expediting  consideration  of  fee  waiver 
by  categories  (the  nature  of  the  requestor;  the  nature 
of  the  material  sought),  you  have  opted  for  the  most 
expensive  and  time-consuming  approach  --  detailed  content 
analysis,  and  a  review  of  the  intentions  and  qualifications 
of  the  requestor. 

Even  if  Congress  had  intended  to  erect  sHch  hurdles 
to  fee  waiver,  which  it  certainly  did  not,  your  policy 
defeats  the  very  objective  for  which  it  is  supposedly 
designed.   By  driving  up  Justice  Department  costs  so 
extravagantly,  when  a  simple  look  at  the  category  of 
requestor  ajid  material  requested  should  have  foretold 
the  likely  outcome,  you  have  greatly  decreased  the  chance 
of  recovering  costs,  or  a  substantial  part  of  them,  for 
the  government. 

In  fact,  let  me  make  a  new  FOIA  request  --  one  for 
which  I  will  accept  "ballpark"  figures  so  as  not  to  burden 
you  unreasonably.    I  would  like  to  know  how  many  person- 
hours  the  Justice  Department  put  into  considering  whether 
a  fee  waiver  should  be  granted  to  my  request,  and  what  the 
approximate,  average  hourly  wage  is  for  those  who  worked 
on  the  matter  including  researchers,  lawyers,  non-lawyers, 
administrators  and  secreteries?   Since  your  concern  is  with 
cost,  and  not  with  hamstringing  reporters,  it  would  be 
illuminating  and  of  Interest  to  the  general  public  to  see 
how  cost  effective  your  policy  has  been  in  this  Instance. 


With  best  wishes. 


Sincerely, 


Carl  .'Stem 

NBC  News  Correspondent 
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EXHIBIT  B 

.  fiiijEuuM  01'  iMroi-avrxuN  I'l.r.-L'iLici.usuin-.  hutificatiun  stuuy  1'l;.:j 

Purpose    and    Scope 

The    purpose    of    tills    study    Is    to    estimate    costs    that    would    be    Incurred 
If    I'DA   Is    required    to   notify    companies    mid   ai;k    their    views    on   disclosure    of 
business    Information   before    business   Information   concerninii   a   company    Is 
disclosed   under    the   FOI   Act.      Findings,    conclusions,    and   recommendations   in 
this   study    will   address    the    following    questions: 

1.  How  many   pre-dlsciobure   notifications   would   have    been   required    in 
calendar   year   1982? 

2.  UTiat    would    be    the    projected    yearly    cost    to    implement    various    foms 
.      of    pre-disclosure    notif  Icat  Ijn    in   FliA   'jas.;d   on    1982    figures? 

3.  'vhat    are    other    agencies   dolr.g    in    the    area    of    pre-disclosure 
notification? 

4.  What    would    be    tin:    most    cost    effective    procedures    for    ixple.ment ing 
pre-disclosure   notification    in   FUA  IE    it    Is    required?      now  would    these 
procedures    compare    to    chose    used    in   other    ai^encie,'; ,    and    how   could 
they    be    pilot    tested?  v 

Background 

This    study    was    requested    by    the   Associate   Comrji  ssioner    for   Legislatlor. 
and    Iniorcacion   and    the    Director    of    Che   FOI    Staff. 

The    study    is    in    ri;bponso    to    letters    frrm    Senators    Hatch,    DeConciiii,    and 
Leahy    and    i'eprcsenLa  t  Ives    i:it;;lj  sh    and    Kindness    requesting    tluit    FDA    proceeu 
Ijjmediacely    to    develop    pre-disclosure    notification    procedures.      toenduents 
Co    the   FOI   Act    rcqiTiring   pre-disclosure   nocitlcation   have   already    been 
proposed   and   will    probably    be   considered    by   Congress    in    the   near   future. 

■Assumptions 

1.  AC    some    time    In    the    future    FDA  i^ay   be    required    to    do    some    form  of 
pre-disclosure    notification. 

2.  Pre-disclosure   notification   would   require   extra   resources.      Given 
past    experience    these    extra    resources    may    have    to    be   absorbed   under 
current    budget   and    ceiling   constraincs. 

3.  Business    Information    »./ill    be    defined    in    thii    study    as    any    inforication 
in   a    record    that   describes    the   business   affairs   of    a   firm,    e.g., 
manufacturing    raethocs    or    procedures,    product    formulae,    marketing   or 
supply    plans,    regulatory    status,    or    regulatory    business    between    the 
firm    and    FUA. 

4.  FDA    will    not    have    to    notify   co'^panlcs    betore    the   disclosure   of    any 
record    that    has    previously    been    properly    disclosed    through   authorized 
channels,    or   which   have    been    put    on   public    display    or    otherwise   made 
readily   available    to    the   public. 

Metliods    and    Sanpl  Ing 

Tlie    study    team  will    review    a    sample    of    700    files    approxlnaCcly    (27.   of    the 
total    for    Che    year)    to    obtain    the    necessary    data   elements.      A   sample    data 
sheoc    to    be    used    In    the    study    Is    accachcd.'    The    sample   will    bo    chosen    froa 
a    tabic  of    random   numbers. 

Presentation   of    Sesulcs 


The    sCudy    Ceam    proposes    to    address    the    questions    in    this    study    about    number 
of    pro-disclosure    requests,    costs,    and    procedures    in    the    following    manner: 

a)      The    study    team   and    personnel    from    Che    FOI    staff    will    use    a   data    element 
cliecklist   (attached)    to    review    the   sampled    files.      Data   elements   will 
include:       type    of    record    requested,    Cype    of    requescer,    nmober   and    names 
of    companies    referred    to    in   documents,    and   whether    or    not    "business 
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Inf cr:::acion"    Is    coiicaincd    In    chc   file.      Cost   d.ita   and    response,   times    tor 
flHi;'g    1932    FCI    requustj    will    also    be    estimated    iot    ua-d   in    Che   fOl 
Annual    Report. 

b)      Data    (gathered   will    be    cijciputeri  zed    tor    tabulation   aad   a    sumaary    of    the 
data    will    be    prepared. 

Step    2    -    I'roLcd'jrai   Uptioii:; 

a.  The    study    team  -..iil    identify   what    other    accncies    (and    KDA)    are    doing 
to    la-.picQient    pre-disc  Losure    notification   in    order    to    base    propo:.alii 
for    future    FDA  options   on    what    is    alieady    beim:    done. 

b.  The    study    team   1. 1  1 1    aeveiop    at    least    three    proe.'dural    options    Lor 
lupleaienLini;    jjre -disclosure    noti  1  icaciou.       All    options    developed   will 
be    designed,    at    a    minimum,    to    comply    with    the    requlreients    of    tlie 
amendments    to    the    KOI    Act    propQsed    by    the   Justice    Ucp.irtuieiit . 
Options   will    v.iry    in    the   amount   of    resources    they   would   require 

to    be    Implementea. 

Stop   3   -  Cost    Estioatcs 

a.  The    study    team   will    develop    cost    cstlaates    for    liiiplcc:enclng    each 
proposed   option. 

b.  The    study    team  will    develop   a    proposal    for   a   pilot    study    to    test 
options    which   nay    be    chosen    by  management. 

c.  If    a    pilot    study    is    cor.ducted,    a    report    on    the    results    of    Che   pilot 
study    will    bo    presented    to    iii.-.na);.einent    Cor    tlieir   decision   on    the    best 
option    Co    clioose    shouiJ    prc-disc  io^ure    not  i  licit  ion    he    ir.pieaer.ted . 

The    study    teajn   will    be    i-.ouijosed    of    Karen   Carthri^lit,    Manai'.ement    iVi\alyst 
(Tjam   Leader)   and  Cheryl   Xeiley,   Manacejient    \nalysc,    Orijani/.at ion   I'lannint; 
Branch. 

Tine    frames 

At  the  completion  of  each  step  results  will  be  forwarded  to  oanageaent 
for  comnent  before  the  next  seep  is  be^un. 

Step  1  -  Initial  data  (jatherlng  and  tabulation  will  be  completed  by  January  14, 
with  final  figures  completed  by  January  2S. 

Stop  2  -  Procedural  options  will  be  developed  afcer  comments  have  been  received 
froa  oanageaenc  on  SCep  1  and  the  go-ahead  to  begin  Step  2  is  given. 

Step  3  -  Cost  estimates  will  be  developed  after  management 

has  chosen  which  procedural  options  it  wishes  to  cost  out. 

Pilot  .Study  -  A  pilot  scudy  may  follow  if  requested  by  aanageaenc.   Proposals 
for  a  pilot  study  vill  be  prepared  along  with  the  cost  estimates.   The 
length  ana  scope  uf  the  pilot  study  wuuld  be  decided  by  manai;emcnt. 


Cerald  nji,-..itor. ,  i<i: 


Date 


Ho/rjrt   A.    Ji'il 


/ 

iJir. 


Fobert    Ivethereii  '  ^ 

Associate   Commissioner    for    Legislation 
and    Infoncat ion 


t 
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Foi  iT.UDiscL^rJL'Kr.  M;riri;;.Mi;),N  oata  ki.i;:ii;;;t  siik-£t 


Fil'j  Mo. 


Muiiic  of  Recucsccr 


Uus  .  Ii;  fo  .  ill  File: 


Yes 


No 


N/A 


Brief  descriptions  of  type  of 
Business  information 

Submitted  by  Industry? 
Yes      No       N/A 

Purged? 

Yes      No       N/A 

Inlorcaciou  in  flic  denied? 


Type   of    Reauoster 

FOI    Service 

Vrc-js 

Industry 

Trade    Press                       1 

Lawyer 

iiosi).    cr   ilealLli   Go.    1 

Pub.     Int.    GrD.           |Individual 

Names  of  ('ompanles  to  be  Notified: 


Yds      No      i''artial 
Di  sclosable/Releasanle 


Yes 


i\o 


M/A 


Action   uifice 


'.r-T-  <-) 


;ii"  a-j05 


0:her   OC 


1  t!KM 

-         ...1 

llrF 

ll.-K                          1                1 

:iFn                  ;           '■ 

V.VQ 

hf;< 

IIFT 

HFV 

IIFX 

GCF                          1 

Other:                 | 

Pr jduct 

1 

1 

Drur^ 

1 

1 

Device 

Food                      1           1 

aiol . 

1 

Rad. 

1 

1 

Cosmetics 

1 

Unk:iown 
Other 


S/,\ 


Type    of    Record 
1     I'.eiuosted: 

i 

"    Kecorcis       1 
Ke leased         | 

1     ;i-d     -arty                           1                                  i 

1      irr;<eL 

! 

1 

!    tiu 

.-"p 

~1 

I   ll.lp. 

kc^-.[)    CO    -ibj-s 
Mei-L.-'i;;    Min. 
C'orresf'ondence 
Contrac  t  'or   Cr 
Uei;.    Ltr 


Kcsponrse    to 
rcy.    letter 


Adv.    Comm.  | 

l'ro<n~Revicw 


Manuals    o 
^guidelines 
Adverse    find, 
or    response 
lIOif/'piiA 
ITKA 

Other 


!    I 


,^-;:,L.'AL  HEPoaT 
i,\T"oh;:atio."J: 


^poiii;e    .i":e: 


Date    Due 

Ke  b  p .    Date 

No.    of  Days 

Cos  ts : 


Pajies 


Search 


Postage 


I 
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Al  LLTn.i  tivc    A 


Al ternaui vc 


Alternative    C 


I.      Sample  Data 

Number   of   requesca 
sampled  ■  636 


Mcit  i  f  U:.iL  ion:;    fur 
submitted    CL-cords 
witli    bubincsti 
Information 
(Justice    Department 
recominendatlon) 


N'otif  icat  ioiia    for 
KDA  records  with 
businobu 
information 


N'otlf  ications 
tor  all   recor 
witli   business 
information 
(Recommended 
2   committees) 


Number  of    requests 

requlFlng   notification  73 

Z  of   requests    requiring 
notification   In   sample  11. 5Z 


137 


21.5:: 


210 


333: 


Number  of   corapanies 
iiutifled 


126 


iy)* 


235* 


Average   number   of 
notifications   per 
each   request   requiring 
notification 


1.7 


11.  Estimated  Data  lor  1902  Records 


Total  Requests  in 
CY  '82  -  3'.,  379 


1.'.* 


1.5« 


listimated**   percentage 

of    total    rc'i'icsts    requirinR 

notification 


7Z-162 


i7Z-26i 


28.55;- 


Ks tiraated**    total    requests 

requiring   notification  395'^** 

Estimated**   total    number 

of   companies   notified  6721** 


7391** 


10347*'' 


11345* 


17013-' 


♦Excludes    19    requests    for    lists    (such  aa    product    lists).      Slace    thuso    lists 
sometimes    involved    thousands    of    firms,    some    special    notification   procedure   would 
need    to    be   developed. 

**The   midpoints   of    a    range   of    estinatcs   are   displayed   above.  Please   add 

and    subtract   4.5%    to   and    from    the  raidpoints   above    to    obtain   a  range   of 

eutimatea   at   the   99%  confidence    level.      This   nicir.s    that    there  is   99% 

probability    that    the   actual   number    for   each   characteristic   of  iOl   requests 
6;ills   vichln    tho   ranges  Riven. 
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THIS    DOCUMENT    COIITAINS    TRADE    SECRETS,     OR    COMMERCIAL 
of  FINAKCiIl    IlIFORMATION,    PRIVILEGED   OR    CONFIDENTIAL, 
MLIVEHED   IN    CONFIDENCE    AND   RELIANCE   THAT    SUCH    INFOR- 
MATION   WILL    NOT    3E    I^DE    AVAILABLE    TO    THE    PUBLIC 
V^ThSuT   THE   EXPRESS    WRITTEN    CONSENT   OF   ELI   LILLY   AUD 
COI-IPAIIY. 


EXHIBIT    C 
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Lilly  Ho'.tMich  Labor;itoricy  l\Lr\Ji\  1  ^ 

A  Division  ol  Lli  Lilly  and  Company 

307  E3',i  WcCa'ly  Si'cci 

maian.iuoii'.  inui.in.i  4G285 

(3l7)26V2000 


July  2»  1332 


cT^  ^  ^ 


Food  and  Uru^  Adiainifltratloa 

Bureau  of  Drug3 

Division  of  Oncology  ^^^  Radicphanoaceutl 

Dru3  Products   (HFD-150) 
S600  Fishers  Lane 
Rockvlllo,  Maryland    20857 

GantlcHien: 

Eo;     HDA  18-250 

QRAFLEl"',  bencxaprofoa,  Lilly 

Th3  attached  infonnatioa  represents  tho  first  of  a  scrios  of 
wookly  subrdjaicns  of  adverse  eiporicnco  roporta   (rorm  FM  163SJ 
rcquofltcd  by  Drs.  Tianplo  and  Hartor  during  a  recent  cmfcrcaca. 

Tho  report  l5  in  four  parts,  orsanizod  as  listed  bolow. 

I.    Hepatic  «nd/or  Renal  Evcaf  ,  ifldxailiis  associated  deaths 

II.    Gastrointestinal  Blocdia^  v/ko  Ulcor 

III,    Other  deaths  not  ossociatod  with  I  or  II 

IV.    Mlscollanocus  jSdvcrso  Expcrionces 

TfK)  report  is  ccconpanied  by  Fonas  FDA  1619  for  each  of  tho  ovcnts 
listed  in  the  report  and  axo  arranfiffd  in  scqumco  os  thoy  appear 
in  tho  report. 
Also,  as  discussed  vith  Drs.  Tes?>le  and  Harter  by  Dr.  Christen^cn. 

ua  n^  enclosing  a  review  of  the  fiv«  S^=  of^^F^^^^.^f.'-'^'^S 
which  hav©  occurred  prior  to  approval  of  tho  NDA  on  ^^rril  19.  1932, 

Very  truly  yours, 

HJ  ULLY  AND  CEMPA^nf 

F.  B.  Peck,  Jr.,  M.D. 
Director 
Rofiulatoxy  Affairs 

FEP:ok 

Attacfanymt 
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SIPS^S#*^^mKP^  "drugs 

^     *'         IS| 
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Rev.    i/2l*/79,    NDA   18-2A6 
Sterile  II2O  for  Irtig.,    USP 


4.a.-l 


4. a.    Container  labels 


Bottle  label  -  1000  ml 


1000  ml 

OIN  43243I 

HOC  ai8l-04«4'0* 

Sterile  Water 

for  Irrigation,  USP 

Sl*nt«  —  Nonpy<r>gtnc 
INDICATION-  FOn  wniGATION  ONLV. 
CONTRAINDICATIONS.  NOT  FOR 
I^UECTION  Um  only  >l  Otat  and  Mil  •nmX 
WARNINGS   HYPOTONIC   M«niDtytiC  Oo 

not  heal  acx7<«  dS'C.  or  itor*  ri  •■c«aa'%« 
haal  (aoova  40'C|  D<ican]  i^uMd  portion 
Contain?  no  bacienoiut. 

DOSAGE  I,  ADMINISTRATION:  As  dVKWd 

ey  (>nv**C'an 

CAUTION   U  S   FmWril  law  pnlWM* 

diip«nsing  wrtnoui  piiacnpoon 
Ilngto  OOM  ConUlnw 


•  a 


I4-04M-080 


NOTE:      Expiration  date  will   be   Imprinted  at   time  of    packaging. 


CONFIDENTIAL 

THIS  MATCWIAL  l»  TMC  PROPIRTY  OF  CUTTER 
LABORATORIC9.  INC.  THE  INFORMATION  IC  CONFI- 
OCNTIAL  AND  I*  TO  aC  U8tO  ONLY  IN  CONNEC 
TION  WITH  MATTERS  AOTMORIZCO  »r  CUTTER 
LABORATORIES,  INC.!  AND  NO  PART  OF  IT  IS  TO  BC 
DI9CLOSFO     TO     OTHERS     WITHOUT      FRIOR     WBITTEN 


31-251    O 
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Senator  Leahy.  Thank  you.  I  have  a  number  of  questions  that  I 
would  like  to  submit,  if  it  is  OK  with  the  panel,  for  the  record.  I 
would  like  to  ask  one,  though,  Ms.  Claybrook,  while  you  are  here, 
and  that  is  on  the  10-day  time  limit  for  initial  response  to  FOIA 
requests. 

You  have  a  great  deal  of  experience  with  FOIA  requests.  In  your 
experience,  do  the  agencies  take  that  10-day  time  limit  seriously,  or 
does  that  really  vary  among  the  agencies? 

Ms.  Claybrook.  I  think  it  varies  among  the  agencies.  I  think  in 
some  agencies,  they  take  it  quite  seriously  and  because  they  receive 
a  significant  volume  of  requests,  they  try  and  keep  up  to  date  with 
them. 

In  other  agencies  they  are  somewhat  ignored,  and  it  really  de- 
pends on  the  persistence  of  a  requester. 

Senator  Leahy.  In  practice,  are  agencies  equipped  to  expedite  re- 
quests where  compelling  circumstances  exist,  or  does  that,  again, 
make  a  big  difference  among  the  agencies? 

Ms.  Claybrook.  No.  I  think  that  they  have  the  capability  to  do 
that.  I  think  that  a  major  difference  depends  on  the  resources  of 
the  agency.  There  are  some  agencies  that  are  so  poor — the  Con- 
sumer Products  Safety  Commission,  for  example,  has  gotten  a  third 
or  more  of  its  budget  cut  in  the  last  couple  of  years,  so  that  it  is 
very  hard  to  find  enough  personnel  to  carry  out  their  regular  func- 
tions, much  less  to  expedite  requests. 

But  it  seems  to  me  that  if  the  Congress  believes  that  expedition 
of  requests  is  important,  that  is  one  of  the  justifications  for  agency 
appropriations  and  should  be  so  stated.  I  think  that  the  policy 
should  be  established  first  and  the  capability  of  the  agency  to  carry 
it  out  should  come  second. 

Senator  Leahy.  Thank  you  all  very  much  for  being  here.  I  know 
of  your  interest  in  this  area,  and  interest  last  year,  and  I  think 
both  Senator  Hatch  and  myself  are  glad  to  see  the  interest  again 
this  year. 

Ms.  Claybrook.  Thank  you  very  much. 

Senator  Leahy.  I  think  we  will  probably  be  seeing  each  other 
and  hearing  from  each  other  as  the  year  goes  on. 

Ms.  Claybrook.  Well,  we  would  be  delighted  to  assist  you  in  any 
way,  Mr.  Chairman. 

Senator  Leahy.  Thank  you  very  much. 

Our  final  witness  is  Mr.  James  O'Reilly.  Mr.  O'Reilly  is  the 
author  of  several  books  and  articles  about  information  law,  includ- 
ing the  leading  case  book,  "Federal  Information  Disclosure." 

Mr.  O'Reilly  is  also  a  professor  at  the  Cincinnati  College  of  Law. 
He  is  before  the  subcommittee  both  as  an  expert  in  FOIA  law  and 
also  as  senior  counsel  for  Procter  &  Gamble. 

Mr.  O'Reilly,  we  are  glad  to  welcome  you  to  the  committee.  We 
would  like  to  specifically  thank  you  for  the  extensive  guidance  and 
advice  you  have  provided  throughout  the  FOIA  reform  process. 

Please  proceed  in  any  way  you  see  fit.  Your  full  statement,  of 
course,  will  be  part  of  the  record.  I  should  also  note  that  I  under- 
stood that  Senator  Hatch  did  not  have  any  questions  of  the  last 
panel,  at  least  at  this  time. 

Mr.  Rader.  That  is  right. 

Senator  Leahy.  Fine. 
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Mr.  O'Reilly,  please  go  ahead. 

STATEMENT  OF  JAMES  T.  O'REILLY,  SENIOR  COUNSEL,  PROCTER 

&  GAMBLE  CO. 

Mr.  O'Reilly.  Thank  you,  Senator.  I  am  speaking  today  on 
behalf  of  the  Procter  &  Gamble  Co.  Although  I  have  been  active  in 
the  academic  side  of  the  freedom  of  information  debate  as  a  profes- 
sor, I  am  speaking  specifically  today  about  the  business  communi- 
ty's impact  and  the  reaction  to  Senate  bill  774  on  the  basis  of  my 
personal  experience. 

The  climate  of  interest  that  we  see  today  in  Senate  bill  774  is 
very  different  than  that  which  surrounded  the  preceding  legisla- 
tion in  1979  and  1981.  Those  of  us  who  have  followed  the  progress 
of  the  legislation  are  pleased  to  see  the  ability  of  all  the  interested 
parties  to  come  together  and  compromise  so  well. 

We  view  the  present  bill  as  noncontroversial  because  it  is  the 
same  one  which  passed  this  committee  by  a  unanimous,  17-0  vote 
in  1982.  The  compromise  legislation  serves  a  useful  purpose. 

Although  it  consciously  leaves  open  some  of  the  aspects  of 
change  which  we  and  other  interested  parties  had  sought  in  earlier 
legislation,  the  settlement  of  differences  which  took  place  in  1982 
makes  this  noncontroversial  legislation  worthy,  in  our  opinion,  of 
another  17-0  adoption. 

The  compromise  limits  S.  774  to  the  area  of  procedural  reform. 
The  benefit  of  procedural  reform  is  reflected  in  the  widespread  sup- 
port for  this  legislation  in  the  committee  last  year,  among  all 
shades  of  the  ideological  spectrum. 

It  is  manifest  in  support  for  procedural  reform  from  the  Ameri- 
can Bar  Association's  House  of  Delegates  and  its  special  subcom- 
mittee, headed  by  Thomas  Susman,  which  did  excellent  work  in 
reaching  unified  procedural  agreements  among  very  diverse  par- 
ticipants. 

It  is  manifest  in  the  administrative  conference  studies  and  by  the 
vote  of  the  diverse  conference  members  on  recommendation  82-1. 
And  it  has  the  support  of  those  ultimate  sources  of  legal  wisdom, 
the  law  review  commentators,  who  examine  needs  for  reform  with 
great  particularity.  So,  there  are  few  administrative  law  issues  that 
have  attracted  such  wide  support. 

Even  those  who  have  been  active  critics  of  the  confidential  com- 
mercial information  category  have  generally  supported  the  equali- 
zation of  procedural  remedies  for  submitters  of  information.  I  have 
been  privileged  to  debate  with  Public  Citizen  representatives  on 
several  occasions.  Their  usual  objection  against  any  progressive 
change  in  the  exemptions  has  been  mitigated  by  their  willingness 
to  endorse  effective  procedural  rights  for  all  parties. 

WHY  CHANGE  IS  JUSTIFIED 

For  purposes  of  the  historical  record,  I  would  like  to  offer  very 
brief  comments  on  why  legislative  change  is  needed  at  all,  even 
with  the  unanimity  of  support  which  the  bill  has  enjoyed  in  this 
committee. 

First,  confusion  among  submitters  remains  a  real  problem.  What 
is  the  Government  going  to  do  when  my  competitor  tries  to  get 
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that  list,  that  research  finding,  that  permit  for  new  machinery,  or 
that  pricing  data? 

In  the  confusion,  there  is  suspicion.  In  the  lack  of  uniformity, 
there  is  trouble  for  the  agencies.  My  experience  in  the  last  few 
months  has  involved  interaction  with  EPA,  the  Treasury,  the  Air 
Force,  the  Centers  for  Disease  Control,  the  National  Bureau  of 
Standards,  the  Food  and  Drug  Administration,  the  Army,  the  Fed- 
eral Trade  Commission,  and  the  Consumer  Products  Safety  Com- 
mission. 

Each  of  these  treats  business  information  according  to  its  own 
standards,  with  the  FDA  the  least  likely  to  accord  procedural 
rights.  The  Federal  Trade  Commission,  by  statute,  is  the  most  pro- 
tective. 

By  analogy,  consider  the  smaller  businessperson  with  one  or  two 
key  products  and  a  vital  piece  of  marketing  information  who  goes 
into  the  bank  and  wants  to  put  a  vital  document  into  a  safe  deposit 
box.  If  each  of  the  banks  had  different  procedures,  with  some  plac- 
ing the  valuables  in  the  vault  and  some  displaying  the  deposits  in 
their  picture  window,  very  few  people  would  trust  the  banks. 

We  feel  that  uniform,  governmentwide  procedures  would  be  uni- 
formly prudent  as  minimal  standards  on  which  each  agency  can 
build. 

COMMERCIAL  SPYING  AND  FOIA 

Second,  commercial  espionage  use  of  the  FOIA  is  expanding.  Uni- 
form procedures  will  give  a  definite  opportunity  for  reigning  in 
that  set  of  expensive  disclosures.  Toyota's  files  are  still  being 
sought  by  Suzuki,  and  vice  versa. 

As  symptom  of  the  international  demand  for  U.S.  commercial 
data,  the  leading  blind  service  for  anonymous  requests  is  now  get- 
ting so  many  foreign  demands  for  commercial  files  that  this  group, 
FOI  Services,  Inc.,  now  states  on  their  bills  that  payment  should  be 
made  in  U.S.  dollars  only. 

Third,  the  economic  issues  that  were  only  vaguely  understood  in 
the  1981  hearings  have  been  the  focus  of  a  lot  of  interesting  discus- 
sion, including  a  panel  discussion  before  the  Eastern  Economics  As- 
sociation. 

Three  New  England  economists  who  testified  before  this  subcom- 
mittee in  1981,  Professors  Casey,  Marthinsen,  and  Moss  of  Babson 
College,  will  be  publishing  in  July  a  book-length  study  of  the  eco- 
nomic losses  caused  by  commercial  espionage  under  the  FOI  Act.^ 
Their  independent  work  has  been  the  most  exhaustive  study  to 
date  of  the  act's  commercial  consequences  for  U.S.  industry  and  its 
corresponding  need  for  reform. 

Fourth,  uniform  procedural  steps  such  as  those  which  774  pro- 
vides have  worked  successfully  in  other  procedural  contexts.  The 
Paperwork  Reduction  Act,  including  the  Kennedy  amendment  on 
information  collection,  has  functioned  well.  Senator  Chiles,  the 
father  of  that  reduction  act,  has  expressed  support  for  its  uniform 
implementation. 


'  W.  Casey,  J.  Marthinsen  and  L.  Moss,  Entrepreneurship,  Innovation  and  The  Freedom  of  In- 
formation Act:  Protection  of  Circumstantially  Relevant  Business  Information  (Lexington-Health 
Books,  summer  1983). 
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By  analogy,  this  statute  shows  that  statutory  procedures  can 
work  adequately  to  protect  conflicting  rights  in  information  acqui- 
sition and  disposition.  We  expect  that  uniform  procedures  under  S. 
774  would  likewise  enjoy  success. 

OPERATIONAL  DIFFICULTIES 

Fifth,  I  know  as  a  frequent  lecturer  on  this  topic  that  Govern- 
ment disclosure  officials  are  getting  inconsistent  signals  from  their 
agencies  about  commercial  data  procedures.  The  FOI  officer's  task 
is  not  an  easy  one.  The  qualification  for  deciding  on  radio  frequen- 
cies or  bacterial  effectiveness  is  well  established. 

The  qualification  for  deciding  that  something  will  or  will  not 
cause  commercial  market  share  displacement  is  not.  Decisions  on 
disclosure  where  privacy  interests  are  present  should  be  a  matter 
of  dialog,  considered  thoroughly  and  thoughtfully  by  the  agency  of- 
ficial in  communication  with  the  submitter. 

The  existence  of  uniform  procedures  would  help  an  agency  like 
the  EPA  with  the  task  of  clearing  up  confusion  in  the  disclosure 
process.  Though  errors  have  been  made,  uniform  guidance  will 
help  the  system  work  much  more  predictably. 

Sixth,  S.  774  saves  the  courts  a  lot  of  time  and  effort.  One  of  the 
most  troubling  problems  in  the  recent  case  law  has  been  the  ques- 
tion of  jurisdiction  for  the  review  of  submitter-initiated  lawsuits. 
The  Chrysler  decision  left  some  of  the  key  issues  open.  Senate  774 
resolves  them  fairly. 

Finally,  the  administrative  procedures  for  so  many  other  admin- 
istration adjudication  decisions  offer  much  more  due  process  than 
the  current  disclosure  decisions  regarding  valuable  property  rights. 

S.  774  meets  the  due  process  minima  for  sound  administrative 
adjudications  without  encumbering  the  decisional  process  in  any 
way.  We  endorse  its  contribution  to  the  progress  of  modern  admin- 
istrative law. 

CHANGE  NEEDED  IN  EXEMPTION  (4) 

I  want  to  state  for  the  record  that  the  legislation's  compromise 
was  not  easily  accepted  on  the  business  community  side.  Because 
the  procedures  in  S.  774  are  not  accompanied  by  the  needed  change 
in  substantive  standards  of  exemption  (b)(4),  many  will  legitimately 
argue  that  we  have  not  solved  the  problems  which  ambiguities  in 
the  "substantial  harm"  standard  present. 

There  is  a  great  deal  of  feeling  by  business  that  legislation  must 
change  the  judge-made  case  law  which  created  that  loose  and  un- 
supported standard.  But  we  have  decided  to  accept  the  compromise 
and  to  postpone  for  later  consideration  needed  revisions  to  exemp- 
tion (b)(4). 

I  have  explained,  in  my  statement  the  basis  for  these  continued 
problems,  but  I  believe  that  the  compromise  is  adequate  and  should 
be  adopted.  Although  we  are  endorsing  774,  we  are  not  endorsing 
the  weaknesses  of  that  current  standard. 
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FEE  SHIFTING  UNREASONABLE 


One  procedural  difficulty  exists  with  774  which  I  earnestly  hope 
can  be  dealt  with  during  markup.  At  page  12  of  the  bill,  at  line  12, 
it  amends  current  law  so  that  the  submitter  of  information  who 
protects  its  own  information  by  litigating  against  disclosure  pays 
the  legal  fees  of  the  requester. 

This  is  an  illogical  provision  with  constitutional  problems,  but  it 
is  a  small  part  of  the  bill.  I  trust  it  can  be  deleted  with  no  difficul- 
ty. If  the  section  were  adopted  and  a  submitter  put  its  valuable  in- 
formation into  the  agency  file  with  a  request  for  confidentiality,  a 
very  unusual  thing  would  happen. 

The  person  who  wants  to  take  that  valuable  property  would  be 
able  to  sue  the  agency  and  the  submitter,  and  if  the  valuable  prop- 
erty was  given  up  to  the  requester,  the  owner  would  not  only  lose 
the  value,  but  the  owner  would  also  pay  the  requester's  costs  and 
legal  fees. 

The  victim  of  a  burglary  is  not  taxed  $10,000  to  pay  the  legal  fees 
for  defending  the  burglar.  To  do  so  in  this  area,  by  analogy,  is 
wrong.  Information  has  a  value  in  licensing,  in  research  efforts,  in 
marketing  and  in  product  leadtime~a  value  which  would  be  lost  if 
the  Government  handed  it  over  to  the  domestic  or  foreign  request- 
er. 

The  requester  wins  enough  if  he  or  she  is  able  to  convince  the 
court  to  give  them  free  what  the  owner  had  paid  to  develop.  So,  I 
urge  the  committee  to  continue  the  American  rule  of  litigation  fees 
and  strike  lines  12  and  13  of  page  12. 

In  summary.  Senator,  we  believe  the  need  for  change  exists.  It 
makes  great  sense  to  install  a  uniform  administrative  system  to  re- 
spond to  the  need.  Although  we  would  have  preferred  to  solve  all 
the  problems  of  the  substance  of  the  exemption  as  well,  we  want  to 
endorse  the  workable  compromise  which  the  present  bill  repre- 
sents. 

Thank  you,  sir. 

Senator  Leahy.  Thank  you,  Mr.  O'Reilly,  and  I  might  say  I  com- 
pliment you  and  your  students  at  the  Cincinnati  College  of  Law.  If 
you  make  all  your  lectures  as  interesting  and  to  the  point  as  you 
did  here,  the  students 

Mr.  O'Reilly.  They  are  not  as  short,  Senator. 

Senator  Leahy.  They  are  not  as  short;  I  see.  That  is  OK.  You  will 
find,  however,  that  you  have  the  ability  to  hold  your  audience, 
nonetheless,  I  am  sure.  As  I  recall  my  law  professors,  we  realized 
where  freedom  ended  the  second  we  walked  into  the  classroom. 

I  understand  that  Senator  Hatch  has  a  couple  of  questions. 

Mr.  Rader.  Mr.  O'Reilly,  the  current  fee  waiver  provisions  of  S. 
774  allow  certain  groups  to  obtain  information  with  lenient  waiver 
of  processing  costs.  Do  you  feel  there  should  be  some  authority  for 
the  Government  to  assure  that  these  waivers  operate  in  the  public 
interest? 

Mr.  O'Reilly.  The  term  "nonprofit  requester"  is  used  in  the  fee 
waiver  provision.  There  should  be  an  ability  of  the  agency  to  police 
the  use  by  nonprofit  corporations  of  all  shades. 

If  the  statement  made  requesting  the  fee  waiver  proves  to  be  in- 
accurate or  transmitted  in  bad  faith,  there  should  be  an  opportuni- 


419 

ty  for  the  agency  in  the  future  to  deny  similarly  situated  requests 
by  the  same  entity. 

Mr.  Rader.  Senator  Hatch  also  wishes  to  know  the  answer  to  the 
following  question.  Several  months  ago,  a  U.S.  business  was  greatly 
damaged  by  the  release,  pursuant  to  a  FOIA  request,  of  a  valuable 
trade  secret.  In  this  case,  the  trade  secret  was  the  formula  of  a 
widely  used  herbicide. 

Although  this  herbicide  is  under  patent  in  the  United  States,  it 
is  now  possible  that  foreign  companies  can  replicate  the  trade 
secret  and  deprive  our  U.S.  company  of  a  major  share  of  its  export 
market.  The  result  of  this  single  disclosure  may  be  the  loss  of 
countless  American  jobs  to  foreign  corporations. 

Furthermore,  similar  though  less  publicized  instances  of  disclo- 
sure have  occurred  often,  including  disclosures  at  the  Food  and 
Drug  Administration. 

In  your  opinion,  would  the  procedural  changes  in  S.  774  be  suffi- 
cient to  prevent  a  repeat  of  these  unfortunate  occurrences? 

Mr.  O'Reilly.  I  think  the  provisions  would  be  a  significant 
change  in  the  way  that  agencies  set  up  such  disclosures.  And  by 
sensitizing  the  agency  to  the  need,  it  could  efficiently  and  with  a 
minimum  time  delay  make  them  sensitive  to  the  significance  of  the 
information  that  they  are  disclosing. 

Mr.  Rader.  Thank  you,  Senator. 

Senator  Leahy.  I  understand  that  Senator  Hatch  will  be  submit- 
ting further  questions  in  writing,  and  the  record  will  be  open  for 
other  members  of  the  subcommittee  to  submit  questions  of  all  the 
witnesses  here. 

Let  me  just  ask  one  followup  question  on  the  EPA.  Do  you  think 
that  the  mistake  made  at  EPA  might  have  been  avoided  by 
changes  in  the  law  or  by  changes  in  the  Administrator? 

Mr.  O'Reilly.  Senator,  I  was  concerned  about  that  very  point 
and  I  went  to  EPA  and  sat  down  and  talked  to  them  about  the  way 
they  are  administering  it. 

I  think  that  changes  in  the  procedures  used  under  the  FOIA  are 
necessary.  Section  10(g)  of  FIFRA,  for  example,  have  provided  that 
requirement  that  a  list  of  the  requesters  be  kept  for  certain  classi- 
fied information.  There  is  no  10(g)  log  at  the  EPA,  and  there  has 
been  none  and  one  can  find  none. 

There  are  situations  in  which  the  agencies  have,  in  specific  stat- 
utes, requirements  for  certain  procedures.  Some  of  them  follow 
them;  some  of  them  do  not.  Dr.  Wolfe  made  reference  to  the  "close 
question"  comment  in  the  Food  and  Drug  Administration's  regula- 
tions. ^ 

The  "close  question"  provision,  adopted  on  December  24,  1974, 
has,  to  my  knowledge,  been  used  in  perhaps  20  or  even  as  many  as 
40  instances.  But  the  Food  and  Drug  Administration  does  not  give 
those  "close  question"  notices. 

Senator  Leahy.  But  more  to  the  point  on  that  specific  EPA  ques- 
tion, was  that  not  a  case  where  material  should  not  have  been  re- 
leased under  FOIA?  The  material  was  released  just  because  they 
did  a  lousy  job  of  running  their  agency. 


'  FDA  rules  provide  that  if  there  is  a  close  question  of  disclosability  or  confidentiality,  the 
agency  "will  consult"  submitting  persons  before  deciding  on  disclosure,  21  CFR  §  20.45. 
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Mr.  O'Reilly.  The  agency  individuals  who  were  making  the  deci- 
sion were,  in  my  judgment,  in  need  of  additional  sensitization 
about  the  significance  of  the  information. 

Senator  Leahy.  Maybe  the  reporter  could  repeat  the  question. 

Mr.  O'Reilly.  Senator,  I  do  not  want  to  characterize  an  agency's 
individuals  as  doing  a  lousy  job. 

Senator  Leahy.  I  understand  that.  Let  me  restate  it,  then.  This 
was  clearly  a  trade  secret,  was  it  not? 

Mr.  O'Reilly.  Yes,  it  was. 

Senator  Leahy.  And  it  clearly  did  not  have  to  be  released  under 
FOIA. 

Mr.  O'Reilly.  It  was  not  required  to  be  released. 

Senator  Leahy.  I  think  I  might  state  that  my  feeling  on  that  is 
that  the  fault  was  not  with  the  law.  The  fault  was  with  the  fact 
that  the  handling  of  it  was  administered  in  an  extremely  poor  fash- 
ion. 

Having  drafted  much  of  the  FIFRA  legislation  over  the  years — in 
fact,  the  last  revision  of  FIFRA  was  written  mostly  by  me — the 
Congress  tried  to  watch  out  for  things  like  this.  There  is  no  reason 
for  it  to  have  been  released. 

Obviously,  we  want  well-administered  agencies  and  we  want 
well-trained  people.  I  just  would  not  want  to  leave  any  conclusion 
on  the  record  that  an  egregious  mistake  was  caused  by  the  act.  An 
egregious  mistake  was  caused  by  someone  who  made  an  egregious 
mistake. 

Perhaps  it  is  only  coincidental  that  it  came  in  an  agency  that  did 
not  get  the  alltime  good  conduct  award  for  administrative  excel- 
lence during  the  past  2  years,  to  give  it  the  benefit  of  the  doubt. 

Mr.  O'Reilly,  I  appreciate  your  testimony.  I  am  looking  forward 
to  the  book  that  you  have  made  reference  to.  I  think  that  would  be 
an  interesting  matter  and  something  that  each  one  of  us  on  the 
subcommittee  should  be  aware  of. 

With  that,  we  will  stand  in  recess  subject  to  the  call  of  the  Chair, 
and  the  record  will  be  kept  open,  as  stated  earlier.  Thank  you  very 
much. 

Mr.  O'Reilly.  Thank  you,  Senator. 

[Whereupon,  at  11:39  a.m.,  the  subcommittee  was  adjourned.] 

[A  supplemental  statement  submitted  by  Mr.  O'Reilly  follows:] 
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Supporting  Statement  for  The  Record 

James  T.   O'Reilly 

Subconmittee  on  the  Constitution,   S.   774  Hearings 

April   18,    1983 

This  statement  supplements  the  oral  testimony  presented  at  the  April  18,  1983 
hearings,  regarding  the  Freedcm  of  Information  Reform  Act,  S.  774, 

The  provisions  of  S.  774  represent  the  compromise  of  views  necessary  to 
obtain  unanimity  of  the  Judiciary  Conmittee  membership  in  the  1982  hearings. 
We  are  encouraged  that  the  same  unanimity  has  been  shown  with  regard  to  the 
noncontroversial  re-introduction  of  that  ccmpronise  in  the  98th  Congress.  In 
order  to  offer  detailed  assessments  of  S.  774,  these  views  will  address 
procedural  stages,  definitions,  and  the  significance  of  the  caipromise  for 
future  action  to  revise  exeption  4-  of  the  Freedom  of  Information  Act. 

I.  S.  774  Procedures  -  Initial  Stages 

Section  4  of  S.  774  adds  a  new  procedural  segment  to  5  USC  §552(a),  which 
will  address  the  procedures  to  be  used  by  agencies  in  responding  to  data 
requests  for  records  which  contain  classes  of  proprietary  information. 

The  emission  of  these  procedures  frcm  the  original  Freedon  of  Information  Act 
was  not  a  conscious  decision,  but  an  oversight  attributable  to  the  fluidity 
of  the  FOI  Act's  creation.  Study  of  the  actual  materials  used  in  the  creation 
of  the  legislation  suggest  it  was  not  a  model  of  drafting  wisdom,  nor  was  any 
particular  thought  provided  to  the  consequences  of  several  provisions.  The 
expectation  was  very  strong  among  the  legislative  staffs  and  hearings 
witnesses  that  the  Act  would  iitpact  on  government's  own  operations  but  would 
not  have  much  external  force  against  the  proprietary  records  of  private 
sector  persons.  It  is  historically  accurate  to  say  that  at  each  stage  since 
1965-66,  we  have  been  catching  up  with  deficiencies,  omissions  and 
ambiguities.  This  is  a  well  needed  and  tinely  addition  of  a  process  step 
which  has  been  needed  for  years. 

In  administrative  law  terms,  the  optimal  level  of  confrontational  rights  is 
proportional  to  the  injury  which  the  property  or  liberty  interest  would 
sustain  fron  adverse  agency  action.  The  full  panoply  of  adjudicative  rights 
accorded  in  termination  of  a  benefit  for  which  a  person  applied  is  the 
largest  amount  of  administrative  due  process,  Goldberg  v  Kelly,  397  U.S,  254 
(1970).  Here,  the  rights  sought  by  this  legislation  are  significantly  less. 
The  right  to  an  oral  hearing  at  or  near  the  submitter's  location  had  been 
sought.  As  a  compromise,  that  was  given  up.  Scroe  consideration  was  given  to 
an  administrative  law  judge  proceeding,  but  that  was  deemed  too  time 
consuming  for  the  typical  case  of  agreed  facts,  cf.  Planning  Research  Corp.  v 
FTC,  555  F.2d  970  (DC  Cir. ,  1977).  The  moderate  procedural  provisions  which 
resulted  frcm  the  well-informed  debate  are  an  appropriate  legislative 
ccnprcxnise. 

In  §4  of  the  bill,  the  provision  in  proposed  5  USC  §552(a) (7) (A) (i)  which 
permits  agencies  to  adopt  rules  on  designation  of  proprietary  information  is 
permissive  rather  than  mandatory.  There  will  be  some  agencies  which  do  not 
have  need  for  such  mandatory  rules.  Others  will  have  situations  in  which  the 
agency  for  its  own  purposes  will  wish  to  define  a  class  of  protected 
information  for  which  the  elaboration  of  claims  is  wasteful  of  agency  and 
submitter  efforts.  This  class  treatment,  upheld  by  the  Supreme  Court  for  the 
class  of  financial  decisions  made  by  the  Federal  Reserve  System  in  Federal 
Open  Market  Ccnroittee  v  Merrill,  443  U.S.  340  (1979),  is  an  option  which  is 
available  to  the  agency.  Several  have  utilized  it  by  rule,  see  e.g.  21  CFR 
Part  20,  while  others  make  class  adjudications  which  are  then  served  on  the 
class  members  and  catalogued  for  public  reference,  see  40  CFR  Part  2. 

The  exceptions  to  notification  are  workable  ones  which  will  reduce  the  net 
quantity  of  incoming  FOI  requests  received  by  the  agency.  Like  all  statutory 
exceptions,  we  expect  that  they  will  be  narrowly  construed.  First  among  the 
exceptions,  and  the  one  likely  to  screen  out  much  of  the  troublesome  work  for 
agencies,  is  the  exception  where  disclosure  will  not  be  made  (except  where 
that  position  is  subsequently  altered  by  the  agency).  Notification  of  each 
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and  every  request  would  be  excessive,  and  the  compromise  is  intended  to  be 
efficient.  This  exception  eliminates  the  duty  to  make  notifications  in  many 
of  the  most  sensitive  personal  and  organizational  privacy  cases.  If  the 
Privacy  Act  or  the  agency's  policy  with  regard  to  exemption  (b)(4)  or  (b)(6) 
vviould  cause  a  denial  of  the  request,  no  notification  to  the  submitter  would 
be  made  by  the  agency. 

As  a  part  of  its  collection  of  information,  the  agency  should  notify  the 
submitting  person  of  any  disclosure  requirements  which  are  required  by  a  law 
other  than  the  Freedcm  of  Information  Act.  For  example,  if  there  were  a 
statutory  requirement  for  the  disclosure  of  certain  export  records,  the 
collecting  agency  has  an  obligation  to  inform  the  sutrnitter  of  the  required 
disclosure  of  those  records.  In  a  case  where  disclosure  to  the  agency  is  a 
voluntary  choice,  this  section  works  exactly  like  the  conparable  personal 
privacy  notice  under  the  Privacy  Act,  5  USC  §552a(e) (3) (C) .  Sound  agency 
policy  under  the  Administrative  Procedure  Act  and/or  the  Paperwork  Reduction 
Act  already  justifies  such  a  notice.  This  provision  in  S.  774  clarifies  that 
the  notice  of  required  release  be  given  before  the  collection,  so  there  can 
be  no  confusion  about  expectations.  Once  the  submitter  has  received  that 
notice,  the  agency  can  carry  out  the  requirement  of  disclosure,  if  it  is 
required  by  a  statutory  mandate,  with  no  additional  notifications. 

Where  the  agency  acquiring  the  information  is  a  criminal  law  enforcement 
agency,  notification  is  also  excused.  It  is  presumed  that  the  term  is  limited 
by  the  definitions  applicable  to  exemption  (b)(7)(D)  and  Privacy  Act 
§552(a) ( j) (2),  and  further  limited  by  the  requirement  for  lawfulness  of  the 
investigation  and  the  presence  of  a  potential  criminal  violation. 

If  itappears  that  the  agency  is  not  excused  from  notification,  the  agency 
should  give  notice  by  a  practical  means  of  communication.  For  example,  the 
agency  could  have  a  list  of  contact  persons,  who  could  be  telephoned  to 
advise  them  of  the  forthcoming  documents  and  who  would  be  the  addressees  of 
the  agency  letter.  The  letter  could  be  a  simple  form  letter  notice  which 
attaches  the  copies  which  the  agency  proposed  to  disclose,  or  which 
references  them  in  a  way  which  makes  them  easy  to  identify,  e.g.  "Volume  8  of 
your  submission  of  May  11th."  Because  the  agency  has  no  notification  duty 
unless  it  has  decided  to  disclose,  the  compromise  bill  requires  notification 
only  if  the  agency  is  planning  or  is  willing  to  release  that  volume  or  record 
to  the  requester. 

The  emphasis  in  this  subsection  is  on  efficient  cotimunication.  Very  useful 
exanples  are  the  EPA  air  and  water  disclosure  offices'  procedures  and  the 
notifications  of  the  Consumer  Product  Safety  Conmission.  These  are  standard 
form  letters  with  copies  of  the  documents  which  the  agency  plans  to  disclose, 
with  a  deadline  for  response. 

A  timing  problem  in  subsection  (a) (7) (A)  ( iii)  should  be  handled  in  the  text 
of  the  Committee  report.  The  term,  "forwarding  of  such  notification",  is 
intended  to  be  the  functional  equvalent  of  legal  service  of  process,  in  this 
context.  Of  course,  the  process  of  adjudicating  does  not  start  until  the 
person  to  whcm  adjudication  is  addressed  receives  notice.  The  agency  should 
treat  the  actual  or  constructive  receipt  as  the  time  of  "forwarding",  e.g.  by 
using  the  certified  mail  receipt  form.  As  an  alternative  concept,  an  agency 
could  by  rule  use  the  presumptions  of  Federal  Rule  of  Civil  Procedure  6(e). 
The  Subconmittee  recognizes  fron  common  experience  that  mail  service  to  Utah, 
Vermont  or  Ohio  may  consume  a  great  deal  of  that  ten  working  day  period.  The 
date  shown  on  a  letter  frcm  an  agency  office  in  downtown  Washington  is 
certainly  not  the  date  on  which  the  information  owner  in  Provo,  Utah,  can  be 
expected  to  know  of  the  pending  adverse  action.  Smaller  business  people  who 
have  never  undergone  a  potential  disclosure  of  their  valuable  information 
will  especially  benefit  from  the  full  ten  days.  They  would  need  the  time 
resulting  from  treatment  of  the  agency  adjudication  as  commencing  at  or  close 
to  the  date  of  their  receipt.  Where  government  action  is  least  expected  and 
least  understood,  the  additional  time  should  be  liberally  accorded. 

II.  S.  774  Procedure  -  Advocacy  Stage 

Flexibility  in  handling  the  objections  is  very  desirable.  The  agency  should 
have  freedcm  to  confer  with  the  submitter  or  the  requester.  The  submitter 
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normally  will  state  the  reasons  for  the  position  against  disclosure  of  the 
proprietary  information  with  sufficient  detail.  It  often  is  a  question  of 
utility;  the  agency  will  not  understand  how  an  isolated  piece  of  information 
aids  a  competing  firm.  So  it  is  likely  that  the  agency  may  wish  to  ask 
further  questions  to  draw  the  necesary  facts  together  for  a  final  decision. 

The  requester  receives  notice  of  the  suianitter  involvement  and  notice  of  the 
final  decision.  It  is  not  prudent  or  advisable,  for  the  agency  to  compel  all 
explanations  of  confidentiality  to  be  disclosed  to  the  requester.  Naturally, 
the  substance  of  the  withholding  decision  will  be  communicated  when  the 
agency  explains  that  the  information  is  exenpt;  the  underlying  decision  data 
is  available  in  many  cases;  but  the  detailed  factual  support  involves 
competitive  intelligence  information,  disclosure  of  which  would  tie  very 
troubling  for  the  submitter. 

There  are  several  reasons  why  the  agency  may  choose  to  summarize  the 
exemption  rationale  rather  than  disclose  actual  comments  in  detail.  First,  it 
is  the  agency's  legal  exemption  decision,  not  the  requester's  opinion,  which 
the  process  of  adjudication  is  intended  to  produce.  Second,  candid  and  ' 
detailed  support  on  a  confidential  basis  can  be  given  to  the  agency  by  the 
owner,  with  a  summary  made  available  to  the  public  at  large,  and  that  dual 
arrangement  acccmodates  conflicting  interests.  Third,  this  candid  explanation 
allows  the  agency  to  understand  special  meanings  or  uses  of  the  information 
which  the  requester,  a  competitor,  may  not  have  realized.  Fourth,  scmetimes 
explanations  of  what  cannot  be  disclosed,  if  very  detailed,  give  valuable 
information  in  and  of  themselves.  And  finally,  the  requester  has  a  full  de 
novo  review  in  district  court  and  can  ask  for  in  camera  review  by  the  trial 
court  as  was  done  in  the  recent  Air  Line  Pilots  case  regarding  detailed 
aircraft  designs,  552  F.Supp.  811  (D.D.C.  1982). 

III.  Judicial  Review 

In  this  segment  of  the  procedural  reforms,  equality  of  treatment  for  both 
requester  initiated  and  sutxnitter  initiated  cases  is  essential.  The  Supreme 
Court  called  on  Congress  to  clarify  this  area,  in  Chrysler  Corp.  v  Brown,  441 
U.S.  281  (1979).  Commentators  and  critics  have  called  on  Congress  to  effect  a 
legislated  solution. 

The  owner  receives  the  opportunity  to  consider  the  final  agency  decision  for 
ten  working  days  after  that  person  receives  notice  of  the  final  decision. 
When  the  final  decision  of  the  agency  has  been  made,  there  is  a  final  action, 
the  statutory  prerequisite  of  ripeness  has  been  satisfied,  and  the  agency  can 
be  sued  by  either  party.  Because  the  act  of  disclosure  terminates  the  rights 
of  nondisclosure,  unlike  repairable  takings  of  physical  property  or 
refundable  charges  in  economic  regulation,  judicial  review  should  be  corplete 
and  prompt,  and  action  should  be  stayed  pending  the  prompt  resolution  of  the 
matter  in  court. 

It  is  expected  that  the  number  of  suits  will  not  significantly  increase  over 
the  long  term,  though  as  with  any  new  legislation,  cases  testing  the  new  law 
can  be  anticipated  for  a  short  time.  The  reason  litigation  is  not  expected  to 
increase  is  that  the  negotiation  of  disclosures  will  dispose  of  more 
submitter  complaints.  Sufcmitterds  have  less  incentive  to  complain  if  they  are 
advised  of  the  intended  agency  action. 

Equality  of  de  novo  review  is  very  appropriate,  and  the  ccmpronise  bill 
properly  followed  the  Administrative  Conference  reccmmendation  on  this  point. 
The  court  can  make  its  cwn  determination  of  the  factual  case  and  the  legal 
significance  of  the  confidentiality  elements.  It  is  not  necessary  for  a  court 
to  accept  an  agency's  decision  about  the  factual  or  legal  status  of  documents 
as  being  exempt  from  disclosure,  whether  ths  suit  is  brought  by  the  requester 
or  the  submitter.  This  provision  is  also  a  logical  extension  of  the 
procedural  directions  of  the  Supreme  Court  in  the  Chrysler  decision  in  1979. 
The  study  of  de  novo  review  which  I  performed  at  the  request  of  the  Judicial 
Conference  liaison  members  to  the  Administrative  Conference  found  that  de 
novo  review  is  not  a  significant  burden  on  federal  courts  in  information  law 
cases.  That  survey  of  the  marginal  additional  de  novo  work  of  a  submitter 
action,  such  as  favored  in  S.  774  and  the  Administrative  Conference 
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recccTimsndation,  1  CFR  §305.82-1,  endorsed  the  conclusion  that  de  novo  review 
is  appropriate  in  submitter  cases. 

Intervention  is  permissive  under  section  5(2)  of  the  bill.  Part  of  the 
compronise  was  a  concession  that  the  court  could  extend  jurisdiction  to 
nonresidents  of  the  district.  As  with  other  matters  of  joinder  under  the 
Federal  Rules,  however,  the  court  may  in  the  interests  of  justice  not  require 
default  of  the  entire  matter  for  nonappearance  by  one  co-defendant.  In  the 
event  that  a  small  business  contractor  was  a  submitter,  resident  in  San^ 
Diego,  th_  agency  could  decide  to  carry  the  defense  of  a  Maine  requester  s 
suit  against  the  agency.  The  action  may  proceed  as  one  between  agency  and 
requester;  to  demand  default  by  the  distant  sutinitter  would  place  an  inherent 
geographical  bias  against  residents  of  areas  outside  of  Washington  D.C.,  the 
nonral  forum  so  greatly  favored  by  FOI  requesters.  Such  a  bias  with  its  cost 
inpiications  would  be  impermissible  in  legislation  addressing  a  national 
issue. 

No  position  is  taken  in  S.  774  concerning  revision  of  the  Tucker  Act  or  the 
Federal  Torts  Claims  Act  to  provide  as  remedy  for  agency  disclosure's 
economic  consequences  to  the  submitter.  Because  this  was  a  compromise  bill, 
we  endorse  further  study  of  post-disclosure  remedies  but  do  not  seek  its 
inclusion  here. 

IV.  Definitions 

In  §4,  several  definitional  items  merit  appropriate  legislative  history.  The 
term  "designate"  includes  oral  or  written  claims  of  confidentiality,  made  to 
a  representative  of  the  agency.  It  is  not  possible  to  demand  written  claims 
because  so  many  business  inspections  occur  annually,  at  which  federal 
inspectors  obtain  records  or  take  observations  of  commercial  operations  in 
the  premises  of  the  inspected  private  party.  A  system  of  written 
presubmission  claims  would  collapse  when  applied  to  inspection  situations. 
Later  claims  of  confidential  status  must  be  permitted  to  be  made  so  that  the 
smaller  business  firm,  the  field  representative,  or  an  employee  with 
inadvertent  omission  will  not  be  penalized.  The  claim  can  follow  the 
submission. 

We  anticipate  that  use  of  the  terms  "conmercial"  and  "financial"  in 
subsection  4,  new  (a) (7) (A) (i) ,  connotes  their  case  law  meaning  under  the 
existing  law  of  the  Freedom  of  Information  Act,  and  the  terms  "research"  and 
"business"  have  their  colloquial  meaning. 

The  term  "lawfully"  in  (a) (7) (B) (iv)  precludes  the  theft  of  a  trade  secret  or 
other  covered  document  from  being  a  basis  for  subsequent  agency 
dissemination.  The  agency  should  act  according  to  law  and  with  sound, 
principled  observance  of  fairness  when  deciding  whether  information  is 
"lawfully"  in  the  public  dcmain  through  the  action  of  the  submitter. 

In  §17,  we  endorse  the  concept  of  defining  the  term  "submitter"  to  include 
both  a  physical  act  of  delivery  and  the  permissive  dissemination  of  records 
to  an  agency.  Inspections  are  a  constant  source  of  the  information 
confidentiality  problems  endured  by  inspected  firms  and  the  agencies. 

We  note  that  the  term  "commercial  or  proprietary  interest"  should  have  its 
normal  meaning  according  to  the  usage  of  the  conmercial  marketplace. 

Finally,  there  will  be  situations  in  which  the  actual  submitter  is  acting  in 
an  agency  or  representative  capacity.  In  such  a  circumstance  we  expect  that 
the  submitter  will  include  the  real  party  in  interest,  see  F.R.C.P.  17(a). 

V  .  Significance  of  the  Compronise  for  the  Status  of  Exenption  (b)(4). 

Under  the  compromise,  no  endorsement  of  the  "substantial  competitive  harm" 
standard  is  made.  That  standard  has  several  major  weaknesses. 

First,  it  lacks  a  sufficient  historical  basis,  since  the  3-judge  court  cast 
the  definition  out  of  no  historical  source  and  cited  to  none,  when  it  acted 
seven  years  after  the  enactment  of  the  statute.  Second,  proof  requirements 
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tor  competitive  displacement  are  contrary  to  the  intention  of  the  drafters  of 
the  exemption,  including  Ser-itor  Hubert.  Humphrey's  Senate  floor  compronise. 

Third,  the  court's  test  applies  an  improper  criteria,  expanding  the  vagueness 
of  the  statute  to  impermissible  bounds.  When  is  "enough"  harm  shown  to  be 
"substantial"?  The  usual  norm  of  interpretation  of  ambiguity  flews  to  the 
courts  for  resolution;  in  this  instance  the  ambiguity  is  judge-made. 

Fourth,  a  relative  market  sharte  displacement  standard  forces  agencies  to 
make  market  share  judgments  wholly  outside  their  realm  of  expertise,  with 
distracting  effects.  The  persons  least  aware  of  the  die  casting  business  in 
Oregon  may  be  a  group  of  federal  labor  statisticians  based  in  suburban 
Maryland;  it  is  irrational  to  place  the  adjudication  of  the  substantidal  harm 
to  the  Oregon  firm's  competitive  position  upon  the  shoulders  of  the  labor 
statistics  group  which  happens  to  have  custody  of  an  internal  and  proprietary 
report  of  that  firm.  Each  new  task  for  which  agencies  are  not  suited 
distracts  the  agency  both  from  accomplishment  of  its  mission  and  from 
enjoyment  of  the  deference  for  its  expertise. 

Fifth,  corpetitive  harm  gives  no  respect  to  innovative  technologies.  There 
may  be  a  future  market  for  a  new  machine;  but  there  is  no  competitor  yet.  How 
speculative  would  the  evidence  have  to  be,  in  order  to  prevail? 

Sixth,  the  standard  compels  smaller  business  to  bear  inordinately  large  legal 
and  technical  expertise  costs  in  defense  of  the  property  rights,  which  should 
be  inherently  protectable  as  a  matter  of  common  practice.  Economists, 
accountants  and  lawyers  benefit  each  time  a  dispute  reaches  the  stage  of 
reverse-FOI  litigation.  When  the  litigation  is  over,  who  has  won?  If  the 
conmercial  data  is  protected,  the  firm  is  out  the  costs  of  defense.  If  the 
agency  prevails,  the  firm  will  likely  resist  the  agency  fully  in  the  future, 
while  the  beneficiary,  the  competitor,  will  avoid  the  same  situation  by 
denying  agency  access  to  its  comparable  set  of  documents,  wherever  possible. 

The  better  policy  approach  is  to  have  a  reexamination  of  the  "substantial 
competitive  harm"  standard.  We  endorse  the  approach  of  the  Justice  Department 
and  Federal  Reserve  Board  in  the  First  Circuit  litigation  concerning  the 
Boston  Salary  Study  Group.  The  standard  should  be  based  on  expectation 
interests  and  commonality  of  conduct  among  similarly  situated  people.  The 
submission  should  not  depend  for  its  legal  status  upon  the  agency's  best 
guess  of  future  market  share  losses. 

However,  we  recognize  that  changes  to  exemptions  are  more  controversial  than 
procedural  reforms.  We  state  the  case  for  substantive  reform  in  the 
expectation  that  change  will  cotne  in  the  future.  We  accept  the  ccmprcmise, 
which  settles  for  procedural  change  only,  in  the  interest  of  time  and 
progress. 

Thank  you  for  considering  these  comments. 
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THURSDAY,  APRIL  21,  1983 

U.S.  Senate, 
Subcommittee  on  the  Constitution, 

Committee  on  the  Judiciary, 

Washington,  D.C. 
The  subcommittee  met,  pursuant  to  notice,  at  2:23  p.m.,  in  room 
SD-226,   Dirksen   Senate   Office   Building,   Hon.   Orrin   G.   Hatch 
(chairman  of  the  subcommittee)  presiding. 

Present:  Senators  Leahy,  Thurmond,  and  Grassley. 
Staff  present:  Randall  Rader,  general  counsel;  Philip  Barker,  pro- 
fessional staff  member;  and  Claire  Greif,  chief  clerk. 

OPENING  STATEMENT  OF  HON.  ORRIN  G.  HATCH,  A  U.S.  SENATOR 
FROM  THE  STATE  OF  UTAH,  CHAIRMAN,  SUBCOMMITTEE  ON 
THE  CONSTITUTION 

Senator  Hatch.  I  apologize  for  being  late,  but  we  have  been 
working  on  budget  problems  all  day,  and  the  Budget  Committee  is 
meeting  now  and  I  am  supposed  to  be  there.  But  let  us  begin  these 
hearings  right  now. 

Today  will  be  the  final  hearing  in  a  process  of  inquiry  that  began 
nearly  2  years  ago  on  January  15,  1981.  In  these  intervening 
months,  we  have  learned  a  great  deal  about  the  strengths  and 
weaknesses  of  the  Freedom  of  Information  Act. 

More  important,  however,  we  have  arrived  at  an  agreement  to 
amend  some  of  the  most  glaring  weaknesses,  and  that  agreement  is 
embodied  in  S.  774,  which  is  the  subject  of  this  hearing. 

These  hearings  have  established  that  the  Freedom  of  Informa- 
tion Act — I  will  call  it  FOIA  from  here  on  in — is  intended  to  hold 
the  Government  accountable  to  an  informed  electorate. 

FOIA  itself,  however,  must  be  held  accountable  when  it  frus- 
trates rather  than  fulfills  its  mandate.  These  hearings  have  pro- 
duced a  wealth  of  evidence  that  FOIA  has  not  always  operated  to 
produce  a  more  efficient  and  responsive  Government. 

Instead,  FOIA  has  afforded  organized  criminals  and  other  law- 
breakers a  convenient  way  "to  evade  criminal  investigation  or  to 
retaliate  against  informants,"  to  quote  from  the  Attorney  General's 
1981  task  force  on  violent  crime. 

A  study  of  the  Drug  Enforcement  Administration  in  1982  docu- 
mented that  14  percent  of  DEA's  investigations  were  aborted  or 
significantly  compromised  by  FOIA-related  problems.  Unfortunate- 
ly, FOIA  in  this  case  is  not  making  Government  better,  but  making 
Government  less  able  to  protect  its  own  citizens. 
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The  same  frustration  of  FOIA's  purposes  occurs  when,  instead  of 
informing  citizens,  it  becomes  a  tool  for  violating  their  privacy. 
FOIA  has  also  provided  some  businesses  with  a  means  to  acquire 
trade  secrets  or  other  confidential  information  about  a  competitor. 

FOIA  has  also  opened  defense  technical  data  in  the  form  of  blue- 
prints, repair  manuals,  design  criteria,  and  research  results  to  any 
person  who  files  a  request  with  the  Defense  Department. 

FOIA  also  has  been  employed  by  litigants  as  a  discovery  device 
to  avoid  triggering  reciprocal  discovery  or  otherwise  to  circumvent 
discovery  rules.  Moreover,  the  bulk  of  all  these  abuses  of  FOIA  are 
fully  subsidized  by  taxpayers.  Less  than  2  percent  of  the  cost  of 
complying  with  FOIA  is  recovered  in  user  fees. 

Thus,  even  at  the  Drug  Enforcement  Administration,  where  60 
percent  of  all  requests  are  from  imprisoned  or  known  drug  traffick- 
ers, the  taxpayer  is  bearing  the  substantial  cost  of  administering 

the  act. 

This  recitation  of  instances  when  FOIA  has  frustrated  its  broad- 
er purpose  of  contributing  to  better  Government  is  not  meant  to  be 
exhaustive,  but  rather  indicative  of  the  need  to  carefully  balance 
our  information  policy. 

No  one  questions  the  obvious  virtues  of  an  open  Government,  nor 
should  anyone  question  the  Government's  obligation  to  protect  the 
identities  of  confidential  informants.  No  one  questions  the  value  of 
an  informed  citizenry,  nor  should  anyone  question  the  Govern- 
ment's obligation  to  respect  the  privacy  of  those  same  citizens.  No 
one  questions  the  merits  of  a  free  information  policy,  nor  should 
anyone  question  the  need  to  protect  defense  technical  data. 

S.  774  is  a  substantial  step  toward  restoring  the  balance  between 
public  access  to  Government  information  and  efficient  execution  of 
necessary  and  occassionally  confidential  Government  functions. 
This  bill  achieves  this  balance  in  a  manner  that  preserves  both 
goals  of  the  act— a  more  informed  citizenry  and  a  responsible  and 
effective  Federal  Government. 

We  have  a  statement  from  the  chairman  of  the  full  committee, 
Senator  Thurmond,  which  we  will  insert  in  the  record  at  this  point. 

[The  following  was  received  for  the  record:] 

Prepared  Statement  of  Hon.  Strom  Thurmond,  a  U.S.  Senator  From  the  State 
OF  South  Carouna,  Chairman,  Committee  on  the  Judiciary 

Mr.  Chairman,  this  marks  the  second  of  2  days  of  hearings  by  the  Subcommittee 
on  the  Constitution  on  proposed  reforms  of  the  Freedom  of  Information  Act.  Legisla- 
tion virtually  identical  to  that  being  considered  by  this  subcommittee  today  was  ap- 
proved unanimously  by  the  full  committee  last  year  following  extensive  efforts  to 
develop  a  bipartisan  compromise. 

Mr.  Chairman,  I  continue  to  support  your  outstanding  efforts  on  this  important 
legislation  and  look  forward  to  being  able  to  process  this  in  the  near  future  in  the 
full  committee.  I  believe  that  the  present  legislation  is  sensitive  to  the  wide  variety 
of  legitimate  interests  that  have  been  expressed  by  various  organizations  on  the 
Freedom  of  Information  Act— law  enforcement  groups,  civil  liberties  groups,  jour- 
nalistic groups,  business  groups,  and  others.  It  is  legislation  that,  in  my  opinion,  will 
be  supported  by  the  vast  majority  of  members  in  the  full  committee;  I  would  not  be 
surprised  to  see  it  earn  the  support  again  of  every  member  of  the  committee. 

S.  774  would  attempt  to  reassert  a  proper  balance  between  what  are  often  compet- 
ing objectives  of  government.  On  the  one  hand,  it  is  important  that  our  national 
government  be  an  open  and  accountable  one;  the  people  of  this  country  should  have 
the  opportunity  to  have  access  to  the  papers  and  records  and  reports  of  their  gov- 
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ernment.  The  Freedom  of  Information  Act  has  been  successful  in  promoting  these 
important  objectives. 

On  the  other  hand,  there  are  occasional  limits  that  must  be  respected  to  this  gen- 
eral rule  of  openness  and  disclosure.  There  are  circumstances — they  are  the  excep- 
tion not  the  rule — when  there  is  an  equally  legitimate  governmental  interest  in  con- 
fidentiality and  nondisclosure.  These  interests  arise  in  the  context  of  certain  law  en- 
forcement records,  certain  records  relating  to  trade  secret  information  of  private 
businesses  in  the  possession  of  the  government.  There  is  little  question  that  the 
Freedom  of  Information  Act  has  increasingly  resulted  in  the  breach  of  confidential- 
ity of  this  information  in  recent  years.  The  purpose  of  S.  774  is  to  draw  just  a  bit 
more  clearly  the  line  between  the  vast  bulk  of  government  records  that  ought  to  be 
subject  to  disclosure  under  the  act  and  the  small,  but  important,  class  of  records 
that  ought  to  be  protected  from  this. 

This  is  a  sometimes  difficult  balance  to  draw,  but  I  believe  that  it  has  been  large- 
ly achieved  in  S.  774.  Again,  I  commend  the  chairman  of  the  subcommittee  for  his 
efforts  in  accomplishing  this. 

Senator  Hatch.  I  want  to  personally  commend  the  distinguished 
Senator  from  Vermont  for  the  effective  and  good  work  that  he  has 
performed  in  helping  us  to  fashion  this  particular  bill. 

I  just  want  to  lend  my  personal  respect  to  him,  because  arriving 
at  a  beneficial  balance  in  Federal  information  policy  is  a  difficult 
problem.  We  do  want  to  achieve  this  balance  in  the  interests  of  all 
concerned.  So,  at  this  time,  we  will  turn  to  our  distinguished  friend 
from  Vermont,  Senator  Leahy. 

Senator  Leahy.  Well,  thank  you,  Mr.  Chairman.  I  would  ask  to 
have  my  opening  statement  placed  in  the  record  because  of  the 
time  constraints. 

[The  following  was  received  for  the  record:] 

Prepared  Statement  of  Hon.  Patrick  J.  Leahy,  a  U.S.  Senator  From  the  State 

OF  Vermont 

I  want  to  begin  this  afternoon's  session  by  complimenting  the  chairman  for  hold- 
ing these  very  valuable  hearings  aimed  at  helping  us  to  reach  consensus  on  a 
number  of  changes  to  the  Freedom  of  Information  Act.  These  changes  will  benefit 
the  Government,  requesters  and  submitters  of  information,  and  the  public  in  gener- 
al. 

We  began  these  hearings  on  Monday  with  a  distinguished  list  of  witnesses,  includ- 
ing Assistant  Attorney  General  Jonathan  Rose.  Most  of  my  questioning  of  Mr.  Rose 
concerned  the  new  Department  of  Justice  guidelines  with  respect  to  fee  waivers. 
First,  Mr.  Rose  claimed  that  his  January  1983  guidelines  on  waivers  represented  a 
condensing  and  clarifying  of  the  Civiletti  guidelines  and  not  a  major  shift  in  policy. 
Then  he  testified  that  NBC  newsman  Carl  Stern's  application  for  a  fee  waiver  had 
been  originally  denied  because  he  had  failed  to  mention  that  he  wanted  the  request- 
ed documents  for  a  news  story. 

Yesterday  I  received  copies  of  correspondence  which  leads  me  to  believe  that  Mr. 
Rose  may  have  been  either  disingenuous  on  both  of  these  points,  or  alternatively, 
that  he  is  not  too  aware  of  how  the  guidelines  are  being  read  by  the  administra- 
tion's own  agencies  or  by  the  general  public. 

The  letter  I  just  received  comes  from  the  Department  of  Interior's  Office  of  Sur- 
face Mining  in  response  to  a  request  for  a  fee  waiver  from  the  Environmental  Policy 
Institute.  The  EPI  had  requested  Interior  Department  documents  and  a  fee  waiver 
because  it  had  been  invited  by  Congressman  Yates  to  testify  during  oversight  hear- 
ings on  the  Surface  Mining  Act,  and  it  needed  the  documents  in  preparation  for  the 
testimony.  In  the  past,  the  EPI  had  routinely  received  similar  documents  without 
charge.  I  would  like  to  read  the  pertinent  portion  of  the  reply  which  EPI  received 
from  the  Department  of  Interior  concerning  its  fee  waiver  request. 

"Since  our  February  16  letter,  however,  we  have  received  further  guidance  from 
the  U.S.  Department  of  Justice  [DOJ]  on  fee  waiver  requirements  which  requires 
more  extensive  information  to  justify  a  fee  waiver.  Before  we  can  grant  a  waiver,  we 
must  determine  that  a  request  meets  the  twofold  objectives  for  fee  waivers  estab- 
lished by  DOJ:  (1)  the  fostering  of  the  disclosure  of  nonexempt  agency  records  where 
it  will  primarily  benefit  the  general  public  and  (2)  the  preservation  of  public  funds 
where  there  will  be  insufficient  public  benefit  derived  from  disclosure. 
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"Before  we  can  make  a  decision  on  a  request  for  any  future  waiver,  we  ask  that 
you  provide  information  in  response  to  the  following  questions  so  that  we  can  deter- 
mine if  granting  the  waiver  or  a  reduction  in  fees  is  in  the  public  interest: 

"a.  What  is  the  genuine  public  interest  in  the  subject  matter  of  the  documents  for 
which  a  fee  waiver  is  sought? 

"b.  What  is  the  value  to  the  public  of  the  records  themselves? 

"c.  Is  the  requested  information  already  available  in  the  public  domain? 

"d.  Do  you  have  the  knowledge  and  ability  to  disseminate  the  information  to  the 
public  effectively?  Please  describe  specifically  your  qualifications,  the  nature  of  your 
project  or  research,  and  the  purposes  for  which  you  intend  to  use  the  requested  ma- 
terials. 

"e.  Do  you  have  any  personal  interest  that  may  reasonably  be  expected  to  benefit 
from  disclosure?  The  magnitude  of  any  such  personal  interest  should  be  described 
sufficiently  to  allow  us  to  compare  it  with  the  magnitude  of  any  discernible  public 
benefit,  since  a  fee  waiver  is  proper  only  if  the  benefit  to  the  general  public  is  pri- 
mary. 

"These  questions  must  be  answered  for  each  request  for  a  fee  waiver  because  each 
will  be  considered  on  a  case-by-case  basis.  We  cannot  grant  'blanket'  waivers.' 

In  my  mind,  if  the  current  law  gives  federal  agencies  the  discretion  to  engage  in 
these  kinds  of  shenanigans,  the  current  law  needs  to  be  changed  to  implement  the 
intent  Congress  had  in  1974  when  it  tried  to  wipe  out  these  kinds  of  practices. 

I  should  point  out  for  the  record  that  the  Department  of  Interior  decided  not  to 
apply  new  policies  to  FOIA  requests  pending  at  the  time  this  letter  was  written.  But 
in  my  mind  that  only  underscores  the  point  that  the  new  Department  of  Justice 
guidelines  are  a  dramatic  change  from  past  Department  policies. 

Senator  Leahy.  I  appreciate  the  comments  the  chairman  has 
made.  I  think  law  enforcement,  more  and  more  people  realize,  is 
not  a  partisan  matter;  it  is  a  matter  that  involves  all  people  in  this 
country.  I  do  not  think  criminals  ever  choose  their  victims  based 
on  their  political  beliefs,  and  we  all  have  a  stake  in  controlling 
crime  in  this  country. 

I  think  we  have  found  some  areas  where  FOIA  can  be  improved, 
especially  in  the  area  of  organized  crime.  As  I  have  stated  in  other 
hearings  similar  to  this,  it  is  one  thing  when  you  are  dealing  with 
somebody  who  randomly  sticks  up  a  gas  station  or  something  like 
that. 

It  is  something  else  when  you  are  dealing  with  somebody  with  a 
multibillion-dollar  operation  and  all  the  computer  time,  lawyers, 
accountants,  experts,  and  everything  else  that  that  can  hire.  Then 
we  are  at  an  entirely  different  level  of  sophistication,  and  I  think 
that  we  have  to  deal  with  our  laws  to  reflect  that  sophistication. 

Thank  you,  Mr.  Chairman. 

Senator  Hatch.  Thank  you,  Senator. 

Mr.  Director,  I  really  apologize  for  the  delay  this  afternoon,  and  I 
apologize  if  I  have  to  leave  because  of  the  Budget  Committee. 

The  subcommittee's  first  witness  today  is  the  highly  respected 
Director  of  the  Federal  Bureau  of  Investigation.  Twice  before  in 
this  cycle  of  hearings.  Judge  Webster  has  taken  the  time  to  inform 
this  subcommittee  of  the  difficulties  posed  for  his  law  enforcement 
responsibilities  by  the  Freedom  of  Information  Act. 

We  appreciate  the  time  commitments  that  you  have  made  to  this 
issue,  and  particularly  to  this  subcommittee  and,  I  think,  to  the 
country.  We  look  forward,  Mr.  Director,  to  your  insightful  presen- 
tation here  today  and  we  will  turn  the  time  over  to  you. 
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STATEMENT  OF  HON.  WILLIAM  H.  WEBSTER,  DIRECTOR, 
FEDERAL  BUREAU  OF  INVESTIGATION 

Mr.  Webster.  Thank  you,  Mr.  Chairman,  and  Senator  Leahy.  I 
welcome  this  opportunity  to  once  again  discuss  with  you  some  of 
my  concerns  about  the  impact  the  Freedom  of  Information  Act  has 
had  on  the  FBI's  law  enforcement  mission.  During  the  past  few 
years,  I  have  discussed  these  concerns  before  a  number  of  congres- 
sional committees. 

In  February  1979,  for  example,  I  testified  before  a  subcommittee 
of  the  House  Committee  on  Government  Operations  on  the  difficul- 
ty the  Bureau  was  experiencing  under  several  provisions  of  the 
FOIA. 

In  June  of  that  year,  at  the  request  of  various  oversight  commit- 
tees, I  prepared  a  package  of  proposals  to  amend  the  act  to  address 
my  concerns.  Additionally,  the  FBI  worked  closely  with  the  Depart- 
ment of  Justice  in  preparing  the  administration's  proposed  amend- 
ments to  the  act. 

In  November  and  December  1981,  I  appeared  before  this  subcom- 
mittee in  open  and  in  executive  session  to  testify  in  support  of  the 
administration's  proposed  amendments.  At  that  time,  I  pointed  out 
that  while  they  would  not  solve  all  of  our  problems,  they  provided 
some  needed  relief  for  law  enforcement. 

During  that  testimony,  I  made  available  for  public  scrutiny  a 
document  entitled  "Impact  of  the  Freedom  of  Information  Act 
Upon  the  Federal  Bureau  of  Investigation,"  dated  December  11, 
1981.  With  your  permission,  Mr.  Chairman,  I  would  like  to  submit 
another  copy  of  that  document  for  the  record. 

Senator  Hatch.  We  will  place  that  in  the  record,  without  objec- 
tion. 

[The  following  was  received  for  the  record:] 
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U.S.  Department  of  Justice 

S.^y^ji:^  Federal  Bureau  of  Investigation 


OII'hi  01  the  Direcloi  Wailimgton.  D  C  205J5 

December  11,  1981 


Impact  of  the  Freedom  of  Information  Act 
Upon  the  Federal  Bureau  of  Investigation 


On  December  10,  1981,  Director  Webster  testified 
in  executive  session  before  the  Subcommittee  on  the  Constitution j 
Senate  Judiciary  Committee.   He  described  in  detail  cases 
in  which  hostile  foreign  intelligence  services,  organized 
crime  figures,  members  of  terrorist  groups  and  others  have  used 
the   Freedom  of  Information  Act  to  identify  FBI  informants  and 
frustrate  FBI  investigations. 

Members  of  the  Subcommittee  have  seen  a  demonstration 
of  the  manner  in  which  the  Act  can  be  used  for  these  very  purposes. 

Chairman  Hatch  asked  the  Director  to  provide  for  the 
public  record  information  concerning  costs  incurred  in  complying 
with  the  Act  as  well  as  a  document  which  reveals,  to  extent 
possible, the  specific  examples  about  which  he  testified.   As  those 
who  heard  the  testimony  can  understand,  complying  with  the  request 
necessitates  eliminating  some  examples  altogether  and  publishing 
others  in  a  highly  diluted  form.   It  simply  is  not  possible  to 
chronicle  here,  for  example,  the  manner  in  which  the  KGB  and  the 
Communist  Party  have  used  -the  Act,  nor  do  circumstances  allow 
reconstruction  of  the  FOIA  blueprint  criminals  have  followed 
to  the  detriment  the  FBI. 

Those  who  read  these  materials  not  only  should  realize 
these  accomodations  had  to  be. reached  but  also  appreciate  the 
severity  they  evidence. 
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During  November,  1981,  I  received  a  communication 
from  one  of  our  Special  Agents  in  Charge  of  a  field  office 
concerning  a  Conference  on  Organized  Crime  jointly  conducted 
with  a  foreign  ally. 

That  communication  relayed  the  following  information: 
During  a  discussion  of  membership  of  the  foreign  crime 
families,  a  U.S.  official  asked  the  foreign  conferees  if  they  would 
furnish  the  U.S.  conferees  with  a  complete  list  of  the  100,000 
crime  family  members,  including  criminal  records  and  investigative 
status.   A  foreign  official  advised  that  it  would  not  be  possible 
to  do  so.   He  did  not  elaborate  on  his  response  at  that  time. 

During  a  discussion  of  the  U.S.  Treasury  Enforcement 
Communications  System  (TECS),  the  same  official  asked  whether  the 
TECS  was  secure,  and  a  Customs  official  advised  that  is  was. 
He  then  asked  whether  it  was  not  a  fact  that  any  foreign  crime 
family  could  make  a  Freedom  of  Information  Act  request  in  order 
to  learn  whether  he  was  a  subject  of  the  TECS,  or  for  that  matter, 
any  system  used  by  U.S.  Law  Enforcement.   He  also  asked  whether 
the  foreign  crime  family  member  could  then  learn  that  information 
had  been  furnished  to  the  U.S.  authorities  by  foreign  authorities. 

He  and  the  other  attendees  were  advised  that  information 
from  foreign  governments  was  able  to  be  excluded  from  release  under 
at  least  two  exemptions  of  the  Freedom  of  Information  Act  and  as  a 
matter  of  practice  this  was  always  done.   In  a  later  private 
exchange  he  asked  what  sort  of  response  was  given  to  a  foreign 
subject  if  there  was  a  pending  investigation  at  the  time  of  the 
request,  since  he  understood  that  the  law  had  no  provisions 
to  deny  the  existence  of  records  in  such  a  case.   He  asked  then 
if  the  requester  might  not  make  an  inference  from  a  response 
different  from  a  response  that  denied  the  existence  of  records. 
A  discussion  of  the  difficulties  in  responding  to  such  a  request 
ensued,  and  the  concern  of  U.S.  Law  Enforcement  regarding  the  absence 
of  a  denial  provison  was  expressed.   He  advised  that  one  difficulty 
the  foreign  authorities  faced  stemmed  from  the  proposition  that  any 
foreign  crime  family  member  who  received  anything  but  a  blanket 
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denial  from  a  U.S.  Agency  could  conclude  that  whatever  sort  of 
investigation  did  exist,  must  exist  with  the  knowledge  and 
cooperation  of  the  foreign  authorities  also.   From  his  perspective, 
submission  of  the  names  of  the  members  (and  other  information) 
raised  serious  problems. 

In  continuing  conversation,  other  ramifications  of 
dissemination  of  information  to  U.S.  authorities  were  discussed. 
One  foreign  official,  who  has  an  excellent  grasp  of  the  U.S.  Freedom 
of  Information  Act,  strongly  noted  that  his  country  has  resisted 
such  a  law. 

At  the  conclusion  of  the  conference,  the  foreign  law 
enforcement  personnel  stated  that  they  would  study  the  issue  of 
whether  the  names  of  known  organized  crime  figures  (and  other 
information)  could  be  furnished  to  U.S.  authorities. 

The  above  information  is  furnished  specifically  because 
it  described  the  concern  of  a  foreign  country  with  a  difficult 
international  organized  crime  problem.   The  foreign  law  enforcemcj.- 
personnel  clearly  indicated  how  invaluable  our  information  is  to 
them,  and  recognize  that  they  will  need  similarly  to  furnish 
information  to  us,  since  their  organized  crime  members  are  increasing 
their  activities  throughout  the  world,  and  particularly  in  the 
United  States.   The  foreign  authorities  had  a  very  good  grasp  of 
the  difficulties  the  Freedom  of  Information  Act  had  caused 
and  the  chilling  effect  the  Freedom  of  Information  Act  has  had 
was  obvious  to  the  U.  S.  Delegation. 

It  is  interesting  to  note  that  our  foreign  associates 
are  aware  of  the  damage  which  can  result  when  a  law  enforcement 
agency  does  no  more  than  admit  the  existence  of  a  record. 

Tlie  FBI  lost  a  top  lovnl  organized  crinr!  informant 
wlio  was  our  most  reliable  source  of  information  regarding  a  l:)ranch 
of  n\\   ornnniTi^d  crime  family. 
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The  association  between  the  FBI  and  this  source  began 
over  a  decac^e  ago.   More  than  ten  years  of  careful  development 
followed.   As  liis  contacts  within  the  organized  criminal  society 
increased,  he   was  able  to  provide  the  identity  of  subjects  in 
several  FBI  bank  robbery  cases  and  help  resolve  a  major  theft. 
Most  important,  he  becane  the  confidant  of  a  ranking  member  of 
the  family  through  vrhom  we  gained  valuable  organized  crime 
intelligence. 

Several  years  ago,  our  Special  Agent  handling  this 
source  noticed  that  the  information  being  disclosed  was  not 
so  dr>taile<l  or  current  as  it  once  had  been.   The  informant 
would  rolate  that  a  meeting  had  talien  place,  but  would  not  reveal 
tliose  aspects  of  the  meeting  tiiat  could  be  traced  to  hin.   lie 
would  reveal  notliing  of  a  singular  nature. 

Tills  curtailmert  of  information  not  only  impaired  our 
once  solid  coverage  of  the  organized  crime  target  in  this  area; 
it  also  dit.'.irished  our  Agent's  ability  to  control  and  direct  the 
informant  and  liis  services  were  discontinued. 

I!ow  did  wc  lose  this  source?   The  organized  crime 
figure  targeted  by  this  informant  received  a  quantity  of  FBI 
docuiaents  requested  under  the  FOIA.   The  target  displayed  the 
documents,  spread  then  before  the  source  and  said:   "Let's  see  if 
we  can  find  out  how  tliey  got  all  this."   The  source  was  never  the 
same. 

Fortunately,  our  Agent  had  alerted  the  informant  to  this 
possibility.   Had  the  informant  not  been  prepared,  his  ignorance  and 
apprehension  concerning  v-^hat  the  records  contained  could  have  made 
him  so  ill  at  ease  that  the  target's  suspicion  could  have  been 
aroused  with  serious  consequences. 
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VJhcn  questioned  about  the  incident  by  the  Agent,  the 
informant  said  he  had  complete  trust  and  faith  in  the  Agent,  but 
doubted  the  FDI ' s  ability  to  protect  information  provided  by  its 
informants.   He  also  pointed  to  the  increasing  popularity 
of  the  FOIA  as  an  amusement  whereby  organized  crime  leaders  obtained 
FDI  records  to  taunt  and  intimidate  members  of  their  organizations 
from  making  any  contact  with  law  enforcement  authorities. 

I  have!  an  e:'.ample  of  that  being  done.   An  organized 
crime  figure  demanded  and  received  FDI  documents  under  the  Act.   He 
confronted  the  proprietor  of  a  business  establishment  whose  only 
association  v/ith  the  FBI  had  been  a  short,  unsolicited  interviev; 
several  years  earlier.   In  the  midst  of  a  casual  conversation, 
he  asked  the  proprietor  if  he  had  been  contacted  by  the  FBI  several 
years  ago.   Nervously,  the  proprietor  denied  such  a  contact. 
The  organized  crime  figure  laughed  and  walked  off.   A  distraught 
proprietor  telephoned  the  FBI  shortly  thereafter  for  an  explanation. 

We  received  informant  information  that  Organized 
Crime  members  in  the  Detroit  area  have  been  instructed  to  submit 
FOIA  requests  to  the  FBI  in  an  effort  to  identify  our  sources. 

This  scheme  is  being  implemented.   To  date,  thirty- 
eight  members  and  associates  of  the  Detroit  Organized  Crime 
Family  have  made  requests.   The  list  of  requesters  reads  like 
a  Who's  Who  in  Organized  Crime  in  Detroit.   The  head  of  the 
Family,  the  former  head  and  other  prominent  members  all  have 
made  requests. 

Through  this  concerted  effort,  the  members  and  associates 
of  this  Family  have  obtained  over  twelve  thousand  pages  of 
FBI  documents.   The  Family  now  is  free  to  pool  these  materials 
and  analyze  the  FBI's  documents  to  whatever  level  of  sophistication 
and  scrutiny  their  abundant  resources  permit. 

At  the  least,  these  documents  will  reveal  the  scope 
and  limitations  of  our  investigations  of  organized  crime  in 
the  Detroit  area;  that  is,  those  criminal  activities  we  investigated 
and  those  about  which  we  evidently  knew  nothing.   Thus  we  probably 
have  alerted  our  adversary  to  potential  dangers  In  some  areas 
while  exposing  our  lack  of  knowledge  about  others. 
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other  possibilities  exist  as  well.   The  released 
information  can  be  combined  with  the  Family's  collective  knowledge 
of  all  that  transpired,  who  was  involved,  and  when.   It  may 
be  that  information  released  because  it  appeared  to  us  to  be 
"reasonably  segregable"  will  provide  the  missing  piece  of  information 
in  the  Family's  effort  to  identify  informants. 

A  few  years  ago,  a  field  office  notified  FBI  Headquarters 
that  an  informant  who  had  furnished  considerable  Information 
concerning  the  Weather  Underground  was  very  upset  about  the 
FOIA.   He  told  Agents  he  had  learned  that  former  and  current 
radicals  were  filing  FOIA  requests  in  an  attempt  to  identify 
informants. 

This  information  was  correct.   From  1975  through 
1981,  over  seventy  members  or  former  members  of  the  Weathermen 
have  made  FOIA  requests  of  the  FBI.   In  addition,  the  FBI  has 
released  over  sixty  thousand  (60,000)  pages  of  documents  concerning 
the  Weather  Underground  to  a  west  coast  attorney  who  represents 
individuals  connected  with  this  organization. 

On  October  20,  1981,  a  Brinks'  guard  and  two  police 
officers  were  killed  during  the  commission  of  an  armored  car 
robbery  in  Rockland  County,  New  York. 

Among  those  who  have  been  charged  or  are  being  sought 

in  connection  with  this  incident,  are  persons  who  were  associated 

with  the  Weather  Underground.   The  individuals  who  allegedly 

participated  in  this  violent  act  and  the  organization  with 

which  they  were  associated  have  made  thorough  use  of  the  Freedom 

of  Information  Act.   Of  those  persons  who  have  been  charged 

or  are  being  sought  in  connection  with  these  killings,  five 

made  requests  to  the  FBI  for  documents  concerning  themselves, 

and  four  of  those  persons  received  documents  from  the  FBI  pursuant 

to  the  FOIA. 

While  the  fact  that  the  informant  Information  in 

this  example  seems  like  "old  news",  this  tragic  armored  car 

robbery  provides  a  stunning  demonstration  that  persons  who 

were  associated  with  seemingly  dormant  organizations  may  surface 
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with  violent  results.   It  drives  home  the  point  that  we  never 
know  what  use  groups  and  individuals  may  be  making  of  information  " 

released  under  the  FOIA. 

In  the  early  1970*3  an  informant  belonged  to  an  organization 
allegedly  engaged  in  criminal  conduct.   In  the  late  1970 'a 
leadership  of  this  small  group  submitted  FOIA  requests  to  the 
FBI.   Upon  receipt  of  excised  material,  these  individuals  began 
to  suspect  that  there  were  one  or  more  government  informants 
in  their  midst.   As  they  began  to  compare  our  releases,  they 
were  able  to  pinpoint  the  identity  of  one  of  the  two  government 
informants  who  had  successfully  penetrated  the  group.   The 
other  informant  was  told  that  he  was  suspected  of  being  an 
FBI  informant. 

The  leadership  then  instructed  all  members  of  the 
group  to  make  FOIA  requests  to  the  FBI  for  the  purpose  of  further 
comparison  of  information  in  order  to  ferret  out  additional 
government  informants. 

The  Special  Agent  in  Charge  of  the  field  office  advised 
that  this  informant  feared  for  his  physical  safety  and  livelihood, 
and  our  confidential  relationship  with  him  was  terminated. 

The  Freedom  of  Information  Act  presents  the  potential 
for  damage  to  sensitive  FBI  investigations,  even  in  cases  where 
no  release  of  substantive  information  is  made.   A  requester 
with  an  awareness  of  the  law's  provisions,  a  familiarity  with 
an  agency's  records  systems,  and  whatever  personal  knowledge 
he  brin9s  to  the  situation,  can  gain  insight  into  FBI  operat.lons 
regardless  of  his  ability  to  procure  a  release  of  Bureau  documents. 

An  example  of  this  potential  problem  is  the  case 
of  top  organized  crime  chief  who,  acting  through  his  attorneys, 
made  a  number  of  requests  under  the  FOIA  for  FBI  documents 
pertaining  to  his  activities. 

He  became  the  focus  of  an  extensive  FBI  undercover 
operation.   He  filed  another  FOIA  request  with  the  FBI,  asking 
whether  it  or  any  other  agency  was  conducting  an  electronic 
surveillance  of  him.   You  should  note  the  sophistication  of 
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the  request.  He  asked  only  for  documents  pertaining  to  an 
electronic  surveillance.   Any  FBI  response  other  than  a  "no 
record"  could  be  interpreted  as  an  admission  that  we  did  have 
such  coverage. 

While  the  request  was  being  processed,  the  existence 
of  the  FBI  investigation  was  publicly  revealed,  and  the  requester 
was  indicted. 

While  it  cannot  be  said  with  certainty  what  the  requester's 
motives  were,  it  is  not  unreasonable  to  assume  that  he  was 
interested  in  obtaining  information  concerning  the  FBI's  knowledge 
of  his  activities.   Had  he  been  notified  we  were  withholding 
documents  under  the  pending  investigation  exemption  before 
he  was  indicted,  the  organized  crime  boss  would  have  been  put 
on  notice  that  the  FBI  had  active  investigative  interest  in 
him,  possibly  jeopardizing  the  undercover  investigation. 

Recently  we  received  an  FOIA  request  from  an  individual 
closely  associated  with  a  group  which  has  claimed  credit  for 
bombings  and  murders. 

The  requester  is  demanding  records  relating  to  particular 
activity  in  1980,  records  relating  to  certain  activity  in  1981,  anu 
records  not  only  in  FBI  Headquarters  but  also  in  several  specific 
localities. 

If  we  withhold  any  information,  the  requester  demands  to 
be  told,  as  the  Act  requires,  the  specific  exemption  we  rely  upon 
to  withhold  the  information. 

In  some  cases  informants  may  be  identified  by  noting  the 
dates  and  geographical  location  of  investigative  activity  and 
reasons  we  cite  to  justify  withholding  information.   The  requester 
can  add  his  own  knowledge  of  dates,  places  and  events  to  these 
facts  and  pinpoint  the  source. 

A  Federal  inmate  convicted  of  unlawful  interstate  flight 
to  avoid  confinement  for  robbery  and  assault  to  commit  first 
degree  murder  of  sheriffs  officers  confronted  and  threatened 
an  FBI  source  in  the  prison  exercise  yard.   This  source  had 
provided  valuable  information  to  the  FBI  in  relation  to  a 
bank  burglary  conspiracy  matter  x-zhich  involved  the  inmate. 
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The  ininate  showed  the  source  an  FBI  document  which  was  released 

to  him  under  the  Freedom  of  Information  Act  and  accused  the 

source  of  being  an  FBI  informant.   This  accusation  was  based 

on  the  inmate's  reasoning  that  because  only  3  people  knew 

the  details  of  the  crime  discussed  in  the  document,  and  two 

of  those  names  appeared  in  the  document  caption,  the  name 

of  the  missing  person  also  must  be  the  name  of  the  informant. 

In  order  to  protect  his  life,  prison  authorities  had  to  transfer 

the  source  to  another  facility.   His  usefulness  as  a  source 

is  ended,  and  word  has  reached  the  street  that  this  man  is 

an  informant.   This  example  demonstrates  an  instance  v/here 

the  requester's  personal  knowledge,  coupled  v;ith  the  absence 

of  certain  infornation,  led  to  the  exposure  of  a  confidential 

sourco  of  the  F"'.I. 

A  group  whose  members  advocated  the  violent  overthrow 
of  the  United  States  made  FOIA  requests  to  the  FBI. 

We  withheld  almost  all  the  information  in  the  files.   , 
As  the  Act  requires,  we  cited  the  exemptions  upon  which  we  relied 
which  in  these  cases  were  the  exemptions  for  classified  information 
and  for  informant  information. 

Even  with  maximum  utilization  of  exemptions  of  the  FOIA, 
our  responses  told  them  that  we  knew  about  them  and  that  an 
informant  was  in  their  group. 

The  effectiveness  of  our  source  was  brought  to  an  end 
as  was  our  access  to  reliable  information  concerning  the  group's 
future  activities. 

FBI  Agents  are  investigating  allegations  of  political 
corruption  and  gambling  in  a  major  metropolitan  area.   Several  of 
the  principles  in  this  matter  are  ranking  city  employees.   By 
controlling  key  positions  in  their  department,  they  can  transfer 
or  intimidate  those  employees  who  could  jeopardize  their  Illegal 
activity  by  cooperating  with  the  authorities. 
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The  central  figure  in  this  matter,  soon  after  our  Agents 
started  looVcing  into  the  gambling  allegations,  made  a  request  under 
the  Freedom  of  Information  and  Privacy  Acts  for  any  FDI  records 
concerning  himself.   He  claimed  to  a  fellow  employee  that  through 
this  request  and  the  FBI's  response,  he  could  determine  whether 
the  FBI  was  investigating  the  matter,  and,  if  so,  the  extent  of 
our  investigative  penetration  of  the  gambling  ring  in  general, 
and  himself  in  particular.   He  boasted  that  he  could  also  pick 
our  informers  and  persons  in  contact  with  the  FBI  through  these 
requests.   Seldom  are  we  able  to  verify  our  suspicion  that  these 
statutes  are  used  for  this  purpose. 

In  this  case,  we  furnished  the  requester  some  collateral 
records  while  advising  that  all  other  materials  rnsponsivn  to 
thp  request  v/ere  being  v/ithlield  on  the  basis  of  tl'/^-  exonption 
designed  to  protect  pending  investigations.   By  assorting  tUe 
appropriate  exf^mption,  hov.'evor,  v;e  confiriied  that  an  investigation 
was  under  way.   Soqi*  thereafter,  subtle  changes  were  made  in 
the  operation,  inclmding  the  shift  of  personnel  from  the  corrupt 
department  to  other  duties.   The  purge  successfully  removed 
cooperative  employees  from  the  unit  and  completely  disrupted  the 
FBI's  investigation. 

Our  confirmation  of  the  employee's  suspicion  that  an 
investigation  was  under  way  evidently  prompted  these  counter 
measures  to  thwart  our  investigation. 

This  next  example,  which  did  not  involve  the  FBI,  is 
another  illustration  of  the  problem. 

In  October,  1980,  a  United  States  Attorney  complained 
that  a  newspaper  printed  a  front  page  story  which  was  based  on 
information  obtained  through  the  FOIA.   He  concluded  that  those 
involved  in  a  murder  and  possible  explosives  violation  were 
able  to  identify  his  informant. 
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Here  is  what  he  said.   "All  of  the  names  in  the  report 
were  deleted  with  the  exception  of  my  own.   My  informant  absolutely 
demanded  anonymity  because  he  was  and  is  terrified.   Now,  (the 
subjects)  know  exactly  who  the  informant  was. 

"Another  informant  in  this  case  was  a  Federal 
District  Judge.   The  subject  filed  an  FOIA  request  and  determined 
the  identity  of  the  judge.   He  then  called  the  judge  and  harassed 
him.   Needless  to  say,  the  judge  was  shocked.   I  doubt  that 
either  of  these  two  informants  will  ever  again  cooperate  with  us." 

We  have  been  investigating  a  large-scale  kickback  scheme. 
Vital  information  was  provided  by  a  highly  placed  source  familiar 
with  the  subjects  in  the  case.   These  people  have  long  operated  on 
the  fringes  of  legality  and  are  on  close  terms  with  those  in  the 
highest  positions  of  organized  crime.   They  are  surveillance  con- 
scious and  suspicious  of  persons  \7ith  whom  they  deal.   Rarely  can 
informants  penetrate  their  ranks. 

Some  time  after  the  FBI  started  investigating  the  kickback 
scheme,  one  of  the  subjocts  made  an  FOIA  request  for  records  regarding 
himself.   Responsive  to  his  request  were  the  records  of  the  current 
investigation  conducted  under  the  Racketeer  Influenced  and  Corrupt 
Organizations  (RICO)  statute.   As  you  know,  when  an  FOIA  request  is 
for  material  in  an  active  investigative  file,  we  can  deny  the  requf 
but  must  explain  why.   That  alerts  the  requester  that  he  is  under 
investigation . 

The  field  office  investigating  the  case  warned  that  the 
current  investigation  was  unknown  to  the  requester  and  that  any 
suggestion  of  its  existence  would  jeopardize  the  safety  of  the 
FBI  source. 

A  period  of  careful  and  deliberate  correspondence  with  the 
requester  ensued.   Collateral,  less  sensitive  recordr,  were  furnished 
v;hile  the  informant's  data  was  withheld  based  on  the  informant  exemptioi 
What  suspicion,  if  any,  has  been  cast  on  the  source  is  un!;nown. 
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The  case  is  scheduled  for  presentaticr.  to  a  grand  jury. 
We  probably  will  never  know  if  our  FOIA  release  alerted  the  subjects 
and  enabled  them  to  attempt  to  frustrate  prosecution. 

The  source  has  not  been  contacted  by  the  subject  in 
the  past  six  months.   v;e  do  not  know  what  significance,  if  any,  to 
attach  to  that. 

Another  witness  in  the  case  fled  and  has  not  been  located. 
He  do  not  knov,'  whether  or  not  our  FOIA  release  had  anything  to  do 
with  his  disappearance. 

On  October  6,  1981,  a  midwestern  office  informed  FBI 
Headquarters  that  a  high  ranking  law  enforcement  officer  was  making 
an  FOIA  request  in  an  attempt  to  identify  members  of  his  department 
who  had  cooperated  vith  the  FBI  in  the  investigation  of  public   ^->^ 
corruption  matters  in  that  county.   Although  associates  of  the 
officer  were  indicted,  and  he  himself  was  under  investigation, 
sufficient  evidence  to  indict  him  was  not  developed.   He  did, 
however,  suspend  a  subordinate  who  was  a  Government  witness  in 
the  case  because  the  subordinate  had  not  notified  the  officer 
of  his  cooperation  with  the  FBI  in  this  matter.   The  case  Agent 
believes  that  the  FOIA  request  is  an  attempt  to  identify  other 
subordinates  for  the  purpose  of  further  reprisals. 

The  FOIA  request  was  detailed,  asking  for  information 
about  several  subordinates  who  had  in  fact  cooperated  with  the 
investigation  and  providing  personal  information  about  them, 
such  as  their  dates  of  birth.   Processing  of  the  Headquarters 
files  was  completed  in  late  1981,  and  approximately  100  pages 
were  released  from  FBI  Headquarters  files.   It  is  anticipated 
that  an  additional  150  pages  of  field  office  files  will  be 
released  pursuant  to  this  request. 

A  person  involved  with  an  extremely  violent  terrorist 
network  who  suspected  informants  in  the  group  stated  that  in  an 
attempt  to  identify  these  informants,  multiple  FOIA  requests  would 
be  submitted  to  the  FBI  and  the  responses  then  would  be  analyzed. 
The  group  has  in  fact  begun  submitting  requests. 
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A  United  States  citizen  declined  to. cooperate  with  the 
FBI  in  a  unique  opportunity  to  penetrate  a  hostile  foreign     ,,-,^ 
intelligence  establishment  located  in  this  country.   Although 
otherwise  willing  to  be  cooperative,  this  citizen  advised  that 
he  feared  a  future  release  of  documents  under  the  FOIA  could  reveal 
the  extent  of  his  cooperation  and  damage  his  financial  livelihood. 

An  FBI  Agent,  conducting  a  foreign  counter- 
intelligence investigation  concerning  possible  lose  of 
technology  to  a  hostile  foreign  country,  contacted  an 
American  businessman  about  a  research  program  being  conducted 
by  his  company.   The  individual  was  cooperative,  but  refused 
to  release  a  copy  of  a  company  business  report  to  the  agent, 
fearing  that  business  competitors  could  obtain  the  report 
through  the  FOIA  and  learn  of  the  company's  research  activities. 

In  addition  to  the  examples  cited,  the  FBI  has  conducted 
analyses  of  FOIA  releases  and  possible  uses  of  the  FOIA.   In  the 
former  instance,  th»  FBI  has  concluded  that  requesters  can  use 
released  records  to  identify  confidential  sources  despite  diligent— v 
efforts  by  our  analysts  to  protect  those  sources.   Dates, 
geographic  locations  reporting  investigations,  the  volume  of 
material  recorded  in  a  given  time  frame,  even  the  absence  of 
information  in  certain  time  frames  or  from  certain  locations  can 
substantially  assist  such  analyses. 

Mandatory  response  requirements  of  the  FOIA  necessitate 
that  specific  exemptions  be  cited  even  if  all  records  are  withheld. 
FBI  analysis  confirms  that  sensitive  investigations  can  be  thwarted 
and  suspected  informants  targeted  and  positively  identified 
because  of  these  provisions.   Inherent  defects  of  the  FOIA  pose 
not  only  grave  risks  to  individual  investigations  and  informants, 
but  jeopardize  as  well  the  FBI's  ability  to  effectively  perform 
its  federal  law  enforcement  and  internal  security  functions. 

COSTS 

In  1974,  Congress  amended  the  Freedom  of  Information 
Act  to  broaden  public  access  to  government  information.   The 
cost  of  this  legislation  was  expected  to  be  relatively  small. 
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For  example,  the  House  Committee  on  Government  Operations  deter- 
mined that  "additional  costs  that  may  be  required  by  this  legislation 
should  not  exceed  $50,000  in  fiscal  year  1974  and  $100,000  for 
each  of  the  succeeding  five  fiscal  years."   It  is  important 
to  note  this  was  the  projected  cost  of  FOIA  for  the  entire 
Federal  Government.   The  FBI  alone  spend  $160,000  dollars  on  FOIA 
in  1974,  and  costs  have  skyrocketed  since  then.   It  is  estimated 
that  the  FBI's  total  FOIA  costs  since  that  year  have  exceeded 
$55  million.   This  estimate  includes  personnel,  administrative, 
litigation  and  other  costs  to  FBI  Headquarters  and  Field  Offices. 

Little  money  is  recovered  from  those  who  use  the  Act. 
While  government  agencies  such  as  the  FBI  may  collect  search 
and  duplication  fees,  the  fees  do  not  approach  the  Act's  true 
costs.   For  example,  the  FBI  spent  more  than  12  million  for  its 
FOIPA  program  in  fiscal  year  1981,  but  recovered  only  $44,616 
in  fees  during  the  last  calendar  year. 

On  November  12,  1981,  Director  Webster  testified  in 
open  session  before  the  Subcommittee  on  the  Constitution, 
Senate  Judiciary  Committee.   The  following  includes  part  of 
his  opening  statement  and  colloquies  with  some  of  the  Members. 


You  may  be  interested  to  know  what  we  have  released 
in  response  to  Freedom  of  Information  Act  requests  over  60,000 
pages  of  FBI  documents  concerning  the  Weather  Underground  to  a 
West  Coast  attorney  who  represents  individuals  connected  with 
that  organization.   Of  those  arrested  in  connection  with  the 
murder  of  two  police  officers  and  a  Brinks  guard,  two  have 
Freedom  of  Information  Act  lawsuits  pending  against  the  FBI 
right  now. 

i 

The  FBI  does  not  know  and  has  no  way  of  knowing  with 
certainty  to  what  extent  those  60,000  pages  of  FBI  documents 
assisted  those  involved  in  the  recent  Brinks  robbery.   We  do 
know  two  of  those  apprehended  had  received  documents  and  were 
suing  us  under  FOIA  for  more  information. 


31-251  0-84-29 
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On  November  2,  1979,  Joanne  Chesimard  escaped  from 
prison  where  she  was  serving  her  sentence  for  killing  a  New 
Jersey  State  Trooper,   She  left  behind  in  her  cell  about  1,700 
pages  we  had  released  to  her  under  the  Freedom  of  Information 
Act. 

New  Jersey  authorities  who  studied  those  documents 
are  convinced  the  information  she  received  made  the  task  of 
apprehending  her  again  more  difficult. 

I  cannot  say  whether  or  not  the  Freedom  of 
Information  Act  has  assisted  Joanne  Chesimard  in  her 
successful  attempt  to  frustrate  the  efforts  of  law  enforcement 
to  apprehend  her.   I  do  know  she  was  reading  the  documents 
when  she  escaped  and  I  do  know  she  remains  at  large. 

•   •    • 

Mr.  Webster.   As  I  know  the  Senator  is  aware  from 
past  experience,  getting  at  organized  crime  has  been  a 
tremendous  challenge  for  us.   No  other  similar  apparatus  is 
better  insulated  and  better  protected  at  the  higher  levels. 

We  have  enjoyed  some  significant  successes  in  the 
last  18  months,  most  of  which  we  can  attribute,  at  least 
initially  or  throughout  the  investigations,  to  source 
information  and  undercover  work.   It  sometimes  takes  years  to 
develop  that  kind  of  information  and  put  it  in  place  at  a 
level  where  we  can  actually  find  evidence,  not  just  rumors  but 
evidence,  that  we  can  use  against  top  figures  in  organized 
crime. 

You  did  not  come  here  to  hear  me  tick  off  our 
successes,  but  the  importance  has  really  come  home  to  me  in 
this  area.   It  is  a  dangerous  area.   Reprisals  are  severe  and 
sometimes  terminal  in  terms  of  the  objectives  and  threats 
where  informants  are  concerned.   They  need  to  know  that  they 
are  going  to  be  protected  and  that  their  names  will  not  find 
their  way  into  organiied  crime  hands.   They  need  to  be  very 
satisfied  about  that.   otherwise,  we  are  not  going  to  get  the 
information. 

Senator  DeConcini.   Is  that  a  hindrance  today? 
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Mr.  Webster.   It  is  an  enormous  hindrance  today, 
because  they  are  aware  that  organized  crime  officials  have, 
either  on  their  own  behalf  or  by  using  other  intermediaries, 
sought  this  type  of  information  and  tried  to  identify  those 
who  were  giving  that  kind  of  information. 

They  need  to  be  reassured  that  every  reasonable  step 
that  can  be  taken  by  Government  —  and  that  includes  the 
Congress  —  has  been  taken  for  their  protection.   There  are 
going  to  be  risks  in  any  event,  but  they  should  not  be 
needless  risks. 

Senator  DeConcini.   Director  Webster,  if  an 
organized  crime  organization  was  anticipating  going  into  some 
new  venture  --  narcotics,  extortion,  or  whatever  —  and  they 
had  a  small  group  of  decisionmakers  to  implement  this  plan, 
would  it  be  possible  for  one  or  more  of  those  organizers  to 
find  out,  through  the  Freedom  of  Information  Act,  whether  or 
not  any  of  them  were  suspects  or  any  investigation  was  ongoing 
either  as  to  them  personally  or  as  to  the  type  of  activity 
they  might  be  anticipated? 

Mr.  Webster.   One  of  the  favorite  ploys  is  to  try  to 
ask  for  a  file  and  then  see  if  we  withhold  it  and  what  the 
exemption  basis  is.  We  have  to  state  what  the  exemption  is. 
Presently,  if  we  say  the  basis  is  an  ongoing  investigation, 
they  already  have  the  information  they  want. 

Senator  DeConcini.   And  that  happens;  is  that 
correct? 

Mr.  Webster.   Yes,  it  does. 

Senator  DeConcini.   If  an  organized  crime  person 
wanted  to  use  an  alias  name  to  find  out  whether  or  not  there 
was  any  investigation  as  to  some  of  the  contact  that  he  might 
have,  has  that  been  attempted,  to  your  knowledge? 

Mr.  Webster.   The  way  the  law  is  written,  we  have  no 
basis  for  running  a  name  back. 

Senator  DeConcini.   You  do  not  know  whether  or  not 
aliases  are  used? 

Mr.  Webster.   That  is  right. 
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Senator  Hatch.   Could  I  interrupt  for  just  a 
minute? 

Senator  DeConcini.   Certainly.   I  yield. 

Senator  Hatch.   I  understand  one  of  your  dilenunas. 
You  said  in  your  opening  statement  that  you  had  reached  the 
limit  of  what  you  could  say  publicly  about  the  FBI's  problems 
in  trying  to  protect  informants.   On  the  one  hand,  if  you 
illustrate  the  problem  too  vividly,  you  may  be  furnishing 
ammunition  to  those  who  would  like  to  make  sure  no  one  in 
their  group  becomes  art  informant.   On  the  other  hand,  it  seems 
to  me  that,  unless  you  give  some  examples  to  Congiress,  you  run 
the  risk  of  not  makin«(  a  convincing  argument  for  amending  the 

act. 

The  journalists  who  testified  prior  to  your  coming 
here  raised  the  issue  quite  strongly  that  the  FBI  cries  wolf 
but  rarely  shows  any  concrete  illustrations. 

I  wonder,  without  naming  names,  if  you  could  provide 
for  the  subcommittee  some  examples  of  informants  who  have  been 
identified  as  a  result  of  the  Freedom  of  Information  Act. 
Maybe  you  could  use  hypotheticals;  I  do  not  care  how  you  do 
it.   If  you  could  give  us  some  examples,  I  think  that  would 
help. 

Mr.  Webster.    Mr.  Chairman,  I  think  I  could 
reasonably  anticipate  that  kind  of  a  need  on  your  part,  and  I 
have  some  information  that  I  am  in  a  position  to  give  you.   It 
is  sanitized  a  little  bit,  so  we  will  not  try  to  point  fingers 
at  conditions  that  are  still  around  us.   And  I  would  be  glad 
to  give  more  details  in  executive  session  to  you. 

Senator  Hatch.   Let  us  get  what  we  can  in 
non-executive  session. 

Mr.  Webster.   Yes.   We  will  go  through  a  few  of 

these.   It  is  broader  than  just  a  specific  identification  of  a 
particular  informant.   It  is:  Can  they  reasonably  be  concerned 

about  our  ability  to  protect  them? 

Walter  Cronkite  testified  in  connection  with  the 

"Stanford  Daily"  litigation.   It  is  the  chilling  effect  of  the 

perception  that,  "If  anybody  could  be  identified,  why  not  me?" 
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They  need  firmer,  clearly  set  parameters  so  that  they  know  we 
can  protect  them  and  so  that  our  Agents,  who  will  not  go  out 
and  lie  to  their  informants,  can  say  with  confidence  and  can 
build  an  informant  base  with  confidence,  that  we  can  protect 
them. 

We  have  identified  informants  who  have  told  law 
enforcement  and  intelligence  agencies  that  they  will  not 
provide  information  because  they  fear  their  identities  will  be 
disclosed  through  the  Freedom  of  Information  Act. 

I  have  not  gone  back  in  detail,  but  in  the  report 
that  I  sent  to  you,  Mr.  Chairman,  and  others  two  years  ago,  I 
filled  an  appendix  with  paragraphs  of  particular  cases  that 
had  been  collected  and  reported  back  to  us,  not  on  a  quota 
basis  but  by  the  individual  offices,  because  I  knew  two  years 
ago  I  was  going  to  have  to  make  this  kind  of  case. 

We  have  examples  of  situations  in  which  individuals 
have  claimed  that  they  have  identified  sources  through  the 
act.   They  come  and  say,  "We  have  figured  this  out,"  either 
talking  to  us  or  talking  to  the  person  who  is  the  presumptive 
source.   I  have  examples  in  which  investigations  have  been 
harmed  as  a  result  of  the  act. 

I  think  Senator  DeConcini  made  reference  to  the 
visual  demonstration  that  we  have  prepared.   We  prepared  an 
initial  demonstration  to  test  our  own  assumptions  on  how 
vulnerable  we  were  to  this  type  of  logical  analysis  of 
multiple  records.   We  have  used  it  at  our  own  training  at 
Quantlco.   We  have  made  a  demonstration  available  to  you.   I 
think  that  it  graphically  portrays  some  of  our  problems  with 
respect  to  the  act. 

In  one  example  --  and  I  am  shortening  these,  and  it 
takes  a  little  of  the  color  and  the  tensions  that  exist  out  of 
it,  but  I  have  to  do  it  that  way  —  an  informant  told  us  that 
he  was  confronted  by  a  convicted  felon  who  showed  him  a 
document  released  to  him  under  the  FOIA.   The  felon  accused 
him  of  being  an  informant,  and  he  threatened  him,  so  the 
informant  moved  out  of  the  State. 
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Drug  Enforcement  Administration  agents  were 
attempting  to  obtain  information  from  a  potential  informant, 
and  thus  far  he  has  refused  to  be  of  assistance.   He  has  told 
the  agents  that  after  his  own  arrest  he  made  an  FOIA  request 
and  that  he  identified  the  informant  who  was  responsible  for 
his  arrest.   He  is  afraid  that  if  he  cooperates  with  DEA, 
anyone  arrested  will  be  able  to  identify  him  as  the  informant 
because  he  was  able  to  identify  his  own  informant. 

A  newspaper  made  a  request  and  received  some 
documents,  and  it  printed  a  story  which  contained  this 
sentence:   "Though  many  of  the  names  have  been  blacked  out  by 
FBI  officials,  other  documents  indicate  that  a  Salt  Lake  City 
resident"  —  and  I  will  not  list  the  name  here  —  "was  the  FBI 
informant."   And  they  listed  the  name. 

After  studying  one  of  our  releases,  a  researcher 
with  detailed  knowledge  of  the  subject  matter  claimed  he  was 
able  to  identfy  the  individuals  whose  names  were  deleted.   He 
wrote  an  article  criticizing  those  who  had  cooperated  with  the 
FBI. 

A  source  spoke  to  an  FBI  Agent.   The  source  was 
extremely  upset.   He  said  he  had  received  a  telephone  call 
from  an  individual  who  told  him  he  had  just  received  his  FBI 
file  and  it  identified  him  --  that  is,  the  source  —  as  an  FBI 
informant . 

Although  we  had  invoked  the  confidential  source 
exemption  during  processing,  the  individual  had  somehow 
identified  our  source.   That  is  always  the  problem  that  we 
have  in  the  hard  line  that  the  statute  now  takes.   We  do  not 
know  what  the  requester  knows.... 

Mr.  Webster.   There  is  a  great  potential  for  human 
error.   For  example,  in  the  Rosenberg  or  Meeropol  case,  where 
the  judge  ordered  us  to  release  documents  at  the  rate  of 
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40,000  documents  a  month,  in  that  one  case  —  there  is  bound 
to  be  some  pressure  On  time  to  comply  with  the  statute. 

Senator  Hatch.   Is  there  any  way  you  can  be 
absolutely  sure  releasing  40,000  documents  a  month? 

Mr.  Webster.   No,  you  really  cannot. 

There  is  a  certain  amount  of  testing  that  goes  on 
because  of  this.   There  is  a  lot  of  conversation  in  the  street 
about  who  were  the  sources  of  Information. 

The  defendants  and  suspects  in  a  DEA  case  included 
an  experienced  ex-police  officer,  a  defense  attorney 
specializing  in  criminal  law,  and  an  experienced  drug  dealer. 
All  were  constantly  armed  and  violence  prone.   The  ex-police 
officer  had  submitted  FOIA  requests  regularly  for  a 
considerable  period  of  time. 

As  the  investigation  continued,  the  attorney  and  the 
drug  dealer  began  to  submit  FOIA  requests.  The  attorney  was 
well  aware  of  FOIA  and  the  manner  in  which  it  can  be  exploited 
to  determine  whether  or  not  there  was  an  ongoing  investigation 
of  the  suspects  and  the  methods  by  which  an  informant  could  be 
identified. 

Several  informants  in  the  case  learned  that  the 
subjects  were  submitting  frequent  FOIA  requests.   Two  became 
frightened  and  ceased  providing  information  and  fled  out  of 
the  State.   It  was  a  good  ploy  on  their  part.   All  the 
defendants  escaped  conviction.   They  were  convicted  in  a 
separate  case. 

You  know,  you  see  something  like  "green  sedan," 
which  is  something  I  use  in  talking  to  the  agents.   "Green 
sedan"  —  we  cannot  say  that  will  identify  an  informant.   Our 
30  0  employees  who  process  FOIA  requests  do  not  know  the  person 
who  is  requesting  the  information.   They  do  not  know  what  is 
significant  about  a  green  sedan.   So  they  are  supposed  to 
leave  it  in  under  the  statute. 

That  is  the  kind  of  situation  we  are  confronted  with 
when  we  have  no  latitude  in  a  sensitive  investigation,  such  as 
organized  crime,  foreign  counterintelligence  or  terrorism. 
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Senator  DeConcini.   If  the  Senator  would  yield,  just 
to  follow  that  up.  Director  Webster,  you  are  saying  that  to 
some  people  a  green  sedan  would  identify  a  certain  person  or  a 
certain  informant? 

Mr.  Webster.   Absolutely.   He  would  know. 

Senator  DiConcini.   It  would  thereby  jeopardize  the 
safety  of  that  person  and  any  continued  investigation  you  were 
conducting  if  he  were  your  sole  source  of  information? 

Mr.  Webster.   Exactly. 

Senator  Hatch.   Was  that  an  actual  situation,  or  is 
that  just  a  hypothetical? 

Mr.  Webster.   I  think  that  is  a  hypothetical  oner 
but  you  could  substitute  an  address  or  a  geographic  location. 

Senator  Hatch.   Was  there  not  one  where  .they  just 
mentioned  the  sex  of  a  person  and  that  identified  'the 
informant? 

Mr.  Webster.   That  is  right.   It  is  a  simple  process 
of  elimination. 

We  have  had  'situations  where  there  were  three  people 
at  a  meeting  and  two  show  up  as  suspects.   It  does  not  take 
much  imagination  to  figure  out  that  the  third  oney  since  he 
was  not  a  suspect  in  our  investigation  file,  was  probably  the 
informant  and  can  be  confronted  then  by  the  other  two  or  by 
their  agents. 

Senator  Hatch.   Especially  if  they  have  a  document 
from  the  FBI  saying  that  one  of  the  three  — 

Mr.  Webster.   That  is  right.   The  document  just 
listed  two  people,  and  they  know  that  there  were  three  people 
at  that  meeting. 

Senator  Hatch,   Yes. 

Mr.  Webster.   In  the  95th  Congress,  Mr.  Gary 
Bowdach,  an  admitted  organized  crime  figure,  testified  before 
Senator  Nunn's  Government  Operations  Committee.   He  testified 
that  he  made  an  FOIA  request  --  and  I  am  quoting  —  "to  try  to 
Identify  the  informants  that  revealed  information  to  the 
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agencies."   Senator  Nunn  asked  him  if  he  wanted  their  names  so 
that  he  could  murder  them.   Mr.  Bowdach  said,  "Yes,  sir." 
When  asked  if  this  kind  of  motivation  is  prevalent  with 
organized  crime  figures  in  the  penitentiary,  Mr.  Boudach 
responded,  "Absolutely." 

Bowdach  went  on  to  describe  how  he  and  other  inmates 
went  through  about  five  pounds  of  documents  released  under 
FOIA  and  through  analysis  learned  that  the  deletions  were  not 
toally  complete.   He  stated  than  an  individual  had  been 
identified  in  this  exercise. 

That  is  the  same  one  where  I  keep  hearing  about 
people  saying,  "Well,  they  did  not  identify  him  enough  because 
they  killed  the  wrong  man,"  because  the  identification  was 
figuring  out  how  many  letters  were  in  the  deleted  section  and 
it  turned  out  to  be  a  symbol  number  rather  than  a  name.   That 
does  not  give  me  very  much  comfort,  and  it  certainly  does  not 
give  our  informants  very  much  comfort  if  the  wrong  man  got 
murdered. 

Colonel  Clinton  Pagano,  the  Superintendent  of  New 
Jersey's  State  Police,  wrote  to  me  shortly  after  Joanne 
Chesimard  escaped  from  the  Clinton  County  Correctional 
Institution  in  November  1979.   He  did  not  really  wait  to 
write;  he  picked  up  the  phone  to  call  me,  and  then  he  wrote  to 
me. 

Chesimard,  as  1  mentioned  in  my  opening  statement, 
was  serving  a  life  sentence  for  the  execution  style  murder  of 
a  New  York  State  trooper.   Following  her  escape,  prison 
authorities  found  in  her  cell  numerous  FBI  records  acquired  by 
Chesimard  under  the  FOIA.   After  reviewing  these  records. 
Colonel  Pagano  concluded  --  and  I  am  quoting  him  now  —  "Our 
efforts  to  apprehend  this  fugitive  have  been  impaired,  and  the 
working  relationship  between  the  New  Jersey  State  Police  and 
the  FBI  has  suffered  accordingly.   Without  question,  Joanne 
Chesimard  has  an  in-depth  knowledge  of  the  procedures  of  your 
Agency  which  she  will  use  to  elude  apprehension." 
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Many  other  people  feel  the  same  way  about  It.   I  am 
aware  of  another  case  in  another  part  of  the  country  where 
police  officers  had  important  information  relative  to  a 
foreign  counterintelligence  investigation  and  would  not  give 
it  to  us  because  they  did  not  believe  we  could  protect  the 
source. 

Senator  Hatch.   I  \.^ke  it  you  had  additional 
information  that  might  have  been  able  to  resolve  some  of  the 
problems. 

Mr.  Webster.   That  is  right. 

Senator  Hatch.   But  you  were  stymied  because  of  the 
failure  to  cooperate  on  behalf  of  the  local  law  enforcment 
people. 

Mr.  Webster.   I  have  another  case  in  which  a  man 
with  a  long  history  of  felony  arrests  and  convictions  has  used 
the  act  repeatedly  in  what  is  obviously  a  systematic  manner  to 
zero  in  on  an  informant.   I  cannot  discuss  this  case  in 
public,  because  it  is  too  sensitve  and  the  people  are  still  in 
a  postion  to  engage  in  reprisals. 

The  systematic  elimination  would  make  you  realize 
that  this  is  a  ripe  target  for  anyone  who  likes  crossword 
puzzles  or  ordinary  challenges  of  analysis  to  try  to  take 
these  documents  and  find  the  missing  link.   They  have 
something  that  we  do  not  have,  and  that  is  the  extra 
knowledge.   We  do  not  know  what  the  extra  knowledge  is. 

In  the  package  of  proposals  that  I  submitted  in  1979 
are  just  pages  and  pages  in  which  people  in  all  segments  of 
society  refused  to  provide  us  with  information  that  they 
feared  could  be  revealed  under  the  act. 

I  think  one  of  the  saddest  experiences  that  I  had  in 
the  first  year  that  I  came  here  was  with  personal  calls  and 
telephone  calls  by  Federal  judges,  all  friends  of  mine,  who 
claimed  that  they  were  very  sorry  but  they  did  not  want  to  be 
interviewed  by  FBI  agents  about  candidates  for  judges  to  sit 
on  their  courts.   They  said  they  had  read  the  act,  they 
understood  the  act,  and  they  knew  that  there  were  going  to  be 
these  nice  line-by-line,  word-by-word  deletions,  that  the  new 
candidate  had  every  right  to  ask  for  his  file  under  the 
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Privacy  Act,  and  if  he  was  confirmed  and  got  on  the  bench  he 
would  b«  spending  the  rest  of  his  life  with  him,  knowing  that 
that  particular  judge  had  derogatory  conunents  to  make  about 
him.   So  the  judge,  lather  than  put  up  with  that,  defaulted  in 
his  public  responsibility  to  make  us  aware  of  the  deficiencies 
in  a  judicial  candidate. 

Senator  Hatch.   This,  of  course,  makes  it  very 
difficult  for  us  here  on  the  Judiciary  Committee  when  we  have 
so  many  judgeships  coming  before  us  constantly. 

Mr.  Webster.   We  have  to  come  to  you  with  the  best 
that  we  have.   Sometimes  it  is  not  the  best,  for  just  this 
reason.   We  tell  everybody  that  they  have  a  promise  of 
confidentiality. 

Senator  DeConcini.   Mr.  Chairman,  let  me  just 
interrupt  for  a  moment  with  a  personal  experience  along  that 
line  under  the  previous  Administration.   I  suggested  a  nominee 
for  a  U.S.  Federal  court  which  was  not  sent  up  here,  but  in 
fact  the  FBI  did  a  background  check  on  the  individual.   The 
individual  asked  for  and  gave  me  information  to  ask  for  the 
file,  and  I  got  it. 

I  noted  in  reading  it  that  there  were  Federal 
judges,  prosecutors,  and  police  on  both  sides  of  this 
particular  person's  information  that  gave  positive  information 
and  gave  negative  information.   There  names  were  crossed  out, 
but  if  you  were  familiar  with  the  community,  like  I  was  and 
the  proposed  nominee,  there  was  no  question  that  it  was  Judge 
So-and-So  sitting  on  this  court  that  said  this,  whether  it  was 
for  or  against  the  individual.   It  was  a  very  difficult 
situation. 

Had  the  man  been  put  on  the  court,  it  would  have 
been  even  worse  because  one  of  the  people  who  had  derogatory 
comments  happened  to  be  on  that  court. 

Senator  Hatch.   I  have  looked  at  those  FBI  files, 
and  I  have  to  admit  that  it  is  all  right  there  for  anybody  to 
see. 
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Senator  DeConcini.  And  there  is  no  criticism  of  the 
FBI;  they  were  just  doing  their  job.  But  it  certainly  was  not 
difficult  to  figure  out  who  it  was. 

Mr.  Webster.  We  are  just  following  the  statutes  and 
the  limitations  of  the  statute  in  its  present  form. 

We  have  polled  our  Agents  in  the  field  to  see  what 
their  sense  of  it  is.   We  took  a  representative  sample  of 
about  half  of  our  total  population,  and  70.3  percent  indicated 
that  FOIA  had  diminished  their  ability  to  develop  quality 
informants.   You  can  discount,  and  others  may  discount,  that 
type  of  information,  but  these  are  the  people  who  have  to 
develop  the  informants,  and  these  are  the  people  who  are 
encountering  difficulties. 

Senator  Hatch.   What  percentage? 

Mr.  Webster.   A  year  ago,  in  a  random  population 
sample  of  4,100  street  Agents,  which  is  not  our  total 
population,  70.3  percent  indicated  that  FOIA  was  giving  them 
major  problems. 

Senator  Hatch.   Is  that  because  of  perception  that 
they  might  be  disclosed? 

Mr.  Webster.   I  do  not  think  we  have  any  way  of 
quantifying  that.   It  is  a  combination  of  both.   It  is  what 
the  prospective  informants,  existing  informants,  or  former 
informants  tell  them  about  their  reasons  for  not  cooperating. 

It  also  represents  some  knowledge  on  the  part  of  our 
Agents  about  limitations  of  the  assurances  they  can  give.   As 
I  said  before,  they  do  not  intend  to  lie  to  the  informants. 
Informants  want  to  know  straight  out,  "Can  you  keep  this?"  By 
the  time  the  Agent  has  finished  giving  the  qualifiers,  it  Is 
not  quite  as  reassuring  as  it  ought  to  be. 

Senator  DeConcini.   Do  you  have  other  cases? 

Mr.  Webster.   I  think  one  of  the  other  concerns  I 
should  mention,  since  I  have  the  opportunity.  Is  In  terms  of 
trying  the  quantify.   There  are  many  cases  where  we  are  just 
not  going  to  hear  from  somebody  saying,  "You  sent  us  too  much 
information."   There  are  only  a  few  who  are  going  to  stand  up 
and  say,  "Ha  ha,  we  found  out  with  what  you  sent  us." 
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In  hostile  intelligence  activity  in  this  country, 

which  it  is  our  duty  to  combat  under  our  foreign 
counterintelligence  responsibilities,  it  is  a  cardinal 

principle  of  positive  intelligence  gathering  --  which  is  what 

they  are  engaged  in  --  that  once  you  identify  your  informant 

you  leave  him  in  place.   Once  you  know  who  the  assets  are,  you 

just  leave  them  there,  because  you  know  they  are  on  the  other 

side.   So  for  many  of  them,  there  have  been  no  particular 

reprisals  and  no  particular  injury,  but  they  have  lost  their 

utility  and  perhaps  are  feeding  back  disinformation  to  us 

because  they  may  have  been  identified  and  left  in  place.   That 

is  still  another  way  in  which  this  kind  of  information  affects 

our  ongoing  responsiblit ies . . . . 

Senator  Hatch.   I  understand  the  FBI  spends  more 
than  $10  million  every  year  processing  their  FOIA  requests. 
This  results,  of  course,  in  a  great  volume  of  disclosures.  For 
instance,  you  mentioned  that  over  60,000  pages  were  produced 
just  for  people  in  the  Weather  Underground  organization.   With 
this  volume  of  material  being  processed  --  and  you  have  to 
meet  process  needs  on  a  daily  basis  —  you  have  expressed  to 
me  personally  that  you  have  a  great  concern  with  human  error. 

While  I  am  confident  that  you  do  everything  possible 

to  avoid  errors  that  disclose  senstive  matters,  even 

bureaucracies  are  human.   Would  this  chance  for  human  error 

justify  the  Administration's  request  that  all  terrorism, 

foreign  counterintelligence,  and  organized  crime  records  be 

exempt? 

Mr.  Webster.   It  is  certainly  one  of  the  iit^ortant 

reasons  for  doing  so.   It  goes  beyond  mere  protection  of 

informartt  information;  it  involves  the  protection  of  our 

sources  and  our  methods,  the  means  by  which  these  long-term, 

ongoing  investigations  can  be  protected. 

I  mentioned  earlier  that  we  collect  a  great  deal  of 

data.   It  is  a  slow  process  putting  things  together,  finding 

our  way,  and  making  sense  out  of  bits  and  pieces  of 

information.   If  any  of  that  gets  out,  not  just  source 

information,  but  if  any  of  that  gets  out,  criminal  enterprises 
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can  take  great  advantage  by  sending  us  down  blind  alleys, 
escaping  us  as  we  get  closer  to  them,  knowing  how  we  operate. 

All  of  those  reasons,  I  think,  in  addition  to 
protecting  the  lives  of  sources  of  information  go  to  giving  us 
special  protection  in  these  highly  sensitive,  crucial  areas. 

In  response  to  requests  from  several  of  the  FBI's 
Oversight  Committees,  Director  Webster  prepared  some  proposed 
amendments  to  the  Freedom  of  Information  Act.   With  the  permission 
of  then  Attorney  General  Bell,  he  sent  them  in  June,  1979,  to  those 
committees  with  oversight  responsibilities.   The  following  appeared  in 
the  appendix  to  the  FBI's  package  of  proposals. 

INTRODUCTION 

On  April  25,  197B,  the  General  Aooountlng  Offloa 
(GAD)  requested  Federal  Bureau  of  Invesblgatlon  (FBI) 
participation  in  a  GAO  study  on  the  impact  of  the  Freedom  of 
Information  Act  (FOIA)  and  the  Privacy  Act  (PA)  of  1974  on 
law  enforcement  activities.   To  compile  data  for  the  GAO 
request,  the  FBI  canvassed  its  Headquarters  components  and 
59  field  divisions.   The  following  examples  Include 
instances  of  perceived  and/or  actual  Impact  reported  by  FBI 
field  offices  and  Headquarters  divisions  in  response  to  the 
GAO  request  and  subsequent  to  the  GAO  study.   ExiLmples 
which  involve  classified  matters  are  not  included. 

A.   STATE  AND  MUNICIPAL  LAW  ENFORCEMENT  AGENCIES 

An  FBI  office  noted  a  trend  to  exclude  Agents 
working  organized  crime  matters  from  key  Intelligence 
meetings  in  their  area.   Several  state  law  enforcement 
officers  have  mentioned  a  concern  for  the  security  of 
information  in  connection  with  Freedom  of  Infonnation- 
Privacy  Acts  (FOIPA)  disclosures  as  the  reason  for  the 
closed  meetings.   The  office  undertook  efforts  through  meetings 
with  state  and  local  law  enforcement  agencies  to  improve 
their  understanding  of  the  FOIA  and  PA  legislation.   These 
efforts  have  not  met  with  complete  success. 


The  Attorney  General  for  a  certain  state  has 
advised  he  intends  to  follow  a  policy  concerning  the  release 
of  state  records  to  be  in  conformity  with  the  FOIPA. 
Consequently,  in  applicant  background  investigations,  state 
police  arrest  records  concerning  relatives  of  applicants  are 
not  made  available  to  the  FBI. 


Due  to  the  FOIPA,  difficulty  has  been  experienced 
on  several  occasions  in  obtaining  information  from  a  certain 
police  department.   Some  officers  have  stated  their  reluc- 
tance to  make  information  available  concerning  subjects  of 
local  investigation  because  of  these  Acts.   The  organized 
crime  control  bureau  and  the  intelligence  division  of  the 
police  department  have  expressed  concern  over  the  FBI's 
ability  to  protect  sources  of  information. 
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In  a  civil  rights  investigation  in  which  tha 
subject  was  a  former  employee  of  a  law  enforcement  agency, 
the  head  of  that  agency  advised  subject's  personnel  file 
contained  several  previous  complaints  concerning  his  alleged 
brutality.   However,  the  agency  refused  to  make  tha 
personnel  file  or  information  contained  in  it  available  to 
the  FBI,  out  of  fear  the  subject  would  have  access  to  thia 
information  under  the  PA. 


In  a  recent  civil  rights  investigation,  an  effort 
was  made  to  obtain  a  copy  of  a  police  department  report 
of  the  victim's  death.   Local  authorities  would  make  the 
report  available  for  review  but  declined  to  provide  a  copy 
for  inclusion  in  the  FBI's  investigative  report.   Antici- 
pating a  civil  suit  would  be  filed  against  the  city  and 
police  department  arising  from  the  victim's  death,  they 
questioned  the  ability  of  the  FBI  in  view  of  the  FOIA  and 
PA  to  maintain  the  local  report  in  confidence. 


A  representative  of  a  certain  police  department 
intelligence  division  has  stated  he  is  very  reluctant  to 
furnish  information  regarding  possible  domestic  revolution- 
aries.  Be  is  fearful  such  information  could  inadvertently 
be  released  pursuant  to  the  FOIPA. 


A  detective  of  a  prosecutor's  office  was  contact- 
ing his  local  sources  relative  to  the  whereabouts  of  a 
former  resident  who  was  a  Federal  fugitive  charged  with 
nurder.   The  detective  said  his  sources  and  contacts  in  the 
Cuban  community  were  reluctant  to  provide  information  in 
this  case  or  others  because  of  the  fear  of  disclosure  under 
the  FOIA. 

The  following  letter  was  written  by  the  Chief  of 
Police  of  a  major  city: 

"With  respect  to  FBI  files  being  made  accessible 
to  persons  or  organizations  pursuant  to  the  Privacy  Act  or 
the  Freedom  of  Information  Act,  I  request  that  all 
investigative  records  of  information,  from  whatever 
(deleted)  Bureau  of  Police  source  (including  the  (deleted) 
Police  Bureau  as  an  organization,  its  employees,  etc.), 
in  your  files  be  protected  and  kept  confidential. 

"If  such  protection  cannot  bo  assured  to  thla 
•organization  by  the  FBI,  we  will  only  be  able  to  cooperate 
in  the  exchange  of  non-aensitlva,  non-confidential  infor- 
nation.   The  (deleted)  Bureau  of  Police  would  not  be  abla 
to  pass  on  sensitive  information  to  the  FBI  without  thia 
assurance  of  confidentiality',  and  tha  effectiveness  of  tha 
working  relationship  between  our  organizations  would  be 
greatly  diminished." 


A  chief  of  police  stated  in  tha  early  part  of 
1977,  that  if  any  information  is  released  by  Federal  law 
enforcement  agencies  as  a  result  of  a  request  under  the 
FOIPA,  which  indicated  that  the  source  of  information  was 
his  police  departi^ient,  he  would  no  longer  allow  his 
department  to  furnish  information  to  any  Federal  law 
anforcement  agencies. 
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A  representative  from  the  criminal  conspiracy 
section  of  a  certain  police  department  has  stated  his  section 
is  very  reluctant  to  discuss  information  concerning  possible 
intelligence  operations.   The  representative  stated  he  feared 
this  information  could  inadvertently  be  released  by  the  FBI 
to  an  individual  pursuant  to  an  FOIPA  request. 


In  civil  rights  matters,  officers  of  a  certain 
police  department  have  been  cautioned  by  their  departmental 
attorneys  that,  when  interviewed  as  subjects  by  FBI  Agents, 
they  should  respectfully  decline  to  furnish  any  information 
based  c  the  5th  Amendment.  They  have  been  cautioned  further 
that  any  statement  they  do  make, to  the  FBI  would  be  subject 
to  disclosure  under  the  FOIPA. 


Two  police  departments  in  a  certain  state  will  not 
share  their  informants  and,  more  importantly,  a  substantial 
amount  of  their  informant  information  on  Federal  violations, 
for  fear  an  informant  will  be  disclosed  accidentally  by  the 
FBI  through  a  request  in  connection  with  the  FOIPA. 


It  has  been  observed  the  exchange  of  information 
among  local  police,  state  and  Federal  investigators  at  the 
monthly  meetings  of  a  police  intelligence  organization  has 
decreased  substantially.   Because  of  uncertainty  over  what 
information  may  meet  FOIA  or  PA  disclosure  criteria,  ther* 
is  very  little  information  exchanged  at  these  meetings. 


Since  the  spring  of  1976,  a  southern  office  of 
the  FBI  has  encountered  an  express  reluctance  by  a  polios 
department  and  a  sheriff's  office's  intelligence  unit  to 
cooperate  in  furnishing  written  information  to  the  FBI  on 
security,  as  well  as  criminal,  matters.   A  member  of  the 
intelligence  unit  stated  that,  despite  past  FBI  assurances 
that  all  intelligence  information  would  be  considered 
confidential,  it  had  been  learned  a  former  black  activist, 
who  had  made  an  FOIA  request  to  the  FBI  was  furnished  a 
copy  of  an  intelligence  report  previously  furnished  to  the 
FBI  by  the  police  department.   Although  this  document  did 
not  reveal  the  identity  of  any  informant,  that  local  agency 
advised  it  had  no  choice  but  to  decline  to  furnish  further 
written  information  to  the  FBI,  in  order  to  prevent  this 
situation  from  arising  again. 


In  the  course  of  a  fugitive  investigation,  an 
FBI  Agent  was  denied  information  contained  in  city  employment 
records,  due  to  the  PA.   Subsequently,  the  Agent  was  able  to 
obtain  these  records  through  a  Federal  search  warrant  which 
was  served  on  City  Hall.   However,  because  of  delays  required 
to  obtain  the  search  warrant,  the  Agent  missed  apprehending 
the  fugitive  at  his  place  of  employment. 


B.   FOREIGN  LIAISON 

In  recent  conversations  with  two  members  of  a 
foreign  police  agency  in  an  investigation  concerning  copy- 
right matters,  these  officers  stated  they  did  not  furnish 
all  information  to  the  FBI  as  they  had  in  the  past,  due  to 
the  FOIA. 
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On  April  11,  1978,  an  individual  who  has  some 
contact  with  foreign  police  department  officers  declined 
to  actively  assist  the  FBI  because  of  the  fear  of  seeing 
his  name  in  the  newspapers.   He  advised  the  promise  of 
confidentiality  by  law  enforcement  in  today's  political 
environment  is  worthless. 

A  citizen  who  has  close  contact  with  a  foreign 
police  agency  discontinued  hia  asBOciation  with  the  FBI 
because  he  feared  that,  under  the  FOl'A,  infonnation  night 
be  released  »i*)ich  would  identify  either  himself  or  this 
foreign  police  agency. 


In  the  past  two  years,  several  Agents  have  had 
contact  with  foreign  police  representatives  visiting  the 
Onited  States.   These  representatives  have  come  from  Western 
countries,  some  of  which  have  experienced  internal  problema 
with  terrorism.   These  police  represtmtatives  generally 
offered  the  observation  that,  despite  their  high  regard 
for  the  reputation  and  professionalism  of  the  FBI,  they 
believed  (one  said  it  was  sadly  amusing)  all  of  the  fine 
efforts  of  the  FBI  are  sometimes  diluted,  if  not  negated, 
when  the  investigative  results  have  to  be  furnished  under 
the  FOIPA  to  subjects  of  investigations.   This  same  dismay 
over  restrictions  on  the  FBI  was  relayed  by  a  person  who 
traveled  to  another  foreign  country  and  visited  that 
country's  national  police  force. 

C.   ABILITY  OF  LAW  ENFORCEMENT  PERSONNEL  TO  OBTAIN  INFORMATION 
FROM  THE  GENERAL  PUBLIC  — — 

1.   AIRLINES 

In  an  FBI  case  an  airline  company  accepted  a 
stolen  check  for  airline  passage.   As  their  computers 
indicated  to  the  ticket  agent  the  check  was  stolen, 
the  airline  refused  to  issue  the  ticket  which  had  been 
completed  by  the  ticket  agent.   During  the  course  of  FBI 
investigation,  the  airline  was  requested  to  surrender  the 
completed  but  unused  ticket  as  evidence;  however,  the  company 
declined  to  make  the  ticket  available  to  the  FBI  due  to  the 
FOIPA. 


2.   BANKS 

Citing  the  PA,  a  large  bank  would  not  make 
available  details  of  a  particular  financial  transaction 
without  a  subpoena,  although  the  bank  was  the  vehicle  in  a 
possible  2.2  million  dollar  fraudulent  Interstate  Trans- 
portation of  Stolen  Property  transaction. 

A  iTormer  prbsident  of  another  bank  obtained  lo'ans 
using  fraudulent  financial  statements.  '  The  'former  employee's 
bank  would  not  make  available  to  the  FBI  the  personnel  file, 
the  loan  file,,  or  the  results  of  the  internal  audit  regarding 
the  president's  activities,  based  on  the  PA.   This  Information 
was  not  availiible  from  other  sources. 


Duriiag  an  Investigation  concerning  the  disappearance 
of  $1,000  from  a  bank,  investigating  Agents  contacted  a  senior 
vice  president  to  request  background  information  on  a 
particular  suspect  beink  employee.   The  vice  president  advised 
that,  due  to  re.cent  Federal  and  state  privacy  legislation, 
he  could  not  fujrnish  personnel  information  concerning  this 
employee,  as  he  feared  the  employee  might  then  have  grounds 
to  file  a  lawsuit  for  invasion  of  privacy. 
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In  an  investigation  involving  false  statements  to 
an  estimated  50  to  65  banks  resulting  in  3.8  million  dollars 
in  lawsuits,  an  F15I  office  served  a  subpoena  for  bank  records 
on  a  bank  and  madt;  request  to  interview  bank  officers  who  had 
been  personally  ccntacted  by  subjects.   The  bank,  a  victim 
of  the  scheme,  would  not  permit  the  requested  interviews 
without  additional  subpoenas  directed  to  the  officers 
involved.   By  way  cf  explanation,  the  bank  advised  the  PA 
prevented  discussion  of  any  information  concerning  a  bank 
customer  without  sujbpoena . 


A  certain  bank  was  the  victim  in  a  Bank  Fraud  and 
Embezzlement  -  Conspiracy  case.   Losses  suffered  in  this 
case  were  approximately  $476,000.   Bank  officials  advised 
that  under  bank  policy,  which  was  based  on  the  FOIPA,  they 
would  furnish  no  information  to  the  FBI  without  a  subpoena 
duces  tecum. 


3.   HOSPITALS  AND  PHYSICIANS 

In  an  applicant  investigation  a  waiver  was 
provided  the  FBI  to  obtain  medical  records  concerning 
hospitalization  at  the  health  center  of  an  educational 
institution.   The  school  physician  refused  to  provide  any 
information  either  to  the  FBI  or  to  the  applicant,  even 

after  the  latter  personally  went  to  the  health  center  to 
sign  a  second  waiver  drawn  by  the  school.   The  office  of 
the  school  pr^esident  advised  refusal  to  release  Information 
was  due  to  the  PA. 


An  individual  identified  as  operating  a  check- 
kite  scheme  with  banks  in  seVeral  statei  had  been 
hospitalized.   Investigation  determined  this  individual 
had  initiated  his  check-kite  scheme  from  a  hospital  tele- 
phone.  Nevertheless,  hospital  officials,  citing  the 
FOIPA,  refused  tp  verify  his  hospitalization  or  dates 
of  confinement. 


In  a  fugitive  case,  an  FBI  Agent  attempted  to 
obtain  background  data  on  the  fugitive  from  a  private  hospital 
where  he  had  been  a  former  patient.   Hospital  officials 
expressed  the  belief  that  Federal  privacy  law  inhibited  them 
from  verifying  the  subject's  status  as  a  former  patient, 
much  less  releasing  background  information  on  him. 


4.   HOTELS 

A  hotel  which  is  a  part  of  a  large  nationwide 
hotel  chain  refused  to  furnish  information  on  guests, 
including  foreign  visitors,  without  a  subpoena  due  to 
the  enactment  of  the  FOIPA. 


During  a  lenitive  investigation  of  a  subject  wanted 
by  Federal  and  local  authorities  for  extortion  and  firearms 
violations,  an  Agent  contacted  the  security  officer  at  a 
hotel.   The  purpose  of  this  contact  was  to  develop  background 
information  on  a  former  employee  of  the  hotel,  an  associate 
of  the  fugitive,  who  had  knowledge  of  the  fugitive's  current 
whereabouts.   Security  officials  at  the  hotel  refused  to 
furnish  any  information  from  their  files  without  a  subpoena 
because  they  felt  they  were  open  to  civil  litigation  under  the 
provisions  of  the  PA. 
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Numerous  hotels  and  gambling  casinos  in  the  State 
of  Nevada,  which  would  formerly  furnish  information  from 
their  records  on  hotel  guests  and  gambling  customers  durii 
routine  Investigations,  now  require  a  subpoena  before  they 
will  release  any  information  to  the  FBI.   The  reason  given 
by  hotel  officials  is  for  hotel  protection,  in  the  event  of 
a  lawsuit  following  an  FOIPA  release  to  these  subject*  of 
Investigation. 


5.   INSURANCE  COMPANIES 

Information  submitted  to  Medicare  through  an 
insurance  company,  which  would  show  Medicare  fraud  perpetrated 
by  the  staff  of  a  hospital,  was  withheld  by  the  company, 
citing  the  PA.   It  was  necessary  to  obtain  a  Federal  Grand 
Jury  subpoena  for  the  desired  information. 


In  the  field  of  arson  investigations,  major 
insurance  companies  and  the  Fire  Marshal  Reporting  Service 
have  stated  they  will  provide  no  information  to  Federal  law 
enforcement  agencies  except  under  subpoena.   They  advise 
their  legal  departments  believe  this  position  is  necessary 
for  protection  against  civil  suit,  in  the  event  of  an  FOIPA 
disclosure. 


In  a  Racketeer  Influenced  and  Corrupt  Organizations 
investigation  involving  numerous  subjects  in  an  arson-for- 
profit  scheme  in  which  insurance  companies  are  defrauded 
after  the  insured  property  is  burned,  at  least  15  insurance 
companies,  numerous  insurance  claims  adjusting  firms,  and 
insurance  agents  have  refused  or  have  been  most  reluctant 
to  furnish  files  regarding  losses  and  coverage  because  of 
the  universal  fear  that  the  information  furnished  could  be 
obtained  by  the  insured  in  an  FOIPA  disclosure  which  the 
insured  might  use  against  the  insurance  company  or  firm  in  a 
civil  suit.   FBI  recourse  has  been  the  obtaining  of  Federal 
Grand  Jury  subpoenas  to  obtain  the  desired  information, 
which  in  every  instance  caused  delay  in  the  investigation. 
Many  of  these  firms  cited  widespread  news  publicity  resulting 
from  FOIPA  disclosures  as  cause  for  their  total  lack  of 
confidence  in  the  FBI  maintaining  any  information  confidential, 


6.   LEGAL  PROFESSION 

On  May  5,  1977,  a  nationally  known  U.  S.  District 
Court  judge  refused  to  be  interviewed  on  an  applicant  matter 
because  he  wanted  any  information  furnished  about  the 

applicant  to  remain  confidential.   It  was  the  judge's 
opinion  the  FBI  could  not  prevent  disclosure  of  this 
information  at  a  later  date  to  the  applicant  under  the  PA. 


In  response  to  an  FBI  inquiry  concerning  an 
applicant,  a  former  Assistant  United  States  Attorney  "(AUS* 
confided  that  significant  information,  meaningful  and 
derogatory,  would  not  be  forthcoming  conterning  the 
applicant  because  of  the  FOIPA.   When  pressed  by  the  FBI 
Agents  upon  this  point,  the  former  AUSA  stated  that  he 
wdtild  counsel  his  clients  not  to  furnish  the  FBI  with 
derogatory  information  in  applicant-suitability  matters. 
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During  an  investigation  in  March,  1978,  by  a  mid- 
western  FBI  office,  private  attorneys  were  interviewed 
concerning  the  qualifications  of  a  candidate  for  a  Government 
position.   These  private  attorneys  initially  declined  to 
furnish  derogatory  information  in  their  possession  concerning 
the  candidate,  in  view  of  the  provisions  of  the  PA.   They  did 
furnish  pertinent  information  on  a  promise  of  confidentiality, 
and  it  is  unknown  what  information  they  withheld  due  to  fear 
of  the  effect  of  the  PA. 


A  Federal  district  judge  was  interviewed  in  a 
background  investigation  concerning  a  departmental  applicant. 
The  judge  stated  he  did  not  feel  that  the  FBI  could  provide 
confidentiality  concer.iing  his  statements.   He  declined  to 
furnish  candid  comments  concerning  the  applicant  and  stated 
he  did  not  wish  to  be  interviewed  concerning  any  FBI 
applicant  investigations  in  the  future. 


A  prominent  attorney  was  contacted  concerning  an 
applicant.   He  indicated  he  was  in  a  position  to  furnish 
uncomplimentary  information  concerning  the  applicant,  but 
advised  the  interviewing  Agent  that  due  to  the  FOIPA  he 
would  not  do  so.   Thereupon,  he  furnished  a  brief,  neutral 
commentary. 


In  connection  with  a  suitability  investigation 
concerning  a  nominee  for  U.  S.  district  judge,  two  attorn 
contacted  in  July,  1976,  expressed  extreme  reluctance  to 
furnish  their  true  opinion  regarding  the  qualifications 
of  the  candidate.   They  indicated  they  were  fearful  that, 
should  the  candidate  be  appointed  to  a  judgeship  and  later 
learn  of  their  statements,  he  would  find  a  way  to  punish 
them  professionally  through  his  position.   The  attorneys 
eventually  provided  their  comments  after  receiving  an 
express  promise  of  confidentiality;  however,  there  Is  no 
assurance  that  they  were  as  candid  as  they  might  have  been. 


In  a  recent  background  investigation  conducted 
pertaining  to  a  Federal  judgeship,  one  attorney  contacted 
advised  he  had  derogatory  information  concerning  the  judicial 
candidate.   However,  he  declined  to  furnish  this  information 
to  the  FBI  stating  he  felt  the  information  would  eventually 
be  disclosed  to  the  applicant  under  the  PA.   He  felt  that, 
if  this  disclosure  ever  occurred,  he  would  be  unable  to 
practice  before  the  applicant's  court. 


7.  NEWSPAPERS 

In  a  Corruption  of  Public  Officials  case, 
consideration  was  being  given  for  change  of  venue  to  another 
city.   The  local  FBI  office  was  requested  to  review  newspaper 
clipping  files  to  determine  the  amount  of  publicity  the  cor- 
ruption matter  had  received.   On  April  10,  1978,  a  newspaper 
editor  advised  that,  in  light  of  the  FOIPA,  no  information 
from  newspaper  clipping  files  would  be  made  available  to 
the  FBI  except  upon  service  of  a  subpoena. 

8.  POLITICIANS 

Recently  in  a  southern  state,  the  state  chairman 
on  one  of  the  state's  two  major  political  parties  was 
interviewed  regarding  a  presidential  appointment.   This 
individual  was  advised  of  the  provisions  of  the  PA  at  the 
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outset  of  the  interview  and  requested  confidentiality.   He 
made  one  or  two  statements  of  a  derogatory  nature  and  then 
requested  that  these  statements  be  disregarded.   He  advised 
that,  although  he  was  aware  his  identity  could  be  protected 
under  the  PA,  he  was  not  corfident  this  protection  would  be 
effective.   After  the  above  statement,  the  interviewee  would 
provide  only  a  general  statement  regarding  the  appointee's 
honesty  and  terminated  the  interview. 

In  a  southwestern  state,  a  highly  placed  political 
figure  offered  to  furnish  information  to  the  FBI  concerning 
a  multimillion  dollar  act  of  political  corruption.   The 
information  was  never  received  because  the  Agent  could  not 
guarantee  that  his  identity  would  not  later  be  inadvertently 
disclosed  through  sophisticated  querries  sent  to  the  FBI 
through  the  FOIA.   This  source  feared  that  the  adversary  in 
this  matter  could  collect  pieces  of  information  from  the 
through  the  FOIA,  then  assemble  the  information,  possibly 
using  a  computer  and  identify  the  source. 


During  the  course  of  a  public  corruption  investi- 
gation, the  interviewing  Agent  in  a  southern  office  detected 
reluctance  of  witness  police  officers  to  provide  complete 
information,  subsequent  to  a  discussion  of  the  FOIPA.   It 
vas  the  opinion  of  the  interviewing  Agent  this  reluctance  was 
based  on  apprehei.^ion  by  the  police  officers  this  information 
could  be  Tiade  available  to  the  subject,  a  trial  judge  before 
whom  the  police  officers  frequently  appeared. 


9.   PRIVATE  COMPANIES 

During  a  routine  investigation,  a  Special  Agent 
sought  the  cooperation  of  a  company  personnel  manager  to 
determine  the  subject  employee's  residence  from  company 
records.   Citing  the  restrictions  of  the  PA,  the  personnel 
manager  would  neither  confirm  the  subject's  employment  with 
his  company  nor  provide  any  background  information. 


During  a  recent  national  security  investigation 
involving  a  possible  Foreign  Agents  Registration  Act 
violation,  a  lead  was  set  out  to  interview  the  owner  of  an 
electronics  firm  regarding  the  purchase  of  loudspeakers  and 
other  electronics  used  by  foreign  nationals  in  a  public 
demonstration.   The  owner  of  the  electronics  firm  refused  to 
disclose  this  information  unless  a  subpoena  was  issued, 
stating  he  feared  the  customers  who  rented  his  equipment 
might  learn  of  his  cooperation,  under  the  FOIPA,  and  bring  a 
civil  action  against  the  electronics  firm  for  breach  of 
confidentiality. 


In  connection  with  bank  fraud  matters  being 
investigated  in  a  certain  city,  an  auto  dealer  refused  to 
furnish  time  cards  of  employees  because  he  would  violate 
the  PA. 


Because  of  the  FOIPA,  the  policy  of  an  oil 
company  limits  the  type  and  amount  of  information  that  the 
company  will  provide  to  the  FBI  regarding  an  applicant  for 
employment.   The  personnel  clerk  for  that  company  advised 
that,  even  when  an  applicant  has  executed  a  waiver  form, 
the  only  information  the  company  will  furnish  regarding  the 
applicant's  employment  is  as  follows:   verification  of 
employment,  dates  of  employment,  position  and  salary. 
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During  the  course  of  an  investigation.  Agents 
sought  to  review  employnent  records  at  a  department  store 
and  were  advised  that  employment  records  were  no  longer 
available  because  of  the  PA.   Agents  also  attempted  to 
secure  information  concerning  the  subject  from  two  other 
stores  and  were  advised  that  this  information  was  not 
available  without  a  court  subpoena. 


In  an  investigative  matter  regarding  an  electronics 
company,  a  former  employee  of  the  company,  who  was  a  principal 
witness,  became  fearful  that  he  would  be  sued  by  the  subjects 
of  the  investigation  and  the  company  if  he  provided  infor- 
mation to  the  FBI.   He  was  reluctant  because  he  believed  this 
information  would  be  available  through  the  FOIPA;  if  the 
criminal  allegation  was  not  ultimately  resolved  in  court,  he 
feared  he  would  become  civilly  liable.   On  several  occasions, 
this  witness  asked  what  his  civil  liability  would  be  and 
expressed  reluctance  in  providing  information  of  value  to  the 
investigating  Agent. 


Another  investigative  matter  was  based  on  infor- 
mation furnished  by  businessnen  in  a  small  town.   When  they 
initially  furnished  the  information,  these  sources  asked 
that  they  not  be  called  upon  to  testify.   Being  businessmen 
in  a  small  town,  they  expressed  fear  the  information  they 
provided  would  be  used  against  them  and  harm  their  businesses. 
When  these  sources  learned  information  which  they  furnished 
might  be  obtained  through  the  provisions  of  the  FOIPR  by 
the  investigation  subjects,  they  stated  they  would  not 
furnish  any  further  information  to  the  P8I. 


In  a  fugitive  investigation,  laformation  was     t^ 
developed  that  the  subject  wps  a  former  employee  of  an  oil  • 
company.   When  contacted,  the  oil  company  management  declined 
to  furnish  any  background  information  from  their  personnel 
files  concerning  subject's  former  employment.   The  stated 
reason  for  not  furnishing  this  information  was  concern  for 
possible  future  company  liability  should  the  fact  of  FBI 
cooperation  become  known  to  the  subject  under  the  FOIPA. 


10.  PRIVATE    LENDING   COMPANIES 

An  Equal  Credit  Opportunity  Act  case  involved  a 
limited  investigation  based  on  a  Department  of  Justice 
memorandum  which  directed  that  14  former  employees  of  a  loan 
company  be  identified  and  interviewed.   Citing  the  PA,  the 
loan  company's  legal  counsel  declined  to  identify  to  the  FBI 
the  14  former  employees.   Instead,  he  had  his  current 
employees  make  personal  contact  with  these  14  individuals  to 
request  their  permission  to  release  their  names  to  the  FBI. 
This  indirect  process  delayed  the  investigation  for  a  one- 
week  period.   The  company  was  also  asked  to  release  loan 
applications  of  certain  individuals  who  had  been  granted 
loans  within  the  past  18  months.   On  the  basis  of  the  PA, 
the  loan  company  declined  to  release  these  financial 
documents. 

11.  PUBLIC  UTILITIES 

During  a  recent  security  investigation,  a  lead  was 
set  forth  requesting  utility  checks  to  be  made  to  obtain 
information  regarding  certain  individuals.   Officials  of 
a  utility  were  contacted  and  advised  that  checks  of  their 
records  would  not  be  possible  due  to  the  provisions  of  the 
PA. 
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A  local  security  office  of  a  telephone  company 
referred  an  illegal  telephone  call  case  to  an  FBI  resident 
aqency.   However,  the  coirpany  refused  to  furnish  any  data  - 
concerning  the  principals  involved  in  the  violation  without 
a  subpoena  for  telephone  company  records. 


In  a  fugitive  investigation,  an  FBI  office  was 
given  reliable  information  concerning  the  nonpublished 
telephone  number  of  the  fugitive's  location  on  the 
Christmas  holiday.   The  FBI  holiday  supervisor  tried  in 
vain  to  obtain  the  location  of  the  number  from  various 
officials  at  the  telephone  company  and  the  fugitive  was 
not  apprehended.   The  company  insisted  a  subpoena  was 
needed,  based  on  FOIPA  considerations,  before  this  type 
of  information  could  be  released  to  the  FBI. 


12.   QUASI-LAW  ENFORCEMENT 

The  disciplinary  board  of  a  state  supreme  court 
advised  that,  because  of  FOIPA  considerations,  all  requests 
for  information  by  the  FBI  must  be  in  letter  form  and  a 
release  authorization  signed  by  the  applicant  must  be 
enclosed  with  the  request  letter.   It  was  intimated  that  a 
written  request  might  not  elicit  all  information  if  the 
disclosure  could  cause  difficulties  for  the  board. 


An  association  will  no  longer  provide  any  infor- 
mation to  law  enforcement  agencies  or  investigators  unless 
served  with  a  subpoena.   This  association  has  in  the  past 
assisted  the  FBI  in  coverage  of  aspects  of  the  racing 
industry.   The  association  has  advised  its  current 
restrictive  policy  is  the  direct  result  of  FOIPA  legislation.  . 

13.   TRAVELER'S  AID 

A  kidnapping  case  involved  a  65-year-old  victim 
who  had  been  brutally  beaten,  stabbed  and  left  for  dead  in 
a  rural  area  of  one  state.   The  victim  could  only  provide  nick- 
names for  the  kidnappers.   Investigation  revealed  that  the 
subjects  had  attempted  to  gain  transportation  from  the 
Traveler's  Aid  Society.   The  Society,  after  being  advised  of 
the  urgency  of  the  matter,  nevertheless  refused  to  supply 
information  on  December  20,  1977,  from  records  which  would 
identify  one  of  the  subjects  and  possibly  reveal  the  where- 
abouts of  both  subjects.   This  information  was  subsequently 
obtained  the  next  day  by  subpoena  duces  tecum  and  teletyped 
to  an  FBI  office  within  a  few  hours  after  receipt.   Both 
subjects  were  arrested  in  another  state  on  December  26,  1977. 
However,  a  few  hours  prior  to  the  arrest,  one  subject  shot 
and  killed  an  individual  in  that  other  state. 


14.   UNIONS 

On  alleged  privacy  grounds,  an  international 
union  will  no  4onger  provide  information  to  law  enforce- 
ment agencies  Hinless  served  with  a  subpoena. 


During  the  course  of  a  Racketear  Influenced 
Corrupt  Organizations  case  involving  certain  union  members 
and  company  officials,  the  investigating  Agent  contacted 
nonunion  employees  concerning  alleged  harassment  by  union 
members  and  the  firing  of  several  rifle  sTtots  at  nonunion 
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members.  A  prospective  witness  to  a  particular  lnci(Sent 
declined  to  furnish  any  information  to  thfc  FBI,  on  FOIPA 
grounds,  statisng  that,  "the  Government  just  can't  keep  a 
secret  anymore." 


In  a  similar  FBI  case,  a  labor  union  official 
refused  to  furnish  infornation  to  the  FBI.   He  claimed 
he  would  have  no  confidence  in  the  security  of  his 
information  in  view  of  the  ability  of  individuals  to 
obtain  their  files  under  the  FOIPA. 


15.  KESTERN  UNION 

During  the  course  of  an  investigation  to  locate 
and  apprehend  a  fugitive,  a  Special  Agent  and  a  cooperating 
witness  attempted  to  obtain  information  from  a  Western 
Union  office,  concerning  a  telegraph  money  order  and  message 
sent  to  the  cooperating  witness  from  the  subject.   Employees 
at  the  Western  Union  Company  advised  they  could  not  disclose 
any  information  regarding  the  money  order  or  message,  due  to 
"privacy  concerns,"  without  a  court  order. 

16.  MISCELLANEOUS 

In  an  investigation  regarding  an  escaped  Federal 
prisoner,  a  man  telephoned  an  FBI  office  and  advised  he 
knew  the  location  of  the  fugitive.   The  caller  stated  he 
was  concerned  that  the  fugitive  would  find  and  kill  him 
if  he  furnished  the  FBI  the  information.   The  caller  was 
given  assurances  that  his  identity  and  any  information 
he  gave  would  be  considered  confidential.   The  caller 
refused  to  give  his  name,  specifically  stating,  "I  know 
about  the  FOIA.   Anything  I  tell  you  guys  will  get  back 

to  him."  When  asked  the  location  of  the  fugitive,  the 
caller  stated  he  was  in  a  motel  on  a  certain  street  and 
then  hung  up  the  phone.   After  contacting  numerous  rootela 
on  that  street,  the  fugitive  was  located  and  apprehended. 


In  a  bank  robbery  investigation  a  high  school 
stu(3ent  was  identified  as  a  suspect.   When  officials  at 
the  high  school  were  approached  in  an  attempt  to  obtain 
necessary  information  concerning  the  suspect  (descriptive 
data,  address,  whereabouts,  etc.),  the  officials  declined 
to  furnish  the  information  due  to  the  FOIPA.  After  the 
loss  of  precious  time,  the  school  principal  was  finally 
convinced  that  the  student  posed  a  threat  to  the  community, 
in  view  of  the  fact  he  was  armed  and  probably  desperate. 
He  eventually  provided  the  information  and  the  student  was 
arrested. 


During  the  course  of  another  bank  robbery 
investigation  a  warrant  was  obtained  for  a  female  subject. 
The  investigation  determined  the  subject  had  applied  for  a 
job  through  the  state  unemployment  office.   That  office 
refused  to  provide  any  information,  advising  it  was  protected 
by  state  and  Federal  privacy  acts.   It  was  necessary  to 
obtain  a  subpoena  to  force  the  unemployment  office  to  disclose 
the  requested  information.   During  the  period  of  time  between 
the  service  of  the  subpoena  and  its  return,  the  subject 
committed  another  bank  robbery.   The  FBI  believes  that  if  the 
information  had  been  disclosed  at  an  earlier  time,  the  second 
bank  robbery  would  not  have  occurred,  as  the  subject  would 
have  been  arrested  more  promptly. 
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One  FBI  office  received  information  from  an  AUSA 
indicating  a  woman  had  information  concerning  ghost  employees 
and  other  frauds  within  the  Comprehensive  Employment  and 
Training  Act  (CETA)  program.   When  contacted,  the  woman 
refused  to  be  interviewed  because  she  feared  that  her 
identity  might  be  disclosed  through  an  FOIPA  request. 


Two  individuals  in  a  position  to  furnish  important 
information  regarding  a  series  of  train  wrecks  refused  to  do 
so  because  they  feared  the  FOIA  would  force  the  FBI  to  reveal 

their  identities.   This  attitud*  existed  even  after 
assurances  were  given  by  the  Agents  regarding  the  FOZ&. 

D.   IMPACT  ON'  CURRENT  INFORMANTS  OR  POTEMTIAL  INFORMANTS 
RESULTING  .FROM  PRESENT  FOIPA  DISCLOSURE  POLICIES 

Three  individuals  were  separately  contacted  in 
an  effort  to  obtain  their  cooperation  in  organized  crine 
natters.   Each  of  these  individuals  advised  the  contacting 
Agent  they  felt  their  confidentiality  could  not  be  main- 
tained due  to  current  FOIA  legislation.   Zt  is  believed 
these  individuals  would  have  been  cooperative  had  they  not 
feared  the  FOIA  and  they  would  have  been  valuable  FBI 
informants.   Because  of  the  wide  publicity  which  the  FOIA 
has  received,  these  individuals  were  well  aware  of  the 
public's  ability  to  gain  access  to  information  in  FBI  files. 


Shortly  after  a  skyjacking  began,  an  unidentified 
caller  stat-ed  to  a  Special  Agent  that  he  was  a  medical 
doctor  and  that  the  skyjacker  was  probably  identical  to  an 
individual  who  was  an  outpatient  at  the  psychiatric  clinic 
where  the  caller  was  employed.   He  stated  the  individual 
was  schizophrenic  and  was  dangerous  to  himself  and  to  other 
persons.   The  caller  suggested  that  a  psychiatrist  should 
be  available  during  all  negotiations  with  the  skyjacker. 
The  caller's  identity  wa$  requested  since  he  was  obviously,  n 
knowledgeable  concerning  the  skyjacker  and  could  furnish 
possible  valuable  information  in  an  attempt  to  have  the 
skyjacker  peacefully  surrender.   Despite  the  fact  that 
several  lives  were  in  jeopardy,  the  caller  stressed  that  he 
was  unable  to  furnish  his  name  because  of  FOIPA  requirements 
and  tern:J.nated  the  call.   Because  of  this  telephone  call, 
the  FBI  did  have  a  psychiatrist  available  during  negotiations 
with  the  skyjacker  (who  had  been  correctly  identified  by  the 
caller)  and  the  skyjacker's  surrender  was  accomplished 
without  loss  of  lives  or  property. 


For  approximately  three  years,-  a  telephone  caller 
known  to  the  FBI  Agent  only  by  a  code  name  furnished  infor- 
mation in  a  wide  variety  of  cases,  from  drug-related  matters 
to  terrorism.   The  caller  never  identified  himself  and 
advised  he  could  never  testify  since  to  do  so  would  risk  * 
death.   The  caller  finally  terminated  his  relationship, 
expressing  fear  that  an  inad^'ertent  release  of  information 
by  the  FBI,  under  the  FOIA,  might  identify  him. 


470 


An  individual  in  a  position  to  know  information 
about  an  FBI  subject  stated  to  a  Special  Agent  that  she 
would  not  furnish  any  inforniation  lest  it  and  her  identity 
appear  in  the  newspapers.   She  made  reference  to  infor- 
mation which  was  being  published  in  the  press  as  a  result 
of  an  FOIPA  request. 


An  Agent  was  recently  in  contact  with  an  individual 
believed  capable  of  providing  reliable  direct  and  indirect 
information  regarding  high-level  political  corruption.   Thl« 
individual  advised  his  information  would  be  furnished  only  if 
the  contacting  Special  Agent  could  guarantee  that  the 
individual's  identity  would  never  be  set  forth  in  any  FBI 
files.   The  contacting  Agent  attributed  this  individual's 
reluctance  to  have  his  identity  set  forth  in  FBI  files  to  a 
fear  of  the  FOIPA  and  its  effect  on  the  FBI's  ability  to 
maintain  confidentiality  of  information  from  informants. 


In  August,  1976,  an  FBI  field  office  contacted  a 
source  to  determine  why  he  was  not  now  providing  the  FBI  with 
information  as  he  had  been  in  the  past.   This  source  replied 
that  he  was  in  fear  of  losing  his  job  and  of  retaliation  by 
individuals  about  whom  he  might  furnish  information.   The 
source  asked  if  the  FBI  could  guarantee  the  confidentiality 
of  his  relationship  and  of  the  information  he  furnished.   He 
stated  he  was  particularly  concerned  about  confidentiality  in 
light  of  the  FOIA.   In  view  of  his  apprehensions,  this 
individual  is  no  longer  being  contacted  by  the  FBI. 


A  particular  organized  crime  case  involved  an 
investigation  to  identify  male  juveniles  being  transported 
interstate  for  homosexual  activity.   Due  to  fear  of 
reprisals  stemming  from  FOIA  disclosures  and  PA  problems, 
various  school  officials  would  not  cooperate  in  the 
investigation  to  verify  the  identity  of  the  juveniles.   In 
the  same  case,  prominent  citizens  in  a  community  displayed 
reluctant  cooperation  with  the  FBI  out  of  fear  of  FOIA 
disclosure. 


A  fHDtential  source  advised  he  would  not  cooperate 
with  the  FBI  due  to  fear  his  identity  would  be  publicly 
revealed,  which  would  be  detrimental  to  his  profession. 


This  potential  source  referred  to  news  accounts  In  the 
local  press  regarding  material  made  available  under  the 
FOIA,  which  had  disclosed  the  names  of  several  individuals 
in  professional  capacities  who  had  assisted  the  FBI  and 
the  nature  of  their  assistance.   This  type  of  publicity, 
according  to  the  potential  source,  would  be  detrimental  to 
any  individual  in  business  who  elected  to  cooperate  with 
the  FBI. 


A  Special  Agent  advised  that  an  individual  in 
a  high  management  position  in  a  state  agency  wished  to 
provide  information  to  the  FBI  on  a  confidential  basis. 
During  one  of  the  Agent's  initial  conversations  with  this 
source,  confidentiality  was  requested,  specifically  that 
the  source's  name  never  be  mentioned  in  FBI  files  due  to 
"past  legislation,  FOIPA,  etc."   This  person  was  in  a 
position  to  furnish  information  concerning  white-collar 
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criine  .ind  political  corruption;  however,  the  potential 
source  subsequently  refused  to  cooperate  with  the  FBI,  in 
spite  of  the  Agent's  assurances. 


An  FBI  office  has  had  success  in  developing  a 
numbei"  of  valuable  informants  from  a  group  of  loanshark 
victims.   Recently,  upon  interview,  several  of  these 
individuals  stated  a  desire  to  cooperate,  but  have  refused 
to  do  so  for  fear  of  the  subjects  of  the  investigation 
learning  their  identities  through  an  FOIPA  release. 


A  criminal  informant,  who  furnished  very 
significant  information  in  an  automobile  theft  ring  case, 
advised  he  feared  for  his  life  after  reading  in  various 
newspapers  of  disclosures  made  under  the  FOIPA.   As  a 
result,  this  source  will  no  longer  furnish  information 
which  is  singular  in  nature. 


Several  attempts  have  been  made  to  reactivate  a 
former  source,  who  had  been  extremely  cooperative  and 
productive.   Current  attempts  to  persuade  the  source  to 
once  again  aid  the  FBI  have  been  negative.   The  former 
informant  refuses  to  cooperate,  as  he  believes  his  identity 
cannot  be  kept  secure  due  to  FOIPA  disclosure  policy. 


An  informant  was  recently  closed  inasmuch  at  the 
source  advised  he  believed  the  FBI  could  not  efficiently 
protect  the  confidentiality  of  his  relationship  and  his 
identity,  due  to  the  FOIPA.   This  source  has  previously 
provided  excellent  information  regarding  gambling  and 
organized  crime.   He  stated  that  he  is  afraid,  if  his  nana 
ever  surfaced  as  providing  information  to  the  FBI,  he  would 
lose  his  business  and  everything  he  has  worked  for  in  his 
life. 


In  1976,  an  active  informant  stated  he  would  no 

longer  continue  in  that  capacity  because  it  was  his  belief, 

as  a  result  of  the  FOIPA,  his  identity  and  confidentiality 

could  no  longer  be  protected. 


In  an  Interstate  Transportation  In  Aid  of 
Racketeering  investigation,  an  individual  was  successfully 
developed  as  a  potential  sr>\ixce   of  information  concerning 
racketeering  and  political  corruption.   However,  upon 
learning  of  the  provisions  of  the  FOIPA,  this  individual 
requested  that  his  conversations  not  be  recorded  and  refused 
further  cooperation. 


Another  field  office  informant  related  a  conver- 
sation which  occurred  between  himself  and  several  organized 
crime  figures.   One  individual  cominented  that  within  the 
next  few  years  the  FBI  will  be  severely  restricted  in  its 
efforts  to  obtain  information  from  confidential  sources. 
He  stated  that  he  fully  expected  the  provisions  of  the 
FOIPA  would  be  successfully  utilized  in  identifying  FBI 
informants.   Agents  subsequently  contacting  this  valuable 
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source  have  noted  a  subtle  reluctance  on  his  part  to  more 
fully  penetrate  the  particular  organized  crime  activitiea 
which  he  is  in  a  position  to  cover. 


An  FBI  office  in  a  major  city  has  received  infor- 
mation from  several  reliable  informants  that  most  organized 
crime  members  in  the  area  have  been  instructed  to  vrite  to 
FBI  Headquarters  requesting  file  information  pertaining  to 
themselves.   These  informants  have  advised  the  sole  purpose 
of  this  process  is  to  attempt  to  identify  informants  who 
have  supplied  information  to  the  FBI  on  organized  crime 
matters.   Requests  have  been  submitted  by  virtually  every 
organized  crime  figure  In  the  area. 


An  iii'formant  who  has  a  great  dettl  of  knowledga 
concerning  a  Violent  group  is  reluctant  tb  furnish  Infor- 
mation on  the  gang  because  of  the  FOIPA.   He  has  considerab*-** 
reduced  the  amOtint  of  information  he  furnishes  to  the  FBI. 


An  informant  who  has  furnished  considerable: 
information  concerning  a  terrorist  organization  advised  that 
he  is  very  upset  about  the  FOIA,   He  has  learned  throirgh 
conversations  that  former  and  current  extremists  are  writing 
to  FBI  Headquarters  under  the  FOIA  in  an  effort  to  identify 
an<i' expose  informants.   The  informant  indicated  he  is 
apprehensive  about  the  Bureau's  ability  to  properly  safe- 
guard information  furnished  by  him. 

* 

A  long-time  confidential  informant  stated,  "I 
can't  help  you  any  more  due  to  the  Freedom  of  Information 
Act."   This  informant  had  previously  furnished  valuable 
information  which  led  to  arrests  and  recovery  of  Government 
property.   Even  though  the  promise  of  confidentiality  was 
explained  to  the  informant,  he  still  refused  to  furnish 
further  information. 


A  former  informant  regularly  furnished  information 
resulting  in  recovery  of  large  amounts  of  stolen  Government 
property  and  the  arrest  and  conviction  of  several  subjects. 
In  a  pending  case,  the  former  informant  refused  to  cooperate 
because  of  his  fear  of  the  FOIPA,  which  he  felt  would  in 
fact  jeopardize  his  life  should  he  continue  cooperating  with- 
the  FBI. 


In  January,  1978,  an  office  of  the  FBI  received 
infonnation  one  prime  bombing  suspect  wa«  applying  under  the 
FOIA  for  his  file.   Sources  close  to  the  suspect  advised 
he  was  seeking  to  discover  the  FBI's  knowledge  of  his 
activities  and  the  identities  of  Agents  who  were  investigating 
him. 


In  a  western  field  office,  a  former  highly 
productive  confidential  informant  advised  that  he  did  not 
feel  secure,  due  to  widespread  publicity  concerning  FBI 
informants  and  the  FOIA  legislation.   He  stated  that, 
although  he  continued  to  maintain  his  confidentiality 
regarding  his  relationship  with  the  FBI,  he  was  not  aura 


473 


that  the  FBI  could  do  the  seune.   Due  to  this  source's 
feelings,  he  discontinued  all  contact  with  the  FBI, 


An  informant  furnished  information  concerning 
organized  crime  figures  and  on  organized  crime  conditions. 
Subsequently,  the  source  acquired  the  conviction  that  no 
guarantee  could  be  given  that  his  identity  would  be 
protected.   Accordingly,  the  source  declined  to  furnish 
any  further  information  to  the  FBI. 


The  Drug  Enforcement  Administration  (DEA)  was 
advised  that  an  informant  of  one  FBI  office  might  be  in  a 
position  to  provide  timely  information  concerning  large 
narcotics  shipments,  in  exchange  for  a  reward  from  DEA  and 
the  guarantee  of  confidentiality.   A  local  representative 
of  DEA  responded  that  confidentiality  could  be  guaranteed 
by  DEA  only  in  instances  where  the  informant  was  operated 
by  DEA  as  a  source.   DEA  reward  money  could  be  paid  to  any 
individual  supplying  information;  however,  the  true 
identity  of  an  FBI  source  would  be  reflected  in  DEA  records 
for  such  payment.   The  FBI  source  was  advised  of  the  results 
of  the  inquiry  with  the  DEA.   The  source  subsequently 
furnished  the  identities  of  the  drug  subjects  of  which  he 
had  knowledge.   This  information  was  disseminated  to  DEA. 
However,  the  source  declined  to  have  further  contact  with 
these  subjects,  for  fear  his  identity  would  be  made  known 
at  some  later  date  under  an  FOIA  request  to  DEA. 


An  FBI  informant  is  well  connected  to  the 
organized  crime  element.   Over  the  past  year  the  informant's 
productivity  has  dramatically  decreased.   Consequently,  this 
decrease  was  discussed  with  the  informant,  who  stated  that 
he  had  begun  to  doubt  the  FBI's  ability  to  protect  the 
contents  of  its  own  files  and  information  provided  by  its 
informants.   He  had  learned  that  an  organized  crime  figure 
had  received  over  300  pages  of  FBI  documents  and  was 
unquestionably  trying  to  identify  informants. 


The  criminal  infomant  coordinator  of  a  northeast 
office  has  been  told  by  an  individual,  who  would  potentially 
be  an  excellent  source  of  criminal  information  on  the  water- 
front, that  even  though  he  had  cooperated  with  law  enforce- 
■tent  personnel  in  the  past  he  would  never  do  so  again*   Be 
stated  that  he  was  afraid  that  one  day,  as  the  result  of 
FOIPA,  he  night  "see  his  nevne  in  the  newspaper." 


An  Informant  who  has  been  furnishing  information 
to  Special  Agents  of  the  FBI  since  1953,  regarding  gambling, 
prostitution,  stolen  goods,  and  criminal  intelligence 
information,  when  last  contacted  by  an  Agent,  indicated  he 
would  no  longer  furnish  any  information  to  the  FBI  due  to  the 
fact  it  could  be  disclosed  under  the  FOIPA.   The  informant 
felt  his  personal  safety  could  be  jeopardized  by  the 
disclosure  of  his  identity,  and  he  no  longer  wanted  to  take 
tlie  personal  risk  and  provide  information  regarding  criminal 
activ ities. 
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An  organized  crime  informant  has  expressed  great 
ci'iictrn  over  his  safety  due  to  the  recent  disclosure  of 
information  released  under  the  FOIPA.   A  Special  Agent  has 
advised  that  he  believes  the  informant  will  terminate  his 
relationship  with  the  FBI  because  of  his  concern. 


A  confidential  source  stated  he  was  fearful  his 
name  would  become  known  to  certain  individuals.   He  cited 
their  possible  acc--^  through  FOIPA  requests  to  the  infor- 
mation he  has  provided.   The  source  became  unproductive  and 
contact  with  him  was  discontinued. 


A  confidential  source  advised  that  "general  street 
talk"  was  that  one  should  not  provide  information  to  the 
Government  since  this  information  would  eventually  be 
publicized  as  a  result  of  the  FOIPA. 


A  long-time  informant  announced  that  he  felt  his 
confidentiality  could  no  longer  be  guaranteed  and  refused 
to  furnish  further  information.   Provisions  of  the  FOIPA 
were  explained  to  the  inforir.ant,  particularly  relating  to 

disclosure  of  informants  and  informants'  information} 
however,  this  informant  still  wishes  to  sever  contacts  with 
the  FBI. 


Agents  recently  contacted  a  former  criminal 
informant  who  associated  with  several  individuals  currently 
under  investigation.   The  source,  who  displayed  knowledge 
of  the  FOIA,  expressed  extreme  concern  of  the  disclosure 
provisions.   The  two  Agents  spent  approximately  one-half 
hour  discussing  this  with  the  source.   Both  Agents  were  of 
the  opinion  that  the  FOIA  prevented  them  from  obtaining 
details  of  value. 


An  asset  advised  that,  while  talking  with  an 
individual  who  is  a  known  intelligence  officer  of  a  foreign 
country,  he  was  advised  that  certain  officials  of  that 
country  were  using  the  FOIA  law  to  obtain  information  from 
the  files  of  the  FBI  and  other  agencies  through  intermedi- 
aries.  The  official  expressed  some  humor  over  the  fact  that 
such  information  is  available. 


An  individual,  who  is  in  a  position  to  furnish 
possible  foreign  counterintelligence  information,  expressed 
the  opinion  the  Federal  Government  could  not  protect  his 
identity  in  view  of  the  constant  scrutiny  .by  Congress  of  the 
FBI  and  CIA  and  the  subsequent  news  media  leaks.   This 
individual  also  stated  he  would  be  fearful  that  his  identity 
would  be  revealed  through  access  to  records  by  the  public 
under  the  FOIA,  as  well  as  extensive  civil  discovery 
proceedings  exemplified  by  the  Socialist  Workers  Party  civil 
lawsuit.   In  addition,  this  individual  expressed  concern  over' 
former  intelligence  agency  officers  who  were  publishing 
books,  possibly  jeopardizing  the  confidentiality  of  sources. 


In  another  FBI  security  investigation,  an  individual 
was  located  who  was  in  a  unique  position  to  act  as  an 
operational  asset  in  foreim  counterintelligence  activities. 
While  willing  to  assist  tht  U.  S.  Government  for  patriotic 
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reasons,  this  individual  felt  his  identity  might  be  revealed 
under  the  FOIPA.   He  therefore  felt  compelled  to  report  a 
pending  highly  sensitive  undercover  operation  concerning 
national  security  to  his  employment  suporvisora,  thereby 
jeopardizing  that  most  sensitive  operation. 


An  informant  expressed  deep  concern  over  security 
and  possible  disclosure  of  hi,s  relationship  with  the  FBI, 
noting  recent  instances  in  wh;lch  TBI  sources  had  been 
identified  in  the  press.   The  informant,  who  had  provided 
critical  information  for  many  years  in  matters  of  tha 
highest  sensitivity,  requested  that  his  relationship  with 
the  FBI  be  terminated  and  that  his  name  bo  deleted  from 
tne  FBI  records. 


One  informant  is  a  well-known  and  highly  respected 
individual  with  many  dealings  with  certain  foreign  countries. 
Tlie  inforn.ant  has  repeatedly  voiced  concern  over  possible 
disclosure  cf  his  identity  through  the  FOIA.   The  source 
has  now  requested  that  all  contacts  be  minimized  in  frequency 
and  duration,  that  all  information  furnished  be  paraphrased, 
that  his  real  or  code  names  r.ever  be  used,  and  that  access 
to  his  information  be  severely  restricted  within  the  FBI. 
It  has  become  apparent  also,  that  while  the  informant's 
dealings  with  certain  foreigners  are  known  to  have  increased, 
the  frequency  of  his  FBI  contacts,  the  length  of  these 
contacts,  and  the  amount  of  substantive  information 
furnished  have  declined. 


A  former  source  of  excellent  quality  was 
recontacted,  since  his  background  was  such  that  he  could 
develop  information  of  value  concerning  a  terrorist  group. 
After  three  hours  of  conversation,  the  former  source  agreed 
to  cooperate  with  the  FBI  but  only  in  a  very  limited  manner. 
He  stated  that  due  to  the  FOIA  he  no  longer  believes  that 
FBI  Agents  can  assure  his  complete  protection.   He  made  it 
clear  that  he  will  never  again  function  as  he  had  jreviously 
in  behalf  of  the  FBI,  noting  that  disclosure  of  his 
identity  would  most  assuredly  cost  him  his  life. 


An  individual  who  has  requested  his  identity  be 
protected  and  who  has  provided  information  pertinent  to  a 
suspected  foreign  government  intelligence  officer,  has 
also  expressed  concern  pertinent  to  revelation  of  his 
identity  as  furnishing  information  to  the  FBI.   This 
individual  querried  the  Special  Agent  involved  in  the 
investigation  as  to  whether  his  identity  could  be  protected 
and  stated  that  he  was  concerned  because  of  future  business 
dealings  with  certain  foreign  countries.   He  felt  that  should 
his  identity  become  known  to  foreign  government  officials, 
it  would  cause  damage  to  his  business  relationships. 
Because  of  the  above,  this  individual  stated  that  he  did 
not  wish  to  be  contacted  on  a  regular  basis  by  the  FBI. 


In  September,  1977,  a  former  Special  Agent  advised 
an  FBI  Agent  that  an  informant  had  contacted  him  upon 
learning  that  an  FBI  subject  had  obtained  documents  under 
the  FOIPA.   The  informant  expressed  the  fear  that  his 
identity  as  a  confidential  source  against  this  subject 
would  be  revealed.   This  subject  was  trying  to  identify 
individuals  who  had  provided  information  to  the  FBI 
concerning  his  activities. 
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In  a  western  FBI  office,  an  individual  was 
contacted  in  a  recent  foreign  counterintelligence 
investigation,  as  he  was  in  a  position  to  furnish  valuable 
information  on  a  continuing  basis  regarding  the  subject. 
Although  this  potential  source  displayed  an  otherwise 
cooperative  attitude,  he  stated  he  would  not  furnish 
information  for  fear  his  identity  might  be  revealed  at 
some  future  date  due  to  provisions  of  the  FOIA. 


Members  of  an  organization  dedicated  to  bringing 
about  a  movement  based  on  Marxism-Leninism,  recently  dis- 
cussed the  FOIA.   A  decision  was  reached  to  direct  inquiries 
to  both  the  FBI  and  the  CIA  under  provisions  of  the  FOIA 
requesting  information  concerning  the  organization.   It 
was  anticipated  that  a  comparison  of  information  concerning 
individuals,  including  dates,  times  and  activities,  would 
identify  informants  in  the  organization. 


In  1976,  a  most  valuable  and  productive  FBI 
informant  ceased  his  activity  in  behalf  of  the  Bureau.   His 
reason  for  this  decision  was  his  concern  over  the  FOIA, 
which  he  believed  offered  the  distinct  possibility  of 
disclosing  his  identity  as  an  informant.   This  source 
provided  coverage  on  two  loajor  subversive-  and/or 
vl«lence-oriented  groups  of  investigative  interest. 


Recently  an  informant,  who  is  fiurnishing 
iRformation  re9arding  certain  foreign  visitors  to  the 
United  States,  expressed  great  concern  over  the  possibility 
of  his  identity  being  disclosed.   The  source  stated  tehat  he 
recently  read  in  a  local  newspaper  that  foreign  visitors 
could  gain  access  to  FBI  records  through  the  FOIPA. 


A  businessman  was  being  approached  by  an 
intelligence  officer  of  a  foreign  government.   Upon  Interview 
by  the  FBI,  the  asset  stated  that  were  it  not  for  the  FOIPA, 
he  would  be  willing  to  be  operated  again&t  this  and  other 
hostile  intelligence  officers.   However,  because  of  FOIPA, 
he  felt  a  real  danyer  that  his  identity  would  be  divulged 
which  would  in  turn  seriously  and  detrimentally  effect  his 
business  overseas.   For  this  reason,  asset  has  refused  to 
become  involved  in  a  foreign  counterintelligence  operation. 


Since  the  advent  of  the  FOIPA,  numerous  documents 
containing  information  furnished  by  an  FBI  asset  of  long-    \ 
standing  have  been  released  under  provisions  of  these  laws. 
These  releases  have  had  a  deleterious  effect  upon  an  asset's 
relationship  with  the  FBI.   There  has  been  a  noticeable 
decrease  in  the  volume  of  information  furnished  by  the  asset, 
who  has  been  frank  to  state  that  he  no  longer  has  his  former 
confidence  that  the  FBI  can  maintain  the  conf idential'ity  of 
his  relationship.   On  numerous  occasions,  the  asset  has 
expressed  reluctance  to  furnish  information  which  he  fears 
might  be  released  under  the  FOIA,  resulting  in  his  physical 
jeopardy  or  leaving  him  open  to  civil  suit.   This  asset  has 
not  yet  terminated  his  relationship  with  the  FBI,  but  the 
relationship  is  now  a  very  tenuous  one. 
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A  source  wliO  previously  furnished  information  on 
a  timely  basis  reldting  to  foreign  terrorist  activities  has 
expressed  reluctance  to  furnish  additional  information 
because  of  the  possibility  of  his  identity  being  exposed  due 
to  the  FOIPA. 

A  southwestern  confidential  source,  who  is  la 
a  position  to  furnish  information  concerning  Middle 
East  terrorist  matters,  advised  that  he  did  not  desire  to 
continue  contact  with  any  representative  of  the  FBI  or  to 
furnish  information  because  of  fears  that  his  assistanoe 
might  become  known.   The  source  stated  that  his  concern 
was  due  to  various  media  articles  relating  to  actual  or 
potential  FOIPA  disclosure  of  information  furnished 
confidentially  to  law  enforcement  agencies. 


An  informant  of  one  FBI  office  has  expressed 
concern  that  individuals  about  whom  he  was  providing 
information  were  requesting  their  FBI  files  under  the 
FOIPA.   This  informant  expressed  fear  for  his  personal 
safety  and  that  of  his  family.   This  source  had  in  the  past 
provided  reliable  and  corroborating  information  about 
individuals  who  have  been  convicted  of  Federal  crimes. 
There  has  been  a  recent  reduction  in  amount  and  quality  of 
the  source's  information. 


On  several  occasions  in  the  recent  past,  an 
informant  voiced  his  concern  for  his  safety  out  of  fear 
that  his  identity  would  in  the  future  be  revealed  under  the 
FOIPA.   He  stated  that  when  he  began  assisting  the  FBI  it 
was  his  understanding  that  his  identity  and  the  information 
he  furnished  would  always  remain  confidential. 


E.   MISCELLANEOUS  (OTHER  RELEVANT  EXAMPLES) 

1,   SUITABILITY  INVESTIGATIONS 

In  an  applicant  investigation,  an  official  of  a 
police  department  refused  to  be  candid  in  his  remarks 
pertaining  to  the  applicant  in  view  of  the  FOIPA. 


In  a  recent  applicant  case,  a  source  expressed 
concern  less  he  be  identified  as  the  provider  of  derogatory 
information.   He  clearly  indicated  he  was  aware  that  the 
applicant  would  have  access  to  this  information  through  the 
PA.   Other  officers  interviewed  simply  refused  to  be  candid 
regarding  the  applicant,  due  to  their  awareness  that  the 
information  might  be  released  to  him. 


In  a  suitability  investigation,  a  local  police 
department  refused  to  make  a  record  check  on  the  applicant's 
brother  without  a  waiver  from  the  brother,  because  It  was 
believed  there  was  a  possible  PA  violation. 


Special  Agents  have  recently  observed  a  general 
reluctance  by  local  law  enforcement  officers  to  furnish 
derogatory  hearsay  information  in  suitability  investigations. 
Members  of  the  law  enforcement  commnnity  have  been  apprised 
of  the  access  and  disclosure  provisions  of  the  FOIPA. 


31-251  0-84-31 
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A  former  high  official  of  one  city  was  being 
considered  for  a  White  House  staff  position.   An  individual 
in  that  municipality  refused  to  comment  since  he  believed 
the  candidate  would  be  able  to  obtain  this  information 
through  the  PA.   The  official,  who  was  aware  of  the  Act's 
provisions,  stated  he  still  believed  someone  in  the  White 
House  woul'l  have  access  to  comments  made. 


During  a  1976  Special  Inquiry  investigation  in 
one  city,  the  interviewee  advised  he  was  a  business  competitor 
acquainted  with  the  appointee.   He  inquired  as  to  what  degi 
of  confidentiality  could  be  provided  if  he  furnished  infor- 
mation regarding  the  appointee.   The  PA  provisions  were 
explained  to  the  interviewee.   This  was  not  a  sufficient 
degree  of  confidentiality  and  he  would  have  nothing  to  say 
about  the  appointee. 

During  the  same  investigation,  a  police  officer 
advised  he  had  derogatory  background  information  concerning 
the  appointee.   He  said  he  did  not  want  to  "go  on  record" 
with  the  FBI  concerning  this  information  in  view  of  the  PA, 
He  stated  that  he  considered  the  information  so  pertinent 
that  it  required  his  direct  contact  with  the  Congressional 
Committee,  which  had  requested  the  investigation.   After 
receiving  the  officer's  information,  the  Committee  requested 
the  FBI  to  discontinue  the  suitability  investigation. 


2.   LAWSUITS 

A  $600,000  civil  suit  was  filed  by  a  Honolulu 
plaintiff  against  a  neighbor  regarding  derogatory  informati 
provided  the  FBI  approy.imstely  20  years  ago  concerning  the 
plaintiff  in  a  suitability  investigation.   The  FOIPA  requeit 
made  by  the  plaintiff  allegedly  had  enabled  her  to  identify 
the  defendant  as  the  source  of  the  derogatory  information^ 
which  she  claimed  in  her  lawsuit  was  defamatory.   The  civil 
action  required  the  defendant  to  retain  private  counsel  at 
great  personal  expense  and  resulted  in  personal  trauma. 
The  defendant's  retained  counsel  was  successful  in  obtaining 
dismissal  of  the  suit  on  the  technical  defense  of  "Statute 
of  Limitations."   The  primary  issue  of  whether  or  not  a 
person  could  sue  an  individual  who  had  provided  information 
to  the  FBI  was  not  addressed. 


In  early  1978,  an  employer  contacted  one  FBI 
office  concerning  certain  derogatory  information  furnished 
in  1967,  on  an  employee  who  was  then  seeking  a  position  with 
the  White  House  staff.   This  individual,  who  has  subsequently 
made  a  PA  request  to  the  FBI,  determined  that  the  former 
employer  had  provided  derogatory  information  concerning  her, 
and  threatened  to  sue  the  employer  if  correction  of  this 
information  was  not  forwarded  to  the  FBI.   The  employer's 
written  retraction  of  the  previous  information  was 
subsequently  submitted  to  the  FBI. 


An  unsuccessful  applicant  for  the  position  of 
Federal  Bankruptcy  judge  obtained  his  file  under  the  FOIPA. 
He  subsequently  decided  that  several  former  employers  and 
law  partners  had  furnished  derogatory  information  to  the 
FBI  concerning  him.   He  filed  civil  suit  against  these  former 
employers  and  law  partners  and  also  filed  an  FOIPA  civil  suit 
against  the  FBI. 


A  subject  found  guilty  in  a  criminal  case, 
subsequently  filed  a  civil  action  against  witnesses  who 
testified  against  him  in  that  matter.   He  made  several 
FOIPA  requests  to  discover  the  identities  of  additional 
witnesses  whom  he  may  join  in  his  civil  suit. 
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Mr.  Webster.  The  examples  that  we  have  cited  in  that  document 
describe  a  number  of  problems  we  have  experienced  in  recruiting 
and  retaining  informants,  in  maintaining  our  working  relation- 
ships with  State,  local,  and  foreign  law  enforcement  agencies,  and 
in  jeopardizing  ongoing  investigations. 

Others  have  recognized  the  need  for  change  as  well.  The  Attor- 
ney General,  the  Drug  Enforcement  Administration,  the  General 
Acccounting  Office,  and  a  number  of  federal  courts  have  also  indi- 
cated that  finetuning  of  this  act  is  necessary. 

Since  my  last  appearance  before  this  subcommittee,  the  FBI's  in- 
vestigative responsibilities  have  grown.  We  have  been  assigned  ad- 
ditional investigative  responsibilities  in  the  area  of  drug  enforce- 
ment, and  we  have  intensified  our  investigative  efforts  in  the  areas 
of  terrorism  and  organized  crime,  often  requiring  the  use  of  very 
sensitive  investigative  techniques. 

As  the  number  of  these  types  of  sensitive  investigations  in- 
creases, so  does  the  need  to  protect  the  information  they  generate. 
In  these  areas,  in  particular,  problems  with  the  act  persist.  A  few 
recent  examples  illustrate  some  of  the  points  I  would  like  to  ad- 
dress today. 

A  convicted  felon  who  operated  a  narcotics  network  has  taken 
advantage  of  the  provisions  of  the  FOIA.  While  serving  sentences 
for  offenses  ranging  from  bank  robbery  to  weapons  violations,  this 
individual  engaged  Federal  agencies  in  litigation,  demanding  access 
to  various  law  enforcement  records. 

He  was  out  on  parole  not  long  ago  and  unwittingly  came  into 
contact  with  one  of  our  undercover  agents.  He  offered  to  set  the 
agent  up  in  narcotics  and  other  criminal  activities,  and  bragged 
that  he  had  been  able  to  elude  authorities  because  of  information 
he  had  previously  obtained  as  a  result  of  FOIA  requests. 

He  also  claimed  that  he  had  been  able  to  identify  those  who  had 
cooperated  with  law  enforcement.  This  individual  is  once  again  im- 
prisoned, and  he  has  resumed  filing  FOIA  requests. 

I  think  it  is  important  to  point  out  that  criminals  need  not  con- 
firm their  suspicions  beyond  a  reasonable  doubt.  They  only  want  to 
establish  that  some  investigative  activity  is  occurring  and  the  di- 
rection that  activity  is  taking:  Then  they  take  whatever  evasive 
action  they  deem  necessary. 

In  our  Freedom  of  Information-Privacy  Acts  section  at  FBI  head- 
quarters, we  have  well-trained,  experienced  personnel,  supervised 
by  law-trained  special  agents,  working  diligently  to  comply  with 
provisions  of  the  act,  and  at  the  same  time  protect  sensitive  infor- 
mation. 

I  am  sure  you  can  appreciate  the  difficulty  of  our  task.  We  have 
no  way  of  knowing  when  apparently  innocuous  material  provides  a 
requester  with  a  critical  piece  of  information. 

Senator  Hatch.  Mr.  Director,  we  have  five  bells,  so  we  have  a 
vote  on  the  floor.  It  will  be,  I  believe,  the  Kasten  motion  to  table 
the  Long  amendment.  So,  we  have  just  enough  time  to  get  the  floor 
and  we  will  come  right  back. 

If  we  could  interrupt,  we  apologize  once  again  for  the  delays  and 
the  difficulties,  but  we  will  be  right  back.  We  will  recess  until  Sen- 
ator Leahy  and  I  can  come  back. 
[The  subcommittee  was  recessed  from  2:33  p.m.  to  3:00  p.m.J 
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Senator  Hatch.  Well,  as  you  all  know,  we  had  two  votes  back  to 
back,  and  we  hope  that  will  be  the  end  of  the  voting. 

I  am  very  happy  to  have  the  distinguished  chairman  of  the  Judi- 
ciary Committee  here  today,  who  realizes  how  important  this  issue 
is.  We  are  in  the  middle  of  Director  Webster's  testimony,  Senator 
Thurmond,  so  we  will  continue  that  testimony  if  we  can. 

I  apologize  again  to  you,  Mr.  Director. 

Mr.  Webster.  Thank  you,  Mr.  Chairman,  and  Chairman  Thur- 
mond. 

Giving  some  recent  examples  that  were  not  included  in  the  earli- 
er testimony  on  these  subjects,  a  Spanish-language  periodical,  in  an 
article  published  earlier  this  year,  contained  a  photograph  of  an  ex- 
cised FBI  document  obtained  under  the  FOIA,  along  with  a  step-by- 
step  analysis  by  the  author,  trying  to  determine  the  identity  of  a 
suspected  FBI  informant. 

The  author  combined  his  knowledge  of  the  membership  of  an  or- 
ganization with  the  information  on  the  FBI  document  and  made  an 
educated  guess  as  to  the  informant's  identity.  I  will  not  comment 
on  the  accuracy  of  the  statements  in  this  article,  but  this  case  illus- 
trates there  are  those  who  believe  they  can  obtain  protected  infor- 
mation through  analysis  of  released  documents  and  are  actively  at- 
tempting to  do  so. 

Even  more  damaging  is  the  impression  readers  of  this  publica- 
tion might  receive.  People  asked  to  cooperate  with  the  FBI  on  a 
confidential  basis  would  be  understandably  reluctant  if  they  be- 
lieved they  could  be  identified  as  the  result  of  a  FOIA  release. 

While  I  am  concerned  about  the  problems  the  act  has  posed  for 
the  FBI,  I  am  sensitive  to  its  mandate  for  public  disclosure.  The 
FBI  has  made  a  large  commitment  of  its  resources  to  FOIA  oper- 
ations in  the  years  since  the  passage  of  the  1974  amendments,  and 
we  take  our  responsibilities  under  the  act  very  seriously. 

We  have  responded  to  more  than  100,000  requests,  and  in  1982 
alone,  we  processed  in  excess  of  1  million  pages  of  documents  under 
the  FOIA  and  Privacy  Acts.  Thousands  of  pages  of  documents  of 
historical  interest  are  available  for  inspection  by  the  public  at  no 
cost  in  our  reading  room  at  FBI  headquarters.  We  have  made  every 
effort  to  comply  with  the  act's  directives  while  safeguarding  sensi- 
tive information. 

I  am  well  aware  of  the  need  for  Government  agencies  to  be  ac- 
countable to  the  citizens  they  serve.  While  the  Freedom  of  Informa- 
tion Act  is  an  important  safeguard  against  Government  abuse,  it  is 
not  the  only  protection  the  American  people  have. 

For  example,  the  Privacy  Act  of  1974  established  strict  control  of 
the  FBI's  collection,  maintenance  and  use  of  information  about  in- 
dividuals. Civil  and  criminal  sanctions  of  the  Privacy  Act  strength- 
en its  provisions. 

Congressional  oversight  of  FBI  operations  exceeds  in  scope  and 
intensity  what  it  was  a  few  years  ago.  The  Senate  and  House  Ap- 
propriations, Judiciary  and  Intelligence  Committees  exercise  regu- 
lar FBI  oversight  and  many  other  committees  and  subcommittees 
review  FBI  operations  on  an  ad  hoc  basis. 

Since  I  became  Director,  I  have  testified  before  Congress  on 
many  occasions,  and  other  FBI  representatives  have  provided  many 
informal  briefings  for  members  of  oversight  committees  and  their 
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staffs  and  have  responded  to  numerous  written  requests  for  infor- 
mation about  our  activities. 

In  addition,  the  FBI  performs  its  duties  pursuant  to  statutory  au- 
thority, executive  orders  issued  by  the  President,  and  Department 
of  Justice  regulations  issued  by  the  Attorney  General. 

Finally,  the  FBI's  actions  are  subject  to  judicial  review  in  most 
circumstances.  Before  all  of  the  fears  of  possible  improprieties 
could  be  transformed  into  reality,  there  would  have  to  be  a  simul- 
taneous breakdown  of  all  the  existing  checks  and  balances  in  the 
executive,  legislative  and  judicial  branches  of  the  Federal  Govern- 
ment. 

The  public's  right  to  be  assured  that  the  machinery  of  democracy 
is  operating  properly  need  not  conflict  with  the  public's  interest  in 
effective  law  enforcement,  and  that  is  why  I  have  continually 
asked  Congress  to  bring  the  need  for  effective  law  enforcement  into 
balance  with  the  FOIA's  disclosure  provisions.  I  believe  the  bill 
under  consideration  will  help  make  that  goal  a  reality. 

The  bill  would  permit  greater  protection  for  law  enforcement 
manuals.  In  the  past,  courts  have  struggled  to  find  the  extent  of 
protection  Congress  wished  to  provide  these  manuals.  As  I  indicat- 
ed earlier,  convicted  felons  are  among  those  who  request  these 
manuals. 

Certainly,  it  is  not  in  the  public's  interest  for  law  enforcement 
game  plans  to  be  in  the  hands  of  such  individuals.  The  Exemption 
(b)(7)(E)  proposed  in  the  bill  should  also  help  us  thwart  those  who 
seek  to  use  knowledge  of  our  techniques  in  their  attempts  to  evade 
justice. 

The  proposed  change  to  Exemption  (b)(7)(A)  would  exempt  law 
enforcement  records  which  "could  reasonably  be  expected"  to  inter- 
fere with  enforcement  proceedings.  Although  this  change  is  desira- 
ble, it  leaves  unresolved  a  major  dilemma  facing  the  FBI. 

When  we  inform  a  FOIA  requester  that  information  is  being 
withheld  pursuant  to  Exemption  (b)(7)(A),  he  is  alerted  to  the  fact 
that  the  FBI  has  a  current  investigative  interest  in  the  subject  of 
his  request. 

Although  the  proposed  change  to  Exemption  (b)(7)(A)  would 
make  it  easier  for  the  FBI  to  withhold  information  which  would 
jeopardize  an  ongoing  investigation,  the  requester  is  still  made 
aware  an  investigation  is  taking  place. 

I  have  recommended  that  records  connected  with  our  most  sensi- 
tive investigations,  such  as  terrorism,  foreign  counterintelligence 
and  organized  crime,  be  provided  special  protection  in  relation  to 
the  disclosure  provisions  of  the  act. 

Unfortunately,  we  recently  received  a  request  for  information 
about  one  of  these  types  of  cases  and  it  was  necessary  to  assert  a 
(b)(7)(A)  response.  An  exclusion,  such  as  that  contained  in  your  bill 
for  organized  crime  records,  would  help  us  avoid  compromise  of  our 
investigative  efforts  in  such  cases. 

The  proposed  revision  of  Exemption  (b)(7)(F)  would  exempt  infor- 
mation which  would  endanger  the  life  or  physical  safety  of  any 
person.  This  change  will  make  it  possible  for  us  to  afford  greater 
protection  to  witnesses,  informants,  and  families  of  law  enforce- 
ment personnel. 
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The  bill  offers  additional  protection  for  confidential  sources  by 
excluding  third-party  requests  for  informant  files  maintained 
under  a  name  or  other  personal  identifier.  The  new  provision 
should  effectively  frustrate  efforts  by  requesters  to  confirm  their 
suspicions  that  a  particular  individual  is  an  informant. 

As  I  have  said  in  the  past,  confidential  sources  are  a  key  element 
of  effective  law  enforcement,  and  this  provision  and  the  changes 
proposed  for  Exemption  (b)(7)(D)  recognize  that  importance. 

The  suggested  amendment  to  exemption  (b)(7)(D)  protects  infor- 
mation which  could  reasonably  be  expected  to  disclose  the  identity 
of  a  confidential  source.  In  addition,  it  specifically  protects  as  confi- 
dential sources  State,  local  and  foreign  agencies  and  authorities,  as 
well  as  private  institutions.  These  changes  resolve  some  ambigu- 
ities in  the  law  and  help  us  provide  greater  protection  for  our 
sources. 

The  bill  contains  a  provision  which  would  authorize  the  Attorney 
General  to  prescribe  conditions  limiting  access  to  law  enforcement 
records  by  persons  imprisoned  under  sentence  for  a  felony. 

As  you  know,  more  than  10  percent  of  our  requests  for  informa- 
tion are  submitted  by  incarcerated  persons,  and  it  is  not  unusual 
for  these  prisoners  to  request  access  to  manuals  and  guidelines 
used  by  law  enforcement  agencies.  It  is  also  not  unusual  for  them 
to  seek  other  documents  in  an  attempt  to  identify  informants. 

Finally,  I  support  the  provision  in  the  bill  which  provides  not 
merely  an  exemption  for  organized  crime  records,  but  an  exclusion 
from  disclosure  for  a  period  of  at  least  5  years. 

No  longer  would  we  risk  jeopardizing  ongoing  sensitive  organized 
crime  investigations  by  alerting  the  subjects  of  those  investigations 
that  information  is  being  withheld  pursuant  to  exemption  (b)(7)(A). 
Persons  involved  in  organized  crime  could  be  delayed  up  to  8  years 
in  seeking  information  through  the  FOIA  about  our  investigations 
into  their  activities. 

I  recognize  the  challenges  involved  in  striking  a  balance  between 
the  public's  right  to  access  to  information  about  its  Government 
and  its  right  to  effective  law  enforcement.  I  applaud  your  efforts  to 
achieve  this  balance. 

While  I  believe  further  protections  for  terrorist  and  foreign  coun- 
terintelligence investigations  are  necessary,  I  am  convinced  that 
this  bill  protects  many  legitimate  law  enforcement  interests,  and  I 
thank  you  for  the  opportunity  to  express  my  views  on  its  provi- 
sions. 

Senator  Hatch.  Thank  you  for  your  excellent  statement,  Mr.  Di- 
rector. 

Now,  you  mentioned  a  Spanish-language  periodical  that  con- 
tained an  article  explaining  how  FOIA  may  be  used  to  discover  the 
identity  of  a  confidential  informant.  Could  you  supply  us  a  copy  of 
that  article  and  a  translation  so  we  can  put  it  in  the  record  at  this 
point? 

Mr.  Webster.  Yes,  Mr.  Chairman,  I  am  prepared  to  do  that  at 
this  time. 

[The  material  received  for  the  record  follows:] 
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LOURDES  CASAL:  LA  INFORMANTE  DEL  FBI 

QUE  l^!F!LTp.O^  PL  CASTRISMO 


Por  Antonio  de  la  Cova 

Lourde?  Ca&al  V«ld£s.  U  emlnencU  gilt  y 
fufl<7«  organtzAdora  durante  mis  de  d»«z 
«Aos  de  los  grupos  castrisias  en  Cstados 
Unldos  como  Are-lo.  la  Bnsada  Antoaio  14*- 
ceo  r  •!  "d'^'ogo".  e&tat>a  cusif<c»da  con  «l 
•ipediente  N*  1142116?  como  "infofmarrte 
de  segufidad  y  fuente  confide'^cial"  del  BtM6 
Federal  de  rr^vestigac; '«>"**  {f^l  "^flLin  <■* 
memofAndufn  del  asislente  directoi  a  cvqo 
de  la  oficir^a  det  FBt  en  Nueva  Yorl;  al  dtr«c- 
lor  del  FBI  en  Washington,  Cla/enc«  M. 
Ketley,  e!  30  de  abril  de  1976.  el  cual  obttM- 
mos  copia  a  trav^s  del  Fr^^om  ot  Inform^ 
lion  Act  y  »qul  leproducimo*. 

Tamblin  votvemos  •  publicv  «!  informa 
que  rindi6  al  FBI  la  suc«sora  de  Casal.  Maria 
Felicia  P^rez-Siable  Diaz  el  28  d2  novlefnbr* 
de  1975,  que  aparecIA  en  nuesiro  aniculo 
*  "Alzaga.  P*fez-Slab1a  y  Villai6n  Informan  • 
Coba  y  al  FBI",  ta  Crdnfc*.  noviemb^  1982, 
pags.  6-S,  para  establecer  el  vinculo  «ntra 
ambos  documentos. 

£1  merr^orlndum  apareca  censurado  en 
parte  porquo  de  acue-'do  cor»  el  Freedom  ot 
Uiformation  Act  en  conjunto  con  el  Ptntcf 
Act.  el  FBI  se  acogi6  a  las  cllusutas  B-7-C  y 
6  7-0,  segun  estd  anotado  al  fnargen  del  Oo- 
cumenlo,  para  tachar  los  nombres  y  daloa 
compiometedores  y  proieger  a  su  Informan- 
te.  Aunque  el  nombre  y  la  direcct^  de  Casal 
(ue  tachado.  podernos  contar  los  espacios 
aproplados  donde  cabe  pertectamente  au 
nombre,  y  con  el  report©  de  Mariteli  P«r«z- 
Stable  verificamos  que  Casal  era  la  ur>ica  d^ 
rigente  de  Areilo  que  residla  en  Nueva  Yorfc. 
|fl%  declaraciones  de  Manleti  no  fueron  can~ 
auradas  porque  el  documento  se  usd  en  wn 
proceso  judicial.  


SegOn  al  libro  cditado  por  Christine  M. 
Uarwicli.  FAe  1981  edition  ot  Litigation  Un- 
<ter  the  Federal  FteedoTi  ot  tnformttion  Act 
0nd  Pf1v»Cf  Act  O^'ashingion:  Center  foi  N»- 
Vonal  Secjnfy  Studies,  1981).  la  diusula 
B-7-C  se  apitca  para  prevenir  "una  Injusiiflc*- 
da  Invast6n  de  privacidad  personal"  y  la 
cUusuia  B  7  0  "Protege  ta  idenitdai  de  una 
fucnle  confidencial". 

B  memofAndum  aqui  reproductdo  dlca: 

-A:  Director.  FBI.  Fecha:  abril  30. 1976.  Da: 
ADIC  (Asislenie  Director  a  cargo).  Nueva 
Yorlt.  Sujelo:  Cncueniro  de  un  petardo  en  al 
1243  Dickinson  Road.  Apt  ISO.  Universidad 
de  Miami.  Coral  Gables.  Florida.  (OO.MM) 
(Oficlrva  de  Origen:  Miami). 

Referente  a>  reporte  del  agenlc  aspedal 
(„)(echado12;ia75. 

Durante  el  perlodo  de  febrero-abril  1978, 
csfuerzos  conijnuos  para  ponerse  en  contac- 
lo  con  (Lourdes  Casal)  en  el  (667  W.  161) 
Catie.  Nueva  York,  Nueva  YorV.  y  a  trav6s  del 
n6mero  de  tel^fono  (-J  dieron  resuHados  na- 
OatJvoa. 

'  El  4/20/76  {Lourdes  CasaT)  ae  contacl6  t\ 
(-_)  y  dio  ta  siguienie  ln(on7uci6n: 

(Cassi)  declar6  que  aunque  elia  y  (Eliseo) 
PEBE2  STABLE  estAn  *inculados  con  la  "Re- 
vlsta  Arleto"  (sic)  y  aunque  personas  aso- 
ciadas  con  esta  revtsia  han  sido  denunciadas 
por  cubanos  exiliados  de  alia  Mnea  en  el  i/ea 
de  Miami,  ella  personalmenie  no  conoce  la 
Identidad  de  ningunos  criiicos  de  "Arieto" 
(sic)  que  pudieran  haber  puesto  la  bomba. 
Ella  dijo  que  ella  raramenie  viaiaaMiamlyno 
conoce  las  persona  I  i  da  de%  que  eslln  violorv 
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,    KTS.   KAltIA  nMH^STABtX.   1** 
rcalcWa   m\    lUO   S.V.    Irt   A««nuc,   Calneivill*.    riarid«. 
»«•    interviewed    tr    Sr-PcUl   Accnt*    (SA«)    BIU.  J.    wmUUfV 
And  CTOK£   a.    nsrrrSEI   of  tht   rH   at   hmr   fatKcr'B 

r«iidcM:c,  losi  S.V.  xiJth  srrcct.  ni*Ai,  rioria*. 

Rl»«   raa3  rt«t«4  th«T   «Im  >wturr>«-d   to  RlaaS 
after  K«viT>K    foond    Mit    Xii*X    •    pIpC    bo*b    K«d    ^*n    tw<A 
%x.  front   or   tk«2-  bTvl^er**   fccidcnc*   «t   17^>   DicVlnson   Bo«d, 
Aft&Tt-^nt    ISQ.      fiv*   afvlk^d   that    BKr   ao«»  not    know  «bo 
is    r-eaporktil^le    for   flarlnc    the    boftl>.    but    sK*    fctla    tKat    IMT 
fero':>itr  L«t   K«d-   •adt   pcUriral   cncclta   In   tl.c   Cub*n   cxiJa 
«o:i0ur\it7    because    b<    ec-c^iioAally  writCB    for    *Ajr«llo', 
w^Jcb   1«   a   »<t^*->^  «rritir&   In   Spanish,   whose   aditorial 
bo«r^   tu*   t^koi   an  •tawS'ia   fawr  of  p«*c«ful   covxivtaaca 
b«rw*«s  tbc  United  Statea  aad  Cteba. 

Rlaa   rm3  a^rikad  ihat  bM   i*   not   e«rt*l»  Mtwtb^ 
ather   people  ef  tbc  aditorlal   to^rd  of    'Arcito'   K««s   Was 
thr>.«teA^4   Id   t>>r   M*t*   ^^*   rt«i*d  tK«t    aoa*   ef  Ihea  aay 
Kkce    ibrnra^tion  «^ticA  wowM   «sml«t   th«    ftl    Lb  TKJb    1av«»> 
Xit^Xls^.      Xbm  ^ati tn   af  Um   aditorlal   board  ef   'Aralta* 
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Umenle  opueslos  al  regimen  de  Castro  nl 
que  ha  oldo  a  trav^s  de  rumores  quien  puede 
aer  responsab'e  por  el  atenlado  de  bomba  de 
PERE2  STABLE.  EMa  nunca  ha  reclbido  nirv- 
Ounas  amenazas  contra  au  persona  o  pro- 
piedad  de  nadie  en  ta  comur>idad  cubaru 
quien  pudiera  oslar  pollticamente  motrvado 
contra  el  r^imen  castrist^ 

(Casal)  declard  qua  un  poco  antes  del 
11/26/75.  PEREZ -STABLE  habla  ense/UdO 
dlepositivas  sobre  Cuba  en  la  Universldad  de 
la  Florida  en  Taiahassee  (sic),  y  que  CI  habia 
»>do  Invitado  all)  por  la  Federaci6n  d«  Eatu- 
dios  Cubanos  (Casal)  no  aabe  al  hay  una  co- 
nexi6n  enlre  esta  presentaci6n  y  at  alentado 
de  bomba**.  « 

El  apeilido  P*rez-Stable  aparece  en  lelrta 
mayusculas  en  el  memorandum  porque  lue 
Insenado  de  referencia  en  la  compuladori 
del  FBI.  Es  curioso  notar  que  el  nombre  de  ta 
revisia  Areito  no  aparece  en  letras  nuyiiscu- 
las.  que  significa  no  tue  fichado,  e  Inclusive 
dos  veces  cometen  al  error  de  llama/le 
-Arieto".        '  . 

El  memorandum  conliene  las  (nictates  fir- 
madas  por  ocho  agentes  del  FBI  y  los  cuAos 
de  regislro  EX115  y.REC-71,  demosKando 
que  fue  apropiadamente  clastticado  y  archl- 
vado.  Ocho  copias  del  documento  fueron  en- 
vladas  a  las  olicinas  del  FBI  en  cinco  ciuda- 
des,  segun  la  enumeraci6n  al  pie  de  ta  pigi-  - 
na.  Dos  copias  fueron  a  las  oticinas  centrales 
del  Burd  en'Washington;  una  a  Jacksonville, 
Florida,  dos  copias  a  Miami,  una  de  laa 
cuBles  fue  al  eipediente  N*  174  939.  que  as 
el  mismo  numero  que  lleva  el  reporle  de  ma- 
rlfeli  P^rez  Stable  que  aquI  reproducimos; 
una  copla  al  expediente  de  Casal  N*  134- 
21162  en  Nueva  Yorli,  y  otra  a  ta  oficlna  de 
Nueva  YortL 

De  acuerdo  con  el  libro  de  Ann  Marl  Bultra- 
go  y  Leon  Andrew  Immerman,  Are  You  Now 
or  Have  You  Ever  Been  In  the  FBI  Files  (New 
York:  Grove  Press.  1961).  la  abreviaci6n  (RM) 
algnlfica  ""Reflistered  Mail'*,  habi^ndose  erv 
vlado  el  documento  por  correo  ceniticado. 
Las  aiglas  (I^^O)  representan  "Informa- 
ci6n".  lo  cual  no  requiere  ningun  tipo  de  ac- 
cI6n  por  parte  de  las  oficinas  del  FBI  en  Jack- 
sonville y  San  Juan. 

Segun  el  libro  de  Sanford  J.  Ungar,  FBI:  An 
Uncensored  Look  Behind  the  Kalis  (Boston:  ^ 
AtlaniicLill'e,  Brown,  1976).  el  numero  de  ex- 
pedienie  174  es  el  c6digo  que  usa  la  Dlvisi6n 
de  Inieigencla  del  FBI  para  "Asuntos  de 
bombas".  y  el  numero  134  del  expediente  de 
Casal  representa  "Informante  de  seguridad  y 
luenie  confidencia!"  y  el  siEuiente  r>iJmefo 
signilica  que  ella  fue  la  informante  21, 162  de 
la  oficlna  del  FBI  en  Nueva  York. 

^Ou^  moliv6  a  esta  profesora  unhrersilaria 
a  eer  informante  del  FBI?  iCreyi  en  el  comu- 
nismo  y  se  desilusion6,  o  siempre  fue  una 
agenle  doble?  ^Oue  sueldo  recibid?  ^.Cu^ 
fue  su  ultima  misidn  en  Cuba  durante  un  afVo 
antes  de  morir?  El  secrete  tt  esta  lnc6gnita 
to  llevd  a  la  tumba. 

Lourdes  Casal  Vald^s  naci6  en  La  Habana 
an  1933  de  descendencia  negra  y  china.  Su 
pad'e  fje  dentisia  y  sa-geoio  polDico  baiis- 
(iano.  V  la  crt6  en  un  ambiente  burgu*s.  Ella 
estLdd  Psicologia  y  FilosoHa  en  (a  exclusive 
UnJversidad  de  Viiianueva,  donde  (ue  mten*- 
bro  ie  Acci6n  Cat6llca. 

En  1959  Casal  se  (ncorpor6  a  la  revoluclfln 
y  Irabai6  para  el  gobiemo  ha^.ia  diciem^re  de 
1960  Meses  despu^s  vino  a'  eiilio  y  ae  radi- 
c6  en  la  ciudad  de  Nueva  York.  Casal  anlrd 
en  Ib  n6mina  de  la  Agencia  Centra)  de  Intell- 
genc'a  (CiA)  al  incorpofarse  al  Directcno  Re- 
voiucionacio  Estudianitl  (DRE).  er>  cuyas  dlas 
fambr^n  miiitafon  los  dialogueros  castristaa 
Albor  Ruiz  Zaiazar  y  Alejandro  Poriea. 

En  junio  dc  1962  Casal  parlicipd  en  fa  dele- 
0aci6n  del  DRE  quienes  con  fondos  de  la  CIA 
dieron  una  gira  por  Afnca  visitando  Senegal,  - 
Gt-.ana,  Nigeria.  Kenya,  Egrptc.  Tor^ez  y 
Marruecos.  en  labor  proselilisia  contra  el  r^ 
gimen  de  l^  Habana.  Una;  semanas  de.s- 
pu4s,  Casal  asistid  como  delegada  del  DRE  a 
ta  D^ima  Conterencia  Intemacional  de  Estu- 
dianies  en  Quebec,  Canad^  tambiM  en  ml' 
Bi6n  de  la  CIA.  Postenormente  escribi6  aus 
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experiencias  en  ct  Artfculo  "Africa  ante  •! 
IKDblema  cubano".  Cuba  Nueva.  agosto  1. 
1962,  pags.  9-15  Dicha  publicaodn  era  el  6r- 
Sano  del  Consejo  Revolucionario  de  Cuba 
que  presidEa  Josd  Mir6  Ca;uOna  en  el  ezilio. 

Casal  continu6  sus  estudios  univensiiarios 
«n  NuevaYorX,y  en  l&59asisli6a  la  prim  era 
^eunidn  caslrista  de  emigrados  cubar>os  en 
Eslados  Unid^s  1>tulada  ^X^uba:  una  d^cada 
<te  fevoluciin,  1959-1958".  que  fue  auspi- 
ciada  por  el  pmlesor  Carmeio  Mesa  L^go  en 
la  UnivefS'dad  de  Pinsbursh.  Fuenles  confK 
<tenciaies  recfontemenie  nos  condrmaroo 
que  en  aquella  £poca  CasaJ  aun  esiaba  en  la 
n^mina  de  la  CIA. 

Lo  clerlo  es  que  desde  enlonces  en  ade- 
tanle.  Casal  apareni6  ser  m^  ddettsia  que 
Fidet.  A  pesar  de  sus  frustraciones  persona- 
tes pof  set  o!>«&a  e  invenida,  Casal  &e  entre- 
1)6  con  atin  a  su  rueva  rmsidn.  En  1970  fue 
fundadora  del  tnsiituio  de  Estud'os  Cubanos 
que  diiige  Maria  Cristma  "La  Coja'*  Herrera. 
Tambi^n  particip6  en  la  d>reccii!»n  de  la  revis- 
ta  uquierdisTa  Nueva  Cenerscidn  con  Jos6  S. 
Prince.  Enrique  Baioyra,  Rafaet  Anget  Que^re- 
do  y  Harry  Swan  Mencifi.  En  abtii  de  1974  es- 
le  grupo  pa&6  a  constituir  el  nucieo  de  U  re- 
vista  casirisla  Anito. 

Casal  logr6  inHltrarse  en  varios  grupos 
fnarxistas  norleamericanos  como  el  Center 
for  Cuban  Studies  y  el  Cuba  Resource  Center 
en  Nueva  YorV,  caniera  de  la  Bngada  Vence- 
rnnos. 

En  septtembre  de  1973  Casal  «riajd  a  Cvba 
por  quince  dfas  y  pubficdun  reiatodesu  gira 
en  el  primer  numero  dc  Areito.  Durante  los 
aels  sAos  que  perienecid  at  consejo  be  re- 
dacci6n  6^  la  revista.  Dolabor6  con  una  veirv- 
tena  de  aniculos  pro  comumstas. 

Mieniras  era  intormante  del  FBI.  CasaJ  pe- 
natr6  el  Cub^n  National  Planning  Council,  el 
Latin  AfTierican  Stud>es  As-sociation.el  grupo 
Cfistianos  Cubanos  Pro  Justicia  y  Libtriad. 
la  Conterencia  lntemacior\al  de  Pmsburgh 
•n  1976.  y  al  siguiente  afio  coordmd  Ja  orga~ 
nlzaci6n  de  la  Bngada  Antonio  Macao. 

En  1978  Casal  ayudd  a  edilar  ef  libro 
Confra  Viento  f  Mar^a.  sobre  las  expcrierv 
clas  de  los  aclivistas  castristas  en  Esiadoa 
Unidos,  que  se  public6  en  La  Habana  y  reel- 
bid  el  Piemio  Exlraordinarlo  Casa  de  las 
Americas-  Hasta  entonces  Casal  habia  escri- 
lo  Ires  libxos,  Cvaicrno  (fe  agosto,  sobre 
pocsta;  £/  caso  PatiiUa:  Uteratun  y  rwolu- 
c/dn  en  Cuba,  y  Los  funifadorvs:  Alfonso  y 
o/ros  cvenfoi.  con  pr61ogo  del  profesor 
Leor^el  Antonio  de  la  CuesUL. 

En  jullo  de  1978  Casat  pariicip6  en  et  XI 
Festival  de  ta  Juventud  y  los  Esiudiantes,  en 
l^  Habana  y  el  6  de  septiembri  de  ese  aAo 
prepa.'6  la  rueda  de  prensa  donde  el  dictador 
Fidel  Casito  se  reuni6  con  d>e2  periodislas 
Cubanos  emigrados  para  anunctar  el  inick> 
del  mai  llamado  *'diiiogo".  Ella  lambp^n  fue 
Instrumental  durante  la  lar^a  del  "di^ogo**. 

En  noviembre  de  1979  Casal  ayud6  al  Cen- 
ter lor  Cuban  Studies  organizar  la  "Nattor^al 
Conference  on  Cuba"  en  Nue/a  YofV,  donde 
asisiieron  IS  a!tos  funciona'ios  del  gobierno 
cubar«),  10  d'a'ogueros  y  mis  de  cien  izquier- 
disias  r>onean>ericar>oft. 


Casal  obtuvo  becas  auslanc  tales  del 
Woodrow  Wii&on  International  Cenlaf  for 
Scholars  en  Washington  y  el  Social  Sctence 
Research  Council  en  Nueva  York,  para  reali- 
zar '  invesiigaciones"cn  Cubasobra  "latran- 
»jct6n  al  sDciahsmo".  En  dicieiTit).e  Jt  '.'.". 
Casat  se  auseni6  por  un  aAo  de  su  citedra  en 
la  Universidad  de  Ruigers,  New  Jersey,  y  se 

'  fue  a  Cuba.  Aiil  se  le  agudizd  su  afeccidn  re- 
nal, causindoie  la  muerte  el  1  de  (ebrero  de 
1661. 

Sus  reslos  fueron  sepuliados  en  el  pan- 
te6n  cJe  los  Ef^-Cfados  Re-roiuctonarios  en  el 
oen>entefio  Coitjn  de  La  Haban*  A  ios  diez 
dias.  ci  lecimen  le  Dlorg6  como  iribulo  final 
el  Premio  P6stumo  1981  de  Casa  de  las  Ame- 
ricas por  su  ultimo  libro  Pa'abras  09  la  ftvx>- 
kici6n,  donde  dedard  'V>vir  por  ta  Revolu- 
'  cl6n  es  m^s  diflcil  que  morir  per  ella".  Areito 
le  dedicd  la  edici6n  numero  26  y  el  Center  for 
Cuban  Studies  nombr6  su  biblioteca  "The 

*  Lourdes  Ca^i  Memonai  Library". 

Casal,  quien  el  exilio  calidcd  de  agente 
castnsia,  aparentemente  (ue  uru  agente 
doble  del  FBI  Algun  dia.  cuando  el  expedien- 
te  1S4-211&2  sea  documenio  publico,  cono- 
ceremos  la  mistOn  que  Casal  realizd  como 
"informanie  de  seguridad  y  fuenle  confiden- 
ctardelFBI. 


.,3j 


EVIDENCE 


FEDERAl  BUREAU  OF   INVISTISATION 

WASHINOTON,  O.C  ^-•••' 


,^ 


.  X»KnTJ>  STATX5  COVtQlEKT 

Memorandum 


DinmoR,  nx 


MTi:  »nt»vn 


:Ji 


%i,v 


5SAe 


ADIC,   «EH  t0l«'U7<-23(«) 


flKDlNC  or   UPt  BOHB  AT 

1343   DltKINSON'DOJO),    ATT.    ISO. 

"uHrvTRSSTr  or  kxaisx, 
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(ooim) 


Kercp  of   EaI 


Xniring   the    period    of    rgbrAjaT-y-*jrJ  1_,    ^*''*f    "*"**"" 
UDuc   effort*   to  conf  ctf'  ^  "  '"'^T^'T^  't  t<  -^  ^■Xit^-lay^^M  y.-^^ 
Street,    Hev.  York,  »w.lt&i-fr^T^*f^^u9h   telej-r.one   Qufui.ei       C>^*-- 
g^yyiCl     »et  withnegaUve   reiulta.  ,        ^'P^  ' 

^1   '^lOHL^   f^^^TT*^"-y7  v*«  eont*cted   atCS^w 

tS33E3S23SS25t^-"^'       

infonutioni 


furnished  the  folloving 


f,'-'..'^   «t«ted   that    although    »he   and   prUEX-STWXE 
are  connected  with   "Arieto  P^qaiine"   and  although  persona 
Associated   with    this  »«g»iine    have    been   denounced   by    hiqh 
line   Cuban  exile*   in  the   Hiar-i   area,    she   personally   la.  not 
actjualnted  with  the   identity  of   any   'Arieto"   critics  who 
might  have  placed  the   bonb.      She   stated   that   she   aeldoe 
txavelt   to  Kiajci   and   Is   not  kowledgeable   about  personalltiea 
vho  arc  violently  oppcsed   to  the  Castxo  regime  nor  has   she 
heard    through   the    grapevine    who   might    be    resijonsible    for   th« 
attempted    bo.-^Ing    o£    PERZZ-STAiLE.      She    has   never    rec«i.ved 
«ny   threats   against  her  person  or  property  by  anyone   in  the 
Cnban  corrsuntty  who  itlght  be  politically  »otivated  aga^nat 
-tbe  Castro   regi««.       .c    ,^^  _ 

Bureau    (»*)  ^.-'^  —  —  —      ^ 


^-^^ 


f 


<$-.. 


■  J«clLftonviUc    (IWTtll 
3  -  Bi.»j    tl7«-93»    (IM) 
1  -  tan  Juan    (IHT-O)    (RH) 
1  •  Kev  >ork    (1]<-}11(2) 
1  •  Kcw  York 
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(m) 
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X  Mr  «  BK 
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Uj  V.S.  S^i-f  B.m/1  tji.l^j  mlU  r^jnll  S^wnii  tl^ 
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inr  174-2Mt  -"    ;     :  *       i.v 

^gVJiii stated  that   Just  pxlcr  to   11/28/75,   PERTl- 
STASLT   had   sr.o*-^  slides   on  Cuba  and  delivered   a    lecture  on 
current    conditions    in   CubJ)    at    the  University   of    Florida 
In   Talahassee.    and   that    he    ha<!    h-^r"    invited    there   by   th« 
Cuban    Federation   of    Studies,    f^^^ioi  "^  =>« *    "»*    *^*=~   *'    ther« 
1*  any  con&ection  between  this  appearance   and  the  attsAptetf 
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Translation  of  pertinent  excerpts  from  an  article  in 
"La  Cronica"  whose  author  claims  to  have  identified  an  FBI 
informant  from  information  obtained  under  the  Freedom  of 
Information  Act. 


"LA  CRONICA" 
YEAR  5  NO.  85  JANUARY,  1983 

FBI  INFILTRATED  CASTROIST  DIALOGUE 

(See  pages  8  and  9) 

(photograph) 
Informant  Lourdes  Casal  in  dialogue  with  Fidel  Castro 

MANTI  DINNER 
EL  SAN  JUAN  HOTEL 

(photograph) 
ARMANDO  VALLADARES 
(See  page  15) 
CUBAN  YOUTH  IN  REBELLION 

(See  page  3) 


"LA  CRONICA" 
GPO  BOX  2902 

?  ^  M    "TTT  H  Ikt 
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LOURDES  CASAL:   FBI  INFORMANT  WHO  INFILTRATED  CASTROISM 
By  Antonio  de  la  Cova 

Lourdes  Casal  Valdes  was  classified  by  file  no. 
134-21162  as  a  "safe  informant  and  confidential  source"  of  the 
Federal  Bureau  of  Investigation  (FBI) ,  according  to  a 
memorandum  from  the  Assistant  Director  in  -Charge  of  the 
New  York  Office  of  the  FBI  to  Clarence  M.  Kelley,  FBI  Director 
in  Washington,  dated  April  30,  1976.   We  obtained  a  copy  of 
this  document  through  the  Freedom  of  Information  Act  and  now 
reprint  it  here..  For  more  than  ten  years  Lourdes  Casal  Valdes 
was  the  gray  eminence  and  strong  organizer  of  Castroist  groups 
in  the  United  States,  such  as  "Areito,"  the  Antonio  Maceo 
Brigade  and  the  "dialogue." 

We  are  also  publishing  once  again  a  report  which 
Maria  Felicia  Perez-Stable  Diaz,  Casal's  successor,  gave  the 
FBI  on  November  28,  1975,  to  establish  a  connection  between 
the  two  documents.   This  document  appears  in  an  article 
entitled,  "Alzaga,  Perez-Stable  and  Villalon  Inform  Cuba  and 
the  FBI"  published  in  "La  Cronica,"  in  November  of  1982  (pages 
8-9)  . 

The  memorandum  appears  to  be' censored  partly, 
because,  in  accordance  with  the  Freedom  of  Information  Act  and 
the  Privacy  Act,  the  FBI  used  clauses  B-7-C  and  B-7-D  (as 
noted  in  the  document's  margin)  to  cross  out  compromising 
names  and  dates  and  to  protect  its  informant.   Though  Casal's 
name  and  address  are  crossed  out,  we  can  count  the  appropriate 
spaces  where  her  name  fits  perfectly.   Marifeli  Perez-Stable's 
report  verifies  that  Casal  was  the  only  "Areito"  director 
residing  in  New  York.   Manifeli's  statements  were  not  censored 
because  the  document  was  used  in  court. 
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According  to  "The  1981  Edition  of  Litigation  Under 
the  Federal  Freedom  of  Information  Act  and  Privacy  Act" 
(Washington:   Center  for  National  Security  Studies,  1981), 
which  was  edited  by  Christine  M.  Marwick,  clause  B-7-C  is 
applied  to  avoid  "an  unjustified  invasion  of  personal  privacy" 
and  clause  B-7-D  "protects  the  identity  of  a  confidential 

The  memorandum,  which  we  copy  here,  notes: 
(Memorandum  is  translated) 

The  name  "Perez-Stable"  appears  in  the  memorandum  in 
capital  letters  because  it  was  inserted  in  the  FBI  computer 
for  reference.   It  is  interesting  to  note  the  name  of  the 
"Areito"  magazine  is  not  capitalized,  which  means  it  was  not 
filed,  and  that  they  made  the  error  of  calling  it  "Areito" 
twice. 

The  memorandum  has  been  initialed  by  eight  agents  of 
the  FBI  and  bears  registry  stamps  EX-115  and  REC-71,  showing 
that  it  was  appropriately  classified  and  filed.   According  to 
the  list  at  the  bottom  of  the  page,  eight  copies  of  the 
document  were  sent  to  FBI  offices  in  five  cities.   Two  copies 
were  to  FBI  Headquarters  in  Washington;  one  to  Jacksonville, 
Florida;  two  copies  for  Miami  (one  was  to  file  number  174-939, 
which  is  the  same  number  as  that  of  Marifeli  Perez-Stable's 
report,  which  we  are  reprinting  here)  and  two  copies  to 
New  York  (one  to  Casal's  file,  number  134-21162,  and  one  to 
the  New  York  office) . 

According  to  the  book  "Are  You  Now  or  Haye  You  Ever 
Been  in  the  FBI  Files"  by  Ann  Mari  Buitrago  and  Leon  Andrew 
Immerman  (New  York:   Grove  Press,  1981)  ,  the  abbreviation  "RM" 
signifies  "Registered  Mail,"  that  is  to  say,  the  document  was 
sent  by  certified  mail.   The  acronym  "INFO"  stands  for 
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"Information,"  which  does  not  require  any  type  of  action"  on 
the  part  of  the  FBI  offices  in  Jacksonville  and  San  Juan. 

According  to  a  book  by  Sanford  J.  Ungar  entitled, 
"FBI:   An  Uncensored  Look  Behind  the  Walls"  (Boston: 
Atlantic-Little,  Brown,  1976),  file  number  174  is  the  code 
which  the  Intelligence  Division  uses  for  "Bombing  Matters," 
and  number  134  of  Casal's  file  stands  for  "Safe  Informant  and 
Confidential  Source."   The  numbers  which  follow  number  134 
indicate  that  she  was  informant  21,162  of  the  FBI  office  in 
New  York. 

What  led  this  university  professor  to  become  an 
informant  for  the  FBI?   Did  she  believe  in  communism  and 
become  disillusioned,  or  was  she  always  a  double  agent?  What 
salary  did  she  receive?  What  was  her  last  mission  in  Cuba 
during  the  year  before  her  death?   She  took  this  secret  to  the 
grave  with  her. 

(Article  provides  a  biography  of  Lourdes  Casal.) 

Casal,  whom  the  community  in  exile  catalogued  as 
Castro's  agent,  was  apparently  a  double  agent  for  the  FBI. 
One  day,  when  file  number  134-21162  will  be  a  public  document, 
we  will  know  what  was  the  mission  which  Casal  carried  out  as  a 

"safe  informant  and  confidential  source  of  the  FBI." 

(Article  displays  copies  of  both  FBI  documents 
described  in  the  article. 
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Senator  Hatch.  Your  testimony  discusses  a  convicted  felon  out 
on  parole  who  bragged  to  an  undercover  agent  of  his  success  in 
using  FOIA  to  discover  the  identities  of  informants. 

Did  this  individual  mention  how  he  used  the  information  about 
the  identities  of  informants  that  he  obtained? 

Mr.  Webster.  We  have  no  clear  information  as  to  any  specific 
use  that  he  put  to  it,  but  it  was  obvious  from  his  conversation  that 
he  attached  a  great  deal  of  importance  to  it. 

Senator  Hatch.  You  mentioned  that  this  person  is  already 
making  additional  FOIA  requests.  Now,  I  understand  further  that 
the  person  to  whom  you  refer  is  among  the  most  prolific  FOIA  re- 
questers and  has  brought  numerous  lawsuits  as  well.  Is  that  cor- 
rect? 

Mr.  Webster.  That  is  correct,  Mr.  Chairman,  and  I  have  some 
figures  that  may  be  of  interest  to  the  committee.  To  date,  he  has 
instituted  17  requests  and  2  lawsuits  on  the  Department  of  Justice, 
and  1  request  since  June  1982  when  he  was  incarcerated  again;  6 
requests  on  Customs,  1  lawsuit,  and  1  request  since  June  1982;  on 
the  Drug  Enforcement  Administration,  28  requests,  5  lawsuits,  and 
1  request  since  June  1982. 

Additionally,  he  has  made  25  requests  on  the  Bureau  of  Prisons; 
9  requests  on  the  Alcohol,  Tobacco  and  Firearms,  with  2  lawsuits 
and  1  request  since  June  1982;  2  requests  on  Secret  Service;  12  re- 
quests on  the  Federal  Bureau  of  Investigation,  with  5  lawsuits  and 
1  request  since  June  1982;  2  requests  on  the  U.S.  Marshal,  and  1 
lawsuit. 

That  adds  up  to  101  separate  requests,  16  lawsuits,  and  5  re- 
quests since  June  1982. 

Senator  Hatch.  Is  it  actually  possible  for  an  incarcerated  felon 
such  as  this  individual  to  file  a  FOIA  lawsuit  in  forma  pauperis;  in 
other  words,  act  as  his  own  attorney  in  a  suit  and  then  obtain  at- 
torney's fees  after  the  suit  is  completed? 

Mr.  Webster.  I  have  been  advised  by  the  Department  that  it  is, 
Mr.  Chairman. 

Senator  Hatch.  You  mentioned  that  the  requirement  that  the 
FBI  state  which  exemption  it  uses  can  sometimes  compromise  sen- 
sitive information.  For  instance,  if  an  agency  states  that  it  is  with- 
holding information  under  (b)(7)(A),  it  has  already  admitted  that  an 
investigation  of  the  subject  matter  is  underway,  is  that  correct? 

Mr.  Webster.  That  is  correct. 

Senator  Hatch.  If  it  withholds  information  under  (b)(7)(D),  the 
requester  knows  that  there  is  an  informant  in  the  organization 
about  which  he  is  asking,  is  that  correct? 

Mr.  Webster.  That  is  correct. 

Senator  Hatch.  Can  you  supply  any  additional  inform.ation  or 
specifics  about  how  this  can  be  damaging  to  your  investigation 
and/ or  your  informants? 

Mr.  Webster.  Well,  as  I  have  pointed  out  in  my  statement,  the 
types  of  people  that  are  engaged  in  asking  these  questions,  particu- 
larly from  organized  crime  groups,  terrorist  groups,  and  hostile  in- 
telligence groups,  do  not  require  a  high  level  of  probable  cause. 

All  they  want  to  know  is,  are  they  being  investigated  and  is 
there  an  informant,  and  then  they  can  take  additional  steps  to  try 
to  identify  the  particular  informant,  once  they  know  there  is  one. 
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1  think  I  reported  in  some  of  the  material  that  I  furnished  you  as 
a  matter  of  record  from  the  last  group  of  declassified  information 
about  a  very  sophisticated  situation  in  which  the  question  related 
to  a  request  for  information  about  a  title  III  wiretap  on  a  particu- 
lar individual. 

Now,  if  we  give  anything  but  a  "no  record"  response  to  that 
question,  we  are  telling  that  individual  that  we  do,  in  fact,  have  a 
title  III  wiretap  on  him,  or  have  had  a  title  III  wiretap. 

Senator  Hatch.  Is  it  true  that  the  FBI  has  received  some  re- 
quests that  demand  enormous  amounts  of  work? 

Mr.  Webster.  Absolutely.  We  have  had  some  cases,  particularly 
the  Rosenberg  cases — the  execution  of  the  Rosenbergs  and  the 
review  of  that  trial — the  Kennedy  assassination,  the  Martin  Luther 
King  assassination — in  which  literally  hundreds  of  thousands  of 
pages  have  been  furnished.  Some  special  agents  have  spent  full 
time  for  years  on  those  individual  cases. 

Senator  Hatch.  As  I  understand  it,  one  of  the  problems  is  that 
the  requesters  have  asked  for  literally  thousands,  if  not  hundreds 
of  thousands,  of  pages  of  material,  and  that  some  FBI  employees 
have  spent  years  just  trying  to  respond  to  a  single  request.  Is  that 
true? 

Mr.  Webster.  That  is  absolutely  correct,  Mr.  Chairman. 

Senator  Hatch.  To  what  extent  would  the  FBI  be  aided  by  the 
provision  limiting  FOIA  requests  to  requests  made  by  U.S.  persons? 

Mr.  Webster.  It  is  hard  to  say.  I  think  it  would  be  a  useful  step. 
It  would  certainly  be  helpful  in  lim.iting  the  number  of  foreign  na- 
tionals who  are  in  a  position  to  make  requests  under  the  current 
act. 

Andropov  could  make  a  request  and,  under  our  current  law,  we 
would  be  required  to  respond  to  it  unless  we  could  claim  one  of  the 
specific  exemptions  that  are  available  to  all  U.S.  citizens. 

Senator  Hatch.  Let  us  turn  to  the  distinguished  chairman  of  the 
committee  and  see  if  he  has  any  questions. 

The  Chairman.  Thank  you 

Judge,  we  are  glad  to  have  you  with  us. 

Mr.  Webster.  Thank  you,  Mr.  Chairman. 

The  Chairman.  According  to  a  1982  DEA  study,  14  percent  of  all 
DEA  investigations  were  aborted  or  significantly  compromised  due 
to  Freedom  of  Information  Act  problems.  Since  the  FBI  has  recent- 
ly entered  into  drug  investigations,  could  you  tell  the  subcommittee 
whether  you  have  similar  experience? 

Mr.  Webster.  That  study  was  made  some  time  back,  Mr.  Chair- 
man,  and   reflecte(:   a   number  of  investigations  tiiat  were  ana 
lyzed— I  think  sonie  iOO.  We  have  not  conducted  a  similar  analysis, 
and  I  do  not  know  that  we  are  in  a  position  to  at  this  time. 

But  it  is  quite  clear  to  us  that  those  engaged  in  drug  trafficking, 
as  in  the  case  of  other  organized  criminal  enterprises,  have  an 
active  and  ongoing  interest  in  knowing  as  much  about  the  state  of 
our  investigations— the  directions,  the  targets— as  in  the  case  of 
the  Drug  Enforcement  Administration. 

I  am  quite  certain  that  the  interests  from  those  quarters  are  just 
as  strong  as  the  experience  that  the  DEA  has  had. 
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The  Chairman.  Is  it  not  rather  shocking  that  14  percent  of  all 
drug  investigations  were  aborted  or  significantly  compromised  due 
to  this  Freedom  of  Information  Act? 

Mr.  Webster.  That  is  certainly  a  shocking  figure,  Mr.  Chairman. 

The  Chairman.  Is  it  not  detrimental  to  the  public  that  such  a 
situation  exists? 

Mr.  Webster.  I  believe  so. 

The  Chairman.  Is  not  such  a  situation  of  sufficient  importance  to 
demand  that  action  be  taken  to  make  such  changes  as  may  be  nec- 
essary to  prevent  this  from  happening? 

Mr.  Webster.  I  would  think  so,  and  I  have  been  saying  so  for 
about  5  years. 

The  Chairman.  Based  on  testimony  from  a  wide  variety  of  wit- 
nesses, this  committee  has  discovered  that  drug  traffickers  have  in- 
credible resources  at  their  disposal.  Do  their  ample  financial  re- 
sources enable  them  to  use  the  Freedom  of  Information  Act  to  pro- 
tect themselves  legally  and  for  other  purposes? 

Mr.  Webster.  Certainly,  if  we  follow  the  pattern  that  we  have 
identified  in  other  types  of  organized  criminal  enterprises,  that 
would  be  true.  We  know  of  a  number  of  organized  crime  units  that 
have  actually  employed  former  convicts  to  help  them  in  analyzing 
freedom  of  information  requests,  and  engaging  in  other  techniques 
which  are  available  to  anyone  who  has  the  time  and  analytical 
ability  or  who  can  afford  to  pay  for  it,  using  the  mosaic  approach 
to  identify  informants  and  targets  of  investigation. 

The  Chairman.  Judge,  I  am  informed  that  85  percent  of  DEA 
agents  surveyed  in  1982  felt  that  the  Freedom  of  Information  Act 
inhibited  their  operations — 85  percent.  I  am  just  wondering  if  FBI 
agents  have  similar  feelings. 

Mr.  Webster.  I  know  that  they  have  similar  feelings.  I  have  trav- 
eled the  field  and  discussed  the  problem  with  them.  I  cannot  say 
whether  we  would  have  more  or  equal  to  that  amount,  but  I  know 
that  is  a  concern  that  is  shared  in  the  field. 

Those  who  have  to  deal  with  informants  and  go  through  the 
tough,  difficult  job  of  developing  informants  to  assist  in  these  more 
dangerous  investigations  know  the  perception  that  informants  have 
today,  that  the  DEA  and  the  FBI  are  not  able  adequately  to  protect 
their  confidentiality,  and  that  accounts  for  the  main  reason  why  it 
is  adversely  affecting  our  investigations. 

The  Chairman.  Is  it  true  that  the  ability  of  criminals  to  use  the 
Freedom  of  Information  Act  is  becoming  more  sophisticated? 

Mr.  Webster.  Yes,  it  is. 

The  Chairman.  Is  there  any  reason  why  the  Congress  should  not 
take  steps  to  relieve  a  situation  that  is  soundly  against  the  public 
interest? 

Mr.  Webster.  I  can  think  of  no  reason,  Mr.  Chairman.  There  are 
broad  concerns  that  the  Freedom  of  Information  Act  provides  the 
citizens  of  this  country  with  a  look  into  the  workings  of  their  gov- 
ernment, but  there  are  other  competing  values  as  well. 

The  right  to  an  effective  law  enforcement  system  that  protects 
their  safety  and  their  property  is  an  equally  compelling  value,  and 
I  think  they  can  be  balanced.  When  we  find  where  the  Freedom  of 
Information  Act  is  having  an  unanticipated,  adverse  effect  on  effec- 
tive law  enforcement,  I  think  we  can  take  reasonable  steps  to 


493 

change  the  law  without  closing  the  doors  or  sealing  up  openness  in 
Government. 

The  Chairman.  Is  it  not  true  that  the  Freedom  of  Information 
Act  as  it  exists  today  is  promoting  crime  and  is  helping  criminals? 

Mr.  Webster.  It  is  certainly  making  it  easier  for  criminals  to 
know  what  we  are  doing  and  to  know  who  our  informants  are.  It 
increases  the  risk  of  reprisal;  it  certainly  raises  the  level  of  fear 
among  informants  and  reduces  the  sources  of  information  that 
would  otherwise  be  available  to  us. 

To  that  extent,  it  makes  crime  easier,  and  therefore  I  suppose  it 
does  promote  criminal  activity. 

The  Chairman.  Is  it  not  rather  strange  that  some  groups  .  have 
claimed  that  they  act  in  the  public  interest  and  favor  keeping  this 
act  as  it  is,  when  the  record  is  clear  through  drug  agents  and  FBI 
agents  that  it  is  not  in  the  public  interest  and  that  steps  should  be 
taken  to  reform  it  so  that  it  will  protect  the  public  better? 

Mr.  Webster.  Well,  I  think  it  is  strange.  Fortunately,  there  are 
many  distinguished  citizens  such  as  Senator  Leahy  who  have  de- 
fended the  right  of  free  speech  and  the  right  of  access,  who  have 
recognized  in  law  enforcement  that  certain  types  of  exceptions 
must  be  made  which  would  not  unreasonably  infringe  or  impair 
openness  in  government. 

We  have  all  these  other  avenues  of  protection  for  the  public  in- 
terest in  the  area  of  law  enforcement,  including  the  oversight  re- 
sponsibilities of  the  Congress,  the  Attorney  General's  guidelines, 
and  Presidential  directives,  all  of  which  can  be  utilized  to  test 
whether  or  not  we  are  doing  what  we  are  supposed  to  be  doing. 

It  seems  to  me  that  to  just  have  a  knee  jerk  reaction  to  any 
modification  of  an  act  because  it  happens  to  have  wonderful  words 
like  freedom  and  information  is  not  a  sound  approach  to  dealing 
with  something  that  is  also  very  important  to  the  American 
people — effective,  sound  law  enforcement. 

The  Chairman.  Would  the  changes  that  you  recommend  in  this 
act  seriously  affect  freedom  of  speech  or  affect  the  freedom  that  we 
have  in  this  country  under  our  constitutional  form  of  Government, 
in  your  opinion? 

Mr.  Webster.  I  cannot  see  any  adverse  effect  on  those  values  at 
all,  Mr.  Chairman. 

The  Chairman.  Judge,  I  hope  you  will  continue  to  advocate  the 
necessary  changes  that  will  help  us  control  crime  better  and  pro- 
tect the  public  better. 

Mr.  Webster.  Thank  you,  Mr.  Chairman. 

The  Chairman.  Thank  you  for  your  appearance. 

Senator  Hatch.  Thank  you,  Senator  Thurmond. 

Senator  Leahy? 

Senator  Leahy.  Thank  you,  Mr.  Chairman. 

I  would  take  it  from  the  answers  to  your  earlier  questions  from 
our  distinguished  chairman.  Senator  Thurmond,  that  what  you  are 
saying  is  that  there  are  some  areas  of  modification  necessary  in  the 
Freedom  of  Information  Act,  but  you  are  certainly  not  advocating 
doing  away  with  the  Freedom  of  Information  Act. 

Mr.  Webster.  I  have  used  the  term  "fine-tuning"  in  the  past. 
Senator  Leahy,  and  I  think  that  is  an  appropriate  and  accurate  de- 
scription of  what  we  are  recommending  here. 
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Senator  Leahy.  I  knew  it  was,  and  I  just  did  not  want  to  have 
any  question  in  the  record. 

I  might  say  that  on  February  4  of  this  year,  Mr.  Chairman, 
Judge  Webster  and  I  had  an  opportunity  to  discuss  the  changes  in 
the  Freedom  of  Information  Act.  He  appeared  before  an  oversight 
hearing  of  the  Security  and  Terrorism  Subcommittee. 

Incidentially,  when  I  look  at  the  number  of  committees  and  sub- 
committees that  Judge  Webster  has  to  appear  before,  in  our  Com- 
mittee and  Appropriations  and  the  Intelligence  Committee,  and  ev- 
er3rthing  else,  and  then  the  same  number  over  on  the  other  side,  I 
suspect  you  wish  you  had  been  born  quintuplets. 

But  in  the  interests  of  time,  I  would  like  to  ask  that  the  colloquy 
that  we  had  on  February  2  be  printed  in  the  record  at  this  time. 

Senator  Hatch.  Without  objection,  we  will  put  it  in  the  record  at 
this  point. 

[The  following  was  received  for  the  record:] 


Senator  Denton.  Senator  Leahy,  would  you  care  to  ask  questions? 

Senator  Leahy.  Yes.  Thank  you. 

Mr.  Webster,  last  week  we  had  hearings  on  organized  crime  that  Senator  Thur- 
mond and  Senator  Biden  set  up.  And  the  Attorney  Genera]  testified  about  the 
amendment  to  the  Freedom  of  Information  Act  which  our  committee  had  agreed  to 
toward  the  end  of  the  last  Congress.  He  said:  "They  did  not  go  far  enough  "  And  I 
took  that  to  mean  he  was  disappointed  that  the  Judiciary  Committee  did  not  adopt 
all  the  recommendations  put  forth  by  the  Department  of  Justice.  Because  of  the 
time  constraints  that  day,  I  did  not  have  a  chance  to  go  into  it  a  little  bit  further 
with  him. 

I  would  just  like  to  note  for  the  record  and  for  the  Department  that  I  was  disap- 
pointed to  hear  that  because,  if  that  is  so,  I  think  it  is  an  attitude  that  might  jeop- 
ardize our  ability  to  provide  relief  to  the  FBL  I  have  stated  numerous  times  that  I 
want  to  do  so,  because  there  are  some  areas  where  you  have  demonstrated  a  need 
for  relief,  and  that's  something  that  we  worked  for  very  strongly  last  year.  You 
were  involved  personally  in  that  as  was  I,  having  spent  more  time  on  that  than  any- 
thing else  I  did  last  year. 

Let  me  just  cover  a  couple  of  points. 

The  administration's  proposal  in  the  last  Congress  proposed  two  new  exemptions. 
It  created  a  new  exemption  for  an  open  investigatory  file.  This  open  file  provision 
which  was  contained  in  the  1966  act  was  what  led  Congress  to  amend  the  law  en- 
forcement exemption  in  1974. 

The  administration's  proposal,  of  course,  as  it  was  drafted,  applied  not  only  to  FBI 
files,  but  also  investigations  of  product  and  drug  safety,  such  as  the  Pinto  gas  tank, 
the  Firestone  500  tires,  the  Pertussis  vaccine,  the  dangers  of  which  all  came  into 
public  view  because  of  FOIA  requests.  And  I  thjal ,  although  I  have  to  admi;  I  am 
not  sure,  that  that  proposal  was  sufficiently  denigrpted  in  the  last  Congress  tha*-  It 
is  not  going  io  be  pronosed  again. 

Now,  the  other  thirig  the  a iministration  sought  jvsl^  a  blanket  exemption  for  fi  es 
concerning  organized  crime,  terrorism,  and  foreign  counterintelligence.  And  wht-ri  I 
took  a  hard  look  at  that  new  exeinption.  I  discovered  that  it  wa^  not  only  overboard, 
but  it  really  didn't  solve  most  of  the  problems  that  the  FBI  stated  it  had  as  a  result 
of  FOIA.  The  baisic  case  you  have  been  making — and  I  happen  to  agree  with  the 
case — is  that  a  sophisticated  user  could  ferret  out  information  about  FBI  investiga- 
tions simply  by  making  certain  types  of  requests  to  which  the  FBI  was  required  to 
respond  that  they  had  records  but  they  were  exempt. 

I'm  not  going  to  go  into  the  details  of  the  techniques  involved,  but  I  just  point  out 
that  creating  a  new  exemption  simply  by  itself  does  not  solve  the  problem. 

In  addition,  foreign  counterintelligence  was  included  in  the  law  enforcement  ex- 
emptions, which  potentially  had  the  effect  of  narrowing  the  exempt  status  which 
these  documents  already  receive  under  the  national  security  exemption.  There  was 
literally  months  of  work.  Senator  Hatch  and  I  after  all  that  time  agreed  to  a 
number  of  changes.  These  are  very  carefully  crafted  to  get  the  at>Teement  of  both  of 
us.  They  are  aimed  at  problems  for  which  the  FBI  had  made  a  case. 
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Let  me  just  cover  them — and  I  realize  it  is  going  on  overly  long,  but  it  will  set  the 
basis  for  my  quesions.  I  think  they  made  a  positive  contribution  to  the  needs  of  the 
Government  and  the  public  in  the  handling  of  law  enforcement  records  under  FOIA, 
protection  of  informant's  identities  is  strenthened  under  the  proposals  we  made. 

An  8-year  moratorium  is  created  for  records  relating  to  investigations  of  orga- 
nized crime,  and  that's  an  area  where,  quite  frankly,  I  think  a  moratorium  is  appro- 
priate. FBI  training  manuals  will  have  added  protection,  again  I  think  something 
that  is  appropriate.  And  the  agency  will  have  expanded  time  limits  in  which  to 
meet  FOIA  requests,  something  I  am  quite  sure  you  need. 

And  the  agency  would  be  able  to  protect  from  disclosure  the  fact  that  it  has  cer- 
tain documents  in  its  possession  where  the  very  fact  would  jeopardize  an  informant. 
Not  only  is  that  going  to  be  good  for  the  safety  of  your  informants,  but  it  is  going  to 
give  peace  of  mind  to  a  group  of  people  who  probably  don't  have  an  overabundance 
of  peace  of  mind  to  begin  with. 

I  think  these  changes  are  going  to  make  the  work  of  the  FBI  easier  and  more 
secure.  And  I  support  these  changes;  I  supported  them  last  year.  I  fought  for  them 
and  I  will  fight  for  them  again  this  year.  But  I  will  fight  just  as  hard  for  the  public's 
right  to  know  where  law  enforcement  is  not  seriously  jeopardized.  I  hope  you  and 
the  others  in  the  Department  of  Justice  will  be  able  to  support  the  compromise  Sen- 
ator Hatch  and  I  have  worked  out.  I  would  strongly  advise — strongly  advise — you 
not  to  seek  additional  exemptions  because  we  had  the  devil's  own  time  in  carving 
out  the  agreements  that  we  did.  I  would  urge  you  not  to  seek  additional  exemptions 
which  the  Bureau  does  not  need,  and  which  would  harm  the  public  interest. 

With  that  in  mind,  let  me  ask  these  questions. 

Is  the  Bureau's  authority  to  carry  out  lawful  foreign  counterintelligence  investiga- 
tions limited  to  investigations  of  whether  laws  have  been  violated? 

Mr.  Webster.  No,  Senator,  it  is  not.  Under  our  foreign  counterintelligence  guide- 
lines, we  are  entitled  to  use  a  standard  which  does  not  implicate  specific  criminal 
statutes  but  which  in  the  main  will  implicate  them  because  the  statutes  are  quite 
broad  against  conducting  espionage  activity  in  the  United  States. 

Senator  Leahy.  Does  the  current  FOIA  case  law  support  the  Bureau's  right  to 
classify  the  existence  of  a  document  in  the  foreign  counterintelligence  area,  and 
therefore  when  faced  with  the  request  of  that  document  neither  confirm  nor  deny 
the  existence  of  the  document?  I  speak  of  the  case  law. 

Mr.  Webster.  Yes,  I  may  have  to  correct  my  answer  to  this  one,  but  in  the  main, 
all  of  our  foreign  counterintelligence  investigative  activities  are  protected  by  the 
classification  exemptions. 

And  as  to  the  second  half  of  your  question,  we  have  had  some  difficulty  on  the 
criminal  side  in  responding  to  questions  where  the  purpose  of  the  Freedom  of  Infor- 
mation Act  request  is  to  determine  if  we  have  an  interest  in  that  particular  person. 
And  we  have  been  looking  for  a  lawful  formulation  v/hich,  as  I  understand,  was  in- 
cluded in  the  Senate  package,  and  that  we  did  not  previously  have. 

As  to  foreign  counterintelligence,  I  think  the  answer  must  be  that  we  are  still 
troubled  by  what  we  must  say.  If  we  assert  the  classification  exemption,  we  may  be 
answering  the  question,  yes,  we  are  investigating  that  particular  activity.  I'd  like  to 
study  that  a  little  further,  and  if  I  need  to  correct  the  answer,  I  will  do  so. 

Senator  Leahy.  Thank  you. 

I  wonder  in  that  regard  if  your  counsel  is  checking  into  it,  they  might  like  to 
check  with  my  office,  and  I  could  perhaps  phrase  the  question  with  more  specificity. 
It  might  make  it  easier  on  you. 

Mr.  Webster.  Thank  you. 

Senator  Leahy.  In  the  terrorism  area,  do  you  distinguish  between  domestic  groups 
and  groups  which  are  of  foreign  origin  or  foreign  control? 

Mr.  Webster.  Yes,  we  do.  We  distinguish  between  those  who  are  acting,  that  is 
under  our  foreign  counterintelligence  guidelines  we  follow  those  who  are  agents  of  a 
foreign  power  or  who  are  engaging  in  terrorist  activity  which  transcends  national 
boundaries.  And  so  if  we  are  talking  about  a  group  that  is  operating  on  an  interna- 
tional basis,  those  activities  in  the  United  States  can  be  investigated  under  our  for- 
eign counterintelligence  guidelines. 

Senator  Leahy.  So  foreign  groups  would  be  investigated  under  foreign  intelligence 
and  foreign  counterintelligence  authority? 

Mr.  Webster.  I  think  so,  if  I  understand  your  question;  yes,  sir. 

******* 

Senator  Leahy.  I  support  and  helped  craft,  along  with  Senator 
Hatch,  many  important  changes  for  the  law  enforcement  communi- 
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ty  contained  in  S.  774.  It  was  a  case  where  the  two  of  us  and  others 
got  together,  and  Uke  any  compromise  on  a  piece  of  legislation, 
each  side  gave  somewhat. 

There  were  people  on  one  side  of  the  issue  who  would  have  liked 
to  have  seen  a  lot  more  in;  there  were  people  on  the  other  side  of 
the  issue  who  wanted  to  see  a  lot  more  taken  out. 

What  we  did  was  put  together  something  that,  fortunately,  we 
were  able  to  get  the  whole  Judiciary  Committee,  which  has  a  broad 
ideological  spectrum  on  it,  to  join  together  on.  So,  I  would  like  to 
ask  a  few  questions  about  what  effect  those  changes  would  have  if 
they  were  enacted,  because  I  know  the  chairman  and  I  pretty 
much  are  in  agreement  on  those  same  things  again  this  year. 

S.  774  contains  a  change  in  language  in  exemption  7(a)  to  provide 
that  information  which  could  reasonably  be  expected  to  interfere 
with  a  law  enforcement  investigation  could  be  withheld. 

Do  you  think  that  that  change  will  help  the  FBI  protect  the 
random  bits  of  information  which,  if  they  were  in  the  hands  of  a 
knowledgeable  criminal,  one  with  access  to  enough  people,  could 
lead  to  the  identification  of  an  informant? 

Mr.  Webster.  Yes,  I  think  it  would,  Senator  Leahy,  and  there  is 
another  similar  clause  that  say  "that  could  reasonably  be  expected 
to  lead  to  the  identification  of  an  informant,"  and  another  section 
that,  if  we  have  informant  files,  we  can  exclude  informant  files. 

Those  three,  together,  that  are  in  the  bill  will  materially  help  us, 
I  think,  to  protect  random  bits  of  information. 

Senator  Leahy.  Does  that  apply  to  all  investigations,  including 
organized  crime,  terrorism,  and  white  collar? 

Mr.  Webster.  That  is  my  understanding.  The  only  thing  it  will 
not  do  is  provide  us  the  protection  that  the  bill  provides  in  orga- 
nized crime  cases  for  the  fact  of  an  investigation  itself.  We  still 
have  that  problem  to  deal  with,  but  at  least  as  to  organized  crime, 
there  is  an  exclusion  from  disclosure  that  will  be  most  helpful  to 
us. 

Senator  Leahy.  The  bill  also  contains  a  provision  which  excludes 
third-party  requests  for  informant  files  maintained  under  either  a 
name  or  another  identifier.  Would  that  have  an  impact  on  your 
ability  to  protect  confidential  sources  in  a  broad  range  of  investiga- 
tions? 

Mr.  Webster.  I  frankly  think  it  is  not  so  much  that  it  gives  us  a 
better  ability  to  protect  as  it  does  a  specific  indicator  from  those 
from  whom  we  receive  third-party  information  that  we  can,  in  fact, 
protect  it. 

We  have  had  so  much  trouble  in  the  past  convincing  our  friends 
in  Canada  and  in  England  and  other  important  agencies  abroad 
who  are  friends  of  the  United  States  that  we  can  protect  their 
sources  of  information. 

The  same  has  been  true  of  State  and  local  people,  where  some 
State  people  simply  would  not  give  us  the  information  because  they 
did  not  think  we  could  protect  it.  This  clarifies  it  and  we  can  point 
to  specific  authority  to  withhold  it,  and  I  think  in  that  sense  it 
would  materially  help  us. 

Senator  Leahy.  If  you  put  these  kinds  of  changes  in  the  bill — the 
ones  that  we  have  discussed,  and  Senator  Hatch  has  discussed — it 
really  would  not  be  fair  to  characterize  the  bill  as  one  that  fails  to 


497 

provide  greater  protection  for  investigation  of  terrorism,  counterin- 
telligence, white  collar  crime,  or  other  investigations  the  FBI  does, 
would  it? 

Mr.  Webster.  Well,  of  course,  as  you  know,  we  would  have  pre- 
ferred to  have  those  incorporated  in  the  bill.  We  recognize  the 
pragmatic  problems  of  getting  a  consensus  in  both  Houses  of  the 
Congress. 

There  are  other  sections  that  do  protect  foreign  counterintelli- 
gence and  international  terrorism  in  the  nature  of  the  classified  ex- 
emption, so  I  feel  pretty  good  about  that.  The  one  area  that  we 
have  not  solved  is  how  to  keep  from  conceding  that  there  is  an  in- 
vestigation at  all.  Short  of  that,  we  will  be  in  pretty  good  shape. 

Senator  Leahy.  In  the  spring  of  1982,  the  President  signed  a  new 
Executive  order  on  classification  of  national  security  material.  The 
new  order  substantially  broadened  the  category  of  information 
which  could  be  classified  for  national  security  reasons. 

Would  the  executive  order  apply  to  documents  generated  during 
your  investigations  under  foreign  counterintelligence  authority? 

Mr.  Webster.  I  assume  that  it  would.  Yes,  the  answer  is  yes. 

Senator  Leahy.  One  of  the  other  hats  I  wore  here  was  as  a 
member  of  the  so-called  ABSCAM  oversight  committee.  In  that, 
you  described  the  ABSCAM  investigation  as  one  that  originated 
with  an  effort  to  recover  stolen  artwork  and  securities,  and  it 
branched  out  to  a  network  of  con  men. 

Now,  S.  774  would  exclude  from  FOIA  documents  compiled  in 
any  lawful  investigation  of  organized  crime.  I  guess  that  would  be 
applicable  up  to  5  years  after  the  document  was  generated. 

How  much  of  the  ABSCAM  investigation  would  be  considered  to 
be  an  investigation  of  organized  crime,  and  would  it  be  the  Bu- 
reau's intention  to  include  within  the  exemption  for  organized 
crime  every  document  having  anything  to  do  with  an  investigation 
as  broad  as  ABSCAM? 

Mr.  Webster.  Well,  it  is  my  understanding  that  the  bill  also  pro- 
vides for  Attorney  General  regulations  to  deal  with  these  matters, 
and  it  would  depend  a  lot  upon  what  those  regulations  contained. 

In  terms  of  the  ABSCAM  investigation  itself,  that  investigation 
was  actually  managed  by  units  of  the  general  properties  crime  sec- 
tion of  the  FBI.  And  although  we  identified  a  number  of  instances 
in  which  there  were  associations  or  affiliations  or  connections  with 
organized  crime  groups,  I  would  think  that  it  was  not  an  organized 
crime  investigation,  and  probably  the  vast  majority  of  that  investi- 
gation would  not  be  protected  under  the  organized  crime  thing. 

We  must  run  organized  crime  cases  under  our  organized  crime 
section.  We  are  accountable  and  responsible  for  the  use  of  appro- 
priated funds,  and  we  have  a  way  of  clearly  delineating  cases.  That 
was  never  considered  to  be  an  organized  crime  case. 

Senator  Leahy.  The  reason  I  asked  the  question,  obviously,  is 
that  a  lot  of  people  have  been  concerned  because  of  the  5-year  mor- 
atorium and  the  effect  of  narrowing  FOIA  for  organized  crime  in- 
vestigations. We  do  not  lop  everything  into  the  organized  crime  def- 
inition. 

I  mean,  you  could  have  a  stolen  car  ring  where  the  car  gets 
stored  overnight  in  a  warehouse  belonging  to  organized  crime,  but 
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it  has  really  nothing  more  than  that  to  do  with  organized  crime. 
You  would  not  see  the  exclusion  applying  to  that? 

Mr.  Webster.  I  really  would  not,  especially  in  light  of  the  admin- 
istration and  the  use  of  funds  and  the  management  procedures 
that  are  in  place.  There  is  very  little  risk  of  that.  Certainly,  the  act 
does  not  contemplate  it. 

There  would  be  no  advantage  for  us  attempting  to  do  that,  and 
there  would  be  the  administrative  procedures  protesting  whether 
we  had,  in  fact,  done  so. 

Senator  Leahy.  So,  you  have  pretty  clear  delineations  within  the 
department  itself  as  to  what  is  and  what  is  not  organized  crime? 

Mr.  Webster.  We  do.  There  are  some  cases  that  may  start  as 
white  collar  crimes  because  of  the  public  corruption  aspect,  and 
then  we  may  find  that  those  corrupt  activities  then  involve  orga- 
nized crime  figures. 

But  it  is  very  clear,  I  think,  where  we  are.  We  have  a  separate 
organized  crime  section,  a  separate  means  of  managing  it,  and  cer- 
tainly a  very  clear  definition  in  the  statute  on  which  to  predicate 
Attorney  General  regulations — that  is,  the  bill,  not  the  statute. 

Senator  Leahy.  Judge,  I  have  recently  received  several  hundred 
letters  that  have  come  pouring  in,  although  it  was  nice  to  see  on 
some  subject  other  than  10  percent  withholding.  But  this  concerned 
the  Bureau's  handling  of  the  Freedom  of  Information  Act  requests 
of  a  Jeffrey  McDonald.  I  suspect  other  members  of  the  committee 
probably  got  the  same  kinds  of  letters. 

He  is  the  former  Green  Beret  doctor  who  was  convicted  in  1979 
for  the  1970  murders  of  his  wife  and  children  at  Fort  Bragg  in 
North  Carolina.  Now,  Dr.  McDonald's  attorneys  claim  that  the  Bu- 
reau's file  may  contain  exculpatory  material;  I  am  sure  you  are  fa- 
miliar with  that. 

The  letters  that  I  received,  many  of  which  were  obviously  gener- 
ated from  news  stories  or  elsewhere,  said  that  the  Bureau  is  proc- 
essing these  requests  at  the  rate  of  350  pages  per  month.  The  file 
has  around  90,000  pages  in  it,  and  it  would  take  9  years  to  handle 
Dr.  McDonald's  FOIA  application. 

Is  that  accurate?  What  is  the  status  of  this  case? 

Mr.  Webster.  Senator  Leahy,  I  am  generally  familiar  with  the 
case  itself,  and  generally  familiar  with  the  FOIA  requests  that 
have  been  made  in  the  course  of  the  defense  and  thereafter. 

There  is,  I  believe,  even  a  case  in  litigation  on  the  issues  of  dis- 
closure and  nondisclosure.  We  worked  very  closely  with  the  De- 
partment of  Justice  on  those  matters,  whether  to  assert  defenses  or 
whether  to  defend  them  in  administrative  and  court  actions. 

But  I  just  do  not  know  the  answer  to  your  question  and  I  would 
like  to  give  you  a  written  response  for  the  record,  if  I  may. 

Senator  Leahy.  Let  me  submit,  then,  a  couple  of  follow-up  ques- 
tions on  that.  I  raised  it  more  because  I  have  received  those  letters 
and  it  is  not  fair  to  toss  out  a  number  of  questions  to  you  on  that 
particular  case  because  the  detail  of  the  ones  I  have  are  better  an- 
swered for  the  record. 

I  will,  Mr.  Chairman,  if  I  might,  submit  that. 

Senator  Hatch.  Without  objection. 

[The  material  subsequently  submitted  follows:] 
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U.S.  Department  of  Justice, 
Federal  Bureau  of  Investigation, 
Washington,  D.C.  February  28,  1984. 

Hon.  Orrin  G.  Hatch, 

Chairman,  Subcommittee  on  Constitution,  Senate  Committee  on  the  Judiciary,  U.S. 
Senate,  Washington,  D.C. 

Dear  Mr.  Chairman:  During  my  testimony  before  your  Subcommittee  on  April 
21,  1983  concerning  the  proposed  amendments  to  the  Freedom  of  Information  Act 
(FOIA),  I  was  asked  by  Senator  Leahy  about  the  status  of  an  FOIA  request  concern- 
ing the  matter  of  Dr.  Jeffrey  R.  MacDonald.  At  that  time,  I  was  unable  to  fully  re- 
spond to  the  question.  However,  Subcommittee  staff  were  orally  advised  of  the 
status  of  this  FOIA  case  shortly  after  the  hearing. 

To  assist  the  Subcommittee  in  completing  the  hearing  record,  I  am  attaching  a 
summary  to  date  of  the  work  undertaken  in  response  to  this  FOIA  request.  If  I  can 
be  of  any  further  assistance,  please  do  not  hesitate  to  contact  me. 
Sincerely  yours, 

William  H.  Webster,  Director. 

Enclosure. 

As  a  result  of  Brian  J.  O'Neill's  Freedom  of  Information/Privacy  Act  request  con- 
cerning his  client,  Dr.  Jeffrey  R.  MacDonald,  two  packages  of  FBI  material  pertain- 
ing to  Dr.  MacDonald  were  released  on  July  11,  1983,  and  August  30,  1983.  These 
releases  culminated  in  a  total  of  2,048  pages  being  released  to  Mr.  O'Neill,  with  455 
pages  denied  and  10  pages  referred  to  the  Department  of  Justice  for  direct  response. 
Deletions  were  made  citing  Freedom  of  Information/Privacy  Act  exemptions  j2,  b3, 
b5,  b6,  b7A,  b7C,  b7D,  and  b7E.  The  material  withheld  under  exemption  b7A  consist- 
ed of  certain  information  obtained  through  investigation  subsequent  to  Dr.  MacDon- 
ald's  trial  in  1979. 

Mr.  O'Neill  appealed  the  material  withheld.  After  discussions  with  Departmental 
attorneys,  our  processing  was  affirmed  by  letters  dated  November  8,  1983,  and  De- 
cember 27,  1983.  A  supplemental  release  of  four  pages  was  included  with  the  Decem- 
ber 27,  1983  letter. 

Department  of  Justice  referrals  and  Mr.  O'Neill's  most  recent  request  for  certain 
laboratory  notes  have  resulted  in  approximately  300  additional  pages  being  located, 
which  are  being  processed  at  the  present  time. 

Senator  Leahy.  That  is  all  I  have  for  Judge  Webster. 

Senator  Hatch.  Mr.  Director,  just  one  or  two  other  questions. 

In  1979,  you  documented  over  100  instances  of  FOIA  interfering 
with  confidential  informants  or  investigations.  In  1981,  as  I  recall, 
you  expanded  that  list  to  204.  Now,  does  this  indicate  that  criminals 
are  becoming  more  sophisticated  in  the  use  of  FOIA  to  disrupt  law 
enforcement  approaches? 

Mr.  Webster.  I  do  not  know  that  the  numbers  that  we  gave  you 
statistically  indicate  an  increased  sophistication,  but  the  examples 
that  we  have  provided  you  certainly  indicate  an  increased  and  more 
effective  use  by  the  criminal  element  of  the  statute. 
Senator  Hatch.  Does  broadening  the  language  protecting  inform- 
ants from  exempting  information  that  would  disclose  to  could  rea- 
sonably be  expected  to  disclose  an  informant's  identity— does  that 
offer  enough  protection? 

Mr.  Webster.  I  think  that  that  particular  section  is  the  most 
important  section  of  your  bill,  Mr.  Chairman,  and  it  is  one  that  I 
have  advocated  for  some  time.  You  use  slightly  different  terminology 
than  mine,  but  yours  is  completely  acceptable  to  the  Department 
and  to  the  Bureau. 

I  have  used  this  example  so  many  times  that  I  am  almost  embar- 
rassed to  use  it  again,  but  it  is  the  green  sedan.  Vfe  have  420 
employees  in  the  Bureau  working  full-time  responding  to  these 
questions.  That  gives  you  an  idea  of  the  volume  that  is  involved  in 
responding  to  these  questions. 

Senator  Hatch.  Might  I  just  interrupt?  The  last  time  you  testified, 
as  I  recall,  that  was  just  300. 
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Mr.  Webster.  Well,  the  300  were  working  at  headquarters  alone. 
We  have  55  field  office  employees  and  16  in  the  Legal  Counsel 
Division.  The  dollar  amounts,  I  said,  were  costing  $11  million  or  $12 
million.  It  is  now  actually  costing  $13,195,525  a  year  to  reLpond  to 
these  requests  both  at  headquarters  and  in  the  field. 

I  mention  this  only  to  give  you  an  idea  of  the  size  of  the  oper- 
ation. Thousands  of  pages,  as  I  mentioned  in  my  opening  state- 
ment, have  to  be  scrutinized  and  excised  to  support  the  specific  ex- 
emptions that  are  available  to  the  Bureau. 

Now,  as  this  material  is  passing  through  the  analytical  process, 
the  analysts  have  to  ask  the  question,  under  the  current  statute, 
whether  specific  information  on  that  line  will  identify  an  inform- 
ant. The  word  is  "will." 

Now,  suppose  the  words  "green  sedan"  show  up  on  the  line.  The 
analyst  does  not  know  what  is  significant  about  a  green  sedan;  he 
does  not  know  whether  it  is,  in  fact,  significant.  The  analyst  does 
not  know  what  the  requester  knows;  the  analyst  never  knows  what 
the  requester  knows,  but  that  might  be  the  most  significant  item 
on  the  line,  if  the  requester  knows  that  a  particular  person  owns  a 
green  sedan. 

By  making  a  reasonable  modification  such  as  you  have  done  in 
this  bill,  you  give  us  the  latitude  to  say  that  the  green  sedan  could 
reasonably  be  expected  to  lead  to  the  identification  of  an  inform- 
ant. There,  we  can  keep  the  toothpaste  in  the  tube. 

If  someone  wants  to  challenge  it,  they  can  challenge  it  and  it  can 
be  reviewed  administratively  and  in  the  courts.  But  we  do  not  have 
the  analyst  giving  away  information  that  ought  not  to  be  disclosed, 
simply  because  the  analyst  does  not  know  what  the  requester 
knows. 

Senator  Hatch.  Thank  you,  Mr.  Director.  We  appreciate  the  time 
you  have  taken  to  be  with  us,  and  apologize  for  all  the  delays  that 
we  have  had.  But  your  testimony  is  most  important  in  our  delibera- 
tions and  consideration  of  this  bill. 

Mr.  Webster.  I  am  honored  to  be  here,  Mr.  Chairman. 

The  Chairman.  Let  me  ask  one  other  question. 

Senator  Hatch.  Senator  Thurmond  has  one  final  question. 

The  Chairman.  Judge,  you  have  studied  this  bill  carefully? 

Mr.  Webster.  I  have,  Mr.  Chairman. 

The  Chairman.  Is  this  bill  adequate?  Does  it  do  what  needs  to  be 
done,  or  is  it  compromised  to  the  extent  that  it  will  not  do  the  job 
properly? 

Mr.  Webster.  On  a  scale  of  1  to  10,  I  think  it  gets  to  about  an  8 
for  us.  It  would  enormously  improve  our  ability  to  function  and 
still  maintain  the  Freedom  of  Information  Act. 

There  are  one  or  two  areas  still  unaddressed,  but  in  terms  of  the 
importance  of  getting  some  legislation  through  that  will  permit  us 
to  do  our  job,  we  are  really  very  pleased  to  support  this  bill,  recog- 
nizing that  somewhere  along  the  line  we  may  have  other  areas  we 
would  like  to  attend  to. 

I  think  with  other  exemptions,  we  can  deal  with  most  of  our 
problems.  But  this  is  a  bill  that  has  had  departmental  support  and 
I  certainly  support  it  today. 

The  Chairman.  Now,  if  this  bill  passes  and  you  find  other  areas 
where  you  are  handicapped  or  the  public  is  not  protected  or  the 
criminal  is  promoted,  will  you  come  back  and  ask  for  changes? 

Mr.  Webster.  Indeed  I  will,  Mr.  Chairman. 
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The  Chairman.  Thank  you. 

Senator  Hatch.  Thank  you,  Mr.  Director.  We  will  release  you  at 
this  time.  If  I  could  just  see  you  for  a  second  in  the  back  room,  I 
would  appreciate  it.  I  will  call  our  next  witness,  though. 

Our  next  witness  is  Mr.  Bob  Lewis,  who  is  a  reporter  with  New- 
house  Newspapers.  Today,  however,  Mr.  Lewis  is  testifying  on 
behalf  of  the  Society  of  Professional  Journalists,  Sigma  Delta  Chi. 
He  is  the  treasurer  of  that  organization. 

As  I  have  mentioned  earlier,  Mr.  Lewis,  your  organization  and 
other  news  media  organizations  have  contributed  significantly  to 
the  process  which  has  produced  S.  774,  so  we  welcome  you  to  the 
subcommittee. 

Senator  Leahy.  Mr.  Chairman,  I  just  want  to  note  before  we 
start  with  that  testimony,  if  I  could,  that  Assistant  Attorney  Gen- 
eral Jonathan  Rose  testified  on  Monday  that  the  Justice  Depart- 
ment had  done  a  study  prepared  by  a  pro-FOIA  group  which  listed 
about  500  important  examples  of  information  which  came  to  the 
public's  attention  through  FOIA  requests. 

He  stated  that  he  was  surprised  to  learn  that  of  the  more  than 
500  examples  listed  in  the  study,  there  were  only  four  cases  where 
S.  774  might  have  prevented  the  disclosure  of  the  information  in 
question. 

To  give  the  courts  some  guidance  as  to  the  Justice  Department's 
and  committee's  understanding  of  the  scope  of  these  amendments,  I 
ask  that  the  entire  study,  entitled  "Former  Secrets,"  be  submitted 
for  the  record  of  these  hearings.  ^ 

Senator  Hatch.  Without  objection. 

We  are  happy  to  have  you  here,  Mr.  Lewis.  You  are  a  friend  of 
one  of  our  good  reporters  out  in  Utah,  Ernie  Ford,  and  he  sends  his 
best  wishes  to  you. 

STATEMENT  OF  ROBERT  LEWIS,  NATIONAL  TREASURER,  AND 
CHAIRMAN,  FREEDOM  OF  INFORMATION  COMMITTEE,  SOCIETY 
OF  PROFESSIONAL  JOURNALISTS,  SIGMA  DELTA  CHI,  AND 
WASHINGTON  CORRESPONDENT,  NEWHOUSE  NEWS  SERVICE, 
ACCOMPANIED  BY  BRUCE  W.  SANFORD,  FIRST  AMENDMENT 
COUNSEL,  SOCIETY  OF  PROFESSIONAL  JOURNALISTS 

Mr.  Lewis.  He  is  a  good  member  of  our  committee  in  Utah. 

Senator  Hatch.  He  has  had  a  lot  of  impact  on  this  bill,  because 
he  really  took  the  time [Laughter.] 

No;  I  do  not  mean  it  that  way.  He  really  took  the  time,  at  my 
invitation,  to  really  look  it  over  and  to  make  suggestions.  A  lot  of 
his  suggestions  are  in  this  bill,  so  I  think  your  organization  has 
been  adequately  represented  by  Ernie. 

So,  let  us  take  your  testimony,  and  Senator  Thurmond  is  going  to 
take  over  the  hearings  at  this  point  and  you  will  have  to  excuse 
me. 

[Whereupon,  Senator  Thurmond  assumed  the  chair.] 

The  Chairman.  You  may  proceed. 

Mr.  Lewis.  Thank  you,  Mr.  Chairman  and  members  of  the  sub- 
committee, for  providing  me  this  opportunity  to  comment  on  how 
the  Freedom  of  Information  Act  has  worked  in  the  past  and  on  the 
proposed  changes  to  it. 


'  This  document  may  be  found  in  the  files  of  the  subcommittee. 
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My  name  is  Bob  Lewis.  Accompanying  me  is  Bruce  Sanford  of 
Baker  &  Hostetler,  the  society's  first  amendment  counsel.  I  have 
been  a  working  reporter  for  the  past  28  years  and  I  have  used  the 
FOIA  on  a  number  of  occasions  to  obtain  information  about  the 
Government  for  dissemination  to  my  readers. 

I  am  here  today  representing  the  Society  of  Professional  Journal- 
ists, Sigma  Delta  Chi,  as  the  chairman  of  its  Freedom  of  Informa- 
tion Committee  and  as  its  national  treasurer.  Formed  in  1909,  the 
society  is  the  largest  organization  of  journalists  in  the  United 
States  with  more  than  28,000  members  in  all  branches  of  the  news 
media,  print,  and  broadcast. 

Mr.  Chairman,  with  your  permission,  I  will  summarize  my  re- 
marks and  ask  that  you  make  the  written  statement  a  part  of  your 
record. 

The  Chairman.  We  will  put  your  entire  statement  in  the  record. 
Please  summarize  it  as  briefly  as  you  can. 

Mr.  Lewis.  FOIA  has  been  an  important  and  an  effective  tool  for 
journalists  during  its  17-year  life.  Two  years  ago,  this  committee 
embarked  upon  a  legislative  initiative  to  fine  tune  FOIA.  We  have 
seen  an  impressive  effort  since  then  from  Senators  Hatch  and 
Leahy  and  from  you,  Senator  Thurmond,  and  from  your  staff,  to 
proceed  deliberately,  even  painstakingly,  to  assure  that  new 
amendments  do  not  impair  the  original  legislative  purposes  of  the 
Act — to  give  Americans  a  window  on  their  Government. 

The  proposed  amendments  that  we  scrutinize  today  represent  a 
significant  refinement  of  earlier  proposals.  Our  written  comments 
address  the  virtue  and  value  of  those  specific  amendments. 

But  permit  me,  Mr.  Chairman,  to  emphasize  the  society's  per- 
spective that  no  fine  tuning  of  the  act  can  be  done  only  on  one  fre- 
quency. No  fine  tuning  should  merely  respond  to  the  static,  the 
noise  and  complaints  of  Government  agencies.  The  tenor  and  tune 
of  that  frequency,  it  seems  to  me,  has  been  a  familiar  and  monoto- 
nous sound  that  too  much  information,  is  getting  out  to  the  citizens 
of  the  United  States,  and  that  information  dissemination  can  be 
dangerous  for  one  reason  or  another. 

Let  us  agree,  Mr.  Chairman,  that  the  legislative  fine  tuning  this 
year  needs  to  be  dore  on  another  frequency  as  well,  one  that  will 
enhance  public  understanding  of  Government  and  one  that  will  fa- 
cilitate the  use  of  the  act  by  journalists,  historians,  and  authors — 
the  people  the  original  framers  saw  as  indispensable  to  making 
FOIA  work  for  all  Americans. 

On  this  frequency,  Congress  could  give  Americans  music  for 
their  ears,  not  the  sounds  of  silence.  Is  there  a  more  pleasing 
sound,  Mr.  Chairman,  than  the  snipping  of  redtape?  Make  the 
FOIA  easy  and  faster  to  use.  and  you  give  Americans  informa- 
tion— the  prelude  to  wisdom,  the  prerequisite  for  democracy. 

No  longer  do  we  need  to  ask  that  your  fine  tuning  be  done  with  a 
screwdriver,  not  a  crowbar,  as  I  think  we  did  at  jne  point  in  1981. 
It  seems  now  that  this  subcommittee  is  committed  to  a  careful  ap- 
proach, one  that  commands  any  agency  to  make  its  case  for  an  ex- 
pedited, expanded  exemption  with  broad  evidence  of  overwhelming 
persuasiveness  and  not  with  statistical  nonsense,  myth-making  or 
hyperbole. 

We  trust  there  is  no  longer  any  illusion  about  how  greatly  the 
working  press  values  and  uses  FOIA.  Let  me  offer  you  a  couple  of 
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instances  of  the  Government  being  shared  with  the  pubhc,  thanks 
to  FOIA  and  the  diUgence  of  journalists. 

These  articles  may  not  always  make  the  Government  or  its  offi- 
cials look  as  good  as  they  would  like  or  you  would  like  them  to 
look,  but  they  do  tell  the  public  what  their  Government  is  doing 
and  how  it  is  spending  their  money. 

Let  me  begin  by  giving  you  an  example  from  my  use  of  the  act. 
In  1977,  I  wrote  an  article  based  on  a  FOIA  request  about  a  Feder- 
al Energy  Administration  study  declaring  that  it  would  be  feasible 
to  build  a  massive  energy  park  in  Michigan's  lower  peninsula.  That 
request  yielded  page  proofs  of  the  Government  study  which,  as  it 
turned  out,  was  never  released  because  of  the  public  outcry  that  re- 
sulted. 

This  use  of  FOIA  allowed  citizens  to  learn  of  a  Government  plan 
that  greatly  affected  their  community,  and  allowed  them  to  lend 
their  voice  to  the  public  debate.  That  project  never  did  get  off  the 
ground. 

FOIA  was  also  a  key  tool  for  the  Detroit  News  reporters  who  last 
year  won  both  the  Society's  Distinguished  Service  Award  and  the 
Pulitzer  Prize.  David  Ashenfelter,  an  SPJ  member,  and  Sydney  P. 
Freeberg  wrote  a  series  exposing  the  U.S.  Navy's  coverup  of  cir- 
cumstances surrounding  the  deaths  of  seamen  aboard  ships. 

These  stories  about  improper  Government  activity  could  prob- 
ably not  have  been  pieced  together  without  the  help  of  FOIA. 

Mr.  Chairman,  this  law  has  also  been  an  important  aid  for  re- 
porters investigating  organized  crime.  To  list  only  a  few  examples, 
reporters  from  the  Pottsville,  Pa.,  Republican  say  that  without  the 
help  of  FOIA  they  could  not  have  prepared  their  much-lauded 
expose  about  a  holding  company  whose  financial  backers  including 
Jimmy  Hoffa,  which  systematically  liquidated  the  Blue  Coal  Co.  in 
Ashley,  Pa. 

It  was  through  an  FOI  request  to  the  FBI  that  the  Scottsdale, 
Ariz.,  Progress  first  learned  of  a  local  group's  involvement  in  the 
Don  Bolles  murder.  Reporter  Don  Devereaux  has  subsequently 
used  FOIA  to  develop  articles  about  Bolles'  death  and  the  FBI's 
handling  of  that  case. 

In  a  slightly  different  area  of  law  enforcement,  the  articles  in 
several  publications  about  Gary  Thomas  Rowe,  the  FBI  agent 
linked  to  the  murder  of  civil  rights  worker  Viola  Luizzo,  might 
never  have  been  produced  if  the  FBI  had  the  exemption  it  now 
seeks. 

Copies  of  those  articles,  we  would  be  happy  to  submit  for  the 
record,  if  you  so  request. 

The  Society  of  Professional  Journalists  operates,  in  conjunction 
with  the  Reporters'  Committee,  an  FOI  service  center  that  now 
handles  800  telephone  and  mail  requests  a  year  from  journalists 
across  the  country  who  are  trying  to  use  the  national  act.  We  have 
also  printed  a  booklet  now  in  its  second  printing  with  more  than 
30,000  copies  entitled  "How  to  Use  the  Federal  FOIA  Act". 

Given  all  the  valuable  information  that  has  come  to  public  light 
through  the  FOIA,  but  agreeing  with  you  that  fine-tuning  is  still 
necessary,  it  is  our  hope  that  this  committee  will  use  this  session  of 
Congress  to  address  fully  the  reasons  FOIA  does  not  work  as  effi- 
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ciently  as  it  should  in  informing  the  people  about  their  Govern- 
ment. 

Look  carefully,  we  urge,  at  the  delays  users  of  FOIA  face  in  get- 
ting information.  Look  at  the  question  of  fee  waivers,  and  look  at 
the  growing  problem  of  the  so-called  (b)(3)  exemption,  where  the 
intent  of  FOIA  is  subverted  by  back-door  legislation  and  rulemak- 
ing. 

Let  me  again  illustrate  from  my  own  use  of  the  act.  On  June  2, 
1982,  I  filed  a  FOIA  request  for  the  names  of  persons  retained  by 
the  Justice  Department  to  investigate  the  Michigan  prison  system. 
This  investigation  is  being  carried  out  under  a  1980  law  that  Con- 
gress passed. 

The  Department  acknowledged  the  request  on  August  11,  1982, 
already  far  beyond  the  10-day  response  deadline.  And  not  only  had 
those  10  days  gone  by,  but  10  months  have  gone  by  and  I  am  still 
waiting  to  be  told  yes  or  no. 

Even  today,  the  work  that  I  am  trying  to  get  has  been  completed; 
the  report  is  done.  The  report  is  in  the  hands  of  Michigan  officials, 
but  neither  the  findings  nor  the  names  of  the  persons  who  did  the 
work  have  been  released.  Thus,  taxpayers  and  voters  are  still  in 
the  dark  on  a  subject  that  has  been  important  to  Michigan.  It  goes 
to  the  heart  of  the  constitutional  rights  of  inmates  in  that  State.  It 
carries  with  it  the  possibility  of  very  heavy  expenditures  for  a 
State  that  is  already  financially  strapped. 

We  fail  to  realize  and  understand  the  rationale  for  withholding 
an  important  piece  of  information  such  as  that.  So,  even  though  we 
have  FOIA,  it  does  not  always  work,  I  think,  as  Congress  intended. 

I  also  have  been  trying  for  3  years  to  obtain  information  on  the 
expenditures  of  Federal  funds  for  security-related  improvements  to 
the  private  homes  of  past  Presidents  and  our  incumbent  President. 

As  you  may  recall,  in  1973  a  House  committee  found  that  the  $17 
million  in  taxpayers'  money  spent  on  the  private  home  of  then 
President  Richard  Nixon — some  of  that  money  was  spent  for  pur- 
poses not  related  to  national  security  or  the  protection  and  security 
of  the  President. 

Very  detailed  information  was  released  at  that  time  about  those 
expenditures,  and  it  resulted  in  a  lot  of  effort  and  oversight  by 
Congress.  One  of  the  things  that  happened  was  that  the  authority 
for  releasing  such  information  was  turned  over  and  delegated  to 
the  Secret  Service. 

The  Secret  Service,  in  3  years  of  correspondence,  refuses  to  re- 
lease any  information  on  the  dollars  they  spent  on  these  homes.  I 
am  not  seeking  information  on  technical  national  security  steps 
taken  to  protect  our  former  Presidents,  but  only  on  the  taxpayers' 
investment  and  whether  or  not  the  money  being  spent  on  that 
property  was  related  solely  to  security  purposes. 

It  seems  to  me  that  there  ought  to  be  some  information  about 
the  cost  of  these  improvements  that  could  be  made  public  without 
endangering  the  safety  of  our  President  or  former  leaders. 

There  are  essentially  two  types  of  FOIA  amendments  before  the 
committee.  There  are  positive  changes  that  will  enhance  the  use  of 
the  FOIA  and  that  countless,  frustrating  experiences  show  need  to 
be  made — prompt  granting  of  fee  waivers,  expeditious  handling  of 
requests,  and  equitable  advance  payments. 


505 

And  then  there  are  requests  for  broader  exemptions  from  the 
act,  including  some  of  the  items  Judge  Webster  discussed  with  you 
just  now.  The  Justice  Department  seems  particularly  anxious  to 
expand  its  exemptions.  But  if  this  administration  is  truly  up  to  its 
"keester"  from  leaked  information,  perhaps  it  should  realize  that 
leaks  inevitably  proliferate  when  officials  are  needlessly  prevented 
from  sharing  authoritative  documents  and  information  with  the 
public. 

Leaks  are  not  the  fault  of  FOIA,  but  they  do  tend  to  spring  like 
dandelions  in  April  when  information  that  ought  to  be  made  public 
is  withheld. 

Mr.  Chairman,  I  want  to  thank  you  for  this  opportunity  to 
present  our  views  and  to  give  you  our  congratulations  for  the  bi- 
partisan spirit  of  reasonableness  and  compromise  that  has  marked 
this  session's  discussion  of  the  Freedom  of  Information  Act. 

As  I  said,  our  written  remarks  reflect  our  views  on  the  various 
provisions.  We  would  be  happy  to  answer  any  questions. 

The  Chairman.  Thank  you  very  much,  Mr.  Lewis.  Mr.  Lewis,  as 
you  may  know,  S.  774  includes  a  provision  giving  newsmen  expedit- 
ed access  to  information.  This  will  prevent  a  journalist's  request 
from  going  to  the  back  of  a  long  line  and  only  receiving  a  response 
after  the  subject  of  the  request  has  lost  its  news  value. 

Do  you  feel  that  this  is  an  improvement  beneficial  to  the  press? 

Mr.  Lewis.  We  think  it  is  a  very  important  improvement  and  we 
support  it  and  laud  it. 

The  Chairman.  Mr.  Lewis,  in  light  of  studies  by  the  GAO  in 
1979,  the  FBI  Director,  in  1979,  1981  and  today,  and  the  Attorney 
General's  Task  Force  on  Violent  Crime  in  1981,  and  even  the 
Senate  Judiciary  Committee  in  1978,  do  you  feel  that  the  law  en- 
forcement changes  advocated  by  S.  774  are  sufficient  to  protect  in- 
formants and  investigations? 

Mr.  Lewis.  Mr.  Chairman,  we  realize  that  Congress  seems  to  feel 
that  the  FBI  does  need  more  protection  for  its  confidential  sources 
and  for  its  law  enforcement  mechanism.  Perhaps  they  are  telling 
you  things  they  are  not  telling  us. 

We  have  a  request  in  for  some  of  the  documentation  that  the  FBI 
has  provided  Members  of  Congress;  we  understand  it  is  classified. 
We  have  been  denied  that  information.  Our  request  under  the 
FOIA  for  that  material  is  on  appeal.  To  us,  the  FBI  has  not  made 
that  case  and  we  would  like  to  get  more  information  about  it. 

We  fully  understand  and  sympathize  with  the  need  of  law  en- 
forcement officials  to  have  confidential  sources.  We  use  confiden- 
tial sources  ourselves.  That  is  not  the  issue.  We  think  that  the  cur- 
rent exemption  in  section  Ot))(7)  should  be  adequate. 

If  reporters  in  using  their  confidential  sources  continually  raised 
the  possibility,  as  the  FBI  does,  that  confidential  sources  in  cooper- 
ating with  the  press  may  run  the  risk  of  having  their  identities 
come  out,  I  am  sure  the  confidential  sources  of  reporters  would  dry 
up,  also. 

The  Chairman.  Now,  this  bill  makes  certain  changes  in  the 
FOIA.  I  am  sure  that  you  do  not  want  to  see  any  steps  taken  that 
will  not  protect  informants  and  investigations,  do  you? 

Mr.  Lewis.  Would  you  repeat  that,  please? 
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The  Chairman.  You  would  not  wish  to  see  any  steps  taken  that 
would  fail  to  protect  informants  and  investigations? 

Mr.  Lewis.  Our  feeling  is  that  the  existing  exemption  should  be 
adequate.  It  is  very  clear  on  its  face  that  information  that  would 
lead  to  the  disclosure  of  an  informant's  identity  or  would  lead  to 
information  provided  by  a  confidential  informant  could  not  be  re- 
leased. 

We  think  that  that  is  clear  on  its  face  and  that  that  should  be 
enough  of  a  mandate.  That  is  a  strong  mandate  to  the  FBI  not  to 
release  information  that  is  going  to  compromise  a  confidential  in- 
formant or  his  information. 

The  Chairman.  Were  you  in  the  room  a  few  moments  ago  when 
Judge  Webster  testified? 

Mr.  Lewis.  I  was. 

The  Chairman.  Did  you  hear  him  make  the  statement  that  the 
present  law  does  not  protect  the  public  and  does  not  protect  in- 
formants, and  changes  should  be  made? 

Mr.  Lewis.  I  heard  that. 

The  Chairman.  You  do  not  agree  with  that? 

Mr.  Lewis.  Maybe  he  has  made  that  case  to  Members  of  Con- 
gress in  the  classified  information  that  the  FBI  has  put  together  on 
this  subject — information  that  we  have  been  trying  to  get.  But  we 
do  not  feel  that  he  has  made  a  public  case  for  that. 

He  makes  the  assertion,  but  we  question  whether  or  not  he  has 
demonstrated  how  that  happens. 

The  Chairman.  Did  you  hear  the  question  I  asked  him  that,  ac- 
cording to  the  1982  DEA  study,  14  percent  of  all  DEA  investiga- 
tions were  aborted  or  significantly  compromised  due  to  FOIA  prob- 
lems? 

Mr.  Lewis.  I  did. 

The  Chairman.  Do  you  believe  that? 

Mr.  Lewis.  I  am  not  familiar  with  that  study,  and  if  you  would 
like  us  to  submit  something  for  the  record,  we  would  be  happy  to.  I 
would  like  to  read  that  study  and  look  into  it  before  trying  to  com- 
ment on  it. 

The  Chairman.  If  14  percent  of  all  DEA  investigations  were 
aborted  or  significantly  compromised  due  to  FOIA  problems,  you 
would  not  hesitate  to  recommend  changes  to  prevent  this,  would 
you? 

Mr.  Lewis.  If  that  is  an  actual  percentage  and  that  can  be  dem- 
onstrated, to  me  that  would  indicate  that  there  are  some  problems 
with  FOIA. 

The  Chairman.  Did  you  hear  me  state  that  85  percent  of  DEA 
agents  surveyed  in  1982  felt  that  the  Freedom  of  Information  Act 
inhibited  their  operations? 

Mr.  Lewis.  I  did. 

The  Chairman.  And  Judge  Webster  stated  that  FBI  agents  felt 
the  same  way? 

Mr.  Lewis.  I  did. 

The  Chairman.  They  are  engaged  in  law  enforcement;  they  are 
hired  by  the  public  and  paid  by  the  public  to  protect  the  public.  Do 
you  disagree  with  that  opinion? 

Mr.  Lewis.  I  can  understand  why  85  percent  of  DEA  officers 
might  say  that.  I  think  you  would  get  a  similar  percentage  if  you 
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asked  the  top  administrators  of  EPA  if  they  thought  the  FOIA  in- 
terfered with  their  operations.  I  think  you  would  get  a  similar  per- 
centage if  you  asked  the  top  officials  of  the  State  Department  or 
the  CIA. 

It  is  understandable  for  people  who  work  for  the  Government 
and  who  work  for  the  American  people  to  want  to  operate  as  much 
as  possible  out  of  the  public  limelight,  and  we  think  FOIA  has  op- 
erated to  make  Government  more  accountable.  It  certainly  has  op- 
erated to  make  the  FBI  more  accountable  to  the  American  people. 

The  Chairman.  I  would  call  your  attention  to  a  statement  by  the 
Subcommittee  on  Criminal  Law  of  the  Judiciary  Committee  of  the 
U.S.  Senate,  95th  Congress,  second  session;  Senator  Eastland  was 
chairman. 

This  is  the  statement:  "Informants  are  rapidly  becoming  an  ex- 
tinct species  because  of  fear  that  their  identities  will  be  revealed  in 
response  to  an  FOIA  request."  Do  you  believe  that? 

Mr.  Lewis.  If  that  is  true,  it  might  be  because  tomorrow  in  the 
newspapers,  a  current  informant  is  likely  to  read  in  the  headline 
Judge  Webster's  statement  this  afternoon  that,  in  effect,  he  is 
saying  that  we  cannot  necessarily  guarantee  the  confidentiality  of 
FBI  informants  because  of  FOIA. 

If  Judge  Webster  would  instead  say:  "We  have  a  mandate  in  this 
law  not  to  release  information  that  compromises  our  confidential 
informants  or  the  information  that  they  are  providing  us,  and  we 
are  going  to  follow  that  mandate  and  that  is  just  not  going  to 
happen,"  I  think  that  fear  might  not  exist. 

The  Chairman.  I  call  your  attention  to  the  Attorney  General's 
task  force  on  violent  crime  in  1981.  It  reads  this  way:  "It  is  difficult 
to  justify  expenditures  of  federal  funds  for  requests  from  those 
seeking  information  that  is  legitimately  confidential  or  which  they 
intend  to  use  to  evade" — I  repeat,  evade — "criminal  investigation, 
or  retaliate  against  informants." 

That  is  the  Attorney  General's  statement  on  that  subject.  Do  you 
believe  that? 

Mr.  Lewis.  I  would  have  no  trouble  with  that.  Our  main  focus  is 
on  the  use  of  FOIA  by  the  press,  and  the  use  of  FOIA  by  other  seg- 
ments of  society  is  not  something  that  we  have  gotten  into. 

Mr.  Chairman,  on  the  subject  of  cost,  I  realize  FOIA  can  be  an 
expensive  and  time-consuming  law  to  administer.  But  in  view  of 
the  fact  that  the  Federal  Government  spends  between  $1  billion 
and  $1.5  billion  a  year  on  its  so-called  public  information  offices, 
which  exist  primarily  to  tell  the  American  people  what  the  Govern- 
ment wants  the  American  people  to  know,  I  think  that  an  expendi- 
ture of  $50  or  $75  million,  or  whatever  FOIA  does  cost,  is  a  bar- 
gain. 

The  Chairman.  Do  you  recall  hearing  Judge  Webster  state  that 
462  people  are  engaged  in  furnishing  this  information,  and  on  one 
or  two  cases  some  people  have  been  on  it  for  years  and  years  and  it 
is  costing  the  public  thousands  and  thousands  of  dollars? 

Mr.  Lewis.  I  did.  Were  those  cases  press  requests? 

The  Chairman.  Yes. 

Mr.  Lewis.  If  we  talk  to  people  who  actually  administer  this  law 
in  the  agencies,  I  think  the  experience  they  will  relate  is  that  re- 
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porters  are  reasonable  and  reporters  do  not  make  unreasonable  re- 
quests for  information. 

If  we  make  a  request  that  cannot  be  met  or  that  would  require 
four  carloads  of  documents  to  comply  with,  we  would  modify  or 
finetune  a  request  into  something  that  could  reasonably  be  filled. 

The  Chairman.  Do  you  think  those  462  people  can  do  more  good 
for  the  public  to  protect  the  public  by  digging  into  this  information 
and  providing  it  rather  than  using  them  to  enforce  the  law? 

Mr.  Lewis.  I  think  there  could  be  nothing  more  important  on  the 
FBI's  agenda  insofar  as  gaining  and  retaining  public  trust  than  to 
operate  in  the  open  as  much  as  possible.  I  think  to  the  extent  that 
FOIA  and  that  commitment  of  resources  are  being  used  to  keep  the 
FBI  accountable  to  the  American  people,  it  is  money  well  spent. 

The  Chairman.  Certainly,  the  public  is  entitled  to  information, 
but  is  an  informant  being  treated  fairly  when  his  name  is  being 
given  out,  when  he  tried  to  help  the  public  to  protect  you  and  your 
family  and  every  other  family  in  this  country,  and  then  have  his 
name  exposed  and  maybe  have  him  executed  or  something  else 
happen  to  him? 

Mr.  Lewis.  Well,  Mr.  Chairman,  the  exemption  in  section  (b)(7), 
paragraph  D,  says  that  records  may  not  be  released  that  "disclose 
the  identity  of  a  confidential  source,"  and  it  goes  on  from  there. 

Congress  foresaw  that  problem  when  this  law  was  passed  in  1966 
and  amended  in  1974,  and  dealt  with  it  accordingly. 

The  Chairman.  Well,  did  you  not  just  hear  Judge  Webster  testify 
that  that  language  was  not  adequate  to  protect  these  informants, 
and  therefore  he  was  asking  for  a  change? 

Mr.  Lewis.  Yes,  I  heard  that. 

The  Chairman.  Well,  do  you  not  have  confidence  in  what  Judge 
Webster  is  doing  here?  He  is  trying  to  protect  you  and  the  public 
and  protect  all  of  us.  Why  would  you  take  a  different  view? 

Mr.  Lewis.  Judge  Webster  has,  as  I  understand  it,  explained  to 
Congress  why  this  is  so.  He  has  not  explained  to  the  press  or  the 
public.  We  have  asked  for  the  information  that  he  has  given  you 
and  we  are  still  waiting  for  it.  That  request  is  on  appeal. 

The  Chairman.  Well,  did  you  know  that  the  Judiciary  Commit- 
tee, which  has  18  members,  approved  this  18  to  nothing?  Do  you 
disagree  with  18  members  of  this  committee? 

Mr.  Lewis.  I  am  not  disagreeing  with  18  members  of  the  commit- 
tee. I  am  just  stating  that  we  do  not  feel  a  public  case  has  been 
made  by  the  FBI  for  the  exemptions  it  seeks. 

The  Chairman.  Well,  Mr.  Lewis,  what  more  have  they  got  to  do? 
Who  can  prove  it?  What  do  you  want? 

Mr.  Lewis.  The  information  that  they  have  provided  you 

The  Chairman.  We  want  ;:o  protect  the  public;  we  want  the 
public  to  have  information.  The  Judiciary  Committee  last  year  ap- 
proved this  bill. 

Mr.  Lewis.  Well,  we  would  like  the  information  that  the  FBI  pro- 
vided you  in  some  form.  Apparently,  they  have  made  a  case  to 
members  of  the  Judiciary  Committee,  but  you  have  access  to  some 
information  that  we  do  not. 

The  Chairman.  Thank  you  very  much. 

Senator  Leahy. 
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Senator  Leahy.  Mr.  Chairman,  I  should  note  that  I  do  not  be- 
lieve, unless  I  misunderstood  Judge  Webster's  testimony,  that  he 
said  that  a  name  of  any  informant  has  been  released  as  the  result 
of  a  FOIA  request. 

His  concern  was  that  using  a  matrix  of  information,  it  might  pos- 
sibly reach  a  point  where,  by  a  process  of  elimination,  somebody 
might  be  able  to  discern  the  identity.  I  am  sure  the  staff  will  quick- 
ly correct  me  if  I  am  wrong  on  this,  but  I  am  unaware  of  any  in- 
stance, certainly  in  the  testimony  before  us,  where  any  informant's 
name  has  been  released  to  the  public  or  to  anybody  else  as  the 
result  of  a  FOIA  request.  Judge  Webster  has  testified  to  that 
extent. 

But  as  I  said,  I  am  sure  the  staff  will  correct  me  if  I  am  wrong 
on  that,  if  there  have  been  instances  of  informants  being  released. 
I  know  we  have  had  similar  things  where,  I  think,  because  of  some 
of  the  loose  talk  about  FOIA,  we  have  brought  perhaps  unneces- 
sary concern  on  the  part  of  law  enforcement. 

I  think  it  is  somewhat  similar  to  those  days  shortly  after  the  Mi- 
randa decision  where  you  had  two  ways  of  doing  things.  You  had 
those  law  enforcement  agencies  who  would  say:  "Because  of  this, 
we  will  never  catch  criminals  again.  They  might  as  well  all  go  free; 
we  will  never  be  able  to  catch  them." 

Then  you  had  others,  including,  I  would  like  to  think,  those  law 
enforcement  agencies  that  were  under  my  jurisdiction  at  that  time 
as  chief  law  enforcement  officer  of  that  county,  who  said,  "If  that 
is  the  new  rule,  then  we  will  learn  how  to  do  it.  We  will  each  carry 
a  Miranda  card  and  we  will  follow  it  specifically,  and  we  will  not 
let  any  criminals  go." 

Of  course,  now  we  find  that  it  is  sort  of  the  norm  and  I  do  not 
think  many  people  in  law  enforcement  would  think  otherwise.  I 
note  that  the  same  way  I  have  noted  it  to  some  of  the  intelligence 
agencies  who  tell  us  that  they  hear  terrible  concerns  from  our 
allies  because  of  FOIA  and  they  are  so  concerned  about  trusting  us. 

I  think  I  heard  somebody  from  the  CIA  one  day  saying  that  the 
British,  for  example,  expressed  concerns  to  us.  I  think  it  was  the 
same  day  in  the  paper  that  the  fourth  or  fifth  major  Soviet  agent 
among  the  British  had  been  discovered  in  some  high-level  British 
intelligence  position,  and  they  were  expressing  concern  that  we 
could  not  keep  secrets. 

I  suggested  that  if  they  were  not  putting  these  revelations  about 
their  own  problems  in  their  own  newspapers,  that  we  all  chip  in 
and  buy  them  a  subscription  to  any  newspaper  in  this  country  and 
send  it  back  to  them. 

But  I  know  there  have  been  criticisms  from  journalists  and  some 
newspapers  about  the  provision  relating  to  organized  crime  that 
Senator  Hatch  and  I  have  worked  out  in  here  now  included  in  S. 
774. 

I  know  that  the  press  has  done  a  good  deal  of  investigative  re- 
porting about  organized  crime  and  the  Government's  handling  of 
organized  crime  investigation.  Are  you  aware  of  reporters  who 
have  used  FOIA  during  their  investigation  of  organized  crime? 

You  made  some  reference  to  a  couple  of  cases  in  your  testimony. 
I  was  not  sure  whether  those  were  cases  where  they  used  FOIA  for 
organized  crime  investigation. 
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Mr.  Lewis.  Yes;  I  cited  three  cases. 

Senator  Leahy.  Bolles. 

Mr.  Lewis.  The  Pottsville,  Pa.,  RepubUcan — that  was  the  case  in- 
volving the  Blue  Coal  Co.;  also,  the  Viola  Luizzo  investigation, 
which  is  still  going  on.  We  can  submit  for  the  record,  if  you  desire, 
the  actual  newspaper  stories  relating  to  that.  FOIA  was  used  in 
those  three  instances. 

Senator  Leahy.  Well,  under  the  provisions  of  S.  774,  if  you  follow 
the  statutory  exclusion  period  which  has  a  maximum  of  8  years — it 
would  be  less  than  that  under  some  circumstances — the  Govern- 
ment must  retain  these  records  and  then  subject  them  to  normal 
FOIA  processes. 

If  you  had  the  ability  to  gain  access  to  these  records,  albeit  in  the 
future,  does  that  not  give  journalists  a  significant  opportunity  to 
report  on  the  Government's  fight,  good  or  bad,  on  organized  crime? 

Mr.  Lewis.  You  would  have  to  do  it  from  a  historical  basis.  If  you 
are  writing  about  something  5  or  8  years  after  the  fact,  you  would 
be  into  history  at  that  point. 

Senator  Leahy.  But  do  we  not  have  some  balancing  in  here — the 
balancing  interests,  of  course,  of  not  having  an  organized  crime  in- 
vestigation on  the  front  page  of  the  papers  in  the  middle  of  the  in- 
vestigation? 

Mr.  Lewis.  It  has  been  my  experience  with  the  FBI  that  they 
have  been  one  of  the  greatest  providers  of  information  to  the  press 
on  organized  crime.  They  become  our  confidential  sources.  That  is 
a  very  common  practice  that  of  which  I  think  we  are  all  aware.  It 
goes  on  an5rway,  with  or  without  FOIA. 

Senator  Leahy.  They  had  to  regroup  a  little  bit  after  Life  maga- 
zine went  under. 

The  FBI  has  in  the  past  been  able  to  develop  the  art  of  leaking  to 
a  level  of  excellence  which  is  the  envy  of  most  other  agencies,  and 
approached  only  recently  by  the  leaking  coming  out  of  the  White 
House  as  we  find  out  who  is  on  top.  Judge  Clark  or  James  Baker  or 
Ed  Meese  or  the  fellow  who  plays  the  piano,  Deaver. 

I  mean,  theirs  is  probably  a  tour  de  force  equal  only  to  a  Horo- 
witz concert.  But  notwithstanding  that,  do  we  not  also  still  have  to 
have  some  area  of  control  to  make  sure  that  we  are  not  reading 
about  organized  crime  investigations  prior  to  the  investigation 
being  complete? 

Mr.  Lewis.  I  agree.  The  approach  that  we  would  prefer  you  take. 
Senator,  would  be  instead  of  taking  a  body  of  information,  like  all 
organized  crime  records  or  data,  and  putting  that  off  limits  for  5  or 
8  years  to  FOIA  requests,  use  the  approach  that  Congress  followed 
when  it  crafted  this  piece  of  legislation,  and  that  is  by  changing  or 
fine-tuning,  if  you  may,  some  of  the  exemptions  that  now  offer  pro- 
tections against  releasing  information  that  would  compromise  an 
organized  crime  investigation. 

We  feel  that  to  take,  say,  an  entire  body  of  records  and  put  that 
off  limits  to  disclosure  is  not  fine-tuning. 

Senator  Leahy.  There  has  been  some  testimony  here  from  the 
administration  that  says  that  the  press,  while  touting  the  value  of 
FOIA,  rarely  makes  use  of  it.  Do  you  feel  that  that  is  an  accurate 
charge? 
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Mr.  Lewis.  I  do  not  think  so.  We  have  30,000  copies  of  this  pam- 
phlet on  how  to  use  the  act  in  circulation  all  around  the  country. 
Our  FOI  Service  Center  is  handling  800  calls  a  year,  which  is  three 
or  four  a  working  day,  from  reporters  from  virtually  every  State  in 
the  Union. 

There  has  never  been  greater  use  or  interest  in  this  act,  and  just 
because  other  segments  of  society,  such  as  the  business  community 
or  the  public  interest  groups,  or  whatever,  are  also  using  the  act  to 
a  great  extent,  I  do  not  think  that  should  minimize  the  usefulness 
to  the  press  and  to  the  American  people  from  it. 

Senator  Leahy.  Do  you  think  that  the  press  finds  that  just  the 
presence  of  the  act  sometimes  obviates  the  necessity  of  using  it? 

Mr.  Lewis.  That  has  been  my  personal  experience  and  I  think 
that  is  true.  I  have  used  it  both  before  the  1974  amendments  and 
after,  and  particularly  after  the  1974  amendments,  I  think  just  the 
fact  that  it  is  there — sometimes,  an  agency  will  just  say,  "Well,  just 
file  a  request,  you  know,  and  we  will  go  ahead  and  release  it." 

They  want  a  formal  request  to  be  made  just  for  their  records. 

Senator  Leahy.  Well,  I  intend  to  become  more  adept  in  the  use 
of  it.  I  find  that  more  and  more.  Members  of  Congress  themselves 
have  to  use  FOIA.  As  an  aside,  I  am  member  of  the  Appropriations 
Subcommittee  that  has  oversight  over  the  EPA. 

When  EPA  comes  to  testify  for  their  budget,  I  have  found  numer- 
ous instances  in  the  past  where  we  could  not  get  the  answers.  Basi- 
cally, the  answer  we  get  is,  "Give  us  the  money  and  never  mind 
the  answer  to  your  question."  Then  we  file  a  FOIA  request  to  get 
it.  Perhaps  we  ought  to  be  looking  at  to  what  extent  it  is  important 
to  Congress. 

Let  me  ask  you  another  question.  Cannot  most  newspapers  really 
afford  to  pay  for  copies  of  documents  obtained  under  FOIA?  If  so, 
why  have  journalists  made  the  fee  waiver  such  a  high  priority? 

Mr.  Lewis.  I  do  not  know  that  we  make  it  a  high  priority,  except 
that  high  fees  can  prohibit  even  a  well-healed  news  organization,  if 
you  may,  from  using  it.  I  think  the  important  principle  is  that 
FOIA  should  exist  to  help  inform  the  American  people  about  their 
Government,  to  help  keep  Government  accountable,  and  to  provide 
a  window  into  Government. 

While  there  may  be  some  Washington  Posts  in  this  country, 
there  are  an  awful  lot  of  small,  unprofitable  or  marginally  profita- 
ble radio  stations,  weeklies,  periodicals,  free-lance  reporters,  and 
historians  who  do  not  have  the  resources  to  pay  huge  fees. 

My  written  text  cites  just  one  example  of  a  professor  from  Ford- 
ham  University  who  was  doing  a  paper  on  researching  the  role  of 
the  CIA  in  Ireland  during  World  War  II.  The  CIA  wanted  a  $1,500 
search  fee  to  provide  two  pages  of  information  that  he  was  after. 

This  professor  did  not  have  $1,500,  as  he  wrote  us.  He  did  not 
even  have  half  that  much.  That  is  a  case  where  a  high  fee  did  pre- 
vent information  from  getting  out,  and  he  wanted  it  for  publica- 
tion, I  think,  in  an  Irish  nationality  journal  of  some  kind. 

The  Chairman.  We  have  the  distinguished  Senator  from  Iowa 
here.  Senator  Grassley,  do  you  have  any  questions? 

Senator  Grassley.  Mr.  Chairman,  I  do  not  have  any  questions  of 
this  witness.  Thank  you  very  much. 
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The  Chairman.  Thank  you  very  much,  Mr.  Lewis,  for  your  ap- 
pearance here. 
Mr.  Lewis.  Thank  you. 
[The  prepared  statement  of  Robert  Lewis  follows:] 
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Prepared  Statement  of  Robert  Lewis 

Thank  you  Mr.  Chairman  and  members  of  the  subcom- 
mittee for  providing  this  opportunity  to  comment  on  how  the 
Freedom  of  Information  Act  ("FOIA")  has  worked  in  the  past 
and  on  the  proposed  changes  to  it. 

My  name  is  Bob  Lewis.  Accompanying  me  here  today 
is  Bruce  W.  Sanford  of  Baker  &  Hostetler,  the  Society's 
First  Amendment  Counsel.  I  have  been  a  working  reporter  for 
the  past  2  8  years  and  have  used  the  FOIA  to  obtain  informa- 
tion about  the  United  States  government  for  dissemination  to 
the  public.  I  am  here  today  representing  the  Society  of 
Professional  Journalists,  Sigma  Delta  Chi,  as  the  chairman 
of  its  Freedom  of  Information  Committee  and  as  its  national 
treasurer.  Formed  in  1909,  the  Society  is  the  largest  or- 
ganization of  journalists  in  the  United  States,  with  more 
than  28,000  members  in  all  branches  of  the  news  media,  print 
and  broadcast c 

The  FOIA  has  been  an  important  and  effective  tool 
for  journalists  during  its  seventeen-year  life.  Two  years 
ago  this  committee  embarked  upon  a  legislative  initiative  to 
fine-tune  the  FOIA.  We've  seen  an  impressive  effort  since 
then  from  Senators  Hatch  and  Leahy  and  their  staffs  to  pro- 
ceed deliberately,  even  painstakingly,  to  insure  that  new 
amendments  do  not  impair  the  original  legislative  purposes 
of  the  Act  —  to  give  Americans  a  window  on  their  govern- 
ment. The  bills  that  we  scrutinize  today  —  S.  774  and  S. 
1034  --  represent  a  significant  refinement  of  earlier  pro- 
posals (and  our  written  comments  address  the  virtue  and 
value  of  those  bills  specifically).  But  permit  me,  Mr. 
Chairman,  to  emphasize  the  Society's  perspective  that  no 
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fine-tuning  of  the  Act  can  only  be  done  on  one  frequency. 
No  fine-tuning  should  merely  respond  to  the  static,  the 
noise,  the  complaints  of  government  agencies,  be  it  the  FBI, 
CIA  or  Department  of  Agriculture.  The  tenor  and  tone  of 
that  frequency  always  has  a  familiar,  and  monotonous, 
sound  —  too  much  information  is  getting  out  to  the  citizens 
of  the  United  States  and  information  dissemination  is 
dangerous  for  one  reason  or  another. 

Let  us  agree  Mr.  Chairman,  that  the  legislative 
fine-tuning  this  year  needs  to  be  done  on  another  frequency 
as  well  —  one  that  will  enhance  public  understanding  of 
government,  one  that  will  facilitate  use  of  the  Act  by 
journalists,  historians  and  authors,  the  people  the  original 
framers  saw  as  indispensable  to  making  the  Act  work  for  all 
Americans. 

On  this  frequency.  Congress  could  give  Americans 
music  for  their  ears,  not  the  sounds  of  silence.  Is  there  a 
more  pleasing  sound  than  the  snipping  of  red  tape?  Make  the 
FOIA  easier  and  faster  to  use  and  you  give  Americans  infor- 
mation, the  prelude  to  wisdom,  the  prerequisite  for 
democracy. 

No  longer  do  we  need  to  ask  that  your  fine-tuning 
be  done  with  a  screwdriver  not  a  crowbar,  as  we  did  before 
this  Committee  in  1981.  It  seems  that  you  are  committed  to 
a  careful  approach,  one  that  commands  any  agency  to  make  the 
case  for  an  expanded  exemption  with  broad  evidence  of  over- 
whelming persuasiveness  and  not  with  statistical  nonsense, 
myth-making  or  hyperbole. 

We  trust  there  is  no  longer  any  illusion  about  how 
greatly  the  working  press  values  and  uses  the  FOIA.  Let  me 
offer  some  examples,  instances  of  the  business  of  the  gov- 
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ernment  being  shared  with  the  public,  thanks  to  the  FOIA  and 
the  diligence  of  journalists.  The  articles  do  not  always 
make  the  government  or  its  officials  look  as  good  as  they 
would  like,  but  they  do  tell  the  public  what  the  government 
is  doing  and  how  it  is  spending  their  money. 

Let  me  begin  by  giving  you  an  example  from  my  use 
of  the  Act  in  1977  when  I  wrote  an  article,  based  upon  an 
FOIA  request,  about  a  Federal  Energy  Administration  study 
declaring  it  feasible  to  build  a  massive  energy  park  in 
Michigan's  Lower  Peninsula.  My  FOIA  request  yielded  page 
proofs  of  the  government  study,  which  was  never  released  in 
final  form  because  of  the  resulting  public  outcry.  This  use 
of  the  FOIA  allowed  citizens  to  learn  of  a  government  plan 
that  greatly  affected  their  community,  and  allowed  then  to 
lend  their  voice  to  the  public  debate. 

The  FOIA  was  also  a  key  tool  for  the  Detroit  News 
reporters  who  last  year  won  both  the  Society's  Distinguished 
Service  Award  and  the  Pulitzer  Prize.  David  Ashenfelter,  an 
SPJ  member,  and  Sydney  P.  Freedberg,  wrote  a  series  exposing 
the  U.S.  Navy's  coverup  of  circumstances  surrounding  the 
deaths  of  seamen  aboard  ship.  Their  more  than  6  0  stories 
unraveled  a  pattern  by  the  Navy  of  giving  relatives  of  sea- 
men killed  during  punitive  detention  inadequate  information 
or  misinformation.  These  stories  about  improper  government 
activity  could  not  have  been  pieced  together  without  the 
Act. 

The  FOIA  also  allowed  a  reporter  to  expose  the 
Nixon  Administration's  surveillance  and  concern  with  John 
Lennon  as  a  subversive  force.  This  example  of  governmental 
paranoia  and  waste  of  fiscal  resources  was  gleaned  from  the 
files  of  the  FBI  and  Immigration  and  Naturalization  Service. 
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It  is  far  from  a  flattering  portrait  of  our  government  and 
one  can  only  wonder  whether  there  are  valid  reasons  for 
permitting  only  89  pages  of  a  28  8  page  government  file  on 
Lennon  to  be  released  under  the  Act. 

Given  all  the  valuable  information  that  has  come 
to  public  light  through  the  FOIA,  but  agreeing  with  you,  Mr. 
Chairman,  that  fine-tuning  is  still  necessary,  it  is  our 
hope  this  committee  will  use  this  session  of  Congress  to 
address  fully  the  reasons  the  FOIA  does  not  work  as  effi- 
ciently as  it  should  in  informing  the  people  about  their 
government.  Look  carefully  at  the  delays  users  of  the  FOIA 
face  in  getting  information.  Look  at  the  question  of  fee 
waivers.  And  look  at  the  growing  problem  of  the  so-called 
"b-3"  exemptions  where  the  intent  of  the  FOIA  is  subverted 
by  backdoor  legislation  and  rulemaking. 

Let  me  again  illustrate  from  my  own  use  of  the 
Act.  On  June  2,  1982,  I  filed  an  FOIA  request  for  the  names 
of  persons  retained  by  the  Justice  Department  to  investigate 
the  Michigan  prison  system.  The  Department  acknowledged  the 
request  on  August  11,  1982.  Not  only  have  10  days  gone  by, 
but  ten  months  and  the  Department  still  has  not  responded. 
Now  the  work  has  been  completed,  but  neither  the  findings 
nor  even  the  names  of  the  persons  who  did  the  work  are  being 
released.  Thus,  the  taxpayers  and  voters  are  still  in  the 
dark. 

I  have  also  been  trying  for  three  years  to  obtain 
information  on  the  expenditure  of  federal  funds  for  security- 
related  improvements  to  the  private  homes  of  President 
Reagan,  Vice  President  Bush,  former  Presidents  Carter  and 
Ford  and  former  vice  president  Mondale.  Thxs  has  been  an 
issue  since  19/3  when  the  House  government  Operations  Com- 
mittee reported  that  the  more  than  $17  million  that  went 
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into  Richard  Nixon's  homes  was  spent  "without  sufficient 
regard  for  the  taxpayers'  interest."  I  have  not  requested, 
and  in  fact  said  I  was  specifically  not  interested  in,  tech- 
nical security  details.  The  Secret  Service  has,  nonethe- 
less, simply  cited  security  provisions  and  denied  the  re- 
quest. There  ought  to  be  some  information  about  the  costs 
of  these  improvements  that  could  be  made  public  without 
endangering  the  safety  of  our  President  or  former  leaders. 
But  the  public  will  never  know  about  this  expenditure  of 
their  tax  dollars  because  the  Secret  Service  just  stiffs  us. 

Let  me  now  turn  to  the  specific  provisions  of 
S.  774  and  S.  1034.  There  are  essentially  two  types  of  FOIA 
amendments  now  before  this  committee.  There  are  the  posi- 
tive changes  that  will  enhance  use  of  the  FOIA  and  that 
countless  frustrating  experiences  show  need  to  be  made  — 
prompt  granting  of  fee  waivers,  expeditious  handling  of 
requests,  equitable  advance  payments.  Then  there  are  the 
requests  for  broader  exemptions  from  the  Act,  including  the 
items  Judge  Webster  discussed  with  you  earlier.  If  this 
Administration  is  truly  up  to  its  keister  from  leaked  infor- 
mation, perhaps  it  should  realize  that  leaks  inevitably  pro- 
liferate when  officials  are  needlessly  prevented  from 
sharing  authoritative  documents  and  information  with  the 
public.   It  is  not  the  fault  of  the  FOIA. 

FEES  AND  FEE  WAIVERS.  Agencies  have  been  all  too 
able  to  stop  by  levying  excessive  fees  what  they  are  unable 
tc  stop  under  the  FOIA  itself.  Both  S.  774  and  S.  1034 
reduce  this  problem  by  making  clear  that  members  of  the  news 
media  and  other  groups  are  entitled  to  fee  waivers  for 
information  requested  under  the  FOIA  for  dissemination  to 
the  public. 
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S.  1034,  and  S.  774  to  a  lesser  extent  effectively 
deflate  the  Department  of  Justice's  January  7,  1983  fee 
waiver  guidelines  implementing  a  five-part  test  for  the 
granting  of  a  fee  waiver.  While  Jonathan  Rose  insists  the 
guidelines  have  not  provided  new  criteria,  they  amount  to 
another  in  the  series  of  Reagan  Administration  amendments 
restricting  use  of  the  Act.  These  "guidelines"  fail  to 
recognize  the  FOIA's  clear  presumption  of  openness  and  de- 
serve to  be  relegated  to  the  same  place  that  James  Watt's 
ideas  on  Fourth  of  July  concerts  are  sent. 

ADVANCE  PAYMENTS.  In  instances  where  fees  are 
assessed,  agencies  have  begun  the  chilling  practice  of  re- 
quiring sizeable  and  unexplained  advance  payments.  For 
example,  a  Society  of  Professional  Journalists'  member  re- 
cently investigated  United  States  counterespionage  activi- 
ties in  Ireland  during  World  War  II.  The  National  Archives 
file  included  a  two-page  memo  released  in  1975,  but  with 
several  paragraphs  sanitized.  An  FOIA  request  for  the  miss- 
ing material  was  properly  made  in  June  1981.  Later  that 
month,  the  CIA  responded  that  the  search  fee  was  being  de- 
termined. Eighteen  months  went  by  without  the  promised 
follow-up.  The  SPJ  member.  Prof.  Kevin  McAuliffe  of  Fordham 
University,  wrote  again  to  the  CIA  in  December  19  82  and 
received  a  demand  for  a  $1,520  search  fee,  half  of  it  pay- 
able in  advance.  Prof.  McAuliffe  considered  his  treatment 
amounting  to  an  agency  "administratively  repeal [ing]  the  FOI 
Act.  Needless  to  say  I  don't  have  $1,520  or  even  half  that 
much  to  spare.  I  can't  believe  that  anyone  who  bothered  to 
pull  that  2-page  OSS  excerpt  wouldn't  see  that's  basically 
what  I  needed."  Such  agency  action  effectively  counteracts 
the  intent  of  Congress. 
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Both  S.  774  and  S.  1034  would  allow  agencies  to 
charge  for  agency  processing  as  well  as  for  search  and  dup- 
lication of  records.  The  Society  has  not  opposed  this  ap- 
proach, although  as  the  above  story  suggests,  an  agency  can 
create  search  and  processing  charges  so  high  that  they  ef- 
fectively deter  use  of  the  act.  Coupled  with  the  stronger 
fee  waiver  provisions  of  S.  1034  or  even,  to  a  lesser  ex- 
tent, S.  774,  the  damage  may  be  reduced,  S.  1034  would 
give  the  money  to  the  agency  only  if  it  complied  with  re- 
quests within  statutory  time  limits.  The  Society  has  no 
objections  to  giving  half  of  all  fees  collected  to  the 
agency,  and  considers  S.  1034 's  award  approach  admirable  if 
it  induces  agencies  to  comply  more  promptly.  The  Society 
also  does  not  object  to  development  of  a  uniform  fee 
schedule . 

TIME  LIMITS.  Undue  agency  delays  for  an  FOIA  re- 
quest by  a  journalist  is  tantamount  to  denial.  Journalists 
have  run  into  particular  problems  with  delays  at  the  Depart- 
ment of  Justice,  FBI  and  CIA.  The  FOIA's  current  dead- 
lines —  ten  working  days  for  an  initial  request  and  twenty 
working  days  for  an  appeal  —  are  realistic  in  most  circums- 
tances. The  sole  advantage  to  allowing  extensions  in  un- 
usual circumstances  is  that  the  increased  flexibility  would 
make  strict  enforcement  of  the  statutory  time  limits  prac- 
ticable and  just.  If  the  deadlines  are  to  be  extended,  then 
courts  must  be  given  added  powers  to  assess  reasonable  costs 
and  attorney  fees  for  delays  as  S.  1034  provides. 

The  Society  further  feels  that  the  provision  in  S. 
774  and  S.  1034  providing  for  an  expedited  process  in  com- 
pelling circumstances  is  long  overdue  and  potentially  very 
beneficial. 
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BUSINESS  CONFIDENTIALITY  PROVISIONS.  '  We  do  not 
dispute  the  essential  fairness  of  the  provisions  in  either 
S.  774  or  S.  1034  requiring  notification  of  companies  when 
confidential  information  they  provide  the  government  becomes 
the  subject  of  an  FOIA  request.  However,  such  amendments 
should  only  be  enacted  with  the  understanding  that  the  pro- 
visions cannot  be  used  to  delay  compliance  with  legitimate 
requests  under  the  FOIA.  The  Society  feels  the  provisions 
of  S.  1034  provide  the  essential  fairness  needed,  while 
eliminating  unnecessary  notice  and  undue  delay. 

B(3)  EXEMPTIONS:  THE  BACKDOOR  APPROACH.  The  FOIA 
is  truly  Congress'  child  and  Congress  is  long  overdue  in 
stopping  the  outrageous  nibbling  at  the  FOIA  through  the  use 
of  the  b(3)  exemption.  This  exemption  excludes  from  the 
FOIA's  mandatory  disclosure  requirement  information  "speci- 
fically exempted  from  disclosure  by  statute."  The  principle 
problem  has  come  because  these  bills  are  sheparded  through 
congressional  committees  having  nothing  to  do  with  the  FOIA. 
This  situation  demands  attention,  and  Section  8  of  S.  1034 
offers  the  admirable  proposal  of  having  all  such  bills  pass 
through  the  congressional  committees  with  FOIA  oversight  and 
of  having  advance  publication  in  the  Federal  Register.  The 
Society  also  urges  Congress  to  look  at  the  existing  b(3) 
exemptions  with  an  eye  to  modifying  or  repealing  them. 
Those  Congress  finds  justified  should  be  codified  so  the 
press  and  public  know  they  are  there. 

LAW  ENFORCEMENT;  S.  774,  while  offering  language 
far  narrower  than  that  proposed  in  the  last  session  of  Con- 
gress, would  exempt  information  now  available  under  the  FOIA 
and  provide  additional  protection  for  law  enforcement  agen- 
cies' confidential  sources.   Although  Congress  appears  to  be 
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convinced  of  the  need  for  change,  and  the  Society  has  never 
questioned  the  need  for  sor,ie  confidentiality  of  sources,  the 
FBI  simply  has  not  made  its  case  that  the  numerous  changes 
in  S.  774  are  needed.  In  lobbying  for  expanded  exemptions, 
the  FBI  has  refused  to  make  its  case  in  public,  presenting 
only  a  slide  show  for  private  official  audiences  that  re- 
portedly expounds  the  questionable  "Mosaic  Theory."  Judge 
Webster  and  the  FBI  at  one  time  agreed  to  let  media  repre- 
sentatives see  the  show,  and  then  backed  out.  We  are  at  a 
loss  to  understand  why.  The  Society  is  certainly  willing  to 
meet  further  with  representatives  from  law  enforcement 
agencies  to  reach  an  acceptable  compromise,  but  for  the  time 
being,  we  feel  the  case  for  a  broader  exemption  has  not  been 
made. 

As  working  members  of  the  news  media,  we  can  cer- 
tainly appreciate  the  value  and  need  for  confidential 
sources.  At  Monday's  hearings,  the  Chairman  and  Assistant 
Attorney  General  Rose  engaged  in  a  colloquy  on  why  we  in  the 
press,  who  so  value  our  confidential  sources,  cannot  under- 
stand the  need  for  confidential  sources  in  law  enforcement 
agencies.  We  have  never  questioned  the  need  for  some  confi- 
dentiality. But  confidentiality  is  not  automatic.  The 
press  is  specifically  protected  by  the  First  Amendment,  yet 
we  have  still  been  required  to  make  our  case  state  by  state 
and  court  by  court.  (The  reporter's  privilege  has  been  re- 
cognized by  statute  or  court  decision  in  36  states  and  in  11 
of  12  federal  circuits).  We  have  also  learned  that  sources 
tend  not  to  believe  our  pledges  of  confidentiality  if  we  go 
around  saying  —  as  the  FBI  has  done  —  that  confidentiality 
cannot  be  assured.  The  simple  fact  is  that  the  FBI  has  not 
shown  publicly  (and  perhaps  not  privately)  that  any  infer- 
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mant's  identity  has  been  revealed  as  a  direct  result  of  a 
proper  agency  response  to  an  FOIA  request  under  the  existing 
exemptions.  The  FBI  has  simply  not  made  its  case  that  the 
current  b(7)(D)  exemption  is  not  enough  and  that  the  broader 
exemptions  of  S.  774  are  needed. 

ORGANIZED  CRIME:  S.  774  would  add  a  section  to 
the  FOIA  exempting,  at  the  discretion  of  the  Attorney 
General,  documents  compiled  in  a  lawful  investigation  of 
organized  crime.  The  Society  does  not  believe  that  such  a 
moratorium,  proposed  for  either  five  or  eight  years  is  wise 
and  justified.  We  believe  it  necessary  for  the  public  to  be 
able  to  monitor  the  activites  of  organized  crime  and  the 
government's  fight  against  it  and  fear  a  moratorium  could 
provide  the  agency  with  a  5-year  opportunity  to  hide  its 
botched  jobs  or  embarassing  (but  perhaps  "lawful")  mistakes. 
The  Society  has  pending  an  FOIA  request  to  learn  more  about 
the  FBI's  argument  for  the  moratorium  and  we  believe  fur- 
ther deliberation  is  needed  before  any  such  proposal  is  ap- 
proved . 

SECRET  SERVICE;  S.  774  would  exempt  the  protec- 
tive functions  of  the  Secret  Service  from  the  FOIA.  The 
Society  opposes  a  special  exemption  for  the  Secret  Service 
because  the  case  for  its  need  has  not  been  made.  In  addi- 
tion, the  argument  for  this  exemption  is  weakened,  we  feel, 
by  decisions  such  as  the  one  I  described  earlier  exempting 
from  disclosure  the  public  expenditures  on  the  homes  of 
former  presidents  and  vice  presidents. 

TECHNICAL  DATA:  S.  774  proposes  a  new  exemption 
for  technical  data.  The  Society  is  concerned  that  such  an 
exemption  for  technical  information  could  be  used  to  justify 
a  broader  exemption  for  scientific  data.  We  believe  the 
government's  usual  classification  procedures,  and  not  the 
FOIA,   is  the  proper  way  to  safeguard  this  information. 

Mr.  Chairman,  I  wish  to  thank  you  for  the 
opportunity  to  present  our  views  and  give  you  our  con- 
gratulations for  the  bipartisan  spirit  of  reasonable 
compromise  that  has  marked  this  session's  discussions  of  the 
FOIA. 
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The  Chairman.  We  will  now  have  Mr.  Allan  Adler,  legislative 
counsel  of  the  American  Civil  Liberties  Union,  and  Dr.  Page 
Putnam  Miller,  director  of  the  National  Coordinating  Committee 
for  the  Promotion  of  History.  You  can  both  come  around,  if  you 
will. 

Is  Dr.  Miller  here? 

Dr.  Miller.  Yes. 

The  Chairman.  If  it  is  agreeable,  we  will  put  your  entire  state- 
ment in  the  record,  Mr.  Adler  and  Dr.  Miller.  If  you  could  take 
about  10  minutes  and  give  us  the  highlights,  we  would  appreciate 
it. 

STATEMENT  OF  A  PANEL  CONSISTING  OF  ALLAN  R.  ADLER, 
COUNSEL,  CENTER  FOR  NATIONAL  SECURITY  STUDIES,  ON 
BEHALF  OF  THE  AMERICAN  CIVIL  LIBERTIES  UNION;  AND 
PAGE  PUTNAM  MILLER.  DIRECTOR,  NATIONAL  COORDINATING 
COMMITTEE  FOR  THE  PROMOTION  OF  HISTORY 

Mr.  Adler.  Thank  you.  Senator.  On  behalf  of  the  American  Civil 
Liberties  Union,  I  want  to  thank  you  for  the  opportunity  to  appear 
before  you  today.  We  were  similarly  privileged  during  the  last  Con- 
gress when  the  subcommittee  took  up  the  subject  of  the  Freedom  of 
Information  Act,  and  so  in  the  interest  of  conserving  time,  I  will 
just  refer  you  to  the  published  record  of  those  hearings  for  our 
views  on  the  inestimable  value  of  the  Freedom  of  Information  Act 
as  an  effective  tool  of  public  accountability  and  a  tangible  measure 
of  our  commitment  to  having  a  government  that  governs  by  the  in- 
formed consent  of  its  people. 

With  a  few  exceptions  that  we  discuss  in  our  testimony,  the 
ACLU  considers  S.  774,  last  year's  compromise  bill,  to  be  an  accept- 
able accommodation  of  the  concerns  raised  by  the  Reagan  adminis- 
tration and  others  in  connection  with  the  need  for  more  flexibility 
in  administering  the  act  and  with  respect  to  certain  problems  that 
the  administration  has  had  with  respect  to  withholding  exempt  in- 
formation. 

However,  the  ACLU's  position  in  this  regard  is  predicated  on  two 
important  assumptions.  The  first  is  that  there  will  be  no  efforts  to 
add  further  impediments  to  access  to  the  bill,  and  the  second  is 
that  an  objective  statement  of  legislative  intent  will  be  produced 
through  a  cooperative,  bipartisan  effort,  confirming  the  general  un- 
derstandings reached  in  last  year's  discussions  regarding  the  mean- 
ing of  the  individual  provisions  in  the  compromise  bill. 

We  emphasize,  Mr.  Chairman,  that  the  foregoing  considerations 
are  particularly  important  with  respect  to  our  continued  support  of 
the  law  enforcement  amendments  in  S.  774. 

There  are  other  provisions  which  we  would  discuss  only  briefly 
here.  We  believe  that  they  are  not  adequately  justified  on  the 
record  as  amendments  to  the  Freedom  of  Information  Act,  and  we 
question  the  way  in  which  they  have  been  drafted  and  the  purpose 
that  they  would  sen/e  in  their  present  form. 

Those  amendments  deal  with  fair-value  fees  or  royalities  for  com- 
mercially  valuable  technological  inform,ation,  the  necessity  of  court 
rulings  on  violations  of  applicable  time  limits  in  the  act,  manuals 
and   examination   materials   protected  by  exemption   2,   and  the 
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"could  reasonably  be  expected"  language  added  to  the  (b)(6)  amend- 
ment for  personal  privacy. 

We  would  like  to  submit  for  the  record  a  supplemental  memoran- 
dum explaining  our  views  on  these  provisions,  with  the  chairman's 
permission. 

The  provisions  in  S.  774  which  give  the  ACLU  particular  cause 
for  concern  relate  to  technical  data  and  to  the  notion  that  certain 
individuals  should  be  excluded  from  use  of  the  act. 

With  respect  to  technical  data,  we  strongly  opposed  the  proposed 
new  exemption  for  technical  data  that  is  subject  to  the  restrictions 
of  the  export  control  laws  on  two  basic  grounds. 

The  first  is  that  the  denial  of  public  access  to  government  infor- 
mation on  national  security  grounds  should  be  accomplished  only 
through  proper  classification  pursuant  to  an  executive  order,  as 
provided  in  exemption  1  of  the  Freedom  of  Information  Act. 

Given  the  more  than  adequate  protection  afforded  by  this  au- 
thority, we  see  absolutely  no  justification  for  seeking  additional  au- 
thority to  withhold  unclassified  information  on  national  security 
grounds  from  the  public. 

The  second  basis  for  our  opposition  is  that  assuming,  without 
conceding,  that  an  alternative  to  classification  should  be  available 
to  deny  public  access  to  certain  technical  data  and  agency  records, 
we  believe  that  the  Export  Administration  Act  and  the  other  laws 
currently  framing  the  statutory  export  control  scheme  are  totally 
unsuited  to  the  task  of  serving  as  exemption  standards  under  the 
Freedom  of  Information  Act. 

As  the  Supreme  Court  has  repeatedly  emphasized,  disclosure,  not 
secrecy,  is  the  dominant  objective  of  the  Freedom  of  Information 
Act,  and  the  Act's  exemptions  must  be  narrowly  construed. 

Yet,  the  commodities  control  list  and  the  militarily  critical  tech- 
nologies list,  as  well  as  the  U.S.  munitions  list,  which  are  compiled 
respectively  by  the  Commerce  and  Defense  Departments  and  the 
Department  of  State,  and  are  intended  to  provide  definitive  stand- 
ards of  reference  for  imposing  national  security  export  controls  on 
technical  data,  have  been  roundly  criticized  by  industry,  science 
and  Government  officials  in  terms  of  the  lists'  failure  to  focus  nar- 
rowly on  the  kinds  of  technologies  that  should  be  properly  subject 
to  national  security  export  controls. 

For  example,  a  report  issued  last  month  by  the  Export  Adminis- 
tration Subcommittee  of  the  President's  Export  Council  labeled  the 
commodities  control  list  "vague  and  convoluted,  requiring  the  in- 
terpretive expertise  of  both  lawyers  and  engineers." 

The  same  report,  characterizing  the  classified  revised  draft  of  the 
militarily  critical  technologies  list,  concluded  that  it  was  "presently 
too  broad,  including  obsolete,  widely  available  and  nonmilitary 
technologies." 

Presently,  hearings  are  underway  in  both  the  House  Foreign  Af- 
fairs Subcommittee  on  International  Economic  Policy  and  Trade 
and  the  Senate  Banking  Subcommittee  on  International  Finance 
and  Monetary  Policy  to  consider  renewal  of  the  Export  Administra- 
tion Act,  which,  by  statute,  is  to  expire  in  September  of  this  year. 

At  hearings  in  both  of  these  subcommittees,  one  witness  after  an- 
other has  offered  similar  criticisms  about  the  swppn  and  scope  of 
restricted  technclogies  under  these  laws.  I  refer  you  in  our  testimo- 
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ny  to  a  recent  report  by  the  General  Accounting  Office,  entitled 
"Export  Control  Regulation  Could  Be  Reduced  Without  Affecting 
National  Security."  I  think  it  focuses  most  particularly  on  this 
problem. 

If  the  aim  of  this  proposed  exemption  to  S.  774  is  to  avoid  domes- 
tic public  access  and  the  risk  of  subsequent  export  in  connection 
with  sensitive  technical  data,  comprising  blueprints  or  detailed, 
how-to  manuals  for  technologies  that  are  truly  critical  to  national 
security,  the  broad  incorporating  reference  to  the  current  export 
control  laws  is  an  unacceptably  vague  and  overbroad  means  of 
achieving  it. 

Notwithstanding  our  primary  objection,  however,  regarding  the 
circumvention  of  classification  standards,  the  ACLU  is  ready  to 
work  with  the  subcommittee  to  see  if  some  satisfactorily  narrow 
standard  can  be  achieved. 

The  other  area  that  gives  us  concern  in  S.  774  has  to  do  with  pro- 
visions to  restrict  the  use  of  the  act  by  felons  and  foreigners.  We 
believe,  Mr.  Chairman,  that  it  is  unnecessary  and  unproductive  to 
debate  the  merits  of  the  provisions  in  terms  of  the  uses  and  abuses 
of  the  Freedom  of  Information  Act  that  are  attributed  to  these 
classes  of  individuals. 

In  our  view,  it  is  the  importance  of  adhering  to  one  of  the  funda- 
mental principles  underlying  the  act,  together  with  the  practical 
unenforceability  of  such  restrictions,  that  ultimately  argues  most 
persuasively  against  their  adoption. 

This  subcommittee  should  not  have  to  be  reminded  that  Congress 
decided  to  permit  any  person  to  use  the  Freedom  of  Information 
Act  without  qualification  regarding  identity  or  purpose  precisely 
because  pre-FOIA  law  had  been  badly  abused  by  bureaucrats  who 
arrogated  to  themselves  a  broad  discretion  to  deny  public  access  to 
Government  information  whenever  they  disapproved  of  the  re- 
questing individual's  background  or  intention. 

As  a  report  of  the  House  Committee  on  Government  Operations 
noted,  the  statutory  requirement  that  information  about  routine 
administrative  actions  may  be  given  only  to  persons  properly  and 
directly  concerned  has  been  relied  upon  almost  daily  to  withhold 
Government  information  from  the  public. 

We  see  the  proposed  restrictions  on  the  use  of  the  FOIA  by  for- 
eigners and  felons  as  a  dangerous  first  step  down  a  slippery  slope 
which  might  ultimately  return  us  to  the  situation  that  Congress 
was  most  determined  to  rectify  in  1974. 

Efforts  to  enforce  such  restrictions  would  necessarily  require 
agencies  to  satisfy  themselves  that  particular  requesters  did  not 
fall  within  the  categories  of  persons  whose  use  of  the  FOIA  was  re- 
stricted. Such  efforts  would  necessarily  be  intimidating  to  innocent 
requesters  and  increasingly  burdensome  to  the  agencies,  adding  a 
new  layer  to  the  administrative  process  that  would  further  tax 
agency  resources  and  further  delay  substantive  responses  to  pend- 
ing FOIA  requests. 

More  importantly,  the  ACLU  believes  that  restrictions  on  the  use 
of  the  act  by  foreigners  and  felons  would  be  easily  circumvented  in 
most  cases  by  the  use  cf  surrogates  for  barred  or  restricted  request- 
ers.  Agency  efforts  to  prevent  circumvention   would   necessarily 
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result  in  an  increasingly  burdensome  process  of  further  inquiry — 
burdensome  both  to  the  requesters  and  to  the  agencies. 

The  current  exemption  scheme  in  the  FOIA  is  adequate  to  ad- 
dress any  concern  that  felons  and  foreigners  may  obtain  access  to 
sensitive  law  enforcement  or  national  security  information  which 
would  ultimately  prove  harmful  to  legitimate  Government,  private, 
or  public  confidentiality  interests. 

We  would  add  that  our  support  for  the  provisions  in  S.  774  would 
further  add  protection  to  insure  that  felons  and  foreigners  would 
not  obtain  access  to  dangerous  information  of  this  kind. 

Beyond  that,  if  the  Government  is  concerned  about  harassing  use 
of  the  Freedom  of  Information  Act  by  felons  and  foreigners,  we  be- 
lieve that  the  new  provisions  in  S.  774  relating  to  fees  would  make 
it  prohibitive  for  these  individuals  to  engage  in  such  harassing  re- 
quests, particularly  because  the  public  interest  fee  waiver  standard 
would  not  apply  to  protect  them  from  being  charged  fully  assessed 
fees. 

As  we  stated  at  the  outset,  resolution  of  these  problems  would 
make  S.  774  an  acceptable  and,  we  believe,  reasonable  response  to 
the  concerns  raised  by  the  Reagan  administration  concerning  the 
problems  of  agencies  and  submitters  under  the  current  provisions 
of  the  act. 

It  would  not,  however,  make  S.  774  a  balanced  package  of  FOIA 
amendments  which  the  ACLU  could  support.  This  is  because  S.  774 
contains  no  substantial  provisions  addressing  the  problems  experi- 
enced by  requesters  or  enhancing  the  effectiveness  of  the  act  as  a 
bulwark  against  the  agencies'  overreaching  tendencies  toward  se- 
crecy in  conducting  the  public's  business. 

The  FOIA  amendments  introduced  by  Senator  Leahy  would  con- 
stitute a  major  step  toward  improving  the  effectiveness  of  the 
FOIA.  If  they  were  added  to  S.  774,  amended  as  we  propose,  that 
would  constitute  a  balanced  package  of  amendments  that  would  fit 
the  general  prescription  for  fine-tuning  the  FOIA,  in  response  to 
the  concerns  of  requesters,  submitters  and  agencies  alike. 

We  could  support  such  a  bill,  although  there  are  other  improve- 
ments that  we  would  like  to  see,  including,  for  example,  for  the 
first  time  a  definition  of  records  in  the  act.  Again,  we  would  refer 
you  to  our  testimony  during  last  Congress'  hearings  for  similar 
amendments  that  we  would  propose. 

With  the  exception  of  proposed  uniform  requirements  for  the  en- 
actment of  (b)(3)  exemption  statutes,  the  provisions  of  Senator 
Leahy's  bill  all  address  issues  that  are  covered  in  substantially 
similar  fashion  in  S.  774.  The  value  of  Senator  Leahy's  proposals, 
however,  lias  in  their  refinement  of  the  similar  proposals  in  S.  774 
to  t'^eat  the  concerns  of  requesters  on  a  part  with  those  of  agencies 
and  submitters. 

In  the  matter  of  business  confidentiality  procedures,  for  example, 
section  6  of  S.  1034  is  substantially  the  same  ac  section  4  of  S.  774, 
with  one  important  exception,  and  that  is  a  provision  which  would 
allow  an  agency  to  dispense  with  notification  to  submitter  require- 
ments for  classes  of  documents  which  the  agency  designates  are  un- 
likely to  contain  any  information  exempt  from  disclosure  under  ex- 
emption 4. 
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Both  bills,  we  would  remind  the  Committee,  would  allow  agen- 
cies to  require  submitters  to  designate  exemption  4  materials  at 
the  time  of  submission,  thus  triggering  notice  and  procedural 
rights  to  safeguard  the  submitter's  interest  in  confidentiality.  We 
support  this  basic  idea  as  a  fair  information  practice. 

However,  both  bills  also,  therefore,  raise  concerns  about  the  po- 
tential burdens  on  agencies  and  requesters  alike  that  could  result 
if  the  designation  requirements  were  to  be  employed  in  a  fraudu- 
lent or  frivolous  fashion  by  submitters  in  order  to  trigger  their  pro- 
cedural rights,  and  thus  delay  disclosure  for  categories  of  informa- 
tion that  would  be  routinely  disclosable  to  the  public  under  ordi- 
nary agency  practices. 

The  impact  of  the  proposed  business  confidentiality  procedures  in 
terms  of  the  administrative  burdens  they  would  impose  on  the 
agencies  is  an  area  which  we  have  not  adequately  explored  in  this 
subcommittee  or  elsewhere.  Senator  Leahy's  proposal  is  an  impor- 
tant step,  we  think,  in  the  right  direction. 

The  same  may  be  said  for  provisions  in  S.  1034  which  would  give 
agencies  a  monetary  incentive  to  comply  with  statutory  time 
limits,  while  allowing  the  court  to  assess  reasonable  attorneys'  fees 
and  other  costs  incurred  by  requesters  during  the  administrative 
process  subsequent  to  an  agency's  failure  to  comply  with  applicable 
time  limits. 

Again,  they  would  provide  a  better  balance  of  interest  with 
regard  to  substantially  similar  ground  covered  in  S.  774.  There  are, 
however,  two  issues  in  S.  1034  which  do  substantially  depart  from 
the  provisions  of  S.  774,  and  we  think  that  there  is  ample  justifica- 
tion in  the  public  record  for  those  departures.  We  also  believe  that 
those  provisions  are  exceedingly  important  to  effective  use  of  the 
Freedom  of  Information  Act. 

As  Senator  Leahy  noted  in  his  floor  statement  upon  the  introduc- 
tion of  S.  1034,  the  record  of  agency  compliance  with  congressional 
intent  for  a  generous  construction  of  FOIA's  fee  waiver  provision 
has  been  a  dismal  one,  and  promises  to  get  worse  in  response  to 
new  restrictive  fee  waiver  guidelines  issued  by  the  Justice  Depart- 
ment in  January  of  this  year. 

The  fairness  of  our  assessment  in  this  regard  may  be  judged  by 
noting  a  recent  conclusion  drawn  by  the  CIA  with  respect  to  the 
expected  impact  of  differences  in  policy  between  the  new  guidelines 
and  the  Civiletti  guidelines  they  replaced. 

As  anticipated, 

The  CIA  states  in  its  1982  annual  FOIA  report  to  Congress, 

The  Department  of  Justice  guidelines  promulgated  in  late  December  of  1980  in- 
creased the  number  of  fee  waivers  granted.  New  guidelines  issued  in  January  1983 
may  help  alleviate  the  drain  on  public  monies  somewhat,  in  that  the  guidelines  em- 
phasize the  public  benefit  aspect  more  strongly. 

Since  it  has  been  my  experience  in  working  on  legislative  that, 
often,  the  views  and  the  activities  of  one  House  do  not  necessarily 
come  to  the  attention  of  another  House,  even  though  they  are  both 
concerned  with  the  same  issue,  we  have  appended  to  our  statement 
two  letters  that  were  written  by  Representative  Glenn  English, 
chairman  of  the  House  subcommittee  which  has  legislative  and 
oversight  responsibility  for  the  Freedom  of  Information  Act,  in 
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which  Mr.  English  characterized  the  new  Justice  Department 
poUcy  on  fee  waivers  as  just  another  in  a  long  series  of  actions  by 
the  Reagan  administration  intended  to  undermine  the  Freedom  of 
Information  Act  and  to  inhibit  the  public  availability  of  informa- 
tion in  general. 

Again,  we  would  ask  that  the  copies  of  Mr.  English's  letters, 
along  with  our  statement,  be  included  in  the  record  of  these  hear- 
ings. 

The  other  area  in  which  we  are  concerned  about  the  present 
Freedom  of  Information  Act  and  where  we  think  Senator  Leahy's 
bill  makes  a  very  important  contribution  toward  rectifying  impor- 
tant problems  concerns  (b)(3)  statutes. 

This  is  the  only  major  proposal  in  S.  1034  which  does  not  have 
some  counterpart  in  S.  774,  and  it  is  a  proposal  for  uniform  re- 
quirements for  the  enactment  of  (b)(3)  withholding  statutes. 

The  incredible  proliferation  of  (b)(3)  statutes  has  posed  a  special 
hazard  to  the  exemption  framework  through  which  Congress  clear- 
ly intended  to  regulate  public  access  to  agency  records. 

The  Chairman.  Let  me  ask  you  one  thing  now.  We  have  got  your 
whole  statement  here.  You  are  just  reading  from  that,  are  you  not? 

Mr.  Adler.  I  was 

The  Chairman.  We  are  going  to  put  your  entire  statement  in  the 
record. 

Mr.  Abler.  Yes,  sir. 

The  Chairman.  Now,  what  I  asked  you  to  do  was  to  say  anything 
else  that  is  not  in  your  statement  that  you  wanted  to. 

Mr.  Abler.  Anj^hing  else  that  I  would  say  I  would  hope  would 
be  in  response  to  questions. 

The  Chairman.  Then,  I  do  not  see  any  use,  since  we  have  got 
your  statement — reporter,  put  his  entire  statement  in  the  record. 

Now,  if  you  have  any  additional  remarks,  we  would  be  glad  to 
hear  them. 

Mr.  Abler.  Only  in  response  to  questions  that  you  might  have. 

The  Chairman.  Thank  you  very  much. 

Now,  we  have  got  to  move  on  here.  I  have  got  engagements  wait- 
ing. If  you  do  not  mind,  Mr.  Adler,  will  you  answer  a  few  questions 
here  for  the  record?  We  will  give  you  a  copy  of  them. 

Mr.  Abler.  Certainly. 

The  Chairman.  We  will  give  you  time  to  answer  them,  and  then 
send  them  to  the  staff  here. 

Mr.  Abler.  We  would  be  happy  to. 

The  Chairman.  Thank  you  very  much  for  your  appearance. 

Dr.  Miller,  while  sitting  here,  I  have  read  your  statement,  so  you 
do  not  have  to  read  it.  I  am  the  only  one  here. 

Dr.  Miller.  All  right,  thank  you. 

The  Chairman.  Now,  do  you  have  anything  in  addition  to  your 
statement  that  you  want  to  say? 

Dr.  Miller.  No;  I  do  not.  I  just  hope  that  the  two  matters  that  I 
raise — one  regarding  the  fee  waivers  for  historians  and  scholars, 
and,  second,  the  impact  of  the  new  executive  order — will  be  taken 
into  consideration  in  the  reformation  of  the  FOIA. 

The  Chairman.  Now,  we  have  a  few  questions  here.  Would  you 
mind  taking  those  and  answering  those  for  the  record? 

Dr.  Miller.  Certainly. 
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The  Chairman.  If  any  other  member  of  the  committee  has  any 
questions,  we  will  send  those  to  you,  if  you  do  not  mind,  either  one 
or  both  of  you. 

Mr.  Abler.  We  would  be  happy  to  receive  them. 

Dr.  Miller.  Yes. 

The  Chairman.  Dr.  Miller,  we  thank  you  very  much  for  your  ap- 
pearance, too. 

Mr.  O'Brien,  professor  of  political  science  at  the  University  of 
Virginia,  could  not  be  here  and  we  will  place  his  entire  statement 
in  the  record,  and  ask  him  to  answer  certain  questions,  too. 

[The  prepared  statements  and  questions  with  responses  submit- 
ted for  the  record  follow:] 
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PREPAKLH  S)A11MIN1   01    MiM<l_ON  II.   IIai,I^K1N,   DlKLClOK,   AND  AlLAN  K.   AlHLK,   CoUNSLL, 

Centik  (OK  Nationai  SioiiRiTY  STimiES,  ON  Behalf  of  the  American  Civil  Lib- 
ERTiis  IInuv^ 

Mr.  Ch«i.riDJin  ind  M«(nb«r»  o(  th«  Subcooait  C*« : 

On  t)«ri«U  ot  the  Aoisricjn  Civil  Libtrciei  Union,  we  want  Co  thank  you 
tor  th*  opportunity  to  »pp«»r  b«for«  you  today  to  present  our  views  on  S.  774 
ami  S.  1034,  bill*  to  amend  the  Freedom  of  Information  Act  (FOIA^  which  were 
incroductd  respectively  by  Senator  Hatch  and  Senator  Leahy.   We  comment  tirst 
on  S.  'n. 

With  a  fen  excepciona  discussed  below,  the  ACLU  considers  S.  774  — 
last  year's  "compromise"  bill  —  to  be  an  acceptable  accommodat ion  o f  the 
concerns  raised  by  the  Reagan  Administration  and  others  in  connection  with  the 
need  for  more  flexibility  to  withhold  exempt  information.   However,  the  ACLU's 
position  in  this  regard  is  predicated  on  two  important  assumptions:   the  first 
is  that  there  will  be  no  efforts  to  add  impedioencs  to  access  to  the  bill  and 
the  second  is  chat  an  objective  staccoent  of  legislative  intent  will  be 
produced  through  a  cooperative,  bipartisan  effort  confirming  the  general 
understandings  reached  in  last  year's  discussions  regarding  the  meaning  of  the 
individual  provisions  in  the  "conprooise"  bill. 

We  would  emphasise,  Mr.  Chairman,  that  the  foregoing  considerations 
are  particularly  iaportant  with  respect  to  our  continued  support  of  S.  "4's 
various  law  enforcement  amendments,  which  FEI  Director  William  Webster  has 
said  "would  significantly  add  to  the  protection  of  our  informants  and  our 
confidential  information  if  ultimately  passed."  See  Speech  by  William  H. 
Webster,  Director,  Federal  Sureau  of  Investigation,  Before  cne  Society  of 
Former  Special  Agents,  Las  Vegas,  Nevada,  October  30,  1?82. 

As  sentioned  earlier,  there  are  several  provisions  in  S.  "-*  to  which 
the  ACIC  objects.   Those  that  are  of  particular  concern  «e  discuss  in  detail. 
The  other  provisions  which  we  Relieve  have  not  ^een  adequately  iustified  are: 
the  aeeadments  with  respect  to  fair  value  tees  or  royalties  for  cotrcercial  ly 
valuable  technological  information  .Section  I\  court  rulinss  on  violations  of 
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applicable  cia«  liaici  '^Scccion  3),  saoualt  and  «zaainacion  saccriala  ^3ectioo 
3),  and  che  "could  rtatonatly   be  *xp*cc*d  to"  tcandard  for  Cl)<  pertonal 
privacy  exeoption  CSec^tioo  9/.   We  would  like  '.o   »uOxit  for  che  record  a 
luppleoencal  oefficranduB  explaining  our  '/iew*  on  zi;t*e   prcviiiont. 

The  proviiion*  in  3.  776  «bicb  give  the  ACL"  particjlar  caufe  for 
concern  are  choae  relating  to  technical  data  and  to  "proper"  per»oo». 
Technical  Data 

The  ACLU  is  strongly  oppottd  Co  the  proposed  r.eu  ezesption  for 
"technical  data"  that  is  subject  to  the  restrictions  of  the  export  control 
laws  f^Section  11;  on  tuc  basic  grounds. 

The  first  is  that  denial  of  public  access  :o  governaeot  ioforaation  on 
national  security  grounds  should  be  acconplisbed  only  through  proper 
classification  pursuant  to  an  Executive  Order  as  provided  for  is  £ie«stion  Cne 
of  tbe  fOIA.   Given  the  aore  than  adequate  protection  afforded  by  this 
authority,  there  is  no  justification  for  seeking  additional  authority  to 
withhold  unclassified  inforaatioo  fro«B  the  public  on  oacicnal  security 
grounds . 

Tbe  second  oasis  for  opposition  is  :nat,  assusiog  without  conceding 
that  an  alternative  to  classification  should  oe  availaole  to  deny  public 
access  to  certain  technical  caca  in  agency  records,  cr.e  definitions  and  lists 
of  reference  aoployed  under  :he  federal  export  control  laws  are  wholly 
•jnsuired  to  the  task  of  serving  as  exemption  stancsrcs  -r.der  tr.e  r'lA. 

As  Che  Supre-Be  Court  r-as  repestecly  espr.as  ized,  " 'd  1  isclosure ,  cot 
secrecy,  is  the  dotDioaoc  oojeccive"  of  tbe  FCIA  and  tee  Act's  exesptioos  "rest 
be  narrowly  construed."   Deoarcsegt  of  tse  Air  force  v.  8ose.  425  C.S.  252 
'1976).   Yec  the  Cooicodities  Control  List  and  the  «ilitarily-Cr icioa 1 
Technologies  List,  which  are  coopilec  :y  tee  CcBxeroe  acd  Defease  Ceoarzreocs 
are  intended  to  provide  definitive  standards  of  rsferecce  for  isposicg 
national  security  export  controls  on  cecdcical  data,  nave  ieec  roundly 
criticized  by  industry,  science,  and  goveraceot  officials  is  terss  of  tee 
Uses'  failure  to  focus  -arrowly  on  the  kinds  of  technologies  that  soould 
properly  be  subject  :o  national  security  export  controls,   for  eia=?le,  a 
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report  issued  last  month  by  the  Export  Adicinistra tion  Subcommittee  of  the 
President's  Export  Council  labelled  the  CCL  "vague  and  convoluted,  requiring 
the  interpretive  expertise  of  both  lawyers  and  engineers;"  the  same  report, 
characterizing  the  classified,  revised  draft  of  the  MCTL,  concluded  that  it 
was  "presently  too  broad,  including  obsolete,  widely  available  and 
non-military  technologies."   Recommendations  on  Amending  the  Export 
Administration  Act  of  1979  —  the  Export  Administration  Subcommittee  of  the 
President's  Export  Council,  March  11,  1983. 

In  the  ongoing  hearings  before  the  House  Foreign  Affairs  Subcommittee 
on  International  Economic  Policy  and  Trade  and  the  Senate  Banking  Subcommittee 
on  International  Finance  and  Monetary  Policy  concerning  renewal  of  the  Export 
Administration  Act,  one  witness  after  another  has  offered  similar  criticisms 
about  the  sweeping  scope  of  restricted  technologies.   See  also  General 
Accounting  Office,  "Export  Control  Regulation  Could  Be  Seduced  Without 
Affecting   National  Security,"  ID-82-i-,  May  It,    1982,  p.  :  \    National  Academy 
of  Science,  "Scientific  Ccnmun ica t ion  ana  National  Security,"  September  1982, 
pp.  58-59. 

Similar  criticism  is  also  applicable  to  the  U.S.  Munitions  List  which, 
pursuant  to  the  Arms  Export  Control  Act  and  its  implementing  International 
Traffic  in  Arms  regulations,  is  administered  cy  the  State  Department  to 
control  exports  of  "defense  articles  and  defense  services,"  including  "defense 
information."   Like  the  Export  Administration  Regulations,  the  ITAR 
expansively  defines  "technical  data"  to  include  virtually  any  information 
relating  to  listed  items.. 

If  the  aim  of  this  proposed  exemption  in  S.  774  is  to  avoid  domestic 
public  access  (and  the  risk  of  subsequent  export)  in  connection  with  sensitive 
technical  data  comprising  blueprints  and  detailed  "how-to"  manuals  for 
technologies  that  are  truly  critical  to  national  security,  the  broad 
incorporating  reference  to  the  current  expor t  control  laws  is  an  unacceptably 
vague  and  overbroad  means  of  achieving  it.   Notwithstanding  our  primary 
objection  regarding  the  circumvention  of  classification  standards,  the  ACLU  's 
willing  to  work  with  the  Subcommittee  to  see  if  a  satisfactorily-narrow 
provision  can  be  drafted. 
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Proper  Persons 

The  other  provisions  in  S.  774  which  are  extremely  troublesome  to  the 
ACLU  are  those  seeking  to  restrict  the  use  of  the  FOIA  by  felons  and 
foreigners.   We  believe  that  it  is  unnecessary  and  unproductive  to  debate  the 
merits  of  the  provisions  in  terms  of  the  uses  and  abuses  of  the  FCIA  that  are 
attributed  to  these  classes  of  individuals.   In  our  view,  it  is  the  importance 
c:  aar.erin;  to  cne  c:  cr.e  fundamental  principles  underlying  the^  FCIA,  togstner 
witn  tr.e  practical  '.ner.  fcrcsacility  of  such  restrictions,  that  ultimately 
argues  zest  persuasively  against  their  adoption. 

This  Subcommittee  should  not  have  to  be  reminded  that  Congress  decided 
to  periit  "any  person"  to  use  the  FCIA,  without  qualification  regarding 
identity  or  purpose,  because  pre-FOIA  law  had  been  badly  abused  by  bureaucrats 
who  arrogated  to  themselves  a  broad  discretion  to  deny  public  access  to 
governmec^t  information  whenever  they  disapproved  of  the  requesting 
individual's  background  or  intentions.   As  a  report  of  the  House  Committee  on 
Government  Cperations  stated,  "the  statutory  requirement  that  information 
about  routine  administrative  actions  need  be  given  only  to  'persons  properly 
and  directly  concerned'  has  been  relied  upon  almost  daily  to  withhold 
Government  information  from  the  public."   B.  RepC.  No.  1497,  89th  Cong.,  2nd 
Sess.  (1966),  reprinted  at  page  27  of  Senate  Judiciary  Subcommittee  on 
Administrative  Practice  and  Procedure,  Freedom  of  Information  Act  Source  Sook: 
Legislative  Materials.  Cases.  Articles.  93rd  Cong.,  2nd  Sess.  (1974). 

The  ACLD  views  the  proposed  restrictions  on  the  use  of  the  FOIA  by 
foreigners  and  felons  as  a  dangerous  first  step  down  a  "slippery  slope"  which 
might  ultimately  return  us  to  the  situation  that  Congress  was  most  determined 
to  rectify.   Efforts  to  enforce  such  restrictions  would  necessarily  require 
agencies  to  satisfy  themselves  that  particular  requesters  did  not  fall  within 
the  categories  of  persons  whose  use  of  the  FOIA  was  restricted.   Such  efforts 
would  necessarily  be  intimidating  to  innocent  requesters  and  increasingly 
burdensome  to  the  agencies,  adding  a  new  layer  to  the  administrative  process 
that  would  further  tax  agency  resources  and  further  delay  substantive 
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responses  :o  pending  FCIA  requests.   More  importancly,  Che  restrictions  would 
:e  easily  iircumvenced  in  most  cases  by  the  use  of  surrogates  for  barred  or 
restricted  requesters.   Agency  efforts  to  prevent  circumvention  would 
necessarily  result  in  an  increasingly  burdensome  process  of  further  inquiry. 

The  current  exemption  scheme  in  the  FOIA  is  adequate  to  address  any 
concern  that  felons  and  foreigners  may  obtain  access  to  sensitive  law 
enforcement  or  national  security  information  which  would  ultimately  prove 
harmful  to  legitimate  government,  public,  or  private  interests. 

As  wescated  at  Che  outset,  resolucion  of  Chese  problems  would  make  S. 
774  an  accepCable  and,  we  believe,  reasonable  response  Co  the  concerns  raised 
by  Che  Reagan  Adminis era Cion  concerning  Che  problems  of  agencies  and 
submitters  under  current  provisions  of  the  FOIA.   It  would  not .  however,  make 
S.  774  a  balanced  package  of  FOIA  amendments  which  the  ACLU  could  supporC. 
This  is  because  S.  774  contains  no  substantial  provisions  addressing  the 
problems  experienced  by  requesters  or  enhance  the  effectiveness  of  the  FOIA  as 
a  bulwark  against  the  agencies'  overreaching  tendencies  toward  secrecy  in 
conducting  the  public's  business. 
S.  1034 

The  FOIA  anendmenCs  incroduced  by  Senacor  Leahy  in  S.  1034  would 
constitute  a  major  step  cowards  improving  the  effectiveness  of  the  FOIA.   If 
chey  were  to  be  added  Co  5.  774,  amended  as  we  propose,  chat  would  constitute 
a  balanced  package  of  amendments  that  would  fit  the  general  prescription  for 
"fine-tuning"  the  FOIA  in  response  to  the  concerns  of  requesters,  submitters 
and  agencies  alike.   We  could  support  such  a  bill,  although  there  are  other 
improvemencs  chac  we  would  like  Co  see  including  a  definition  of  records. 
See  cne  hCIL"  testimony  to  this  subcommittee  in  the  last  Congress.) 

With  tne  exception  of  proposed  uniform  rec^-iremen  t  s  for  the  enaccmenc 
of  (b}(3}  statutes,  the  provisions  of  S.  1034  all  address  issues  that  are 
covered  in  substantially  similar  fashion  in  S.  774.   The  value  of  Senator 
Leahy's  proposals,  howe/er,  lies  in  their  refinement  of  the  similar  proposals 
in  S.  774  to  treat  the  concerns  of  requesters  on  a  par  with  those  of  the 
agencies  and  submitters. 
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In  Che  maccer  of  business  confidentiality  procedures,  for  example,  . 

Section  6  of  S.  1034  is  substantially  the  same  as  Section  4  of  S.  774  with  the 

exception  of  one  important  additional  consideration  —  a  provision  that  would 

allow  an  agency  to  dispense  with  notification  requirements  for  "classes  of 

documents  which  the  agency  designates  are  unlikely  Co  contain  any  information 

exempt  from  disclosure"  under  Exemption  4.   Since  both  bills  would  allow 

agencies  to  require  submitters  to  designate  Exemption  4  materials  at  the  time 

of  submission,  thus  triggering  notice  and  other  procedural  rights  Co  safeguard 

Che  submicter's  interest  in  confidentiality,  both  bills  raise  concerns  about 

the  potential  burdens  on  agencies  and  requesters  that  could  result  if  the 

designation  requirements  were  Co  be  employed  in  a  fraudulent  or  frivolous 

fashion  by  submiccers  in  order  Co  trigger  cheir  procedural  righcs  (and  thus 

delay  disclosure)  in  categories  of  information  chat  would  be  routinely 

disclosable  to  the  public  under  ordinary  agency  practices.   The  impact  of  the 

proposed  business  confidentiality  procedures  in  terms  of  the  administrative 

burdens  they  would  impose  on  agencies  is  an  area  which  has  not  been  adequately 

explored  despite  general  endorsements  of  the  procedures  in  concept  by  all 

sides  during  the  last  Congress.   Senate  Leahy's  proposal  is  an  important  step 
in  the  right  direction. 

The  same  lay  be  said  for  provisions  in  S.  1034  which  would  give 
agencies  a  monetary  incentive  to  comply  with  the  statutory  time  limits,  while 
allowing  the  court  to  assess  reasonable  attorney's  fees  and  other  costs 
incurred  by  requester  during  the  administrative  process  subsequent  to  an 
agency's  failure  to  comply  with  applicable  time  limits.   Again,  they  would 
provide  a  better  balance  of  interests  with  regard  to  substantially  similar 
ground  covered  in  S.  774. 

Where  S.  1034  does  substantially  depart  from  the  provisions  of  S.  774, 
however,  there  is  ample  justification  in  the  public  record  of  FOIA  experience 
Co  supporC  Che  wisdom  of  Senator  Leahy's  proposals. 
Fee  Waivers 

As  Senator  Leahy  noted  in  his  floor  statement  upon  the  introduction  of 
S.  1034,  the  record  of  agency  compliance  with  congressional  intent  for  a 
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generous  construction  of  the  FOIA's  fee  waiver  provision  has  been  a  dismal 
one,  and  it  promises  to  get  worse  in  response  to  new  restrictive  fee  waiver 
guidelines  issued  by  the  Justice  Department  in  January  of  this  year. 

The  fairness  of  this  assessment  may  be  judged  by  noting  a  recent 
conclusion  drawn  by  the  CIA  with  respect  to  the  expected  impact  of  differences 
in  policy  oetween  the  new  guidelines  and  the  Civiletti  guidelines  they 
replaced.   "As  anticipated,"  the  agency  states  in  its  198C  annual  FOIA  report 
to  Congress,  "the  Department  of  Justice  guidelines  promulgated  in  late 
December  of  1980  increased  the  number  of  fee  waivers  granted.  .  .  New 
guidelines  issued  in  January  1983  may  help  alleviate  the  drain  on  public 
monies  somewhat,  in  that  the  guidelines  empnasize  the  'public  benefit'  aspect 
more  strongly." 

Sep.  Glenn  English,  chairman  of  the  House  subcomcittee  which  has 
legislative  and  oversignt  responsibility  for  the  FOIA,  recognized  the 
mean-spirited  nature  of  the  new  guidelines  and  characterized  them  in  a  letter 
to  the  Attorney  General  as  "just  another  in  a  long  series  of  actions  by  the 
Reagan  Administration  intended  to  undermine  the  Freedom  of  Information  Act  and 
to  inhibit  the  public  availability  of  information  in  general."   In  another 
letter  to  all  agency  heads.  Rep.  English  pointed  out  some  of  the 
"shortcomings"  in  the  new  guidelines  and  reaffirmed  "strong  congressional 
support  for  a  generous  fee  waiver  policy."   Copies  of  both  of  Rep.  English's 
letters  are  appended  to  our  written  statement  and  we  ask  that  the  letters, 
along  with  the  statements,  be  included  in  the  record  of  these  hearings. 

While  Section  2  of  S.  774  was  obviously  intended  to  strengthen  the  fee 
waiver  provision  of  the  FOIA  through  dispositive  Congressional  determinations 
in  support  of  a  generous  waiver  policy,  it  is  awkward  and  poorly-drafted  in 
that  it  would  create  a  bifurcated  standard  addressing  only  certain  fees  in 
each  part.   The  recognized  "public  interest"  requesters  under  this  scheme 
would  apparently  have  to  invoke  both  parts  of  the  fee  standard  in  order  to 
have  all  fees  waived  in  combination.   The  fee  waiver  amendment  in  S.  1034, 
however,  more  cleanly  executes  the  apparent  intention  of  the  provision  in  S. 
774. 
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(b)(3)    Scacutes 

The  only  major  proposal  in  S.  1034  which  does  noc  have  some 
councerparc  in  S.  774  is  Che  proposal  for  uniforn  requirements  for  che 
enaccmenc  of  (b)(3)  withholding  statutes.   Nevertheless,  this  proposal  s_hould 
De  v.eweQ  as  a  necessary  element  of  any  serious  program  to  "fine-tune"  the 
FCU. 

The  incredible  proliferation  of  (b)(3)  statutes  has  posed  a  special 
hazard  to  the  exemption  framework  through  which  Congress  clearly  intended  to 
regulate  public  access  to  agency  records.   Although  no  one  seems  to  know  just 
how  nany  (b)(3)  statutes  exist,  it  is  difficult  to  find  an  authorization  or 
appropriations  bill  that  does  not  have  one  buried  somewhere  deep  in  its 
provis ions . 

The  typical  (b)(3)  statute  first  appears  as  a  "rider"  on  a  significant 
bill  and  is  then  enacted  without  any  serious  consideration  of  its  individual 
merits.   Some  mechanism  for  controlling  these  "back-door"  amendments  to  the 
FOIA  is  imperative  if  whole  categories  of  agency  records  are  not  to  be 
continually  placed  beyond  public  access  with  little  thought  or  debate  over  the 
reasons  and  consequences  involved. 

The  ACLU  strongly  urges  the  inclusion  of  Section  8  of  S.  1034  in  any 
comprehensive  FOIA  bill  as  a  necessary  means  of  insuring  that  new  proposals 
for  additional  government  secrecy  will  be  closely  scrutinized  and  challenged 
on  their  merits,  rather  than  enacted  outside  the  channels  of  legislative  FOIA 
expertise  . 
Cone  lusion 

Once  again,  Mr.  Chairman,  we  hope  to  work  with  the  members  and  staff 
of  the  Subcommittee  and  the  full  Committee  in  an  effort  to  achieve  a 
reasonable  "fine-tuning"  of  the  FOIA.   We  now  believe  that  the  necessary 
materials  are  at  hand  if  only  we  can  find  the  right  combination  to  strike  a 
proper  balance. 
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^^^t^'^'-'-  NINETY-EIGHTH  C0NG3ESS  -cr"nZi>.i 

"^'^^^  dongrtss  of  the  -Hnitd  .States 

ftrasc  of  UqirtsnTUDDES 

GOVEftNMENT  INFORMATION,  JUSTICE.  AND  AGRICULTURE 
SUBCOMMrTTEE 

OfTHt 

COMMITTEE  ON  GOVERNMENT  OPERATIONS 
Washincton.  D.C  20516 

February   22 ,    1983 


The   Honorable   Williao)   French    Smich 
Attorney   General    of    the   Uniced    Scares 
Deparcment    of   Justice 
Uashirgton,    DC    2053C 

Dear   Mr.    Accomey   General: 

Last   month,    Assistant   Attorney   General   Jonathan    Pose 
issued    new  guidance    to    departniencs    and    agencies    on    the    granting 
of    fee   waivers    under    the    Freedom    of    Infcrmaticn    Act.       I   have 
very    serious    objections    to    the   new   policy,    and    I   have   written 
to    the   head    of    every   depart^^ent    and    agency    expressing    uiy   own 
views.      A    copy    of  ny   letter    is    attached    for    your    information. 

The   new    fee   waiver   policy    is    just    another    in    a   long    series 
of   actions    by    the    Peagan   Adtninistrat ion    intended    to   underline 
the   Freedcni   of    Inforaation   Act    and    to    inhibit    the    public 
availability   of    inforaiatior    in    general.      The   nain    result    of 
these    actions    will   be    an    increase    in    FGIA    litigation    and    an 
eventual   rejection    of   unwise    or   unlawful   new   policies    by    the 
courts.      The    dercnstrated   hostility   of    the    Reagan   Adrinistratic.i 
to    the    FOI.A   will    also    lake    it    less    likely    that    proposals    to 
arend    the    FCIA    put    forward   by    your    Depament   will    receive 
serious    consideration    in    this    Congress. 

I    intend    to    speak    cut    in    the    future    if    further    action 
is    taken   by    the    Peagan   Adninistraticn    to    interfere    with    the 
operations    of    the    Freedon   of    Inforrraticn   Act. 

Sincerely , 


Glenn    Fnelish 
Chairtsan 

GE:e!P 
Attachment 
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^iai"  I  -^si  .K  tt  y*.  NINETY-EIGHTH  CONGRESS  » 

lZ/>.'-^%  'OWNS     IT 


Congress  of  the  Hnite^  States 

!^on5e  of  Tl£|irt5mtanDcs 


GOVERNMENT  INFORMATION,  JUSTICE.  AND  AGRICULTURE 
SUBCOMMITTEE 

O'TME 

COMMITTEE  ON  GOVERNMENT  OPERATIONS  ^_^ 

S-349-C  fUvluM  HOUU  0»*CI  BU4kfilH«  (  j 

Washington.  DC.  205 IS 


February  22 ,  1983 


Dear  [Agency  Head! : 

On  January  7,  19?3,  Jonathan  C.  Pose,  Assistant  Attorney 
General,  Office  of  Legal  Policy,  Department  of  Justice,  issued 
new  guidance  on  the  adirinistrat ion  of  the  fee  waiver  provisions 
of  the  Freedoc  of  Information  Act.   The  FOIA  assigns  the  Justice 
Department  responsibility  to  encourage  agency  compliance  with    /^  , 
the  Act,  but  the  Department  cannot  issue  binding  guidance  on    ^  ' 
FOIA  administration.   If  Justice  Department  guidance  is  unwise, 
inconsistent  with  the  law,  or  not  in  accordance  with  congressional 
intent,  agencies  are  free  to  ignore  it. 

I  do  not  propose  to  provide  a  point-by-point  refutation  of 

the  Justice  Department  guidance  at  this  time.   A.  review  of 
relevant  case  law  will  show  that  significant  cases  favorable 
to  the  granting  of  fee  waivers  were  not  considered  and  important 
aspects  of  cited  cases  were  ignored.   It  appears  that  the  Justice 
Department  selected  its  guidance  from  cases  and  pieces  of  cases 
chosen  to  provide  as  many  different  reasons  for  denying  fee 
V7aivers  as  possible  and  tc   pake  the  consideration  of  fee  waiver 
requests  as    complex  as  possible.   Because  the  Justice  Department 
guidance  is  so  biased,  I  offer  my  own  views  in  order  to  point 
out  some  of  its  shortcomings  and  tc  indicate  strong  congressional 
support  for  a  generous  fee  waiver  policy. 

The  fee  waiver  provision  was  enacted  in  197^  because  the 
Congress  found  that  agencies  used  excessive  charges  to  discourag^'A 
requesters  and  to  deny  access  to  information.   The  Senate  Report 
on  the  original  version  of  the  fee  waiver  provision  stated: 

[The  bill]  allows  documents  to  be  furnished 
without  charge  or  at  a  reduced  charge  where  the 
public  interest  is  best  served  thereby.   This 
public-interest  standard  should  be  liberally 
construed  by  the  agencies... 


540 


injpcr-ariC  factor  in  the  ir.zerr  r-r  ;ar  i:r.  rr  -.-.=  fee  vai'-'er  prcvisi.cn 
anc  Lz   has  been  zLzsc    appr:vir.2  ly  :;■•  ihe  zz-ltzs.      See,  e.g., 
Zucev  V.  Cen'ral  Ir. :  e  ILigence  .-.kir.cy  ,    -'  -    :  .    Sucp.  1'75  (1975); 
?.ir:c  V.  Iv.er,  -2S  T".    Suo:;.  irf  ■'J/?'.   The  Justice  "eaartsenc 


sezcrancuta  cires  hcch  cf  these  ;ases  ,  bur  r.c"  for  this  propcs  icier. . 
In  face,  che  Justice  Departrzer.c  has  conveniently  neglected  co 
CO  mencicn  che  liberal  ccnscruccicn  policy  enunciated  by  the 
Congress  and  relied  upon  by  the  courts. 

The  Justice  "epartrent  Tercrancupi  prcpcses  five  criteria 
to  be  used  in  making  fee  waiver  -etertiinaticns  :   H)  genuine 
public  inceresc  in  che  subject  -atter  of  the  docunencs;  (2)  value 
CO  che  public  of  che  records  themselves;  (3)  availability  of  che 
reauesced  inforriacion  in  the  t-;:lic  ccr.ain;  (^^  identity  and 
qualifications  of  requester;  i.-c    ,z]    personal  Interesc  of  the 
requester . 

As  described  by  che  Justice  Tepartxenc,  several  of  these 
criceria  seeE  co  invice  an  agency  to  substicuce  tcs  own  judgment 
for  chac  of  a  requescer.   Ic  is  inappropriace  co  use  fee  waivers 
in  chis  fashion.   If  a  repcrcar  seeks  a  fee  waiver  for  informacicr. 
soughc  in  conneccion  wich  a  news  scory,  ic  is  noc  che  role  of  an 
agency  co  decide  whecher  che  reporter  will  unaerscand  che  inforoa- 
Cion  chac  was  disclosed,  who  nighc  read  che  scory,  or  whecher 
Che  scory  is  imporcanc.   Edicorial  judgraencs  are  made  e.xclusively 
by  che  press,  and  fee  waivers  are  noc  Co  be  used  co  second-guess 
or  direcc  press  accivicies.   Sinilarly,  an  agency  should  noc  use 
fee  waiver  requescs  co  substitute  its  own  judgmenc  for  chaC  of 
scholars  and  ochers  whose  work  resulcs  in  oversighc  of  agency 
accivicies . 

For  requescs  from  che  press  for  fee  waivers,  I  would  propose 
a  much  simpler  and  more  scraightf orward  rule:   inforaacion  pro- 
vided CO  che  press  as  pare  of  newsgacher ing  benefics  the  general 
public,  and  che  press  is  encicled  co  a  fee  waiver. 

I  hope  chac  my  coirirencs  on  fee  waivers  will  help  Co  preserve 
a  balanced  policy.   I  e.xpecc  to  increase  oversight  of  FOIA  admini- 
scracion  in  general  and  of  fee  waivers  in  particular.   Those  who 
unreasonably  deny  fee  waivers  when  the  furnishing  of  information 
can  be  considered  as  primarily  beneficing  che  general  public 
can  expecc  co  be  inviced  co  explain  cheir  decisions  at  fucure 
hearings . 

S  in  c  e  r  e  1  y  , 

Glenn  English 
Chairman 

GE : rg : em 
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Center  for  National  Security  Studies 


4  May  1983 


The  Honorable  Orrin  Hatch 

Chairman,  Senate  Judiciary  Committee 

Subcommittee  on  the  Constitution 
United  States  Senate 
Washington,  D.C.  20510 


Dear  Mr.  Chairman, 

Pursuant  to  the  commitment  made  in  the  statement  which 
I  presented  on  behalf  of  the  American  Civil  Liberties 
Union  at  the  Subcommittee's  April  21  hearing  on  proposed 
amendments  to  the  Freedom  of  Information  Act,  I  respect- 
fully submit  for  the  record  a  supplemental  memorandum 
providing  a  more  detailed  explanation  of  the  ACLU ' s  views 
on  four  of  the  provisions  in  S.774. 


Sincerely , 

Cuui^ —  OulU^ 

Allan  Adler 
Legislative  Counsel 


122  Maryland  Avenue  N.E.  •  Washington,  D.C.  20002  •  (202)  544-5380 


A  nroiecc  of  ihe  ACLU  Foundation  and  iht  Fund  for  Peace. 


31-251    0-84-35 
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Supplemental  Memorandum  to  Statement  Presented  By  Allan  Adler, 
Legislative  Counsel,  Center  for  National  Security  Studies,  On 
Behalf  of  the  American  Civil  Liberties  Union  Before  the  Subcom- 
mittee on  the  Constitution  of  the  Senate  Committee  on  the 
Judiciary  Concerning  S.774  and  S.1034,  April  21,  1983. 

Commercially  Valuable  Technological  Information  Fees  (Section  2) 

S.774  would  authorize  agencies  to  charge  a  "fair  value  fee  or 
royalties,  or  both,  in  addition  to  or  in  lieu  of  any  processing 
fees  otherwise  chargeable"  to  a  FOIA  requester  "in  the  case  of 
any  request  or  series  of  related  requests  for  records  containing 
commercially  valuable  technological  information  which  was 
generated  or  procured  by  the  Government  at  substantial  cost  to 
the  public,  is  likely  to  be  used  for  a  commercial  purpose,  and 
will  deprive  the  Government  of  its  commercial  value." 

Reagan  Administration  officials  who  supported  this  proposal  at 
Subcommittee  hearings  during  the  97th  Congress  asserted  that  the 
assessable  fees  for  requested  agency  records  which  are  developed 
at  considerable  public  expense  —  such  as  computer  programs,  maps, 
charts,  and  courses  of  instruction  --  should  exceed  ordinary  FOIA 
processing  charges  to  take  into  account  such  factors  as  the 
estimated  commercial  value'  of  the  information,  the  cost  to  the 
Government  of  acquiring  it,  and  any  public  interest  served  by  its 
disclosure  to  the  requester.   See  Freedom  of  Information  Act: 
Hearings  Before  the  Subcomm.  on  the  Constitution  of  the  Senate 
Comm.  on  the  Judiciary,  97th  Cong.,  1st  Sess.,  Vol.  1  (1982)  at  107 
(Statement  of  William  Taft,  General  Counsel,  Defense  Department) 
and  664  (Letter  from  William  French  Smith  to  Hon.  George  Bush, 
President  of  the  Senate,  and  the  Department  of  Justice  legislative 
proposal  to  amend  the  Freedom  of  Information  Act) . 

Senator  Hatch,  chairman  of  the  Subcommittee  and  the  proposal's 
original  sponsor  in  S.1730,  has  asserted  that  the  provision  in 
S.774  "carries  out  federal  policy  as  enunciated  in  the  Federal 
User  Fee  statute,  31  U.S.C.§483a"  which  was  enacted  in  1951.  See 
Hearings,  Id.  at  Vol.  2,  p. 6.  That  statute  declares  "the  sense  of 
the  Congress"  that  any  "thing  of  value  or  utility"  that  is 
"performed,  furnished,  provided,  granted,  prepared,  or  issued"  by 
any  federal  agency  to  or  for  any  person  "shall  be  self-sustaining 
to  the  full  extent  possible"  through  the  assessment  of  "fair  and 
equitable"  fees  which  take  into  consideration  the  "direct  and 
indirect  cost  to  the  Government,  value  to  the  recipient,  public 
policy  or  interest  served,  and  other  pertinent  facts." 

But  the  legislative  history  of  the  FOIA  fee  provisions  as  originally 
enacted  clearly  indicates  that  Congress  was  fully  aware  of  this 
statutory  policy  when  it  created  a  basic  framework  for  FOIA  request- 
processing  charges  which  did  not  include  anything  in  the  nature  of 
"a  fair  value  fee  or  royalties."   See  H.R.REP.NO.  1497,  89th  Cong., 
2d  Sess.  9  (1966),  reprinted  in  SUBCOMM.  ON  ADMIN.  PRACTICE  AND 
PROCEDURE  OF  THE  SENATE  COMM.  ON  THE  JUDICIARY,  9  3d  Cong.,  2d  Sess., 
FREEDOM  OF  INFORMATION  ACT  SOURCE  BOOK:  LEGISLATIVE  MATERIALS,  CASES, 
ARTICLES  at  22  (Comm.  Print  1974),  and  U.S.  DEFT.  OF  JUSTICE, 
ATTORNEY  GENERAL'S  MEMORANDUM  ON  THE  PUBLIC  INFORMATION  SECTION 
OF  THE  ADMINISTRATIVE  PROCEDURE  ACT  25-26  (June  1967) ,  reprinted 
in  Source  Book,  Id.  at  194.  [NOTE:  References  to  the  User  Fee 
statute  in  these  materials  are  to  5  U.S.C.§140;  however,  the 
statute  was  recodified  as  31  U.S.C.§483a  pursuant  to  the  general 
revision  and  enactment  of  Title  5,  Government  Organization  and 
Employees,  by  Public  Law  89-554,  §1,  September  6,  1966.] 

Moreover,  in  19  74,  when  the  FOIA  fee  provisions  were  amended  in 
response  to  an  extensive  record  of  testimony  showing  how  agencies 
had  abused  the  fee  assessment  authority  to  thwart  the  Act's 
disclosure  mandate.  Congress  provided  further  indication  of  its 
intent  to  distinguish  the  policy  of  the  User  Fee  statute  from  the 
fee  policy  it  considered  appropriate  in  the  context  of  insuring 
a  statutory  right  of  public  access  to  agency  records  under  the 
FOIA.   The  House  and  Senate  conferees  adopted  almost  verbatim 
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the  Senate  fee  provision  amendment  which  had  been  reported  by  the 
Senate  Judiciary  Committee  with  explicit  reference  to  the  User  Fee 
statute  and  the  conclusion  that  "it  is  not  necessary  that  FOIA 
services  performed  by  agencies  be  self-sustaining."   S. REP. NO.  854, 
93d  Cong.,  2d  Sess.  (1974),  reprinted  in  SUBCOMfl.  Oil  GOVERNMENT 
INFORMATION  AND  INDIVIDUAL  RIGHTS  OF  THE  HOUSE  COMM.  ON  GOVERNMENT 
OPEP-ATIONS  AND  SUBCOMM.  ON  ADMIN.  PRACTICE  AND  PROCEDURE  OF  THE 
SENATE  COMM.  ON  THE  JUDICIARY,  FREEDOM  OF  INFORMATION  ACT  AND 
AMENDMENTS  OF  1974  (P.L.  93-502)  SOURCE  BOOK:  LEGISLATIVE  HISTORY, 
TEXTS,  AND  OTHER  DOCUMENTS,  94th  Cong.,  1st  Sess.  (1975)  at  164. 

Contrary  to  the  "sense  of  the  Congress"  indicated  in  the  User  Fee 
statute,  the  conferees  expressly  indicated  that  their  primary 
concern  in  creating  the  fee  structure  of  the  FOIA  with  more  detailed 
statutory  guidance  on  chargeable  costs  was  to  instruct  agencies  that 
"fees  should  not  be  used  for  the  purpose  of  discouraging  requests 
for  information  or  as  obstacles  to  disclosure  of  requested  informa- 
tion." H. REP. NO.  1380,  93d  Cong.,  2d  Sess.  (1974) (Conference  Report), 
reprinted  in  1975  Source  Book,  Id.  at  225. 

Proponents  of  the  proposal  in  Section  2  of  S.774  argue  that  they 
seek  only  to  allow  the  Government  to  "recoup  costs  of  developing 
the  valuable  technological  information  from  'special  beneficiaries' 
who  receive  a  commercial  benefit. "  Hearing,  supra,  at  6  (emphasis 
added) .   This  is  a  more  narrow  and  better-reasoned  approach  to 
justifying  application  of  the  "user  fee"  concept  to  the  FOIA,  since 
it  would  permit  the  assessment  of  the  additional  "fair  value  fee  or 
royalties"  only  where  the  agency  could  show  that  the  requester  seeks 
the  information  for  a  "commercial  purpose." 

Nevertheless,  the  ACLU  doubts  that  the  proposed  authority  could  be 
implemented  without  creating  an  administrative  nightmare  for  the 
agencies  and  inequitable  delays  and  costs  for  requesters.   Our 
concerns  are  based  upon  the  following  questions  which  have  yet  to 
be  addressed  for  the  public  record  by  supporters  of  the  provision 
in  the  Congress  and  in  the  Reagan  Administration: 

*lVhat  is  encompassed  within  the  term  "technological 
information"? 

*By  what  criteria  would  identified  "technological 

information"  be  adjudged  "commercially  valuable"? 

*How  "substantial"  would  the  "cost  to  the  public"  have 
to  be  in  order  to  trigger  this  assessment  authority? 

*How  would  the  "cost  to  the  public"  be  calculated? 

*VJhat  criteria  could  an  agency  employ  to  determine 

whether  the  information  at  issue  "is  likely  to  be 
used  for  a  commercial  purpose"? 

*What  criteria  could  an  agency  employ  to  determine 

whether  furnishing  the  information  to  the  requester 
"will  deprive  the  Government  of  its  commercial  value"? 

*How  would  the  "fair  value  fee  or  royalties"  for  the 
particular  "technological  information"  at  issue  be 
calculated? 

Leaving  the  resolution  of  these  questions  to  agency  rule-making 
would  be  extremely  unwise  in  light  of  the  potential  for  administra- 
tive abuse  of  the  proposed  authority.   Unless  a  satisfactory 
statement  of  legislative  intent  responding  to  these  questions  can 
be  developed  in  time  to  be  considered  by  Congress,  the  ACLU  will 
continue  to  oppose  this  provision  and  urge  that  it  be  dropped  from 
S.774  when  that  bill  is  considered  in  Subcommittee. 

Non-Violation  of  Time  Limits  Pending  Judicial  Ruling  (Section  3) 

S.774  would  bar  an  agency  from  being  "considered  to  have  violated 
the  otherwise  applicable  time  limits  until  a  court  rules  on  the 
issue . " 
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No  sensible  justification  has  been  offered  in  support  of  any  need 
for  this  provision  and,  notwithstanding  proponents'  reassurances 
to  the  contrary,  it  appears  to  flatly  conflict  with  the  present 
FOIA  law  providing  that  "[a]ny  requester  shall  be  deemed  to  have 
exhausted  his  administrative  remedies  with  respect  to  such  request 
if  the  agency  fails  to  comply  with  the  applicable  time  limit 
provisions"  of  the  Act. 

Unoffical  explanations  from  proponents  of  this  provision  claim  that 
it  is  only  intended  to  soothe  the  ruffled  psyches  of  FOIA-processing 
agency  employees  who  chafe  under  the  perception  that  they  can  be 
repeatedly  considered  "in  violation  of  the  law"  whenever  they  are 
unable  to  comply  with  the  statutory  time  requirements.   Indeed,  such 
a  "perception"  problem  would  appear  to  be  the  only  concern  for  such 
agency  employees  since  their  failure  to  comply  with  the  time  limits 
does  not  subject  them  to  either  administrative  sanctions  from  their 
superiors  or  suit  in  their  individual  capacities  by  requesters. 

Moreover,  the  proposed  amendment  purports  to  shield  the  "agency," 
rather  than  the  processing  employees,  from  being  considered  in 
violation  of  the  law.   It  is  therefore  impossible  to  determine 
what  this  amendment  is  intended  to  accomplish,  especially  in 
light  of  its  proponents'  representations  regarding  the  absence 
of  any  effect  on  a  requester's  right  to  sue  the  agency  for  failure 
to  comply  with  the  time  limits. 

It  is  likely,  however,  that  adoption  of  this  amendment  will  confound 
judges  attempting  to  divine  the  Congressional  purpose  in  embracing 
such  an  apparent  contradiction  with  respect  to  the  scheme  for 
exhaustion  of  administrative  remedies.   For  this  reason,  as  well  as 
for  the  others  stated  above,  the  provision  should  be  dropped  from 
S.774. 

Manuals  and  Examination  Materials  (Section  8) 

In  its  present  form.  Exemption  2  of  the  FOIA  authorizes  agencies 
to  deny  public  access  to  matters  that  are  "related  solely  to  the 
internal  personnel  rules  and  practices  of  an  agency." 

S.774  would  add  to  Exemption  2  language  "including  such  materials 
as  (A)  manuals  and  instructions  to  investigators,  inspectors, 
auditors,  or  negotiators,  to  the  extent  that  disclosure  of  such 
manuals  and  instructions  could  reasonably  be  expected  to  jeopardize 
investigations,  inspections,  audits,  or  negotiations,  and  (B) 
examination  material  used  solely  to  determine  individual  qualifica- 
tions for  employment,  promotion,  or  licensing  to  the  extent  that 
disclosure  could  reasonably  be  expected  to  compromise  the  objectivity 
or  fairness  of  the  examination  process." 

Although  proponents  of  this  amendment,  such  as  the  Department  of 
Justice,  concede  that  the  referenced  materials  "are  arguably 
protected  under  present  law,"  they  maintain  that  the  "confusing" 
legislative  history  of  Exemption  2  has  divided  the  courts  and 
compelled  the  release  of  material  which  "significantly  hampers  the 
government's  ability  to  enforce  the  law,  detect  fraud  or  acquire 
goods  and  services  at  competitive  prices,  since  subjects  of  investi- 
gations or  government  suppliers  may  learn  in  advance  what  the 
government  intends  to  do."   See  Statement  of  Jonathan  Rose,  Ass't 
Attorney  General,  Office  of  Legal  Policy,  Department  of  Justice, 
Before  the  Subcommittee  on  the  Constitution,  Senate  Committee  on 
the  Judiciary,  Concerning  S.774,  The  Freedom  of  Information  Reform 
Act,  on  April  18,  1983. 

These  argximents  have  had  a  sound  basis  in  the  past,  but  the  ACLU 
believes  that  their  validity  has  been  substantially  weakened  in 
light  of  the  en  banc  ruling  of  the  U.S.  Court  of  Appeals  for  the 
D.C.  Circuit  in  Crocker  v.  Bureau  of  Alcohol,  Tobacco  &  Firearms, 
670  F.2d  1051  (D.C.  Cir.  1981) .   In  that  case,  nine  of  the  ten 
Circuit  Judges  deciding  the  case  agreed  that  "if  a  document  for 
which  disclosure  is  sought  meets  the  test  of  'predominant  internal- 
ity, '  and  if  disclosure  significantly  risks  circumvention  of  agency 
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regulations  or  statutes,  then  Exemption  2  exempts  the  material 
from  mandatory  disclosure."  Id.  at  1074. 

The  ACLU  believes  that  the  Crooker  construction  of  Exemption  2 
created  a  viable  working  standard  under  which  the  confidentiality 
concerns  embodied  in  the  proposed  amendment  can  be  met.   Any 
change  in  the  current  exemption  language  is  unnecessary  and  will 
only  reopen  potentially  divisive  judicial  inquiry  into  the  meaning 
of  the  exemption  as  amended  by  the  proposed  additional  language. 
This  process  would  be  bound  to  lead  to  further  confusion  concerning 
protection  of  agency  manuals  and  instructions. 

With  respect  to  law  enforcement  manuals,  moreover,  any  lingering 
uncertainty  over  the  government's  ability  to  protect  legitimate 
confidentiality  interests  would  be  eliminated  through  the  proposed 
amendment  to  Exemption  7(E)  in  Section  10  of  S.774.   The  ACLU 
does  not  oppose   the  proposed  change  in  the  latter  exemption,  which 
is  specifically  intended  to  afford  protection  for  law  enforcement 
manuals  and  instructions  if  disclosure  could  reasonably  be  expected 
to  risk  circumvention  of  the  law.  In  light  of  this  amendment,  the 
proposed  amendment  to  Exemption  2  is  largely  redundant. 

The  ACLU  continues  to  question  whether  the  other  materials  that 
are  referenced  in  subparaghs  (A)  and  (B)  of  the  amendment  to 
Exemption  2  require  any  further  protection  than  the  exemption 
already  affords.   If  the  members  of  the  Subcommittee  and  the 
full  Committee  should  determine  that  tfiere  is  some  merit  in  making 
explicit  reference  to  these  kinds  of  materials,  the  concerns  of 
the  ACLU  would  be  substantially  met  if  the  legislative  history 
of  the  amendment  made  it  clear  that: 

*the  use  of  the  word  "jeopardize"  in  subparagraph  (A)  is 
intended  to  require  the  agency  to  show  that  investigations, 
inspections,  audits,  or  negotiations  are  likely  to  fail  in 
their  respective  purposes  if  the  documents  at  issue  are 
disclosed; 

♦subparagraph  (A)  is  not  intended  to  exempt  internal  agency 
guidelines  which  allow  members  of  the  public  to  conform  their 
actions  to  an  agency's  understanding  of  the  law,  or  "secret 
law";  and, 

♦subparagraph  (B)  with  respect  to  examination  materials  used 
solely  to  determine  individual  qualifications  for  employment, 
promotion,  or  licensing,  is  simply  intended  to  bring  the 
exemption  into  conformity  with  a  similar  exemption  under  the 
Privacy  Act,  5  U. S. C. §552a  (k) . 

Personal  Privacy  Exemption  Standard  (Section  9) 

In  its  present  form.  Exemption  6  of  the  FOIA  authorizes  agencies 
to  deny  public  access  to  matter  that  are  "personnel  and  medical 
files  and  similar  files  the  disclosure  of  which  would  constitute 
a  clearly  unwarranted  invasion  of  personal  privacy." 

S.774  would  change  Exemption  6  to  authorize  withholding  of 
matters  that  are  "records  or  information  concerning  individuals 
including  compilations  or  lists  or  names  and  addresses  that  could 
be  used  for  solicitation  purposes,  the  release  of  which  could 
reasonably  be  expected  to  constitute  a  clearly  unwarranted 
invasion  of  personal  privacy." 

The  ACLU  has  no  quarrel  with  the  first  change  in  the  present 
standard,  eliminating  the  threshhold  "similar  files"  test  to 
make  it  clear  that  the  exemption  applies  to  all  truly  personal 
information,  regardless  of  the  nature  of  the  file  in  which  it 
is  found.   This  is  consistent  with  the  Supreme  Court's  holding 
in  U.S.  Department  of  State  v.  Washington  Post  Co..  456  U.S.  595 
(1982)  and  we  believe  it  to  be  a  reasonable  amendment. 
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Similarly,  we  do  not  oppose  the  proposed  additional  language 
which  would  make  it  clear  that  lists  of  names  which  are  sought 
for  commercial  solicitation  purposes  are  subject  to  the  exemption. 
This  amendment  is  consistent  with  the  balance  struck  between  the 
decisions  in  Wine  Hobby  USA,  Inc.  v.  IRS,  502  F.2d  133  (3d  Cir. 
1974)  and  Disabled  Officers  Ass'n  v.  Rumsfeld,  428  F.Supp.  454 
(D.D.C.  1977),  aff'd  without  opinion,  574  F.2d  636  (D.C.Cir.  1978) , 
wherein  the  former  case  denied  access  for  commercial  solicitation 
purposes  alone,  while  the 'latter  permitted  disclosure  to  nonprofit 
organization  established  to  assist  members  in  pursuing  benefits 
and  advocating  their  interests  nationally. 

However,  the  ACLU  is  strongly  opposed  to  the  third  change  in  the 
exemption  which  would  substitute  "could  reasonably  be  expected  to" 
for  "would"  as  a  standard  for  probability  with  respect  to  whether 
"a  clearly  unwarranted  invasion  of  personal  privacy"  arises  from 
disclosure. 

There  is  absolutely  no  justification  for  altering  the  current 
balancing  standard,  which  has  been  consistently  applied  by  the 
courts  since  the  FOIA  was  first  enacted  in  1966.   The  body  of 
case  law  which  this  proposed  amendment  would  undermine  includes 
a  1976  Supreme  Court  decision,  which  described  the  present  standard 
in  Exemption  6  as  "a  workable  compromise  between  individual  rights 
'and  the  preservation  of  public  rights  to  Government  information.'" 
Department  of  the  Air  Force  v.  Rose,  425  U.S.  352,  381  (1976).  The 
Supreme  Court  did  not  swerve  from  this  view  when  it  again  had 
occasion  to  consider  Exemption  6  last  year  in  the  Washington  Post 
case,  supra. 

No  problem  has  been  identified  by  the  proponent  of  this  change 
which  justifies  its  adoption  in  law.   It  would  only  serve  to  work 
mischief  with  established  judicial  interpretation  of  the  exemption, 
and  we  strongly  urge  its  deletion  from  8.774. 
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Center  for  National  Security  Studies 


May  20,  1983 


The  Honorable  Patrick  Leahy 
United  States  Senate 
Washington,  D.C.   20510 

Dear  Senator  Leahy, 

In  connection  with  my  testimony  concerning  proposed 
amendments  to  the  Freedom  of  Information  Act,  which  I 
presented  on  behalf  of  the  American  Civil  Liberties  Union 
on  April  21  before  the  Senate  Judiciary  Subcommittee  on 
the  Constitution,  you  asked  me  to  respond  to  written 
questions  regarding  the  proposed  FOIA  exemption  in  S.774 
for  technical  data  which  is  subject  to  federal  export 
restrictions.   We  respectfully  submit  the  attached 
responses  to  those  questions  and  request  that  they  be 
included  in  the  hearing  record. 

Sincerely , 


Allan  Adler 
Legislative  Counsel 


122  Maryland  Avenue  N.E.  •  Washington,  D.C.  20002  •  (202)  544-5380 


A  project  of  the  ACLU  Foundation  and  the  Fund  for  Peace. 
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Responses  from  the  ACLU  to  Questions  Posed  by  Senator  Leahy  on 
April  21,  1983  Concerning  the  Proposed  FOIA  Exemption  in  S.774 
for  Technical  Data  Which  is  Subject  to  Federal  Export  Restrictions. 

Question : 

Do  you  have  any  idea  how  extensive  the  lists  are  which  ban  or 

restrict  export  of  products  and  technical  data  and  what  types 

of  technical  data  might  now  be  prevented  from  release  under 

FOIA? 

ACLU  Response: 

The  U.S.  Munitions  List  (USML)  and  the  Commodity  Control  List  (CCL) 
are  the  two  primary  "lists"  which  would  serve  as  references  for 
agency  determinations  as  to  whether  records  requested  under  the 
FOIA  contain  "technical  data  that  may  not  be  exported  lawfully 
outside  the  United  States  without  an  approval,  authorization,  or 
a  license  under  Federal  export  laws. . . " 

The  USML,  which  is  established  pursuant  to  the  Arms  Export  Control 
Act,  22  U.S.C.§2778,  and  administered  under  the  International 
Traffic  in  Arms  Regulations  (ITAR),  22  CFR  §121.01  -  130.33, 
presently  consists  of  22  categories  of  "defense  articles  and  defense 
services"  that  generally  require  prior  approval  and  the  issuance 
of  a  license  by  the  State  Department's  Office  of  Munitions  Control 
in  order  to  be  exported. 

Tne  term  "article",  as  defined  in  the  ITAR,  means  "any  of  the  arms, 
ammunition  and  implements  of  war  and  technical  data  relating 
thereto  enumerated  in  the  U.S.  Munitions  List."  22  CFR§121.01, 
note  1. 

The  term  "technical  data",  as  defined  in  the  ITAR,  means: "(a)  Any 
unclassified  information  that  can  be  used,  or  be  adapted  for  use, 
in  the  design,  production,  manufacture,  repair,  overhaul,  processing, 
engineering,  development,  operation,  maintenance,  or  reconstruction 
of  arms,  ammunition,  and  implements  of  war  on  the  U.S.  Munitions 
List;  or  (b)  any  technology  which  advances  the  state-of-the-art  or 
establishes  a  new  art  in  an  area  of  significant  military  applicability 
in  the  United  States;  or  (c)  classified  information  (related  to 
any  arms,  ammunition  and  implements  of  war  on  the  U.S.  Munitions 
List) .  "22  CFR  §125.01. 

As  presently  listed,  22  CFR  §121.01,  the  USML  categories  are: 

I  Firearms 

II  Artillery  and  Projectors 

III  Ammunition 

IV  Launch  Vehicles,  Guided  Missies,  Ballistic  Missies,  Rockets, 
Torpedoes,  Bombs,  and  Mines 

V  Propel lants.  Explosives,  and  Incendiary  Agents 

VI  Vessels  of  V'Jar  and  Special  Naval  Equipment 

VII  Tanks  and  Military  Vehicles 

VIII  Aircraft,  Spacecraft,  and  Associated  Equipment 

IX  Military  Training  Equipment 

X  Protective  Personnel  Equipment 

XI  Military  and  Space  Electronics 

XII  Fire  Control,  Range  Finder,  Optical  and  Guidance  and 

Control  Equipment 

XIII  Auxiliary  Military  Equipment 

XIV  Toxicological  Agents  and  Equipment,  Radiological 

Equipment 

XV  [Reserved] 

XVI  Nuclear  Weapons  Design  and  Test  Equipment 

XVII  Classified  Articles 

XVIII  Technical  Data  (relating  to  the  articles  in  each  of  the 

other  categories) 

XIX  [Reserved] 

XX  Submersible  Vessels,  Oceanographic  and  Associated 

Equipment 

XXI  [Reserved] 
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XXII    Miscellaneous  Articles  ("Any  articles  and  technical  data 

relatinc  thereto  not  enumerated  herein  having  significant 
military  applicability,  determined  by  the  Director, 
Office  of  Munitions  Control,  Department  of  State,  in 
consultation  with  appropriate  agencies  of  the  Government 
and  having  the  concurrence  of  the  Department  of  Defense.") 

The  CCL,  which  is  established  pursuant  to  the  Export  Administration 
Act,  50  U.S.C.  App.§2401  et  seq. ,  and  administered  under  the 
Export  Administration  Regulations  (EAR),  15  CFR  §368.1  -  399.2, 
presently  consists  of  ten  major  "commodity  groups"  of  "goods  and 
technology"  whic  i  are  subject  to  export  restrictions  on  national 
security  and  foreign  policy  grounds.   The  "goods"  that  may  be 
included  in  the  CCL  are  "dual-use"  articles,  materials,  supplies, 
or  manufactured  products  —  i.e.,  those  having  both  civilian 
and  military  applications. 

"Technology,"  as  defined  in  the  Act,  includes  "technical  data", 
which  is  defined 'lin  the  EAR,  15  CFR  §379.1  (a),  to  mean  "information 
of  any  kind  that 'can  be  used,  or  adapted  for  use,  in  the  design, 
production,  manufacture,  utilization,  or  reconstruction  of 
articles  or  mateiials"  constituting  restricted  "goods"  under  the 
Act. 

At  present,  the  "commodity  groups"  of  restricted  "goods  and 
technology"  on  the  CCL,  Supplement  1  to  15  CFR  §399.1,  are: 

-  Metal-Working  Machinery 

-  Chemical  and  Petroleum  Equipment 

-  Electrical  and  Power-Generating  Equipment 

-  General  Industrial  Equipment 

-  Transportation  Equipment 

-  Electronics  and  Precision  Instruments 

-  Metals,  Minerals,  and  Their  Manufactures 

-  Chemicals,  Metalloids,  Petroleum  Products  and 
Regulated  Materials 

-  Rubber  and  Rubber  Products 

-  Miscellaneous 

Each  "commodity  group"  is  itemized  into  controlled  commodities, 
with  detailed  criteria  and  qualifications  for  inclusion.   With 
a  breadth  and  scope  that  surpasses  even  the  expansive  USMX, 
the  "number  of  products  represented"  in  the  CCL  has  been  noted 
reservedly  by  administering  Commerce  Department  officials  to 
"number  in  the  many  thousands."   Hearing  Before  the  Senate 
Committee  on  Banking,  Housing,  and  Urban  Affairs,  Export 
Administration  Act,  98th  Cong.,  1st  Sess.  (Feb.  3,  1983)  89 
(198  3)  (Statement  of  Lionel  Olm^,  Undersecretary  for  International 
Trade,  Department  of  Commerce).^ 

vnien  Congress  amended  the  Export  Administration  Act  in  1979, 
P.L.  96-72,  it  required  the  Secretary  of  Commerce,  in  consultation 
with  the  Secretary  of  Defense,  to  review  the  CCL  "for  the  purpose 
of  insuring  that  export  controls...  cover  and  (to  the  maximum 
extent  consistent  with  the  purposes  of  this  Act)  are  limited  to 
militarily  critical  goods  and  technologies  and  the  mechanisms 
through  which  such  goods  and  technologies  may  be  effectively 
transferred."   A  list  of  militarily  critical  technologies,  to 
be  developed  primarily  by  the  Secretary  of  Defense  and  published 
in  the  Federal  Register  not  later  than  October  1,  1980,  would  then 
"become  a  part  of  the  commodity  control  list"  at  a  later  date. 

In  the  Federal  Register  of   October  1,  1980,  45  Fed. Reg. 65014 ,  only 
the  Table  of  Contents  for  the  "Initial  Militarily  Critical  Technologies 
List"  was  published.   Together  with  some  400  minor  headings  and 
subheadings,  the  List  identified  17  areas  of  modern  technology  which 
"contribute  to  the  development,  production,  or  utilization  of  items 
being  controlled  for  national  security  purposes  on  the  current  CCL": 


Group 

No. 

0 

Group 

No. 

1 

Group 

No. 

2 

Group 

No. 

3 

Group 

No. 

4 

Group 

No. 

5 

Group 

No. 

6 

Group 

No. 

7 

Group 

No. 

8 

Group 

No. 

9 
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Computer  Networks  Technology 

Computer  Technology 

Software  Technology 

Automated  Real-time  Control  Technology 

Materials  Technology 

Direct  Energy  Technology 

Semiconductor  and  Electric  Component  Technology 

Instrumentation  Technology 

Telecommunications  Technology 

Communication,  Navigation  Guidance  and  Control  Technology 

Microwave  Technology 

Vehicular  Technology 

Optical  and  Laser  Technology 

Sensor  Technology 

Undersea  Systems  Technology 

Chemical  Technology 

Nuclear  Specific  Technology 

The  accompanying  commentary  from  the  Office  of  the  Secretary  of 
Defense  stated  that  "detailed  specifications  of  the  list  and  the 
supportive  documentation  are  currently  undergoing  Government 
security  review"  and  that  "subsequently,  an  appropriately  modified 
unclassified  List,  as  refined  and  elaborated  by  the  Department 
of  Defense  in  cooperation  with  other  interested  government 
agencies,  will  be  submitted  for  inclusion  as  part  of  the  Commodity 
Control  List  (CCL) . . . " 

As  of  this  date,  no  final  unclassified  version  of  the  Militarily 
Critical  Technologies  List  (MCTL)  has  yet  emerged.   The  first  full 
draft  version,  published  in  classified  form  in  January  1980, 
was  followed  by  a  second  classified  version  in  November  1981 
which  was  reported  to  be  over  800  pages.   The  most  recent  version, 
published  in  October  1982,  is  still  classified  and  said  to  be 
over  700  pages. 

"We  are  continuing  the  refinement  of  the  MCTL,  which  started  out 
as  a  comprehensive  listing  of  commodities  and  technologies 
reaching  far  beyond  those  normally  thought  of  as  militarily 
critical,"  said  Commerce  Undersecretary  Lionel  Olmer  at  a  Senate 
hearing  on  February  3  of  this  year.   Hearings,  Id.  at  63. 
There  is,  however,  no  present  public  indication  that  further 
progress  has  been  made  from  this  point  toward  the  goal  set  forth 
by  Congress  when  it  first  mandated  the  MCTL  four  years  ago. 

Although  the  USML  and  the  CCL,  as  it  may  eventually  be  amended 
by  the  MCTL,  are  the  primary  "lists"  restricting  the  export  of 
technical  data,  it  should  also  be  noted  that  the  Atomic  Energy 
Act  of  1954,  as  amended,  42  U.S.C.  §2011  et  seq. ,  restricts  the 
export  of  "restricted  data"  relating  to  nuclear  pov/er,  equipment, 
and  materials.   See  Supplement  No.  3  to  Part  370  of  EAR. 

The  Nuclear  Regulatory  Commission   and  the  Department  of  Energy 
share  the  responsibility  for  enforcing  such  restrictions  with 
regard  to  "restricted  data",  which  is  defined  to  mean  "all 
data  concerning   (1)  the  design,  manufacture,  or  utilization  of 
atomic  weapons;   (2)  the  production  of  special  nuclear  material; 
or   (3)  the  use  of  special  nuclear  material  in  the  production  of 
energy..."   42  U.S.C.  §2014 (y).   Precisely  what  is  encompassed 
within  the  term  "restricted  data"  and  how  it  comes  to  achieve 
such  status  has  been  the  subject  of  unresolved  controversy  since 
the  category  was  first  created.   S_ee,  e.g.  ,  House  Government 
Operations  Subcommittee  on  Government  Information  and  Individual 
Rights,  "The  Government's  Classification  of  Private  Ideas," 
H.Rep.  No.  1540,  96th  Cong.,  2d  Sess.  120-187  (1980). 

It  is  impossible  to  assess  what  types  of  information  might  be 
prevented  from  release  under  the  FOIA  if  the  proposed  "technical 
data"  exemption  in  S.774  were  to  be  enacted.   The  broad  sweep  of 
the  categories  discussed  above,  together  with  the  expansive  meaning 
given  to  the  term  "technical  data"  in  the  two  primary  statutory 


551 


export  control  schemes,  would  seem  to  afford  the  various  agencies 
of  the  federal  government  a  virtually  unbounded  per  se  withholding 
authority  for  even  general  information  that  is  in  any  way  related 
to  some  aspect  of   modern  technology.   With  respect  to  the 
Defense  Department,  for  example,  the  availability  of  such  an 
exemption  could  prevent  public  access  to  a  great  deal  of  the 
information  about  military  procurement,  readiness  and  weapon 
systems  development  programs  that  is  now  accessible  under  existing 
FOIA  law.   The  same  may  be  true  with  respect  to  technical  programs 
of  agencies  ranging  in  diversity  from  the  National  Institute  for 
Health  to  the  National  Aeronautics  and  Space  Administration  to 
the  U.S.  Coast  Guard.   In  short,  it  would  appear  that  creative 
application  of  this  exemption  would  know  no  predictable  bounds. 


Question 

Given  the  size  and  the  range  of  these  lists,  do  you  know  what 

the  experience  has  been  of  the  agencies  charged  with  administering 

the  export  restrictions?   Do  they  find  these  lists  manageable? 

ACLU  Response 

Recent  criticism  directed  at  the  Department  of  Commerce  is 
illuminating  on  this  score.   Within  the  past  two  years,  reports 
by  the  GAO,  the  Senate  Governmental  Affairs  Permanent  Sub- 
committee on  Investigations,  and  the  Department's  own  Inspector 
General  have  chided  the  Commerce  Department  on  its  poor  performance 
in  administering  licensing  procedures  and  performing  other 
enforcement  tasks  with  respect  to  the  export  restrictions  of 
the  CCL.   Indeed,  the  GAO,  in  its  most  recent  report  in  a  five- 
year  study  of  export  controls,  found  that  the  Department 
"continues  to  require  export  licenses  for  more  dual-use  items 
than  is  necessary  to  protect  national  security."   "This  practice," 
GAO  concluded,  "results  in  a  licensing  system  characterized  more 
as  a  paper  exercise  than  as  an  instrument  of  control."   GAO, 
"Export  Control  Regulation  Could  Be  Reduced  Without  Affecting 
National  Security,"  May  26,  1982  (10-82-14),  p. 5.   See  also 
"U.S.  Munitions  Export  Controls  Need  Improvement"  Apr.  25,  1979 
(I. D. -78-62)  ;   "Export  Controls:  Need  to  Clarify  Policy  and 
Simplify  Administration"  Mar.  1,  1979  (ID-79-16);   "Administration 
of  U.S.  Export  Licensing  Should  Be  Consolidated  To  Be  More 
Responsive  To  Industry"  Oct.  31,  1978  (ID-78-60);   "The 
Government's  Role  in  East-West  Trade--Problems  and  Issues: 
Feb.  4,  1976  (ID-76-13A). 

Following  extensive  hearings  on  the  problem  of  transfer  of  U.S. 
high  technology  to  the  Soviet  Union  and  Soviet  bloc  nations, 
the  Senate  Governmental  Affairs  Permanent  Investigations  Subcommittee 
suggested  that  responsibility  for  enforcing  export  controls  should 
be  transferred  from  the  Compliance  Division  of  the  Commerce 
Department's  Office  of  Export  Administration  to  the  U.S.  Customs 
Service.  See  Senate  Governmental  Affairs  Permanent  Investigations 
Subcommittee,  "Transfer  of  United  States  High  Technology  to  the 
Soviet  Union  and  Soviet  Bloc  Nations,"  S.Rep.  No.  664,  97th  Cong., 
2d  Sess.  62  (1982).   In  describing  the  problems  that  plagued 
the  Commerce  Department  in  its  efforts  to  enforce  export 
control  restrictions,  the  Subcommittee  report  notes  that  its 
staff  recommendations  were  "corroborated"  in  a  report  issued  by 
Commerce  Department  Inspector  General  Sherman  Funk.   Id.  at  45. 

The  report  also  notes  that  "frequently,  the  assertion  was  made 
at  the  hearings  that  the  U.S.  may  be  trying  to  control  too  many 
commodities  —  and,  because  it  tries  to  do  too  much,  the 
government  ends  up  controlling  too  few  goods."   "The  government," 
the  report  continues,  "could  reduce  the  number  of  controlled 
items  --  and  do  a  better  job  of  preventing  the  Soviets  from 
obtaining  the  commodities  they  desire  most."   Id.  at  60. 
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Question 

Do  you  think  it  is  feasible  for  an  agency  deciding  whether  or  not 
to  release  technical  data  under  the  FOIA  to  rely  on  these  lists 
of  export  restrictions?   Practically  speaking,  does  it  make  sense 
to  try  to  administer  this  exemption  through  such  unwieldy  lists? 

ACLU  Response 

The  ACLU  does  not  believe  that  it  would  be  at  all  feasible  for 
federal  agencies  to  generally  rely  on  the  previously-discussed 
"lists"  in  making  FOIA  disclosure  determinations.   Innumerable 
practical  problems  in  attempting  to  administer  an  exemption  based 
upon  such  lists  v/ould  be  unavoidable. 

First,  there  is  the  complexity  of  interpreting  the  "lists" 
themselves.   For  example,  a  report  issued  in  March  of  this  year 
by  the  Export  Administration  Subcommittee  of  the  President's 
Export  Council  labelled  the  CCL  "vague  and  convoluted,  requiring 
the  interpretive  expertise  of  both  lawyers  and  engineers." 
Apart  from  the  obvious  difficulties  in  administering  a 
classified  list,  the  same  report  concluded  that  the  revised  MCTL 
is  "presently  too  broad,  including  obsolete,  widely  available  and 
non-military  technologies."   See  Recommendations  on  Amending  the 
Export  Administration  Act  of  1979  —  the  Export  Administration 
Subcommittee  of  the  President's  Export  Council,  March  11,  1983. 

The  CCL  also  presents  enormous  problems  of  potential  inconsistent 
application  through  its  linkage  of  specific  commodity  controls 
to  different  "country  groups"  with  different  levels  of  export 
restriction.   For  example,  only  Country  Group  S  (Libya)  and 
Country  Group  Z  (North  Korea,  Vietnam,  Kampuchea,  and  Cuba) 
are  subject  to  export  restrictions  under  Commodity  Group  No.  3, 
"General  Industrial  Equipment,"  for  "commodities"  concerning 
basket-making,  hand  carpet  sweepers,  garbage  grinders,  mattress- 
filling,  mechanical  clocks,  road  sweepers,  toothbrush 
manufacturing,  vacuum  cleaners,  and  non-electric  windshield 
wipers.   See  Interpretation  29,  Supplement  2  to  15  CFR  §399.2. 
Although  the  export  controls  on  these  relatively  innocuous 
commodities  are  clearly  intended  to  be  limited  to  only  these  five 
"unfriendly"  nations,  any  FOIA  requester,  including  a  U.S. 
citizen,  would  be  denied  access  to  "technical  data"  falling  within 
the  scope  of  these  restrictions  because  the  proposed  exemption 
in  S.774  makes  no  distinctions  am.ong  the  various  degrees  of 
restriction  accorded  to  different  Country  Groups;   if  "technical 
data"  is  restricted  to  any  person  or  destination  under  the  export 
control  laws,  it  would  be  exempt  from  disclosure  to  "any  person" 
under  the  FOIA. 

As  long  as  the  CCL  and  USML  remain  the  primary  references  for 
determining  exemption-,  re-drafting  the  proposed  amendment  in 
S.774  would  not  eliminate  the  necessity  of  imposing  the  most 
extreme  export  restrictions  as  the  general  measure  of  public 
access  to  "technical  data"  under  the  FOIA.   This  is  because 
agencies  would  be  unable  to  determine  the  nationalities  of 
individual  requesters  and,  even  if  they  could  make  such 
determinations,  could  not  deny  FOIA  access  to  citizens  of 
restricted  countries  if  FOIA  access  were  available  to  others. 

Finally,  there  is  the  administrative  confusion  and  delay  which 
would  be  created  by  the  inevitable  need  for  interagency  consultations 
on  FOIA  requests  involving  "technical  data."   For  both  political 
and  technical  reasons,  it  seems  likely  that  the  State,  Defense 
and  Commerce  Departments  —  the  federal  agencies  charged  with 
primary  statutory  responsibilities  in  the  field  of  export 
control  —  would  become  involved  in  every  other  agency's  FOIA 
decision-making  whenever  "technical  data"  was  at  issue.   The 
result  would  be  to  compound  complications  for  requesters  and 
agencies  alike,  as  well  as  for  the  Federal  courts  that  would 
ultimately  have  to  decide  "technical  data"  issues  in  FOIA 
lawsuits . 
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Question 

An  export  restriction  may  be  imposed  for  reasons  other  than 
national  security  and  therefore  an  export  ban  does  not  necessarily 
equate  to  domestic  controls  on  the  availability  of  this  technical 
data.   Can  you  comment  on  the  relative  availability  in  the 
domestic  market  of  technical  data  even  though  prevented  from 
export?   Does  it  make  any  sense  to  prevent  release  under  the  FOIA 
of  technical  data  which  is  not  subject  to  any  domestic  controls? 

ACLU  Response 

With  respect  to  technical  data,  export  restrictions  are  imposed 
under  the  Export  Administration  Act  for  foreign  policy,  as  well 
as  national  security,  reasons.   50  U.S.C.  App.  §2405.   But,  even 
where  the  restrictions  are  based  on  national  security  reasons, 
the  relative  domestic  availability  of  such  "technical  data"  in 
places  other  than  federal  agency  records  makes  the  proposed  FOIA 
exemption  a  dubious  proposition  at  best. 

A  concise  explication  of  the  problem  was  put  forward  by  Lionel 
Olmer,  the  Commerce  Department's  Undersecretary  for  International 
Trade,  when  he  told  the  Senate  Banking  Committee  about  the 
implications  of  the  technological  revolution  for  export  control: 

For  example,  the  private  sector,  more  so  than  the 
military  establishment,  is  now  at  the  forefront  of 
technology  in  electronics  and  its  application  to 
defense  systems.   The  ready  availability  to  the 
general  public  of  this  technology  would  put  enormous 
strains  on  any  licensing  system.   Radio  Shack  alone 
sells  computing  systems  and  their  components  — 
semiconductors  —  ^t  levels  of  sophistication  not  yet 
widely  used  in  U.S.  defense  weapons  or  their  support 
elements . . . 

How  can  we  adequately  stem  technology  transfer  in  an 
open  society  where  anyone,  from  KGB  agents  to 
legitimate  foreign  visitors,  can  walk  into  any  store 
in  every  major  American  city  and  purchase  in  a  few 
minutes,  more  computing  power  than  was  available  in 
the  entire  United  States  a  relatively  few  years  ago? 
For  that  matter,  the  information  readily  available 
from  technical  m.agazines  and  government  publications 
seems  clearly  beyond  our  power  or  desire  to  control. 

Hearing  before  the  Senate  Committee  on  Banking,  Housing  and 
Urban  Affairs,  Export  Administration  Act,  98th  Cong.,  1st  Sess. 
70-71  (1983)  . 

The  continuing  conflict  between  government  efforts  to  control 
dual-use  technology  and  the  private  sector's  increasing  technical 
preeminence  is  clearly  evident  in  a  comparison  of  restricted 
computer  components  on  the  CCL  and  recent  advances  in  the 
commercial  line.   For  example,  peripheral  and  display  function 
criteria  developed  in  1976  for  current  CCL  restrictions  on 
computer  equipment  are  surpassed   today  in  common  office  and 
personal  computers,  such  as  Apple's  new  LISA.   Limited  only  by 
proprietary  interests,  trade  publications  readily  available  to 
the  general  public  provide  detailed  illustrations  and 
specifications  in  describing  the  latest  capabilities  achieved 
in  such  models.   See,  e.g..  Byte,  February  1983,  p.  33-50; 
Popular  Computing,  March  1983,  p.  96. 

Even  as  the  Defense  Department  steps  up  the  research  and  develop- 
ment effort  in  its  VHSIC  program,  commercial  VLSI  manufacturers 
are  keeping  pace  with  comparable  objectives  in  FTP.  (functional 
throughput  rate) ,  a  primary  enhancement  goal  involving  improved 
speed  and  density  specifications.   See,  e.g. ,  "VHSIC  and 
Commercial  VLSI:   Two  Sides  of  the  Same  Cbih?",   Defense 
Electronics:  September  1982,  p.  79.   Despite  several  areas  of 
common  interest  between  the  two  programs,  and  expectations  of 
nearly  contemporary  development,  VHSIC  technology  which  the  CCL 
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presently  permits  to  be  exported  to  such  non-restricted  nations 
as  Yugoslavia  and  the  People's  Republic  of  China,  with  only  a 
promise  not  to  re-export,  is  apparently  now  to  be  added  to  the 
USML  as  a  function  of  prescribed  and  anticipated  military 
applications.   See  "Control  of  Unclassified  Technology  With 
Military  Applications,  "  DOD  Contract  Report  No.  MDA903-C-0055 , 
Submitted  By  Advanced  Technology  Systems,  Inc.,  Apr.  15,  1983, 
p.  52;   "Washington  Tries  to  Clamp  Down  VJith  High-Tech  Export 
Controls,"  Defense  Electronics,  Sept.  1982,  p.  77;   Technical 
Survey:  VHSIC  —  "Broad  Technology  Gains  Made"  p.  48,  "Control 
Sought  on  Technology  Exports"  p.  85,  Avaiation  Week  and  Space 
Technology,  Vol.  114,  No.  7,  February  16,  1981. 

Recent  government  efforts  to  restrict  unclassified  scientific 
communications  at  American  universities  and  scientific  conferences 
and  symposia  further  demonstrate  the  relative  domestic  availability 
of  technical  data  that  the  government  presumes  to  control  in  the 
export  context.   See  generally.  National  Academy  of  Science, 
"Scientific  Communication  and  National  Security,"  September  1982. 

The  proposed  exemption  in  S.774  would  not,  of  course,  affect 
the  general  domestic  availability  of  "technical  data"  except 
where  availability  can  be  traced,  in  the  first  instance, 
to  release  of  such  data  by  the  government.   But  the  extent  to 
which  the  government  is_   responsible  for  the  domestic 
availability  of  sophisticated  technical  data  —  through  channels 
that  would  not  be  inhibited  by  the  proposed  exemption  --  must 
be  recognized  in  order  to  fully  appreciate  the  ACLU ' s  concerns 
regarding  the  wisdom  of  this  proposal. 

One  means  by  which  the  government  contributes  to  the  general 
availability  of  sophisticated  technical  data  is  through  the 
patent  system.   According  to  a  recent  study  performed  under  a 
Defense  Department  contract,  the  military  departments  of  DOD 
review  approximately  seven  percent  of  the  144,000  patent 
applications  which  are  processed  annually  by  the  Patent  and 
Trademark.  Office  in  order  to  determine  whether  there  is  cause 
to  issue  a  secrecy  order  under  the  Invention  Secrecy  Act, 
35  U.S.C.  §§182-188.   Although  less  than  one  percent  of  the 
applications  reviewed  by  DOD  are  found  to  require  patent  secrecy, 
the  report  notes,  "whether  the  technical  data  is  subject  to 
export  control  laws  or  is  an  item  on  the  Militarily  Critical 
Technologies  List,  is  not  a  consideration."   See  DOD  Contract 
Report,  supra,  at  31.  Not  only  are  all  approved  patent 
applications  open  to  public  inspection,  but,  under  inter- 
national patent  exchange  agreements,  approved  patent  applications 
are  automatically  disseminated  to  foreign  patent  offices  whose 
governments  are  parties  to  such  agreements.   See  DOD  Directive 
2000.3,  "International  Interchange  of  Patent  Rights  and 
Technical  Information." 

An  even  larger  contribution  to  the  general  domestic  availability 
of  sophisticated  technical  data  is  made  by  the  government 
through  technical  data  dissemination  centers,  such  as  the 
National  Technical  Information  Service  (NTIS)  and  the  Defense 
Technical  Information  Center  (DTIC) . 

NTIS  is  a  quasi-commercial  clearinghouse  that  is  established 
within  the  Commerce  Department  pursuant  to  15  U.S.C.  §1151  - 
1157,  but  functions  under  a  statutory  mandate  to  be  "self- 
sustaining."   According  to  its  General  Catalog  of  Information 
Services  No.  8  (1982) ,  NTIS  is  "the  central  source  for  the  public 
sale  of  U.S.  Government-sponsored  research,  development,  and 
engineering  reports,"  with  a  collection  exceeding  a  million 
titles.   Drawing  on  research  conducted  at  major  university  and 
corporate  research  centers  such  as  MIT,  University  of  Michigan, 
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Stanford  University,  IBM,  Hewlett-Packard,  IT&T,  and  Honeywell, 
NTIS  adds  some  70,000  new  reports  of  completed  research  to  its 
data  base  annually,  while  supplying  its  customers  with  more  than 
six  million  documents  and  microforms  in  the  same  period.   NTIS 
claims  to  ship  about  23,500  "information  products"  daily  and 
proudly  notes  that  its  Annual  Index  of  one  year's  acquisitions  is 
7,000  pages. 

A  topical  sampling  of  purchasable  NTIS  research  reports  -- 
under  general  headings  such  as  "Industrial  Engineering" 
"Microelectronics",  "Aircraft",  "Communication",  "Robotics", 
and  "Computers"  --  demonstrates  a  striking  parallel  of  coverage 
to  the  "Commodity  Groups"  of  controlled  goods  and  technology 
on  the  CCL.   Moreover,  the  General  Catalog    indicates  that  NTIS 
is  "the  national  marketing  coordinator"  for  Special  Technology 
Groups,  including  Information  Analysis  Centers  that  are  "mainly 
concerned  with  the  analysis  and  communication  of  information 
relating  to  the  very  latest  in  the  state  of  the  art."   Among 
the  latter  are  the  Infrared  Information  and  Analysis  Center, 
which  covers  optical  properties  of  materials,  lasers  and  masers, 
and  "infrared  systems  and  components,  with  special  emphasis  on 
military  applications,"  as  well  as  the  Thermophysical  and 
Electronic  Properties  Information  Analysis  Center,  the  Plastics 
Technical  Evaluation  Center,  and  the  Mechanical  Properties  Data 
Center . 

Although  the  statutory  authority  for  the  NTIS  requires  the 
Secretary  of  Commerce  to  "respect  and  preserve  the  security 
classification  of  any  scientific  or  technical  information,  data, 
patents,  inventions,  or  discoveries  in,  or  coming  into,  the 
possession  or  control  of  the  Department  of  Commerce",  15  U.S.C. 
§1155,  there  is  apparently  no  legal  requirement,  nor  any  formalized 
procedure,  to  consider  the  application  of  export  controls  to 
such  reports. 

The  same  is  generally  true  with  respect  to  dissemination  of  DOD 
technical  information  through  DTIC,  which  was  established  pursuant 
to  DOD  Directive  5200.21,  "Dissemination  of  DOD  Technical 
Information,"  September  1979.   Although  two  kinds  of  distribution 
statements  (i.e.,  markings)  are  used  to  distinguish  between 
documents  approved  for  unlimited  distribution  and  documents  limited 
to  distribution  among  government  employees  and  contractors,  the 
limiting  marking  is  generally  not  applied  to  documents  that  contain 
information  subject  to  the  export  control  laws  or  items  on  the 
MCTL.   See  DOD  Contract  Report,  supra,  at  33-34. 

[Note:   An  excellent  government  study  of  the  extent  of  the 
public  availability  of  technical  data  was  published  by  the 
Commerce  Department  in  1980  pursuant  to  a  requirement  in  Section 
120  of  the  Export  Administration  Amendments  of  1977.   The  report, 
"Exports  of  Technical  Data  By  Publication  or  Other  Means  of 
Public  Dissemination,"  is  appended  to  this  submission.] 


Question 

Certain  technical  data,  particularly  in  the  defense  area,  will 
only  be  released  to  certain  contractors  or  potential  contractors. 
This  data  is  sensitive  but  not  classified.   Do  you  think  it  is 
feasible  to  narrow  the  FOIA  exemption  on  technical  data  to  this 
type  of  sensitive  defense-related  information  even  if  not 
classified?   Would  such  a  narrowed  exemption  not  be  preferrable 
to  either  encouraging  the  government  to  classify  more  technical 
data  or  resorting  to  a  sweeping  rule  such  as  the  export 
restriction  lists? 

ACLU  Response 

Our  experience  with  the  unyielding  practice  of  overclassif ication 
in  the  Executive  Branch  makes  us  wary  of  encouraging  the  broad 
extension  of  the  classification  system  to  this  particular  area 
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of  purported  "national  security"  concern.   See,  e.g.,  "The 
Problem  of  Keeping  So  Many  Secrets  Secret,"  The  New  York  Times, 
April  19,  198  3,  p. 10.   For  reasons  discussed  above,  however,  we 
are  equally  opposed  to  the  use  of  the  export  control  lists,  in 
their  present  forms,  as  standards  for  exemption  of  "technical 
data"  from  the  FOIA's  disclosure  requirements. 

Instead,  it  may  be  feasible,  and  certainly  preferrable,  to 
address  the  FOIA  "technical  data"  problem  through  a  more  narrow 
standard.   This  would  require  the  Congress  to  take  up  its  own 
1979  instruction  to  conscientiously  focus  export  controls  to 
give  primary  emphasis  to  "militarily  critical  technologies." 

A  reasonable  FOIA  exemption  standard  might  be  one  which 
restricted  a  specific  class  of  "technical  data,"  limited  to 
detailed  blueprints,  specifications,  and  "how-to"  manuals, 
based  upon  their  direct  and  significant  relationship  to   items 
on  a  narrowly-drawn,  unclassified  MCTL  consisting  of  technology 
that  meets  all  of  the  following  criteria: 

-  The  technology  is  developing  rapidly,  and  the  time  from 
basic  science  to  application  is  short; 

-  The  technology  has  identifiable  direct  military 
applications;   or  it  is  dual-use  and  involves 
process  or  production-related  techniques; 

-  Transfer  of  the  technology  would  give  the  U.S.S.R. 
a  significant  near-term  military  benefit;   and 

-  The  U.S.  is  the  only  source  of  information  about  the 
technology,  or  other  friendly  nations  that  could 
also  be  the  source  have  control  systems  as  secure 

as  ours . 

See  National  Academy  of  Science,  "Report  on  Scientific  Communica- 
tion and  National  Security,"  September  1982,  pp.  5  and  58-59. 
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EXECUTIVE  SUMMARY 

Modioli  IJO  of  (lio  Kxport  Adniliilslratioii  Amenduienta  of  11)77  requires 
Ihr  Sci'ft.iry  of  Coiiiiiiorre  to  examine  the  exiK)rt  of  publicly  available  tech- 
nicnl  (liilii  ;iiit]  to  report  on  Its  iinitact  on  the  U.S.  national  security  and  foreign 
I.olicy. 

H(Mims(«  II  is  virtiinlly  lni|ioRsible  to  prevent  tbe  export  of  Information  pub- 
licly nviiiiiil'lt'  wiflilii  tbe  United  States,  the  report  asRUines  that  the  public 
iivnilalilllty  of  lechnlcnl  dntn  wltiiin  tbe  United  States  Is  tantamount  to  their 
export.  Tbiis,  rccoinnienilntlons  to  monitor  the  exjwrt  of  technical  data  of  neces- 
sity involve  monitoring  tboir  |>nl»llc  availability  within  the  United  States. 

1'bc  Dcpni  iMuMit'.s  a.sse.ssnient  l.s  tbnt  while  technical  data  of  conceivable 
iidviTsc  sigiiiflcnnce  to  U.S.  national  security  and  foreign  policy  are  on  occa- 
sion publicly  iivnllnl>le,  the  impact  of  their  availability  on  the  U.S.  national 
.sp(  iirily  or  forclRn  policy  Is  likely  to  be  minor.  This  conclusion  is  based  on  the 
pri'nilsc  I  bat  tivnilnltility  does  not  generally  result  In  an  effective  transfer  of 
to<-linical  diitii  The  nvalliil>lllty  of  technical  data  with  no  Interaction  between 
those  providing  mid  those  a<<pilrliig  the  data  Is  usually  a  relatively  InefTectlve 
means  of  transferring  tei'bnoiogy. 

Moreover,  most  puiillcly  Hvnllnlde  technical  data  do  not  describe  state-of-the- 
art  tiMbiioiogy.  The  availability  of  such  technology  is  carefully  restricted  by 
tbe  business  commnnlty  for  proprietary  rea.sons  and  by  the  U.S.  Government 
for  national  security  and  foreign  |>ollcy  pur|M>ses. 

Additioiiiilly,  tbe  public  nvailaltility  of  technical  data.  In  and  of  Itself,  does 
not  overcome  litiilt-ln  ol>sta<-les  to  the  absorption  of  that  technology  within 
aiiollier  eoiiiilry  and  Its  ilifrnslon  tlirougliout  that  nation. 

Monitoring  pnliliealloiiH  and  other  means  of  public  dlRsemlnation  of  technical 
(lata  In  the  United  States  would  re<iulre  the  creation  of  a  new  governmental 
capability,  inrliiding  a  staff  of  technical  exi»ert8,  to  analyse,  catalog,  and  Index 
the  informalioii  reviewed.  In  assessing  the  feoslliillty  of  Implementing  a  moni- 
toring system,  a  nniiiber  of  factors  are  weighed  In  this  re|K)rt :  (1)  what  would 
be  tlie  purpose  of  inoiillorliig ;  (2)  tbe  Hystem's  llltely  effectiveness;  (3)  the 
ImpiK'l  on  Ihe  development  and  exchnnge  (»f  technical  data  and  scientific  Infor- 
malioii  wllbln  the  United  Stales;    (-1)    tlie  cost;  and    (5)    the  legal  and  constl- 
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AIM'IONIMX  121) 

tiitloiml  ImpllrntloiiH,  iiu-liidliiK  tlio  linpacl   on   friM'doti)  of  s|hmw'Ii   niiil   rrt-cdoin 
of  Uie  press. 

The  report  coiirliiiloM  tlint  iiHiiiltorliiK  lli<>  piililic  iivailiiliility  oT  Its  Imii  nl  il.itii 
would  be  larKely  iiU'JToctlve  ami  unlikely  (o  provide  any  lea)  liencllls  I'liilln-r. 
a  inoiiltorlng  syslem  would  l>e  extremely  costly  even  on  a  inodilied  s<  ale,  <(in!d 
adversely  iiffeet  the  developiueiif  and  oxehanRe  of  srieiitille  and  lerlmiral  inlor- 
uiation,  and  would  ralHe  lesal  and  constilnllonal  (pK^sllnns. 

Though  the  reiinesl  froui  the  ('oiigress  for  the  Section   I'Jd  study  is  eoncerntMl 
with  tnonilorinff  the  export  of  puMlely  availahle  leilmiral   dalii.    if  such   uionl 
toring  were  to   revenl   thnt   Konie  seiislflve  lerhulrt-l   d.'it'i    were   pnhlicly    iivnil 
ahle,  the  question   would  arise  as  to  what  <'onld  lie  d<)ui>  ahonl   rnntniHiii)/  the 
export  of  auch  data. 

The  report  reviews  the  Implientious  of  efdalill.shlnj;  hotli  a  pre  pnlili<'atlon 
review  and  control  system  aiul  a  posf-pul>ll<-atiou  rex  linv  and  <onlrol  system.  It 
concludes  that  l^iplenientatlon  of  any  pre  puhlhatlon  review  and  conlrol  over 
the  public  avallahlllty  of  teehnlcnl  data  or  |)ost  puldlcation  <('iisorship  of  such 
data  Is  likely  to  pw^e  seriou.s  con.se«|uenres  for  freedom  of  speet  li,  freedom  of 
the  press,  and  freedom  of  scientific  exchange. 
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I.  INTRODUCTION 

This  study    was   prepared    In    respon.se  to   legislation   eiuicted    In    .June   H>77, 
requiring  the  Department  of  Commerce  to  examine  llie  export  of  pid)licly  a\all 
ahle  technical  data  and  to  report  on  Its  Impact  on  the  II  S.  nntlonnl  se<  tirily  and 
foreign  policy. 

Section  120  of  the  Export   Administration  Amendments  of   1!)77  requires  the 
Secretary  of  ('ommerce  to : 

.  .  .  conduct  a  study  of  the  truii.sfer  of  lechnh-nl  data  and  other  Information 
to  any  country  to  which  exports  are  restricted  for  national  .securliy  pur- 
poses and  the  problem  of  the  export,  l»y  publications  or  any  other  nseans 
of  public  dissemination,  of  technhal  data  or  other  informiition  from  tiie 
United  States,  the  ex|H)rt  of  which  might  prove  defrinicntal  to  tlie  nulional 
security   or  foreign  policy  of  the  United   Slates.   Not   Inter   lli.ui    IJ  muiiMi.i 
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f,'ie>s  his  iis.sfssiiiiht  of  I  ho  Inipiwt  of  llic  export  of  siioli  technical  data  or 
olhiM  iiiri)rinnl  inn  hy  sik  h  iiumhis  on  the  nittlonal  ue<-nrlly  and  foreign 
liolicy  iif  Ihi-  (liiilcil  Stiitt's  tiiwl  his  rcconinii'iiilat Ions  for  monitoring  such 
(•x|>orls  wlllmiit  lm|iiniiiic  fictMlon!  of  spft'cli,  frtr(hini  of  press,  or  tlie  free 
(loni  of  sririitilic  cxc  liiiii;;*-.  Kticli  r(|i<ir(  Miiiy  he  InrUuled  In  the  seinlatuainl 
upoil  r«'<|iiir«Ml  liy  section  10  of  tlie  Kxport  Administration  Act  of  19<10. 
In  lln'  E.ii'iiit  .\tiiiiiiii.itritliini  UvyulniUnts,  the  term  "technical  data"  Is  dc- 
Ihu'tl  as  : 

.  .      infot  niiilion  of  any   kind  thul  can  be  used,  or  adapted  for  use,  in  the 

design,    prodnt'tlon,    nnninfactnre,    nlllization,   or   reconstruction   of  articles 

oi    niiilcriiils    'I'lie  data  may   tak(>  a    lan(;ih)e  form,  sn<h  as  a   model,  pruto- 

ly|M>,   l>lii«'priiit,  or  an   optrratloK  mannal ;   or  they   nwiy  take  an   intangible 

form  siicli  as  Icclmical  s«'rvlcr  ' 

Tlif  transfer  of  teelinicjil  data  Is  of  national  se<'nrily  concern  when  It  Is  likely 

to  enlianec  llic  military  potential  of  anotlnT  nation  In  a  manner  that  would  be 

prejudicial    to    I  IS     national    security    or   the   security    of   our   allies.    Thip   can 

oeenr  cither  when   tlie  lerhnleal  data   provide  the  te<'bn<)loKy   to  develop  or  ui>- 

jjiiide   tlie   iiiilitaiy    efpiipinent    of  a    potential   tidvcrsary   or   when    they   provide 

insights     Into     US.     military     capabilities     so     that     counternieasures    can     l)e 

ilevelopcd. 

Koreign  policy  concerns  arise  when  the  transfer  of  technical  data  would 
enhance  another  nation's  capabilities  In  a  manner  Inconsistent  with  our  foreign 
policies  (fin-  example,  by  enhancing  the  ability  of  a  government  to  violate  fun- 
damental human  rights  or  by  threatening  a  neighboring  country  friendly  to 
the  United  Si;itcs|  or  when  simiily  permitting  any  kind  of  transfer  might  be 
viewed  as  endorsement  of  a  government  whose  overall  policies  are  contrary  to 
U.S.  interests 

To  prevent  tlie  transfer  of  le<.hnical  data  that  would  adversely  affect  IT. 8. 
national  security  or  foreign  p(dicy,  the  Mxporl  Administration  Rcpulation$ 
rctpiire  exporters  to  obtain  a  validated  export  license  (one  requiring  specific 
US  (JoveintnenI  review  and  approval)  prior  to  the  export  of  most  unpiibllshed 
teclinical  iliita  to  a  potential  adversary  or  other  restricted  destination.*  Data 
tliat  are  generally  available  to  the  iniblic  In  any  form  may  be  transferred 
frt-ely  to  all  <lesllnat Ions  under  a  general  license  and  do  not  require  specific 
U.S.  (Jovernment  review. 

This  report   asses.ses  the  impact  on  U.S.  national  security  and  foreign  policy 
of  the  transfer  of  technical  data  by  publlcutiun  or  other  forms  of  public  dls- 
s4Mninntiou  and  discusses  the  feasililllty  and  the  ()rBctlcallty  of  monitoring  such 
transfers  williout    Impairing  freedom  of  speech,  freedoni  of  the  press,  or  free- 
dom of  sclent  Itic  exchange, 

"Monitoring,"  for  purposes  of  this  report,  consists  of  post-puhllcation  review 
williont  any  attempt  to  c<nitr<d  or  r«>strlct  public  availability.  Any  review  activ- 
ity beyoiKl  tliis  scope,  such  as  post  publication  review  and  subsequent  control 
or  pre  pnhll<-aiion  review  and  <-onlrol,  would  involve  attempts  to  restrict  the 
pulilication  or  export  of  tcclinlcal  tbita  that  would  otherwise  be  publicly  avail- 
able Such  control  is  beyond  the  lmine<llate  (-(uicern  of  this  study,  although  the 
subject  Is  discus.sed  In  Section   IV. 

'  15  Ch'H  Se<v    .17 U  1  (ii)  (lO/O). 

"Till-  |>ri><'f<liir<-H  «l.'M.rll.«'.l  In  tliltt  l(e|><>rt  aiiply  to  data  relating  to  the  design,  produc- 
tion, iir  iiiJiiiiirai  liirt'  iif  diiiil  iiMe  Iteiiiti.  I  v  ,  lleiiiH  Ihitt  ciiii  have  buili  cIvIIIhii  and  uillltury 
ii„c!i  lUporl  i.f  Hii(  li  diidi  Ih  Liinlrolhd  under  llie  K'port  Adminlttratlon  Regulation$  by 
till'  Di'i'.M  liiii'iit  I'f  (''.iiiniinf  Till-  en. or!  (if  iMUniliH.Hhod  data  on  the  deHlgn,  production. 
i.r  ■■iiiiuiriK  lure  iif  iirniN,  niiuiiiiiilllun,  or  Iniph-nii-ntM  of  war  on  the  V  H.  Munltlona  I.Ut 
Is  tiiii(i..ll.  il  III  nil  iliHilnalliinM  liy  Iho  I)  S  I  >.piir(iii.iit  of  8late  under  tlie  International 
'liiillli'  III     Viiii^   l(.  i;iiliilloii.s    CJl!  CI'R    121     IJH). 
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Tliu  conclusions  of  this  !;tndy,  based  on  the  iiniilysls  iircseiitcd  in  lli(<  Ixxly  <>( 
Hie  report,  are  discusticd  In  Seitloii  V. 

II.   ASSESSMENT 

Becnuae  It  Is  vlrtiinlly  lnii);)s.sllile  to  |ic«'v«Mit  tlu'  t-xporl  of  infdiiniilldii  lliiit 
Is  publicly  uvullable  within  the  United  Stiitcs,  this  r<-|i(M  t  iis.snnii.s  tliiil  (he 
public  availability  of  tcclinical  data  within  the  tinllcd  Sdilt-s  i.-:  inKliiMioiinl 
to  their  export  to  all  destinations,  in(;ludln(;  counlrie.s  to  uhuli  ixi-Tts  jik' 
controlled  for  national  stHurlty  or  foreign  policy  purposes.  A  few  illnst  nilions 
underscore  the  point. 

A  foreign  agent  Is  free  to  enter  any  drugstore  in  WashiiiKinn,  !►(",  iiinl  ipur 
chase  the  latest  copy  of  Sninti/lc  Amrriran.  There  l.s  no  wny  to  prevent  hlni 
from  Bub8e<|uently  sending  the  magazine  home  liy  dipluniiillc  poiK  h  or  simply 
putting  It  In  the  mail. 

A  visiting  scientist  can  attend  a  trade  siiow  open  tti  the  piildic  iind  <'(>1ltM  I 
various  business  brochures  and  carry  thent  biu  k   to  his  country. 

A  foreign  professor  can  altend  a  technical  syn)i>oslum  at  ii  nniverslty  in  (h(> 
United  States  and  provide  a  summary  of  what  transpired  to  his  < 'oih>nKn'."< 
upon  return  to  his  country. 

Members  of  foreign   embassies  can  subscribe  to  the   tecliniial   journals   pult 
lislied  regularly  by  numerous  professional  societies.  These  can  ciislly  he  niiule 
available  to  sclentiflc  Institutions  in  their  own  countries. 

By  visiting  an  outlet  of  the  U.S.  Oovernment  I'rinting  Otllce,  a  foreiK"  bu.si- 
ness  i>er8on  can  purchase  the  latest  technical  and  sclentlllc  pnl)li<u(ii'iis  of  the 
National  Technical  Information  Service  (NTIH).  Tiie.se  pul)ll<nllons  often  diiil 
with  high-technology  eubjecfs. 

Numerous  other  exantples  could  he  prescnlid.  'I'be  conrju.Mion  Is  obvious:  For 
all  practical  pur|>oses,  once  technical  data  are  publicly  inaihtble  within  the 
United  States,  their  international  availublllly  must  be  assunwd. 

Publicly  Available  SoiircM  of  Sensitive  Tecbnica!  Data 

It  is  extremely  difficult  to  assess  what  publicly  available  technical  dtifa  hove 
national  security  and  foreign  policy  imi>llcutions.  Hu<h  an  evaluation  would 
require  an  empirical  search  of  all  existing  literature  with  potential  niitionfil 
security  or  foreign  policy  implications  and  an  assessment  of  liow  Hint  lilera 
ture  has  been  used  or  may  be  used  In  ways  <Ietrlmenlal  to  our  foreino  I'olity 
or  national  security  interests.  Such  research  would  likely  prodine  fev/,  If  any, 
supportable  conclusions.  Tlie  variables  are  too  niuny.  For  example,  wlint  t('(  li 
nology  is  significant  to  whom  and  for  what  purposes  at  any  Kiven  linicV  How 
does  It  relate  to  the  needs  of  a  particular  country?  What  Is  Ihe  ability  of  a 
particular  country  to  absorb  it?  Was  it  in  fact  absorbed  and  ullli/.cd?  How 
important  Is  it  to  overall  military  capabilities?  These  «|uestlons,  and  oliierb-, 
are  largely  unanswerable. 

One  can,  however,  make  some  Judgments  about  Ihe  kind  of  Informal  Ion  iivuil- 
able  and  assume  that  under  certain  conditions  it  could  make  a  ( ontrilintion, 
albeit  immeasurable,  to  the  military  potential  of  a  foreign  country.  Majrjr  pub 
llcly  available  sources  of  technical  data  are  discussed  below. 

(1)  Popular  Magazines:  Microcomputers  and  bubble  nu'mf>ry  devices  have  fre 
queatly  been  the  subject  of  articles  In  Scivntiflc  Amtriniu,  u  popular  moiillily 
technical  magazine.  In  fact,  an  article  in  the  Septendier  11*77  issue  tirovided 
information  on  how  to  manufacture  microcomputers. 

Microelectronics  technology,  permitting  Uklnialurlzallon  of  ntany  command, 
control,  and  comuuinicutlons  functions,  has  critical  military  iii>itll<-all(!i<.s  in 
missiles   and    aircraft   and    In    other   areas    where    weight,    size,    and    speed    are 
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liii|>or(nrit  In  finJ,  llio  oxporl  of  inltTocoinp'il^rH.  I»ul>lile  memory  devJces,  and 
rclatid  imimtdlshcd,  .so|)lils(l<al<>d  leclinlcal  d«»a  \h  closely  controlled  for  na- 
(ioiiul  sctiirlly  piiritoscs. 

Artlths  ii|i|t»'iirinj;  In  Sii<ntifii  Ainrriran  are  generally  quite  detailed  and 
well  llln.slraled,  often  sIiowIiik  |irodm-tloh  aclienies  and  o|)eratlng  steps.  Al- 
llioiij;li  llic  acliial  tcclinlcnios  of  prodncllon  are  nsnnlly  on»ltted  from  snch 
ailicUs,  tlie  arliclvH  may  reveal  .solntlony  to  certain  design  problems.  In  the 
microelerlronic  Held,  excellent  articles  have  heen  written  on  the  location  of 
various  «-lcmciits  of  a  microcuntpnter,  hm^Ii  as  Hhlfl  registers  and  memories. 
Improved  location  of  compnter  components  can  Increase  the  overall  speed  and 
pcrforiMnncc  of  a  (ompnter  and  facilitate  Its  manufacture  and  repair.  Other 
artl<  Ics  luive  dlscn.s.sctl  and  provided  solutions  to  (piallty  control  prohlems.  The 
iMiport)int  area  of  preparing  mask  overlays,  which  Is  the  heart  of  the  photo- 
Jidionrapliy  mannfacliirlng  process  for  microcompnters,  hos  heen  described  In 
delail,  Including  coverage  of  materials,  precision  technlfpies,  and  overlay 
seipii'iices. 

('J>  I'tiifi  .fnitiniil  .Inuiiiiila:  Professional  societies  regularly  publish.  In  their 
teclinlral  journals,  sophisticated  articles  on  major  Innovations  In  militarily 
sensitive  ureas.  For  example,  the  September  1973  edition  of  Accounts  of  Chemi- 
cal Umran  h,  publislied  by  the  American  Oheinlcal  Society,  detailed  advances 
being  made  in  Isolope  separation  by  lasers — un  area  of  lm|)ortance  to  nuclear 
weapons  development.  The  So<:lety  published  In  Its  I>eceml)er  11,  1978,  edition 
of  ('hcmic'tl  Knginccring  News  nn  account  of  a  new  variety  of  mlcroporous 
polymers  llial  may  have  certain  applications  as  a  controlled  release  carrier  for 
cliemical  warfare  agents. 

(3)  KxhibUxonn:  Mecanse  military  and  civilian  telecommunications  systems  are 
similar,  advances  In  civilian  lelecommnnlcatlons  engineering  are  likely  to  have 
mililary  applications.  During  October  0  to  15,  1077.  1,5<M)  foreigners  attended  the 
Iiileriialional  Contmimlcations  Kxposltlon  In  Atlanta,  Oeorgia.  Tresentatlons  and 
demonsl rations  were  given  on  the  current  state  of  the  art  In  telecommunica- 
tions engineering  and  covered  such  areas  as  satellite  comnnmlcatlcns,  fiber 
optics,  and  swilching.  transmission,  and  communications  equipment.  AH  these 
areas  are  imporlanl  to  military  command,  control,  and  communications  activ- 
ities. 

(A)  Citriiinntc  Jouniah  and  Reports:  ('orporate  Joiirnals  and  technical  reports 
are  often  as  sophisticated  as  s<K'lety  Journals  and,  in  simie  cases,  iriay  be  more 
useful  In  provbling  technical  data,  since  they  are  often  more  specialized  and 
fiM  ns  on  eipilpment  design  and  Innovation.  For  example,  The  Bell  Laboratories 
litcord.  publislied  In  the  summer  «if  1070,  descrliied  In  considerable  detail  ma- 
terials, theory,  and  transmission  surface  patterns  applicable  to  computer  bubble 
memory  devices. 

(5)  Government  Reports:  Unclassified  U.S.  (Jovernment  reports  may  be  one  of 
the  major  public  sounes  of  military  sensitive  te<;hnlcal  data.  The  National 
Te<bnl(al  Infornmllon  Servhe  (NTIS)  within  the  U.S.  Department  of  Com- 
merce was  established  to  make  liie  results  of  U.S.  Oovernment  technological 
research  and  <levelopmenl  more  rapidly  available  to  Industry,  business,  and 
the  general  public  by  serving  as  the  U.S.  <!overnment's  clearinghouse  for  the 
colletlioii  anil  (ll.s.semlnal ion  of  scienlill<>,  technical,  and  engineering  informa- 
tion Ueceiilly,  II  included  among  lis  lilies  "Hesearch  Studies  on  the  Dissem- 
ination of  Solid  and  Liquid  Agents"  (AD  H27272),  which  describes  methods  of 
piK-kagiiu;  anil  releasing  chemical  and  biological  warfare  agents;  "Program  for 
Ibe  DeveloidiiiMil  of  a  Siiperconduclliig  Ciiierator"   (AD  OOLMHO),  which  includes 
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a  discussion  of  a  mini-power  genorallnp;  system  for  milKary  iiinriift  ;  "lliuli 
Power  Infrared  Laser  Windows"  (NMAU  lte|>(>rt  201!  Nnflniml  A(ii(l(iii>  of 
Sclcnfe:i),  which  covt'rs  the  optical  theory  mid  (haniclerisdcs  of  noilcrlnls 
lncor|K>rute(l  In  hlgh-enerf<y  luner  systeins;  and  "A  Linear  TihIiu'I  Ion  Mnior 
Slide  Drive"  ( Y-2082— EUDA).  which  sets  forth  opcratloniil  (lliit;t  anis  und 
provides  a  software  program  for  a  vlhratlon-frce  machine  too)  nscfnl  iit  nndcjir 
and  otber  military  applications. 

(0)  Newipapcrt:  While  newspaper  reports  are  nsoally  fn'  '"<>  jicMcriil  aiw) 
8ti|>ernclal  to  provide  sophisticated  scientific  or  technological  infonnjilliMi,  th<) 
can  indicate  areas  of  research  interest  and  underscore  trends  In  llie  mlvisiicc 
ment  of  technology  or  sclenHflc  Infornnition.  They  can  lie  very  us»'fnl  in  pro 
viding  leads  to  mor«  sopJiistlcated  reports. 

For  Instance,  the  January  10,  1971),  Issue  of  The  Wonhiiifjlon  Vmt  rcimrtcd 
on  advancements  In  U.S.  capahilltles  In  anil  sulunarli-.e  wiirfnre  (.\S\Vt  Iccli- 
nology  that  had  been  set  forth  In  a  ('ongresslonal  Hesearch  Service  study  'I'lic 
study  reportedly  was  hased  partly  on  <'li!ssltled  and  prevlou.sly  inipiiMislicd 
Information.  The  Pott  rej>orted  that  the  study's  analysis  covered  dctnils  on 
both  the  technical  advances  being  achieved  In  the  llnKed  Slates'  .VSW  [hd 
gram  and  the  Soviet's  submarine  vulnerabilities.  I'he  story  .slated  thai  the 
application  of  computer  technology  to  sophisticated  U.S.  luxlerwater  li-:lcni"t: 
systems  located  In  ocean  areas  surrounding  the  Soviet  Union  and  (lie  us<>  of 
a  new  generation  of  ship-towed  listening  devices  as  well  as  iiircnifldrniipcd 
sonobuoys  have  enabled  a  rapid  overall  increase  in  ASW  effect  iveiiesn. 

(7)    Other  %t echaniam* :  Other  ways  in   which  sensitive  lechniciil  diidi   can   be 
disseminated    publicly    arc    througli    radio    and    television    picseiitatlons;    text 
books;    handl>ook8;    corporate,   academic,    and    government    seoiinnr.')    and    sym- 
posia; business  teciinlcal  brochures  and  catalogs;  eipilpment   n:id  iiii<i!i!ciiinicc 
manuals;  government  patents;  and  scientific;  exchanges  and  tcc'linicitl  consiiltu 

tlODS. 

Exieiil  of  ihe  Public  Availability  of  Techiiicol  Dala 

According  to  NTIS  estimates,  members  of  the  NallonnI  K('<leruli<>!i  of  A!»- 
stractlng  and  Tndeiing  Services  cataloged  sllglitly  over  two  niillion  t"ch!ilcal 
and  scientiflc  Journal  articles  In  1078.  Membership  In  the  federation  covers 
all  major  professional,  isclentillc,  and  technical  groups  in  Ihe  governnunl  and 
nonprofit  sectors.  Since  approximately  25  percent  of  the  caliilo;;e(l  reports  are 
estimated  to  l>e  duplicates,  the  technical  and  scientific  reports  polilisin-d  lotiiicd 
approximately  l.R  million  for  1078. 

The   Institute  for   Scientiflc   Information    records  over  .'l.tHMt   siicnlillc   meet 
logs  annually.  NTIS  estimated  that  some  30  to  -lO  papers  are  prcsei>le<l  iil  cncli 
meeting  for  an  annual  total  of  about  100,000  reports. 

In  addition,  NTIS  believes  that  another  100,000  documents  Involving  pjileiits 
and  current  research  projects  should  be  considered  as  sources  of  technical  dalii 

Implicailont  for  U.S.  National  Security 

The  fact  that  sensitive  technical  data  may  be  availalde  tbroui;h  ]iiil>licalli)!i.'< 
and  other  means  of  public  dissemination  to  countries  to  which  exports  are  re 
stricted  for  national  security  purposes  does  not,  however,  warrant  Ihe  con- 
clusion that  such  technology  Is  necessarily  cfjcvtivily  tran.sfcrred  to  lliose 
countries  In  this  manner.  KITective  transfer  of  te<;hnology  depctid.s  on  oilier 
factors. 

Studies  of  technology  transfer,  most  notably  the  lleport  of  the  Defense 
Science   Hoard    (DSB)    Task    Force   on    lCx|iort   of    U.S.    TeclinoloKy.*  coi. elude 
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that  till!  mtT«'  provision  of  dutu  Is  geiuriilly  uii  liieffeotlve  way  of  transferring 
|ira«ll<al  Kiiowlfdi;^.  A  |>ossll.le  oitc»'i>tl<.ii  uonid  be  in  a  situation  wliore  Infor- 
nnilion  was  nimle  available  to  an  exporl  nilsaing  u  critical  element  In  bis 
rcscarrli  In  mmriil,  llioiiKh,  as  tbc  DSH  report  points  ont,  effective  technology 
Inin.sf.r  (bin'iids  largely  on  tlio  degree  of  Interaction  between  those  providing 
and  lliose  anpiiriiit;  the  data. 

four  degrees  of  efTect Iveness  for  transfer  niecbunlsms  were  identified  In  the 
1>SIJ  report  : 

(1)  Loir  tffiitivcniss:  trade  exhibits,  commercial  llteratnre,  undocumented 
pro|<o.sals,  and  sale  of  products  without  nuilntenance  and  operations  data. 

(2)  MddcKitc  <ff(i linniHit:  commercial  visits,  processing  equipment  (provid- 
ing a  nnionraclnriiig  capability)  wIIIkmiI  know  bow  (how  to  design  and  produce 
the  processing  eipiipment  Itself),  and  tlixiiinented  proposals. 

{[\)  rvngiilrnibli-  rfftrtiveiii-ss:  licenses  with  know-how,  consulting,  and  en- 
l.:ineering  dot  innenis  and  technical  data. 

(I)  lli(jh-  t  ffntivciK  an:  pr{>cesslng  utpilpment  with  know-how,  training  in 
higii  technology  areas,  technical  ex<hanges  with  ongoing  contacts,  Joint  ven- 
tures, licenses  with  intensive  teaching  efforts,  and  turnkey  facilities.* 

Tbe  transfer  of  technical  data  through  publications  typically  Involves  little, 
if  any,  Interaction  between  those  providing  and  those  acquiring  the  data,  and 
tlius  il  is  considered  t(»  Ik?  a  relatively  Ineffective  means  for  transferring 
tccinndogy. 

I'lu'  less  inleriiciion  involved  In  llie  transfer,  as  Is  the  case  in  the  mecha- 
nisms nniler  review,  the  f,'i«:<ter  will  be  the  problems  of  absorption  and  diffusion. 

Another  considirat Ion  is  that  publicly  available  Information,  tliough  It  may 
have  some  sensitivity,  is  likely  to  be  nnire  theoretical  than  practical.  In  devel- 
oping the  practical  applications  for  n  the<»retlcal  technique,  business  Is  typi- 
cally secretive  for  com|K'tltlve  reasons  and  is  unlikely  to  make  publicly  avail- 
able its  most  advance<l  production  and  product  technology. 

Kintilarly,  the  U.S.  Government  attempts  to  prevent  the  public  dissemination 
of  militarily  sensitive  technical  data  through  Its  national  security  classification 
system  and  restrhls  distribution  to  those  with  a  "need  to  know."  It  also  main- 
tains its  proprietary  Interest  in  data  developed  for  government  programs.  The 
latter  Includes  Information  deveio|ted  directly  through  government  research 
or  under  contract  with  the  private  sector.  As  a  result,  the  most  soiihlstlcated 
and  advanced  military  technology  is  unlikely  to  be  made  publicly  available  by 
tite  ll.y    (Joverinnent  • 

Simply  making  leihnicul  data  available  through  piddlcatlons  or  other  means 
of  public  ilissemlnation  does  uot  provide  the  active  relationship  l)etween  pro- 
vider and  receiver  necessary  l<»  an  effective  transfer  of  technology  and  does 
nothing  t<»  overcome  the  ftbsorpllon  and  diffusion  problems  a  receiving  country 
is  likely  to  ex|M>rien<'e.  These  im|tedlnieiits  to  successful  transfers,  coupled  with 
the  fait  that  pnbiiily  available  data  rarely  Include  state-of-the-art  production 
or  ilesign  technology,  indicate  that  puldicly  available  technical  data  and  other 
informallou  are  unlikely  to  have  more  than  a  minor  Impact  on  national  security. 


•■riinikcy  ruillltlcH  are  eoiii|>lel«riv  e<pil|>|K:d  |>ro<luctlon  or  iirocesslng  facilUlcB.  Training 
Ib  rrt><|iii'ii(ly   provliieil. 

»  UdUMloaiilly.  u  I)  S  <lovcriuiient  rep4>rt  ooittMlnlnc  teclinloni  ilata  of  nntlonal  aecurlty 
Hl(;<illl<-niii-e  U  imiIiUnIiliI  iiiitl  inuile  puttUily  nvullalile.  Tlie  reports  mentioned  prevlouBly 
iiii.l.r  (fi)  ■•»i..M.riiiinnt  lif|M>rt>i  '  ure  ixiimiiliH  of  hikIi  InnlttnifO.  However,  It  does  not 
follow  from  llie  .Klstoine  of  aiiili  r«-|M>rt8  llist  there  la  a  requirement  for  monitoring  their 
imlilli!  iivii(liil>lllly  or  iii|M>rt  ItHUier,  wliut  follows  Is  a  need  for  hotter  enforcement  of 
tli<:  .'xImIIiik  tliii:,ia<  iiIIiiii  Hybtciii  for  resUlctliig  tlie  |iulillc's  uoccus  to  items  of  legitimate 
iiiilloiiiil    hi'i'iirlty    •  KiK'fiii. 
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implications  for  U.S.  ForeSgn  I'olicy 

Foreign  policy  export  controls  are  Imposed  for  two  Itaslc  purposes:  i\)  To 
deprive  h  eouiitry  of  certain  II. H.  koo<'s  ho'I  IccliiioIoKy  Unit  would  cnlriiu  »>  thai 
nation's  capaMlltles  In  a  manner  Inconsistent  wllli  our  foreign  policy,  tiiui  (2) 
to  send  signals  of  U.S.  opposition  to  the  policies  of  another  country. 

The  ability  to  deprive  a  country  of  technology  nu«y  he  Impaired  hy  the  jiuhlic 
avallahlllty  of  technical  data,  hut  again,  as  In  the  case  of  nalioniil  stcniity. 
little  of  real  sigulflcance  Is  likely  to  be  publicly  avaihiMe.  For  cxnniide,  the 
United  States  has  Imposed  export  controls  on  crime  control  sind  dtlection 
e4]ulpment.  The  most  sophisticated  lechuo|«Ky  in  this  area  Is  likely  to  li(>  pro 
prietary  and  unpublished  an<i,  Ihiis,  also  .subject  to  U.S.  export  rontiols  As  in 
the  national  security  Bituutlon,  tlie  lack  "f  internet  ion  in  liMnsfiMi'in^  lecii- 
nology  through  publications  and  other  means  of  public  dlss<  ininiilif)n  iiikI  the 
receiving  country's  likely  dlilicultles  in  altsorblng  technical  lintii  witbonl  sucli 
Interaction  inhibits  an  effective  transfer  of  technolo^'y. 

The  IFnited  States  has  Imimsed  an  embargo  cm  virtually  all  exports  to  Itbo 
desift.  ThIa  step  was  taken  to  meet  U.S.  conimllnients  uruler  snort iiois  Imposed 
by  tlie  United  Nations  and  to  attempt  to  iuiiuciice  movements  townrd  niajorily 
rule.  Whatever  the  effectiveness  of  the  embargo  itself,  access  to  terlini<:il  dnla 
that  are  publicly  available  In  the  United  States  could  have  little  si^hllicnnt 
Impact  on  the  Rhodeslan  economy,  military  capaltllllles,  or  policies  of  majority 
rule. 

Signal  sending  is  also  largely  unaffected  by  any  leakage  of  tchnology 
through  publicly  available  information.  To  show  U.S.  displeasure  with  certain 
activities,  the  United  States  has  numerous  mechanisms  for  indiiiiting  coiuetn. 
For  example,  foreign  iiollcy  signals  can  be  sent  by  denying  or  approving  export 
licenses  for  equipment  or  unpublished  technical  data  aln-ady  subject  to  U  .S. 
export  controls.  They  can  be  sent  by  terminating  or  reducing  diiilomntic  fon 
tacts,  abrogating  Joint  governmental  proJe<'ts.  ap|»ealing  to  world  public  opinloi!, 
withholding  foreign  aid  or  military  assistance,  or  denying  government  export 
credits.  In  this  reghrd,  the  export  of  publicly  available  tecbnl<iil  dnla  not 
requiring  specific  U.S.  Government  review  or  approval  bec<Hne.s  relatively 
trivial. 

III.  MONITORING  RECOMMENDATIONS 

As  indicated  In  the  previous  section,  the  U.S.  (Jovernment  does  not  presently 
require  speclflc  authorization  to  export  publicly  available  technical  datn,  nor 
doea  it  formally  monitor  such  exports.  Rather,  U.S.  <5overnmeiit  export  «onlrol 
activities  deal  with  unpublished  datn  and  equipment  sales.  Monitoring  the 
export  of  publicly  available  technical  data  would  require  a  new  goveriinn  nlnl 
activity   and  a  signiflcant  expansion   of   (?.S.  export  administration    fnnttions. 

Monitoring  publications  and  other  means  of  public  disssemination  would  re 
quire  the  employment  of  a  large  numl>er  of  properly  trained  U.S.  (•overnment 
employees  with  appropriate  scientific  and  technical  credentials  to  review  vast 
numbers  of  puhlicatlona  as  they  are  issued  and  to  attend  numerous  «-orporate. 
academic,  and  government  exhibitions,  symposia,  and  seminars.  These  Imli- 
vlduals  would  need  to  have  current  knowledge  alkout  the  applb-alions  of  lech 
nology  to  military  systems  and  8l>out  the  developments  of  ns-ent  fiueign 
policy. 

The  orderly  monitoring  of  publicly  available  technical  data  would  Involve 
cataloging  and  Indexing  the  information  reviewed.  Categories  would  loglcnlly 
Include  the  relationship  of  data  to  a  sensitive  technohtgy,  destinations  and  uses 
where  national  security  or  foreign  policy  concerns  might  arl.se,  I  lie  degree  of 
sophistication  compared  with  the  state  of  the  art,  and  Ihe  extent  lo  -.vlii*  h 
the  sensitive  aspects  of  Ihe  technology  have  been  revealed  to  Ihe  public.   I'eri- 
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oillc  n'lii.rls  on  I  lie  n-siills  of  (lie  reviews  would  prohahly  lie  re4|Uosled  by  the 
('oiii;r(>ss  and  l>y  Mkim  nlive  ilriin(li  otlicluls. 

In  Msscssinf;  (lie  foasil>ilily  of  liiipU-nienllnt;  siieli  ii  monitoring  system,  a 
nuniIxT  (if  fiiclois  iiinsl  In-  weighed:  (l»  wlnif  would  he  accomplished  by  inonl- 
loring;  (J  >  the  syslcm's  likely  effecllveness ;  (H)  the  Impact  on  the  develop- 
ment and  exchanKt'  of  tcchnUal  data  and  scleiitillc  information  within  the 
United  Stales;  {4)  the  cost;  and  (f*)  Ihe  legal  and  constitutional  implications, 
including  the  impact  «m  freedom  of  speech  and  freedom  of  the  press. 

in  the  retpiest  for  this  report,  (Vnigress  has  not  raised  the  Issue  of  controlling 
suth  exports.  However,  hecause  the  monlloring  of  exports  may  In  some  cases 
presage  eventual  export  <'outri>ls.  a  hrlof  discussion  of  the  Implications  of 
possible  control  systems  is  presented  In  Station   IV  of  the  report. 

Wliul  W<iiilii  lie  Acruiiipii!«!u-d  Ity  Rrluniluriiig 

I'lvL'ii  if  an  orderly  nioiiltoriiig  system  Itself  were  feasible,  there  Is  serious 
(piestion  about  whclher  anything  useful  could  be  done  with  the  information  so 
oblaine<l. 

It  <-onId  be  argued  that  a  systematic  monitoring  system  would  provide  more 
empirical  information  on  what  technical  data  are  actually  exported,  and  what 
transfer  of  technology  actually  takes  place  as  a  result  of  their  export.  However, 
knowing  that  te<  hiiol(»gy  has  been  transferred  Is  of  little  use  once  It  lias  already 
gone.  As  the  DSH  study  on  technology  transfer  accurately  iwinted  out,  once 
technology  has  gone,  there  is  no  calling  it  back.  In  this  instance,  estaldishing 
a  system  to  giiin  inforuuition  on  wliat  technology  lias  been  transferred  would 
serve  ill  lie  practical  juirpose. 

SysU-iii  EfTerliveneos 

if  tlie  goal  of  monitoring  is  to  provide  more  reliable  information  and  a  better 
nuderstanding  of  Ihe  proltlem  of  technology  transfer  through  publicly  available 
data.  Iliere  is  serious  ipiesllon  about  llie  ability  of  any  monitoring  system  to 
achieve  that  objective. 

As  (he  discussi(m  in  Sei-tion  II  indicates,  little.  If  any,  additional  understand- 
ing of  tlie  extent  of  tecluiology  transfers  wtuild  l»e  fortlicomlng  from  a  knowl- 
edge of  what  is  publicly  available.  Information  on  the  puldic  availability  of 
sensitive  technical  data  would  provide  little  useful  information  about  the 
acdnil  extent  of  (ecbiuilogy  transfers  and  their  national  security  or  foreign 
policy  Implications. 

For  example,  iiow  does  certain  teciinical  Information  flt  into  and  affect  knowl- 
edge about  an  entire  Hensltive  technology?  Is  It  state  of-lhe-art  technology  or 
less  sophisticated  Information?  Do  U.S.  adversaries  need  tlie  technical  data  or 
<lo  they  already  |M>ssess  It  ^r  comparable  Information?  How  will  (he  receiving 
country  use  (be  iuform^don  and.  In  fact,  can  tlie  receiving  country  use  it? 
What  are  (he  absorption  and  diffusion  problems  within  that  country?  Even 
though  Informalloii  Is  publi<ly  available,  can  there  \fe  any  assurance  that  the 
country  of  <-oiHern  has  notbred  it  and  obtained  it?  If  it  is  known  that  the  data 
have  gone  to  a  frieiitlly  nation,  liuw  does  one  trace  their  jMsslble  diversion  to 
a  country  of  concern? 

These  quesllons  indicale  that  liiiplemeiitlng  a  comprehensive  monitoring  sys- 
tem (o  colled  iiiformadon  on  the  ex|Mirt  of  publicly  available  technical  data 
will  (ell  lidle  aboul  (he  transfer  of  lechnology  and  will  be  a  generally  unre- 
liable measure  of  possible  adverse  impact  on  U.S.  national  securily  or  foreign 
pulley. 

iiiiputl  oil 're<-1iiii<-ul  uimI  Scieiilific  liiforiiialluii  Excliuiiges 

Monitoring  would  iiiHl<iul>te«lly  liave  an  Inhibiting  effe<'t  on  the  develo|)ment 
and  rvi'haiigt:  iif  s<  ieadlic  or  (ethnical  luforinatloii.  8ciends(s  cuncernetl  altout 
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feiisorslttp  hecuiise  Ihelr  studies  mlglit  Involve  iiiiih  riiil  that  Is  sensitive  fiuin  a 
iiutloiial  Heciirity  or  foreign  polley  8tiunl|ioiiil  iiil};lit  iivoid  doiii^  resriiiili  in 
titese  areas.  They  n»lght  avoid  areas  whore  llie  U  H.  «iovernineM(  would  In- 
likely  to  monitor  their  aetlvllles  oc  where  tlieir  resenr<-li  niiglil  siili  ,c(|\ii'nlly 
heeome  the  object  of  governuient  attention.  Ileninse  their  resenn  li  mi^'lil  iMi(J 
vcrtently  reveal  Information  of  signlllcant  national  security  or  foreign  imlii  > 
concern,  researchers  might  he  hesitant  to  develop  certain  Iviks  .>f  .sciciiiili! 
or  technical  projects  vvltliout  flrst  consulting  with  th<^  US  <i(>v(TnMicnl  'I'liis 
hesitancy  might  even  create  n  reluctance  to  injike  fcientillc;  or  (e<  lini(iil  infur 
matlon  puhllcly  avallahle  without  prior  consultation  willi  II  S  (iovcrnnicnl 
otnciala. 

U.S.  Oovernmeut  monitors  looking  over  tlie  shfuildeis  of  uienilnis  of  llie 
technical  and  sclentlflc  community  could  hisSill  a  caiitionnry  and  n. si  mined 
altitude  In  individuals  whose  strengtlis  arc  their  innovtilive,  inntglnalivc.  and 
creative  talents.  The  adverse  consequences  for  the  develoiinicnl  (tf  scienliilc 
and  technical  information  and  exchange  could  he  far-reaihlng. 

The  possibility  of  seriously  Inhibiting  scientific  and  techni<':il  re.seitrcli  mid 
exchange  of  information  Is  not  confined  to  monitoring  teclmiciil  dtiia  related 
to  national  security  or  foreign  policy.  Since  a  wide  range  of  d.'tia  wtnild  have 
to  be  reviewed  to  determine  whetlier  national  security  or  foreign  policy  con 
cerna  are  raised,  broad-gauged  and  ultimately  unnecessary  monitoring  <'i>nl(l 
ensue. 

The  free  flow  of  sclentlflc  information  Is  esst-ntlal  to  the  progress  of  .s<:ieiitili<! 
and  technical  research.  This  calls  for  preserving  tlie  conditions  In  \vlii<'lt  tliis 
type  of  technical  data  is  freely  and  unhesitantly  piil>ilslu'd  nod  e\clianL^c<l 

Coal 

Simply  to  read  all  the  l.tS  million  new  technical  and  8<lentitic  rojiorls  lli.if 
NTIS  estimates  are  published  each  year  would  be  extremely  costly  Assuming 
that  one  U.S.  Government  employee,  earniiig  about  ^.'W.tHMi  a  year,  read  ni> 
proximately  six  to  seven  .sclentlflc  or  technical  reports  eacli  day  and  worked  an 
average  of  210  days  a  year,  merely  reading  all  the  1  fi  million  reports  would 
cost  the  taxpayer  some  |30  million.  There  would  he  additional  costs  fo;-  moni- 
toring the  numerous  aclentlflc  ond  leclinical  meetings  held  each  year,  reviewing 
other  possible  public  mechanisms  for  diBsemlnatlug  leclinical  data  (sm  li  as 
newspapers,  radio,  and  television),  and  cataloging  the  results.  It  is  evident 
that  any  monitoring  system  designed  to  track  the  puhli<*  availaliility  of  scnsi 
tive  technical  data  would  be  extremely  expensive. 

Since  the  concern  of  a  monitoring  system  would  be  with  the  iiali(»nal  security 
and  foreign  i>ollcy  consequences  of  the  export  of  publicly  availalile  technical 
data,  theoretically,  not  every  piece  of  technical  Information  piiliMdy  dissem- 
inated would  have  to  l)e  reviewed.  Ilatlier,  efforts  <;ouhl  be  dire<fed  to  leclinical 
areas  likely  to  be  of  critical  national  security  or  foreign  policy  <oii( cm. 

The  Department  of  Defense  is  currently  attempting  to  develop  a  list  of  lech- 
nologlea  of  critical  im|>ortance  to  our  military  security.  If  this  effort  Is  sue 
cessful,  it  could,  although  It  is  not  certain  that  It  would,  narrow  the  iiumlur 
of  technologies  that  would  be  necessary  to  review  from  a  national  security 
per3[>ectlve  in  adnWnisterlng  export  controls.  A  monitoring  effort  could  center 
on  reviewing  the  putillc  Hvailahlllty  of  data  pertaining  to  such  "<  rilicil  lecli 
nologlea"  rather  titan  reviewing  all  technical  data. 

Similarly,  the  monitoring  burden  could  be  redu<:ed  l>y  dire<'tiiig  efforts  l(» 
those  transfer  mechaniama  in  the  pulille  realm  that  more  effectively  transfer 
technical  data,  e.g.,  corp<>rate  manuals  rallier  than  new.spaper  reports  'I'lins, 
only  a  sclectt^d  number  of  transfer  mechanisms  and  types  i>r  reports  vvonld  lie 
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moiilloicd  Ollitr  loss  ofTt.  ilve  iiKMhiiiibiiia.  sucli  as  iiewspnpers  and  {wpulnr 
iiiiiKnziiH-8,  would  mil  In-  revU'Wod. 

Of  loiirsc,  ili<>  si/.f  of  uiiy  iiiodiilfd  iiionitoriiit;  sysU'iii  would  dei»t'nd  on  the 
Kiiidfliiics  d.v»lo|ic(l  for  iiultidliig  U'rlmlciil  iiroas  in  llie  review  system  and  on 
llio  s.(>|ie  of  iiiiiloriiils  and  nit-clianlsnis  selected  for  review.  Nevertlieless,  if 
lilt'  system  Is  l4)  he  comprehensive,  it  is  liiiely  to  re<|nire  a  slgiiiileant  allo<-utlon 
of  itsoiin-es.  In  oilier  winds,  even  a  nKxlilled  jtromrunj  would  l>e  large  niid 
expensive. 

As  noted,  some  15  million  new  scientinc  and  technical  articles  appear  annu- 
ally as  llu;  result  of  the  worli  of  professional  and  sclentitic  Kroup.s.  Clearly, 
lliese  are  llie  types  of  r»  ports  that  would  he  r('vle\ve«i  even  under  the  narrow- 
est nioiiitorlnt;  proKranis.  Kven  where  erforts  were  concent  rated  on  "critical 
lt!<-linoloi;ies,"  thousands  of  articles  would  renuiln  to  he  reviewed  each  year. 
And  this  efTort  does  not  lalie  Into  accout  tlie  other  transfer  mechanisms  that 
w<uiM  also  iiee4l  to  he  monitored,  siu'h  as  public  symposia,  exhihits,  and  cor- 
porate reports. 

Ix'gul  and  ('oiittliliilioiiul  Issues 

A  review  of  c<nislitulional  Ireulises  uiui  texts  and  a  search  of  case  law  have 
revealed  no  ca.ses  on  the  tpiestion  of  the  constitutionality  of  government  monl- 
torint'  of  technical  data  aflvr  its  pnlilication  and  puldic  dissemination.  Tiie 
alisenrc  of  constitutional  challenge  suggests  that  First  Amendment  freedoms  of 
speech  and  press  are  not  regarded  as  signilk-HUt  Issues  with  resi>ect  to  post- 
puhlicatloii  moiiiloring. 

.A  numher  of  U.S.  <!overnment  agencies  currently  review  puhlicly  availahle 
informalion  for  numerous  purposes.  Helentists  and  teeluilciuns  in  the  Govern- 
ment examine  pnlili<'allons  aiul  other  docunuuils  to  stay  ahreust  of  the  recent 
devclopnu'uts  In  their  liel<ls.  Tlie  Bureau  of  the  Onsus  reviews  various  activities 
and  (Ohsolidates  nunterous  types  of  puldl<-ly  avuilahle  dnin  into  trade,  manu- 
facturing, demographic,  and  other  statistical  categories.  As  mentioned  earlier  in 
this  report,  the  Natloiuil  Kederalion  of  Alistracling  and  Indexing  Services  cata- 
logs all  the  scientific  and  technical  reports  Issued  hy  its  members. 

A  post-pultlication  monitoring  system  designed  simply  to  collect  Information 
on  puhllc  availaliillty  of  tecluilcal  data  would  |irohtthIy  not  he  fundamentally 
difTerent,  from  a  l<>gal  point  of  view,  fr(un  tlie  cataloging  and  reviewing  systems 
iiirreiilly  in  n.se  In  II.H.  (lovernment  agencies  and  departments.  If,  however,  a 
inoiiitoring  system  were  set  up  for  the  pur|K>se  of  acting  as  a  "watchdog"  to 
revh'w  all  leclinlcai  data  from  the  Klandpoint  of  their  notional  security  or  for- 
eign polity  iinpiicalioiis,  \liffereiit  constitutional  considerations  might  arise. 

Kven  tlimigh  such  a  ^stem  might  not  involve  censorship  or  control,  the  knowl- 
edge that  llie  data  were  lieing  nnniilored  and  scrutinized  hy  U.S.  Qovernment 
olticials  might  have  u  chilling  effect  <m  the  pul)licatloii  of  such  data.  The  absence 
of  a  First  Ainendment  case  (rhallenglug  post-puhlicathui  monitoring  hy  17. 8. 
tioyernnuMit  agencies  makes  It  dilH<-ull  to  evaluate  the  extent  of  any  legal  prob- 
lems assoclalcil  with  su<  h  ai'tivily  However,  It  is  fair  to  say  that  there  would 
prohuiily  he  an  iiiliiiiiting  efTe<-t  <ui  pui>licati(ni,  resenrcli,  and  development. 

IV.  EXTORT  CON TIIOL  CONSIDERATIONS 

.Mthoiiuli  t!ic  rctpiest  from  the  ('ongress  for  tlie  Section  I'JO  stu<ly  pertains  to 
mtmitiiriiii;  I  he  export  of  pultlicly  availalde  lechfii<-al  data,  tlie  assumption  that 
some  sensitive  tccluiical  data  may  he  |uililicly  availalde  raises  a  ipiestion  about 
wliiil  could  he  done  ai>out  con t rail iii(/  Ihe  export  of  sucli  data.  SiiK'c  tl«c  puidic 
avail. ihility  of  tcchult'iil  data  Is  lanlaniouiil  |o  Its  export,  donicslle  a vnilaiilllt v 
v.iMiliI  liiivr  !<•  I.f  nstrlclid  to  rcslilcl   the  export  «if  sucli  technical  data. 
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lOfforts  could  lie  mado  to  lestriot  teoliiilciil  tialii  iifit  r  llic.v  aii|><"iH-  imMicly. 
Tliis  would  Involve  attempts  to  retract  such  data  from  llii!  piilijlc  domaiii  and 
to  roHtrlct  their  further  nvallatilllty.  The  allernalive  would  he  a  iiionihuiiiK 
aysteai  for  review  of  technical  data  prior  l<»  their  helnt;  made  pnl»li(  ly  availahlc, 
atid  for  U.S.  Government  control  of  data  di.scovercd  t(»  he  .sensitive. 

Posl-Publicalion  Review  and  Control 

The  practical  prohlcms  associated  with  a  post  puhllcalion  roiilrol  .sy.slcin 
would  be  enormous.  Even  If  Its  scope  were  limited  to  the  review  of  icitaiM  iypcs 
of  media,  Its  operation  would  involve  exorhitant  adminislralivtr  msls. 

The  effectiveness  of  such  a  system  Is  exlrenu-ly  douhlful  llfToilM  l<»  iciotnc 
BCiisltiveJechnlcal  data  from  public  access  ml^ht  decrease  the  liUclihotMl  of  I  heir 
suh.sequenl  export,  but  It  would  be  virtually  Impossible  to  dflemiiiie  wlictlHT 
the  data  had  been  exported  <lur!ng  the  period  of  public  availabilKy  pri  n  In  con 
trol  by  the  U.S.  Government  or  to  be  yure  that  the  data  bad  been  ciT-rlivcly 
removed  from  future  public  access.  The  impact  on  .scientilh'  developnionf  and 
research  would,  of  course,  be  adverse  liecause  of  the  constralnl  on  thf  cxi  lian^e 
of  Information  relating  to  scientific  and  tcclinlcal  research. 

A  post-publication  control  system  would  also  lalse  serious  conslituliinuil  i.^sncs 
It  could  run  afoul  of  Fifth  Amendment  proscriptions  against  the  lakin^  of  pri- 
vate property  without  compensation.  In  both  Uinciison  v.  Viiil(d  Sluli.i.  ft4K 
F.  2d  939  (Ct.  CI.  1977)  ;  and  Pcic  v.  IJnitrd  iSlntcg.  531  K.  'M  loiK  (<l.  C\  l!>7(i), 
federal  courts  ruled  that  when  governmental  interference  with  a  citizen's  use  <^f 
his  property  Is  so  eubstantlal  and  i>ervaslve  as  to  prevent  (he  use  i»f  (hat  prop 
crty  or  to  depreciate  Its  value,  a  constitutional  taking  is  implied  and  the  owner 
Is  entitled  to  compensation. 

More  lm|>ortant,  pre-publication  control  of  sensitive  le<l>!ii(al  data  would 
raise  serious  First  Amendment  questlosis.  These  will  b«?  discussed  m(>xI. 

PrcsPubiicalion  Review  and  Control 

Pre-publication  governmental  review  and  control  of  sensitive  technical  data 
would  obviously  be  a  more  effective  way  of  preventing  exports  than  post  publi 
cation  review  and  control.  Such  a  system  of  censorship,  how«'vcr.  wouhl  raise 
serious  First  Amendment  questions,  would  have  a  significant  adverse  impact  on 
technical  and  sclentiflc  advance,  and  would  entail  greatly  expanded  adminislra- 
tlve  costs. 

First  Amendment  protections  have  traditionally  been  extended  Id  sp«'e<'h 
expressing  social,  religious,  or  political  views,  but  in  recent  «ases*  (he  Hiiprenu' 
Court  has  expanded  these  protections  to  include  certain  categories  of  "coiiMner- 
clal"  speech.  Technical  data  do  not  fall  Into  the  tradltioiuil  calegorles,  nor  do 
they  appear  to  be  the  kind  of  "si>eech"  that  would  be  given  protcflion  under 
the  current  line  of  cases,  which  have  all  Involved  advertising.  However,  pnlili- 
catlon  of  technical  data  could,  in  appropriate  clrcumstaiu-es,  also  embratc 
Information  that  could  be  viewed  as  commercial  hi  nature  U.S.  tiovt-rnnicnl 
efforts  to  restrain  the  publication  of  such  data  might  be  challenged  on  the  basis 
that  the  data  are  protected  under  an  expansive  constltutioiuil  interprelalion 
of  speech. 

Of  the  two  primary  kinds  of  restraints,  the  U.S.  Governniehf  ha^  soinelitnes 
attempted  to  place  on  expression — those  which  punisli  for  speech  alniDln  nllore<l 
or  Information  already  published  and  those  that  prmvitt  the  ulli-rance  ttr  llie 


*  Pitttburtih   Preti   Co.   y.l'itt»t)urgh  Comtni»iilon   on    llumiin    ReltHio»».   <••   iil  ,  ^^'^    1'^ 

370    (1973);    lUffelow   v.    Virffinia,    121    US     800    (H)7B);    Vtri/itiia   State    Itoanl  of    I'hai 

mucj/   V.    ViryOiiu    Citizeni    Voiiaumcr   (Jouncil.    Inc.,    410   IIS     Ifi    (107;i>.    "inl  /'<i/«»    v 
Slate  Hur  uj  Arizona,  4^3   U.S.   aOO    (:077). 
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piihliciilioti  tin;  Ijitler  lieari^  n  purllciildrly  lieavy  presumption  of  uncoiislltu- 
lioiinlily.  Tills  in  liet-aiise  n  .syslfiii  of  prior  rfslruinlH  is  far  more  liilill)lting  tbun 
II  system  iif  siili.s<>ipi<-iit  piiiiisliiiifiil.  It  liriiiKH  iiiHler  U.S.  Oovernmeiit  scrutiny 
II  wiili-r  riiiiKc  of  cxpri'sstoii  and  forlilils  comnuinlcutlon  from  taking  place. 
I'lttti  laon  V.  ColiimiUt.  lius  U.S.  4r)  I  ( lt)07)  ;  T.  lOmerson,  The  System  of  Freedom 
of  Hsi>ns.iii>n   (  H)7(»). 

IIS  <iovoninu-iit  (iMi.sorsliip  l»y  prior  restraint  la  not  nncoiiHtltutlonal  per  ae. 
'I'lie  I'  S.  <iov(>riun<-nt  nmsl,  however,  satisfy  the  "heavy  hnrdon  of  showing 
jiiHlilic  nlloh  fur  tlic  Impo.sltlon"  of  such  reijtraints.  New  York  Times  Vo.  v.  Ur.ited 
State:!.  t(i3  I'  S.  713,  711,  <  11)71)  (per  euriam)  (pioiing  Oryani cation  for  a  Better 
Austin  V    A  «(/<•, -lOJ  II  S.  J 15.  410  (1S)71). 

Tlicre  an;  ii  few  general  exceptions  to  tlie  doctrine  of  prior  restraint.  These 
iiicliK^e  cMses  wliere  tiiere  is  a  direct  and  Immediate  harm  to  life  or  national 
se<iirily.  In  .V<  i«>  Yitrk  Times  <'i>.  v.  (hiited  States,  stipra,  tiie  U.S.  Oovernment 
.soiiglit  to  restrain  llie  pnhllcation  of  the  "Pentagon  Papers"  on  the  ground  that 
llieir  ptiiilicalion  would  seriously  endanger  a  variety  of  slgnlflcant  national 
Interests.  Of  (lie  six  jinlge  majority'  Justice  Drennan  cited  cases  arising  when 
the  Nation  "Is  at  war"  us  helng  within  a  "single,  extremely  narrow  class  of 
ca.ses  in  which  (he  First  Amendment's  han  on  prior  Judicial  restraint  may  be 
overridden."  (At  TM  )  (Sehenek  v.  United  States,  240  U.S.  47.  fi2  (1019)  ;  Near 
V  Minnenoin.  I'Kl  US.  <1!)7.  71(1  (llWl).)  The  |»rlor  restraint  used  by  the  U.S. 
(iovernment  to  prevent  puhJIcatlon  of  the  Pa|)er8 — an  injunction — was  struck 
down  l>y  tlie  t^onrt,  which  held  that  the  heavy  burden  to  Justify  the  Imposition 
of  prior  reslraiiil  ha<l  not  been  met. 

Ill  a  re<eiif  case  Involving  the  I'rtiyressive  magazine,  the  U.S.  Oovernment 
atleiii(>ted  to  restrain  (lie  publication  of  alleged  classified  data  on  the  design  of 
tiie  liy<lit)Ken  bomb.  Tiie  U.S.  (Iovernment  claimed  that  Information  In  a  Progres- 
sive. arti«'ie  was  classined  restricted  «lala  under  the  Atomic  Energy  Act  (42 
U.S.d.  'J20I  et  seq.)  and  thus  subject  to  the  U.S.  Go\'ernment's  security  classifi- 
cation atid  controls.  The  (lOvernment  also  alleged  that  publication  of  the  article 
could  have  made  available  to  oilier  countries,  sooner  than  would  otherwise  have 
been  the  la.se,  Information  that  could  have  contributed  slgnidcantly  to  the  pro- 
liferation of  nuclear  weaponry  and  resulted  in  direct,  Immediate,  and  irreparable 
harm  to  the  national  .sccurlly."  The  (Government  did  not  propose  to  block  pnbll- 
<allon  of  the  entire  article  but  only  those  small  portions  containing  classified 
data. 

I'royresaive  maintained  that  all  the  Information  contained  in  the  article  was 
gal  tiered  from  unclassified  sources,  including  U.S.  Gnvernment-gnlded  visits  to 
iMK-lear  pbiiils,  interviews,  literature,  and  deduction.  It  admitted  that  some  of 
the  inforinalion  Is  classified  but  orgiied  that  It  should  not  lie. 

The  <:overiitnent  obtained  a  preliminary  Injunction  on  March  20,  1070,  to  pre- 
vent Progressive  fnun  publishing  the  article.*  On  September  16,  however,  a 
Wl.sconsin  newspa|>er,  the  Madison  Press  Connee.tion,  published  a  letter  from  a 
computer  analyst  containing  allegedly  restricted  data  that  revealed  substantially 


' 'Dip  rmirt's  jii<lK>ii«'iit  wiia  per  curhim ;  JiisdreH  Black,  Doiii;laii.  Morshall,  Stewart, 
Wlillf,  iiiitl  llrviiniiii  nil  wrote  coiiciirrliii;  o|>lnloiiH. 

• 'I'lic  I't of/iia.iii'e  tnsc  dlffrrotl  Hlciilltt'iiiitly  from  the  "PentHgon  I'liperH"  case  {New 
Yutk  Tiiiiea  Co.  v.  Uniletl  State*.  iiii|>ru).  Klrst,  the  Atonilc  lOiierKy  Act  problblta  tlie 
rdiiiiiiiiiilcjitliiii.  Iriiiisiiiltliil,  or  <llHoloH(ire  of  iiiiy  In  form  at  tun  liiTolvIng  clasHlfled  data 
iilioiit  hiirhar  \v<-M|i4iiiti.  'I'lie  Act  uIho  |iri>vl<tcH  for  liijiiiictlve  relief  to  reHtraln  the  dia- 
climiii'i!  of  Hiirli  liiforiiiiitloii.  (-12  US*'  1!2K0.  )  In  (lie  Pfiitii|;ou  Pu|>«rM  cilHe,  ttie  U.8. 
OoviTiiini-iil  n-lli'il  Moli'ly  on  (hi;  InlitTeiil  iinlliorlly  of  tlie  I'roHldeiit  to  enjoin  piibllca- 
tl.tit  In  l'iuij)t:!<Hiif,  till-  liiillcil  Stall's  ri-lli'il  iidilllloiially  on  tlie  atutiilory  autliorlzatlcii 
•  >r  (III-  Aliiiiilr  Kiirri;v   .Sri  to  iililiilii  llio  Injiini-lliin. 

•Hi/    !•'     Siii.|.    !i!»il    |\V     I*     Wl8.    ll)7!M 
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the  sani«  concepts  as  tl»<is(?  revealed  lii  the  Vrogrcsaivv.  ur(irlc  .\s  a  icsnU  llic 
flovernuieiit  moved  in  the  Kevenlli  ('ircnit  to  viicate  llic  |>i  t-liiiiiiiiiiy  iiijmu!- 
tlon  12101  <-(  scq.  ( r(>|ii*flle<l  lt>7<l)  )  liy  exiiortin^  wilhuiil  ii  luciisi-  Ici'lniitiil 
moot.  The  Implication  of  the  case  for  the  hroader  question  of  (;ov«  rnnifia  pre 
publication  conlrol"  of  the  export  of  pnhliciy  uvailuliie  nniliissi(ic«l  lc(  luilial 
data  rentahis  unclear. 

There  have  also  l»ecn  two  cases  dealing  with  First  Amendment  cliallcn):!-.';  (o 
the  exercise  of    TI.S.    Government   control    ovt-r    the   export    of    tfclinir;!!    tiala 
through  e3f|M>rt  licensing  schemes.  United  Stalia  v.  \  nnlhf,  r>:il   !•'.  Jd  .'ir>_'  Kith 
CIr.   1976);    Unitvd   States   v.   Edhr  Imlusiruit,  Inc.,  fi7!>    V    lid   r>l(i    (!Mli    Cir 
1978). 

In  Van  lice,  the  defenduiits  were  charged  with  vlolalint?  the  «Mn>rl  lii  ciiriiuf; 
regulations  under  the  Mutual  Security  Act  (Jli  II  SC  Sectlt.u  VXU.  JJ  <  M'  It  StM- 
tioii  121.01  ct  avq.  (re|>euled  1976))  hy  exporting  witlioiit  a  iirciise  l*(  lini(  al 
data  on  amphibious  vehicles.  The  defendants  did  not  rai.se  a  first  Anuiiilniciil 
defense,  and  the  Sixth  (')rcult  held  that  there  was  .sntllcienl  evidtiici'  in  Die 
record  to  support  the  Jury's  verdict  finding  the  defemlanls  guilty  of  "con.spirini; 
to  export  technical  data"  from  the  United  States  in  violation  of  Section    I!)'! I. 

In  Bdler,  the  defendants  ap|>ealed  their  convictions  for  expoiliuK  wilhoiil  an 
export  license  technical  data  relating  to  roi-ket  and  missile  (<)nipoin>nl.s.  on  tlit> 
U.S.  Munitions  List.  They  argued  that  the  First  Amendment  proto-lid  I  lie 
dissemination  of  technical  Information.  Although  recognizing  tiial  the  defend 
ants  had  "advanced  a  colorable  claim"  that  the  First  AnitMiiliaenl  did  in  fad 
protect  the  technical  data  they  disseminated,  the  Ninlli  rircnit  ulliniately 
rejected  their  argument.  The  court  held  that  the  technical  data  c.xporltMl  related 
in  a  sIgnlOcant  fashion  to  specific  items  on  the  U.S.  Munitions  i.isi  and  lliat  llie 
statutory  basis  for  the  export  licensing  regulations  evinced  "a  ('ongrcMsional 
Intent  to  delineate  narrowly  the  scope  of  information"  snbjeel  to  export  con- 
trol. In  short,  the  First  Amendment  challenge  failed  because  U.S.  (•ovcrninent 
restrictions  on  the  exi>ort  of  the  defendants'  technical  data  were  liase<l  on  a 
statute  reflecting  clear  Congressional  Intent  and  carefully  delineated  regnlaiions 
emanating  from  the  statute. 

A  pre-publication  review  and  control  system  could  inipe«le  tiie  devi-lopincitt 
of  technical,  and  scientific  information.  Such  a  system  also  could  result  in  delays 
while  information  underwent  U.S.  Qovernment  review  prior  to  its  release  In 
addition  the  very  existence  of  a  pre-publication  review  mechanlMni  and  tlie 
knowledge  of  U.S.  Government  review  on  a  national  security  and  forei;;ii  policy 
basis  could  Inhibit  research  activities  In  certain  areas.  When  certain  items  of 
technical  data  are  controlled,  their  removal  from  public  access  niiglit  result  in 
making  them  unavailable  to  other  U.S.  scientists  whose  w<krk  wouhl  have  Ih>im>- 
flted  from  their  availability. 


''On  September  28.  1979.  (Ite  Seventh  Circuit  vacated  the  preliminary  liijiiiiriloii.  (i<>v 
ernment  motions  to  dUmlBR  the  appeala  and  remand  the  case  iu  the  illblrlot  court  iin* 
Bttll  pending.  C  A.  Noa.  79-1438  and  70   1064. 

"  While  there  have  t>«en  no  court  caues  dealing  with  First  Aiiiei:iliii<'iit  cliiillfiigi-s  lo 
anjr  present  U.S.  Qovernment  moniloring  sclieme  involvlni;  privately  |iiibllKhcil  Icrliiili'iil 
data,  there  have  been  three  cases  dealing  with  First  Auieiiiliiient  chi>U<-'it;t>s  to  tlio  <'l.\'f 
pre-puLllcattou  motiltorlog  arrungement.  This  arrangenit-nt  Involves  a  ulgncil  ooiitrarliiiil 
agreement  l>etwifen  the  CIA  and  a  new  employee  In  which  the  eMi|ili'y4'i'  ii(;nc.s  iiol  In 
publish  anything  learned  d>:rtiig  bis  tenure  with  the  (?1A  wllhiiut  the  uKfiicy's  apiiroval. 
The  CIA  was  upheld  In  the  first  two  cases.  The  third  case.  llnUcd  iStatca  v.  Siicpp.  In 
pending  In  the  Court  of  A|i|>eiilH.  but  the  lower  court  found  for  the  iig4'iu:y.  Srif  alho. 
I'nited  Statei  v.  .MainhetH.  400  K.  2d  1300  (4  CIr  ).  cert,  denitd,  400  US  liM!.(  (I'i7Jl  ; 
Alfred  A.  Knopf.  I»r  v.  Colbv.  500  F.  2J  1302  (4  <Mr  ),  cert,  denied.  4'JI  US  !I!)J  (lllTf,)  ; 
r/iiUetl  State*  v.  iSn«py,  90ri  F   2d  026  (4  CIr    lUTU). 
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The  adiiiiiiistriitivo  costs  lo  llie  UH.  (Jovernmeiit  would,  once  agnlii,  de[>end 
oil  tlio  extent  of  terhiiirul  dntii  to  lie  monitored  and  the  scoi»€  of  the  mechanisms 
to  lie  revie\ve«l.  Cerliiliily,  an  ex|uiiiMloii  of  current  U.S.  Oovernmeut  resources 
would  »«e  re<|uireil,  and  theye  would  likely  Ite  extensive. 

V.  CON<;i.lJSIONS 

!.  Tlie  PeitartiiK.'iit  of  4'oiiinierce  believes  that  while  In  certain  Instances  tech- 
iiicil  data  of  coiueni  to  U.S.  national  security  or  U.S.  foreign  policy  may  be 
available  tbioiigb  (inbikatloiis  and  other  means  of  public  disseiiiinatlou,  their 
overall  liiipact  on  iiallonal  se<'urlty  or  foreign  |H>llcy  Is  probably  minor.  This 
( oiu  lii.-sioii  i.s  bu.sed  on  the  assessment  that  public  availability  of  technical  data, 
in  and  of  itself,  is  unlikely  to  result  in  the  effective  transfer  of  te<-huology. 
Finllier,  111*-  Deparliiieiit  l)elieves  tliat  the  technical  data  most  critical  to  our 
national  security  and  foreign  policy  are  state-of-the-art  technologies  Involving 
(b-taiied  piodinMion  and  design  know-how,  and  that  such  data  are  not  typically 
puliiicly  available,  since  they  are  safeguarded  either  by  commerclftl  or  govern- 
uiental  proprietary  arrangements  or  by  government  classification  restrictions. 

'J  Itetaiisit  uioiiitoriiig  the  ez|iort  of  sensitive  publicly  available  technical  data 
would  ( I )  be  largely  ineffective  and  unlikely  to  provide  any  real  benefits,  (2)  be 
extremely  costly,  even  on  a  modified  scale,  and  (3)  have  serious  adverse  conse- 
<pieiices  for  I  lie  development  and  exchange  of  scientific  and  technical  informa- 
tion, the  Department  of  Commerce  recommends  against  establishing  a  monitor- 
ing system. 

3.  While  beyond  the  .scope  of  this  re|K)rt,  the  Department  notes  that  the  imple- 
nientalioii  of  any  pre  publication  review  and  control  over  the  public  availability 
of  terliiiical  data  or  the  post-publlcntlon  censorship  and  withdrawal  of  such  data 
fi(uii  public  iK-cess  would  Involve  severe  conse«iuences  for  freedom  of  speech, 
freedom  of  the  press,  and  sclenllflc  exchange. 
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Prepared  Statement  of  Page  Putnam  Miller.  Ph,  D, 

I  am  Page  Putnam  Miller,  Director  of  the  National  Coordinating 
Committee  for  the  Promotion  of  History,  a  consortium  of  thirty  large 
and  small  historical  and  archival  organizations.   I  am  here  today  to 
speak  specifically  for  the  approximately  twenty  thousand  historians 
who  are  -members  of  the  American  Historical  Association,  the  Organization 
of  American  Historians,  and  the  Society  For  Historians  of  American 
Foreign  Relations.   I  appreciate  the  opportunity  to  appear  before  you 
today  to  discuss  the  importance  of  the  Freedom  of  Information  Act  for 
scholars  in  general  and  historians  in  particular.   Even  though 
fListorians  represent  a  small  proportion  of  the  users  of  the  act, 
they  are  ultimately  one  of  the  most  important  groups  to  use  the  act 
for  they  interpret  for  posterity  government  actions  and  decisions. 

In  the  June  27,  1982  New  YorV  ^impq  RnnV  rpvipw.  Jennifer 
Seymour  Whitacker  reviewed  The  Congo  Cables  by  historian  Madeline  G. 
Kalb  and  noted  that  the  detailed  and  unique  narrative  was  derived  "by 
astutely  mining  a  rich  lode  of  State  Department  cables  made  available 
under  the  Freedom  of  Information  Act."   Kalb  is  only  one  of  many 
historians  whose  use  of  the  FOIA  has  contributed  to  the  growing  con- 
ception that  without  the  access  to  government  documents  provided  by 
this  act,  the  public  would  be  deprived  of  a  significant  amount  of 
invaluable  contemporary  history. 

The  specific  concerns  of  historians  which  I  wish  to  address 
this  afternoon  are  the  fee  waiver  policy  of  the  FOIA 
and  the  possibility  of  Executive  Order  12356  undermining  the  purpose  and 
intent  of  the  FOIA. 

Let  me  speak  first  to  the  fee  waiver  issue.   When  the  Senate 
Judiciary  Committee  voted  last  Spring  on  a  bill  to  amend  the  FOIA, 
historians  were  pleased  that  language  was  included  that  specified  that 
fee  waivers  should  be  available  to  FOIA  requesters  if  release  of 
material  is  in  the  public  interest  and  that  documents  shall  be  furnished 
without  charge  to  individuals  intending  to  use  the  information  for 
scholarly  research.   The  research  necessary  for  understanding  this 
nation's  past  is  definitely  in  the  public  interest.    Furthermore, 
historians  and  other  academic  scholars  do  not  have  commercial  interests 
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paying  for  their  duplication  and  other  fees.   When  one  considers 
that  it  takes  on  the  average  five  years  of  research  to  produce  a 
scholarly  monograph  which  usually  sells  less  than  2,500  copies,  it 
becomes  evident  that  scholars  are  among  the  least  able  to  pay  fees 
for  requested  records. 

The  clarification  of  the  fee  waiver  is  particularly  pertinent  at 
this  time  for  on  January  7 i Jonathan  Rose,  Assistant  Attorney  General, 
issued  new  guidelines  to  heads  of  all  federal  departments  and  agencies 
regarding  FOIA  fee  waivers.   Historians  fear  that  the  issuance  of 
these  new  administrative  guidelines  may  undermine  and  weaken  the  inten 
of  the  FOIA.   The  new  guidelines  contain  five  criteria  for  agencies 
to  -use  in  making  fee  waiver  decisions:   that  there  is  a  "genuine 
public  interest  in  the  subject  matter,"   that  the  disclosable  contents 
of  the  records  are  in  fact  information  on  the  issue  found  to  be  of 
public  interst;  that  the  information  is  not  "already  available  in 
the  public  domain?"  that  the  requester  has  adequate  "qualification" 
and  identifiCB tion^  and  finally  that  the  agency  assessment  be  based  on 
information  provided  by  the  requester  as  well  as 'information 

independently  available  to  the  agency."   The  three  page  memorandum 
that  outlines  these  five  criteria  also  stressed  the  need  "to  safeguard 
the  public  treasury"  by  collecting  fees  in  cases  in  which  the  act 
permitted  it.   The  recent  guidelines  reveal  a  marked  change  in  policy 
from  that  of  1981  when  Benjamin  Civiletti,  then  Attorney  General  in 
the  Carter  Administration, stated  that  Congress  intended  that  fee 
waivers  should  be  granted  "generously,"  in  particular  to  'tepresentatives 
of  the  news  media  or  public  interest  organizations  and  historical 
researchers . " 

The  concluding  paragraph  of  the  January  7,  1983,  memorandum  on  fee 
waiver  guidelines  emphasizes  the  need  to  prevent  'a  drain  upon 
agency  appropriations  that  Congress  never  intended."   Statements,  such 
as  this  one,  on  the  financial  and  manpower  costs  of  FOIA  requests  fail 
to  consider  the  counter-value  cost  effectiveness  of  the  FOIA  in  ex- 
posing wasteful  or  corrupt  government  and  in  providing  valuable  new 
insights  into  government  practices  and  policies.   To  date,  most 
cost-benefit  analyses  have  served  simply  as  a  smoke  screen  t6  avoid 
the  major  issues  of  the  FOIA's  role  in  promoting  open,  accountable 
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government  and  the  lack  of  well-trained  processing  personnel  within 
certain  agencies  as  opposed  to  others.   The  writers  of  contemporary 
history  are  a  valuable  national  resource.   The  barriers  to  access 
embodied  in  the  new  guidelines  could  deprive  our  nation  of  much 
insightful  contemporary  history.   New  historical  interpretations  can 
and  do  have  immediate  impact  on  the  public  opinion  and  public  officials. 
For  this  reason  alone  it  is  in  the  best  interest  of  the  country  to  have 
its  history  written  on  the  basis  of  as  much  nonprivileged  information 
as  possible. 

The  release  of  the  new  fee  waiver  guidelines  have  convinced 
historians  that  the  language  of  S.  774  which  specifically  waives 
charges  for  individuals  engaged  in  scholarly  research  is  sorely 
needed.   Let  me  give  you  an  example  of  how  the  new  guidelines 
have  become  a  barrier  to  access.   Professor  Gerald  Horne/  who 
has'  a  PhD  in  History  from  Columbia  University,  is  a  member  of 
the  T^erican  Historical  Association,  and  teaches  history  at  Sarah 
Lawrence  College  has  been  conducting  research  for  some  time  on 
the  subject   of  Blacks  and  the  Cold  War.   In  December  1982,  he 
requested  under  the  FOIA  material  from  the  FBI  on  the  Civil  Rights 
Congress,  an  organization  that  was  in  existence  from  1946  to  1955. 
The  FBI  denied  his  fee  waiver  requests  in  February   1983^  and 
informed  him  that  his  request  would  cost  approximately  $3,020.00 
and  that  a  deposit  of  $700  would  be  necessary  before  the  FBI  would 
begin  to  deal  with  his  request.   The  Civil  Rights  Congress  which  folded 
almost  th(?Qlty  years  ago  dealt  with  problems  of  police  brutality, 
racism  in  the  courts,  and  the  disproportionate  number  of  Blacks  to 
receive  the  death  sentence.   Professor  Horne  would  like  to  examine  the 
historical  roots  of  these  problems  that  still  plague  our  society. 
The  new  fee  waiver  guidelines,  however,  are  being  interpreted  in 
such  a  way  that  both  scholarly  research  and  research  for  the 
benefit  of  the  general  public  are  being  subjected  to  unusually  high 
charges.   The  denial  of  fee  waivers  has;  the  effect  of  pricing  the 
FOIA  out  of  the  range  of  most  historians  and  scholars. 

Scholars  who  are  not  denied  use  of  FOIA  because  of  prohibitive 
fees  may  discover  frequently  that  they  are  denied  access  on  grounds 
of  the  new  Executive  Order  12356,  which  is  the  second  point  that 
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I  wish  to  discuss.   On  April  2,  1982,  the  Administration  released 
a  new  Executive  Order  on  Classification  that  gives  government 
officials  greater  authority  to  invoke  national  security  to  keep 
information  from  the  public.   The  Carter  Executive  Order  stated 
that  when  there  is  a  reasonable  doubt,  information  should  not  be 
classified.   However,  the  new  Executive  Order  states  the 
opposite,  that  if  there  is  any  doubt,  information  should  be 
classified  at  the  highest  level.   The  new  order  widens  the  scope 
and  lengthens  the  duration  of  classification  and  sharply  reduces 
the  scope  of  the  Freedom  of  Information  Act  for  agencies  whose 
records  contain  information  relating  to  intelligence  activities, 
ccT^ert  operations,  and  foreign  policies  and  programs.   Let  me  give 
you  an  example  of  the  kind  of  information  that  historians  are 
seeking  that  is  being  denied  on  grounds  of  "national  security." 
Dr.  John  Weiner,  a  history  professor  at  the  University  of  California, 
Irvine  is  writing  a  serious  book  about  John  Lennon  in  which  he  is 
examining  the  relationship  between  the  counterculture  and  the  New 
Left  and  between  popular  music  and  politics.   Lennon  worked  as 
a  political  songwriter  and  also  as  an  activist.   The  files  the 
government  assembled  on  Lennon  constitute  an  important  source  of 
information  about  his  political  activity.   In  response  to  Dr.  Weiner 's 
FOIA  request  to  the  FBI,  two  thirds  of  Lennon' s  main  FBI  file  was 
withheld  on  grounds  that  it  was  exempt  from  disclosure  "in  the 
interest  of  national  defense  or  foreign  policy."   If  ten  year  old 
reports  on  the  political  activities  of  a  dead  rock  star  are  classified 
as  defense  secrets,  can  you  imagine  what  other  kinds  of  material  is 
being  withheld?   A  recent  article  in  the  New  York  Times  titled 
"Today's  Lunch?  Shh.  Top  Secret"  noted  that  classified  information 
today  includes  material  that  may  be  trivial,  that  could  be  widely 
known  and  that  may  be  very  beneficial  to  the  public.   The  new 
Executive  Order  has  imposed  silence  throughout  the  government  and 
all  in  the  name  of  national  security. 

Historians  and  scholars  can  and  should  provide  the  reflective 
perspective  necessary  for  more  than  "headline"  knowledge  of 
domestic  and  foreign  affiars.   But  if  the  FOIA  is  crippled  by 
prohibitive  fees  and  by  executive  order  exemptions  based  on 


1 


578 


national  security  then,  we  as  a  nation  are  deprived  of  information 
that  could  enhance  our  understanding  of  our  system  of  government, 
our  security  interests,  and  our  role  as  a  world  power.   Rooted  in 
the  first  amendment,  the  idea  of  free  access  to  government  information 
has  been  central  to  American  democratic  thought.   James  Madison 
warned  that  "a  popular  government  without  popular  information  or 
the  means  of  acquiring  it  is  but  a  prologue  to  a  farce  or  a 
tragedy  or  both." 

1  urge  you  to  strengthen  and  to  protect  the  FOIA  by  first 
insuring  fee  waivers  for  non-commercial  users  of  the  act,  for 
journalists,  and  for  those  engaged  in  scholarly  research,  and 
secondly  by  preventing  Executive  Order  12356  from  undermining  the 
scope  and  authority  of  the  FOIA. 
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hs.  (illler.  there  has  been  much  attention  devoted  to  the 
Administration's  recent  guidelines  on  fee  waivers  and  much  discussion 
OF  what  the  public  interest  standard  in  the  statute  means.  The 
statute  declares  that  information  that  benefits  the  general  public 
IS  in  the  public  interest,  but  the  Administration  has  taken  the 
position  that  news  media  requests  are  not  automatically  entitled  to 
a  fee  waiver. 

If  questions  are  raised  about  newspapers'  qualifying  under  the 

PUBLIC  benefit  STANDARD/  HOW  CAN  HISTORIANS  HOPE  TO  QUALIFY.  SINCE 
THE  AVERAGE. HISTORICAL  WORK  REACHES  FAR  FEWER  PEOPLE  THAN  THE  NeW 

York  Times  or  Washington  Post? 


First,  as  concerned  citizens  who  wish  to  be  well  informed,  historians 
endorse  the  principle  of  fee  waivers  for  the  news  media.   While  we 
place  a  high  value  on  newspapers'  contributions  to  the  public  welfare, 
we  must  emphasize  that  historical  work  comes  under  a  separate 
category  of  public  interest  from  that  of  the  news  media.   Journalists 
deal  with  immediate  happenings.   Historians  establish  permanent 
interpretations  of  presidential  administrations,  social  movements 
and  major  events.   The  ideas  of  historical  works  permeate  society 
through  high  school  texts  as  well  as  background  material  for  in  depth 
news  reports  and  government  policy  statements.   Because  of  the 
diverse  ways  in  which  history  benefits  the  public,  we  urge  that 
"scholarly  research"  be  specified  as  a  request  in  the  public 
interest  that  merits  fee  waivers. 

Your  testimony  stresses  the  new  fee  waiver  guidelines  and  the 
five.  criteria  they  contain.  1  am  curious  about  how  an  agency  might 

ESTABLISH  "GENUINE  PUBLIC  INTEREST"  IN  HISTORICAL  RESEARCH.  !t  IS 
HARD  ENOUGH  WITH  CURRENT  NEWS  TO  ESTABLISH  WHAT  THE  PUBLIC  IS 
INTERESTED  IN  --  ASSUMING  FOR  THE  MOMENT  THAT  AN  AGENCY  SHOULD 
LOOK  INTO  THAT.  BuT  HOW  CAN  ANYONE  DETERMINE  GENUINE  PUBLIC  INTEREST 
IN  THINGS  THAT  MIGHT  BE  FORGOTTEN  BY  THE  PUBLIC.  BUT  FOR  HISTORIANS? 
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Is  IT  REASONABLE  FOR  THE  GOVERNMENT  TO  QUALIFY  FEE  WAIVERS  ON  THE 
BASIS  OF  THE  PERSONAL  QUALIFICATIONS  OF  INDIVIDUAL  REQUESTERS  OR 
DOES  THAT  PLACE  THE  AGENCY   IN  THE  POSITION  OF  DETERMINING  WHICH 
HISTORIANS  ARE  GOOD  HISTORIANS,  OR  WORSE  YET,  WHICH  SCHOLARS  WRITE 
HISTORY  THE  WAY  THE  GOVERNMENT  FEELS  IT  SHOULD  BE  WRITTEN? 

Agency  personnel  should  not  be  placed  in  the  position  of  making 
judgments  about  how  the  material  is  to  be  used  or  whether  the 
subject  is  of  importance.   We  recommend  fee  waivers  for  all 
historians  whether  academics  or  free  lance  scholars.   The 
American  Historical  Association  and  the  Organization  of  American 
Historians  could  provide  historians  with  letters  to  attest  to 
their  qualifications  if  that  should  be  necessary.   However,  in 
no  way  should  federal  agencies  assume  a  censorial  role  regarding 
fee  waiver  requests. 

The  ARGUMENT  ON  FEE  WAIVERS  TO  JOURNALISTS  IS,  IN  PART,  THAT  THE 
MEDIA  INFORM  THE  PUBLIC  ABOUT  CURRENT  PUBLIC  ISSUES.   WITHOUT 
NEWS  THERE  CAN  BE  NO  PUBLIC  DEBATE,  AND  WITHOUT  DEBATE  THERE  IS  NO 
DEMOCRATIC  PROCESS.   CaN  HISTORIANS  MAKE  THE  SAME  CLAIMS  OF 
IMPORTANCE  TO  THE  NATIONAL  DEBATE  FOR  WORKS  THAT  ARE  PRODUCED 
LONG  AFTER  THE  DEBATE  IS  OVER? 

You  STRESS  CONTEMPORARY  HISTORY  IN  YOUR  TESTIMONY,  ArE  YOUR  CONCERNS 
ABOUT  FEE  WAIVERS  APPLICABLE  ONLY  TO  CONTEMPORARY  HISTORY? 

What  memory  is  for  the  individual,  history  is  for  the  nation. 
Just  as  an  individual  can  not  make  a  decision  without  consulting 
personal  experience,  a  nation  cannot  make  a  decision  without 
consulting  past  social  and  political  experience.   Many  of  our 
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current  national  debates  are  on  issues  that  have  been  around 
for  quite  some  time  and  which  have  a  history  of  their  own.   The 
debate  on  Social  Security  has  been  enriched  by  the  availability  of 
much  historical  reserach.   Certainly  the  public's  interest  in  the 
CIA's  role  in  Nicaragua  can  benefit  for  the  recently  published 
historical  work  on  the  role  of  the  CIA  in  Guatemala  in  the  19  50s. 
History  is  essentially  a  diagnostic  skill  that  lends  insights 
into  what  is  possible  and  probably  in  human  affairs. 

My  concern  for  fee  wiavers  is  not  limited  to  contemporary  history; 
however  contemporary  historians  who  study  the  events  of  the  t<irentieth 
century  are  the  primary  users  of  EOIA.   Since  many  agencies  have  not 
complied  with  the  Federal  Records  Act  and  have  not  placed  their 
thirty  year  old  records  in  the  National  Archives,  historians  frequently 
have  to  use  the  FOIA  to  secure  documents  from  the  1940s. 
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STATEMENT 
David  M.  O'Brien 
WooDRow  Wilson  Department  of  Government 
AND  Foreign  Affairs^  University  of  Virginia 

THANK  YOU.  MR.  CHAIRMAN. 

I  APPRECIATE  THE  OPPORTUNITY  OF  APPEARING  HERE  THIS  AFTERNOON 
TO  COMMENT  ON  "THE  PUBLIC'S  RIGHT  TO  KNOW"  AND.  PERHAPS.  TO  PROVIDE 
SOME  BROADER  CONTEXT  FOR  YOUR  DELIBERATIONS  ON  AMENDING  THE  FREEDOM 
OF  INFORMATION  ACT.  SPECIFICALLY.  I  WOULD  LIKE  TO  ADDRESS  "THE 
PUBLIC'S  RIGHT  TO  KNOW"  IN  TERMS  OF  CONSTITUTIONAL  POLITICS.  THAT 
IS.  THE  BASIS  FOR  CLAIMING.  AS  SO  MANY  MEMBERS  OF  THE  PRESS  HAVE 
IN  THE  LAST  DECADE.  A  DIRECTLY  ENFORCEABLE  CONSTITUTIONAL  "RIGHT 
TO  KNOW." 

IF  IT  WOULD  PLEASE  THE  CHAIRMAN  AND  MEMBERS  OF  THE  SUBCOMMITTEE. 
I  WOULD  INTRODUCE  INTO  RECORD  PORTIONS  OF  MY  BOOK.  THE  PUBLIC'S 
RIGHT  TO  KNOW:  THE  SUPREME  COURT  AND  THE  FIRST  AMENDMENT.  AND.  NOW. 
BRIEFLY  SUMMARIZE  THE  FINDINGS  OF  MY  RESEARCH  AND  THEIR  BEARING  ON 
YOUR  PRESENT  DELIBERATIONS  OVER  THE  "FREEDOM  OF  INFORMATION  REFORM 
ACT"  (S.  7m. 

THANK  YOU.  MR.  CHAIRMAN  AND  MEMBERS  OF  THE  SUBCOMMITTEE.  DURING 
THE  PAST  DECADE  PERHAPS  THE  MOST  SIGNIFICANT  FIRST  AMENDMENT  LITIGATIOfI 
HAS  BEEN  DIRECTED  TOWARD  PERSUADING  THE  JUDICIARY  TO  RECOGNIZE  A 
DIRECTLY  ENFORCEABLE  CONSTITUTIONAL  "RIGHT  TO  KNOW"  UNDER  THE  FIRST 
AMENDMENT..  ESSENTIALLY.  AS  MY  BOOK  DETAILS.  THE  CONSTITUTIONAL 
VALIDITY  OF  ."THE,  PUBLIC'S  RIGHT  TO  KNOW"  RESTS  ON  THREE.  INDEPENDENT 
BUT  MUTUALLY  SUPPORTIVE.  CLAIMS: 

FIRST.  AS  CONTEMPLATED  DURING  THE  FOUNDING  PERIOD.  THE  FIRST 
AMENDMENT  HAS  AN  AFFIRMATIVE  SIDE  IMPOSING  AN  OBLIGATION  ON  THE 
GOVERNMENT  TO  DISCLOSE  TO  ANY  INDIVIDUAL  MATERIALS  THAT  HE  OR  SHE 
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MIGHT  DEEM  TO  BE  IN  THE  PUBLIC  INTEREST.  THIS  IS  A  HISTORICAL 
ARGUMENT:  "THE  PUBLIC'S  RIGHT  TO  KNOW"  HAS  SOME  HISTORICAL  BASIS. 
EVIDENT  IN  THE  DELIBERATIONS  OF  THE  FOUNDING  FATHERS  AND  MEMBERS  OF 
THE  FIRST  CONGRESS  WHO  DRAFTED  WHAT  BECAME  THE  FIRST  AMENDMENT  TO 
THE  CONSTITUTION. 

SECOND."  OVER  THE  YEARS  THE  SUPREME  COURT  HAS  EXPLICITLY  AND 
IMPLICITLY  ACKNOWLEDGED  THE  NECESSITY  FOR  THE  "WIDEST  POSSIBLE 
DISSEMINATION  OF  INFORMATION"  SO  AS  TO  ENSURE  AN  INFORMED  ELECTORATE. 
THUS.  REGARDLESS  OF  THE  HISTORY  OF  THE  FIRST  AMENDMENT.  SOME  LAWYERS. 
SCHOLARS  AND  MEMBRS  OF  THE  PRESS  ARGUE  "THE  PUBLIC'S  RIGHT  TO  KNOW" 
HAS  BEEN  TACITLY  ENDORSED  BY  THE  SUPREME  COURT.  INDEED.  THEY  ARGUE 
THE  SUPREME  COURT  SHOULD  NOW  EXPRESSLY  DENOMINATE  A  CONSTITUTIONALLY 
ENFORCEABLE  "PUBLIC'S  RIGHT  TO  KNOW"  ON  TH  E  BASIS  OF  PRIOR  HOLDINGS.' 
DICTA  AND  DISSENTING  OPINIONS.  THIS  ISA  CONSTITUTIONAL-COMMON  LAW 
ARGUMENT. 

THIRD.  VIEWED  STRICTLY  AS  A  MATTER  OF  PUBLIC  POLICY.  GOVERNMENTAL 
OPENNESS  AND  FREEDOM  OF  INFORMATION  ARE  SO  IMPORTANT  TO  A  FREE  SOCIETY 
THAT  THE  COURTS  SHOULD  VINDICATE  THOSE  VALUES  BY  CREATING  OUT  OF 
WHOLE  CONSTITUTIONAL  CLOTH.  AS.  IT  WERE.  AN  ENFORCEABLE  "RIGHT  TO 
KNOW"  SO  AS  TO  COMPEL  GOVERNMENTAL  DISCLOSURE  OF  MATERIALS  THAT  A 
LITIGANT  DEEMS  IN  THE  "PUBLIC  INTEREST."  THIS  IS  AN  ARGUMENT  OF 
PUBLIC  POLICY. 

FUNDAMENTALLY.  THEN.  CONSTITUTIONAL  ADJUDICMION  IN  THE  LAST 
DECADE  HAS  RAISED  THE  ISSUE  OF  WHETHER  THE  FIRST  AMENDMENT  IS  ITSELF 
A  FREEDOM  OF  INFORMATION  ACT.  THAT  LITIGATION  AND  THESE  THREE 
ARGUMENTS  FOR  "THE  PUBLIC'S  RIGHT  TO  KNOW"  NONETHELESS  REMAIN  FLAWED. 
SERIOUSLY  FLAWED. 

SUCCINCTLY  PUT.  A  CONSTITUTIONALLY  ENFORCEABLE  "RIGHT  TO  KNOW" 
APPEARS  NEITHER  DEFENSIBLE  NOR  SALUTORY  IN  TERMS  OF  CONSTITUTIONAL 

HISTORY.  DEVELOPING  CONSTITUTIONAL  LAW  OR  CONSIDERATIONS  OF 
PUBLIC  POLICY. 
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IN  HISTORICAL  PERSPECTIVE.  THERE  IS  LITTLE  DOUBT  THAT  COLONISTS 
AND.  LATER.  MEMBERS  OF  THE  CONTINENTIAL  CONGRESS  AND.  SUBSEQUENTLY. 
THE  CONSTITUTIONAL  CONVENTION.  ACKNOWLEDGED  AN  INTIMATE  CONNECTION 
BETWEEN  FREEDOM  OF  INFORMATION  AND  THE  EXIGENCIES  OF  A  FREE  GOVERNMENT 
DURING  THE  FEDERAL  AND  STATE  CONVENTIONS  ON  THE  ADOPTION  OF  THE 
CONSTITUTION.  THE  ISSUE  OF  THE  PUBLIC'S  RIGHT  TO  KNOW  WAS  DIRECTLY 
CONFRONTED  IN  CONNECTION  WITH  THE  PUBLICATION  OF  THE  RECORDS  OF 
CONGRESSIONAL  PROCEEDINGS.  BUT  NEITHER  PATRICK  HENRY  NOR  GEORGE 
MASON.  THE  MOST  ARDENT  OF  LIBERTARIANS.  ADVOCATED  "DIVULGING 
INDISCRIMINATELY  ALL  THE  OPERATIONS  OF  GOVERNMENT."  • 

THE  SEVENTEENTH  AND  EIGHTEENTH  CENTURY  UNDERSTANDING  OF  FREEDOM 
OF  SPEECH  AND  PRESS  WAS  CONSIDERABLY  MORE  CIRCUMSCRIBED  THAN  THAT 
OF  CONTEMPORARY  PROPONENTS  OF  "THE  PUBLIC'S  RIGHT  TO  KNOW."  DELEGATES 
TO  THE  FEDERAL  AND  STATE  CONSTITUTIONAL  CONVENTIONS  RECOGNIZED  THE 
NEED  TO  BALANCE  THE  PUBLIC'S  INTERESTS  IN  INFORMATION  ABOUT 
.  GOVERNMENTAL  AFFAIRS  WITH  THE  COMPETING  EXIGENCIES  OF  INFORMED. 
EFFICIENT  DECISION  MAKING  BY  THEIR  REPRESENTATIVES.  YET.  AS 
RATIFIED  ON  15  DECEMBER  1791.  THE  FIRST  AMENDMENT  WAS  THOUGHT  TO 
PROTECT  ONLY  AGAINST  PRIOR  RESTRAINTS  BY  THE  NATIONAL  GOVERNMENT; 
IT  DID  NOT  PROVIDE  ABSOLUTE  IMMUNITY  FOR  WHAT  SPEAKERS  OR  PUBLISHERS 
MIGHT  UTTER  OR  PRINT.  THE  FIRST  AMENDMENT  WAS  IN  HAMI ETONIAN' TERMS' 
SUPERFLOUS.  WHEREAS  FROM  MADISON'S  VANTAGE  POINT  IT  DID  NOT 
SUFFICIENTLY  SAFEGUARD  INDIVIDUALS'  FREEDOM.  AND  FROM  JEFFERSON'S 
PERSPECTIVE  THE  AMENDMENT  MERELY  REAFFIRMED  BOTH  THE  LIMITS  OF  THE 
NATIONAL  GOVERNMENT'S  POWER  AND  THE  RESERVED  POWERS  OF  THE  STATES. 

IN  SUM.  THERE  EXISTS  NO  HISTORICAL  BASIS  FOR  THE  PROPOSITION 
THAT  THE  FIRST  AMENDMENT  WAS  DESIGNED  TO  GUARANTEE  TO  INDIVIDUALS 
AND  TO  THE  PRESS  AN  AFFIRMATIVE  CONSTITUTIONAL  RIGHT  TO  DEMAND 
ACCESS  TO  GOVERNMENTAL  FACILITIES  OR  MATERIALS. 

ONLY  Hi  THE  2CTH  CENTU.'^Y  DID  THE  SliPREf'E  COLIT  ^^RAHUALLY 
ARTICULATE  PRINCIPLES  FOR  INTERPRETING  THE  SCOPE  OF  THE  FIRST 
AMENDMENT.  IT  DID  SO  ON  THE  ASSUMPTION  THAT  THE  AMENDMENT  SERVES 
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"THE  PARAMOUNT  PUBLIC  INTEREST  IN  A  FREE  FLOW  OF  INFORMATION  TO 
THE  PEOPLE."  THE  SUPREME  COURT.  FOR  EXAMPLE.  EXTENDED  THE  SCOPE 
OF  THE  AMENDMENT  TO  PROTECT  VARIOUS  MODES  OF  DISSEMINATING 
INFORMATION  AND  HELD  THAT  "ANY  SYSTEM  OF  PRIOR  RESTRAINT  OF 
EXPRESSION  .  .  .  (BEARS)  A  HEAVY  PRESUMPTION  AGAINST  ITS 
CONSTITUTIONAL  VALIDITY." 

THE  SUPREME  COURT"S  CONSTRUCTION  OF  THE  FIRST  AMENDMENT 
ESTABLISHES  THAT  INDIVIDUALS  HAVE  A  BROAD  FREEDOM  TO  DISSEMINATE 
INFORMATION.  HOWEVER.  THEY  HAVE  NO  AFFIRMATIVE  CONSTITUTIONAL 
RIGHT  TO  DEMAND  ACCESS  TO  GOVERNMENTAL  INFORMATION.  IN  JUSTICE  JOHN 
PAUL  STEVENS'  WORDS.  THE  SUPREME  COURT  HAS  ESTABLISHED  THE  "GENERAL 
RULE"  THAT  AFFIRMATIVE  RIGHTS  TO  RECEIVE.  GATHER  AND  DEMAND  ACCESS 
TO  GOVERNMENTAL  INFORMATION  OR  FACILITIES  ARE  OUTSIDE  THE  BOUNDARIES 
OF  THE  FIRST  AMENDMENT. 

MOREOVER.  I  SHOULD  ADD.  THE  ARGUMENT  FOR  A  CONSTITUTIONAL 
COMMON  LAW  --  THAT  THE  SUPREME  COURT  SHOULD  RECOGNIZE  THE  CONSTI- 
TUTIONAL STATUS  OF  "THE  PUBLIC'S  RIGHT  TO  KNOW"  BY  EXTENDING 
PRIOR  HOUSINGS  AND  DICTA  --  IS  AN  ANATHEMA  TO  THOSE  WHO  TAKE 
SERIOUSLY  A  WRITTEN  CONSTITUTION  AND  THE  PRINICIPLE  OF  SEPARATION  - 
OF  POWERS. 

SO.  TOO.  THE  THIRD  ARGUMENT  --  THAT  THE  SUPREME  COURT  AS  A 
MATTER  OF  PUBLIC  POLICY  SHOULD  ENDORSE  A  CONSTITUTIONALLY  ENFORCEABLE 
"RIGHT  TO  KNOW"  --  STRIKES  THOSE  WHO  TAKE  SERIOUSLY  THE  PRINCIPLE 
OF  SEPARATION  OF  POWERS  AS  COUNTER-INTUITIVE.  AS  JUSTICE  THHRGOOD 
MARSHALL  OBSERVED:  "THE  CONSTITUTION  PROVIDES  THAT  CONGRESS  SHALL 
MAKE  LAWS.  THE  PRESIDENT  EXECUTE  LAWS.  AND  COURTS  INTERPRET  LAWS." 

alas;  RECALLING  WHAT  WE  ALL  LEARNED  IN  HIGH  SCHOOL  NO  LONGER 
SEEMS  PERSUASIVE;  PARTI CULi\RLY.  TO  THOSE  WHO  WOULD  HAVE  THE  COURTS 
TRANSFORM  THE  FIRST  AMENDMENT  INTO  A  FREEDOM  OF  INFORMATION  ACT. 
HENCE.  IT  SEEMS  IMPERATIVE  TO  POINT  OUT  THAT  AS  A  MATTER  OF  PUBLIC 
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POLICY.  JUDICIAL  CONSTRUCTION  OF  A  "PUBLIC'S  RIGHT  TO  KNOW"  MIGHT 
IN  THE  LONG  RUN  PROVE  PERNICIOUS  RATHER  THAN  AUSPICIOUS. 

.  IF  THE  JUDICIARY  WERE  TO  CONSTRUCT  A  "RIGHT  TO  KNOW/'  THEN 
INEXORABLY  IT  WOULD  HAVE  TO  DEFINE  THE  CONTOURS  OF. THAT  RIGHT. 
FEDERAL  JUDGES  WOULD  INEVITABLY  HAVE  TO  DETERMINE  IN  PARTICULAR 
CASES  WHAT  THE  PUBLIC  NEEDS  TO  KNOW.  AND  TO  BALANCE  THAT  INTEREST 
AGAINST  COMPETING  GOVERNMENTAL  AND  POLITICAL  CONSIDERATIONS. 
PARADOXICALLY.  THEN.  JUDICIAL  CRffiTION  AND  ELABORATION  OF  A 
CONSTITUTIONAL  "RIGHT  TO  KNOW"  POSES  AN  INCREASED  POTENTIAL  FOR 
PRIOR  RESTRAINTS.  JUDICIAL  ELEVATION  OF  "THE  PUBLIC'S  RIGHT  TO 
KNOW"  TO  CONSTITUTIONAL  STATUS  WOULD  LEAD  TO  SUBSTITUTION  OF 
JUDICIAL  JUDGMENTS  FOR  NOT  ONLY  LEGISLATIVE  DETERMINATIONS  OF  THE 
WISDOM.  NEED  AND  PROPRIETY  OF  GOVERNMENTAL  OPENNESS  BUT  ALSO 
EDITORIAL  DECISIONS  AS  TO  WHAT  TO  PRINT. 

I  HOPE  THAT  MY  DISCUSSION  PROVES  USEFUL  TO  YOUR  DELIBERATIONS. 
I  BELIEVE  THAT  IT  CERTAINIY  UNDERSCORES  THE  MONUMENTAL  IMPORTANCE 
OF  THE  FREEDOM  OF  INFORMATION  ACT.  MOREOVER.  MY  SUMMARY  INDICATES 
THE  CRUCIAL  CONGRESSIONAL  RESPONSIBILITY  FOR  BOTH  SECURING 
"GOVERNMENTAL  OPENNESS"  AND  ESTABLISHING  A  COHERENT  AND  WORKABLE 
INFORMATION  POLICY  FOR  THE  FEDERAL  BUREAUCR.ACY. 

ALL  RIGHTS  REQUIRE  LINE-DRAWING  AND  BALANCING  AGAINST  COMPETING 
LEGAL.  ADMINISTRATIVE  AND  POLITICAL  CONSIDERATIONS.  INEVITABLY. 
"THE  PUBLIC'S  RIGHT  TO  KNOW"  EMBODIED  IN  THE  FREEDOM  OF  INFORMATION 
.A.CT  MUST  BE  BALANCED  WITH  COMPETING  POLITICAL  CONSIDERATIONS. 
THE  NEEDS  OF  LAW  ENFORCEMENT.  AND  THE  PRACTICAL  FEASIBILITY  AND 
FINANCIAL  COSTS  OF  FEDERAL  AGENCIES  RESPONDING  TO  REQUESTS  FOR 
ACCESS  TO  GOVERNMENT  DOCUMENTS  AND  MATERIALS. 

THE  FREEDOM  OF  INFORMATION  ACT  OF  1965.  AND  AS  AMENDED  IN 
197i|.  SIGNIFICANTLY  CONFINES.  STRUCTURES  AJ^D  CHECKS  AGENCY 
DISCRETION  IN  PERMITTING  OR  DENYING  ACCESS  TO  GOVERNMENT 
MATERIALS.  BUT.  AFTER  ALMOST  A  DECADE  SINCE  THE  ACT  WAS  LAST 
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AMENDED.  THE  FREEDOM  OF  INFORMATION.^CT  HAS  IMPOSED  HEAVY 
MANAGEMENT  BURDENS  ON  SOME  AGENCIES.  CREATED  PARTICULAR 
COMPLIANCE  PROBLEMS  FOR  OTHER  AGENCIES.  AND  EXACTED  HIGH 
FINANCIAL  COSTS  FROM  ALL  AGE!!CIES. 

S.  77^1  BUILDS  ON  THE  EXPERIENCE  OF  FEDERAL  AGENCIES' 
OPERATING  UNDER  THE  FREEDOM  OF  INFORMATION  ACT  AND  MOVES  IN  THE 
DIRECTION  OF  A  MORE  EQUITABLE.  EFFICIENT  AND  EFFECTIVE  BALANCING 
OF  THE  UNDENIABLE  NEED  FOR  FREEDOM  OF  INFORMATION  WITH  THE 
COMPETING  POLITICAL.  FINANCIAL  AND  ADMINISTRATIVE  REALITIES  OF 
A  SOUND  INFORMATION  CONTROL  POLICY. 

THANK  YOU.  MR.  CHAIRMAN  AND  MEMBERS  OF  THE  SUBCOMMITTEE. 
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PRIVACY  AND  THE 

RIGHT  OF  ACCESS: 

PURPOSES  AND  PARADOXES  OF 

INFORMATION  CONTROLt 

David  M.  O'Brien* 


I.  INTRODUCTION:  PRIVACY,  ACCESS  AND 
INFORMATION  CONTROL 

Individual  privacy  and  open  government  are  complex  and  occasion- 
ally conflicting  ideals  with  wide  symbolic  appeal.  In  recent  years 
increasing  public  concern  over  threats  to  personal  privacy  and  syn- 
dromes of  bureaucratic  secrecy  has  produced  litigation  and  prompted 
Congress  to  pass  the  Privacy  Act^  in  1974  and  to  amend,  in  the  same 
year,  the  Freedom  of  Information  Act  of  1966.-  These  acts  apparently 
reflect  congressional  effort  to  attain  "a  point  of  equilibrium  in  the  field 
of  information  practices."^  But  their  crosscutting  nature  makes  admin- 
istrative compliance  uncertain. 

Information  control  within  the  federal  bineaucracy  is  highly  com- 
plex and  somewhat  paradoxical;  for,  while  recent  legislation  like  the 
Privacy  Act  requires  agencies  to  maintain  the  confidentiality  of  per- 
sonal information,  legislation  such  as  the  Freedom  of  Information  Act 


tThis  paper  was  originally  presented  at  the  1977  National  Convention  of  the 
American  Society  for  Public  Administration. 

•.\ssistant  Professor  of  Political  Science,  University  of  Puget  Sound. 

15  U.S.C.  §  552a  (1976). 

25  U.S.C.  §  552  (1976). 

-F.  RouRKE,  Secrecy  And  Publicity  16  (1966).  See  also  A  Symposium,  Administra- 
tive Secrecy:  A  Comparative  Perspective,  35  Pub.  Ad.  Rev.  1  (1975). 
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requires  agencies  to  permit  access  to  government-held  information. 
Moreover,  the  particular  problems  which  confront  an  agency  when 
determining  whether  to  grant  or  deny  access  to  personal  information 
are  exacerbated  by  the  ambiguous  nature  of  the  problem  of  informa- 
tion control  and  the  absence  of  any  specific  constitutional  guarantee  of 
either  personal  privacy  or  right  of  access.  Without  a  perspicuous  view 
of  individuals'  interests  in  both  personal  privacy  and  access  to  govern- 
mental information,  a  sound  evaluation  of  public  policies  relating  to 
information  control  is  impossible. 

Purposes  and  Problems  of  Privacy  Protection 

Recent  legislative  and  judicial  recognition  of  the  significance  of  in- 
dividual privacy  and  a  right  to  personal  privacy  is  understandable  for 
a  number  of  reasons:  1)  historical  changes  and  advanced  technology, 
notably  in  computerization,  in  the  last  thirty  years;^  2)  recent  acknowl- 
edgement of  the  psychological  and  sociological  need  for  individuals  to 
maintain  minimal  conditions  of  privacy  for  self-development;^  and 
3)  the  American  heritage  of  limited  government  and  ideological  com- 
mitment to  individualism.*' 

Proponents  of  privacy  protection  rely  upon  the  founding  principles 
of  our  constitutional  democracy  which  "presuppose  individual  privacy 
in  its  widest  sense.""  The  Bill  of  Rights  and  United  States  Constitu- 
tion consecrated  the  founding  principle  of  limited  government  which 
implies  "that  governmental  powers  stop  short  of  certain  intrusions 
into  the  personal  life  of  the  citizen."^  Growing  concern  over  privacy 
safeguards  thus  appears  in  the  broadest  political  perspective  as  nothing 
less  than  a  concern  for  freedom  from  jjovernmental  intrusion  into  citi- 


^Foi  discussion  of  the  general  problems  which  computer  technology  poses  for  pri- 
vacy protection,  see  A.  Miller,  Assault  on  Privacy:  Computers,  Data  Banks  and 
Dossiers  (1'J71);  Miller,  Computers,  Data  Banks  and  Individual  Privacy:  An  Over- 
view, 4  CoLUM.  Human  Rights  L.  Rev.  I  (1972);  Miller,  The  Dossier  Society,  1971 
U.  III.  L.  F.  154;  and  Miller,  The  Computer  Age:  The  Challenge  Of  A  \'exi>  Tech- 
nology In  An  Information-Oriented  Society,  67  Mich.  L.  Rev.  1091   (1969). 

■">For  discussions  of  the  psychological  and  sociological  aspects  of  privacy,  see  Spa- 
tial Behavior  oe  Older  People  (L.  Pastalan  &  U.  Carson  eds.  1970)  and  A.  Westin, 
Privacv  and  Freedom  (1970). 

^For  an  excellent  brief  discussion  of  privacy  in  the  historical  context  of  the  .Amer- 
ican heritage,  see  D.  Flaherty,  Privacy  in  New  England  (1972)  and  O'Connor,  The 
Right  to  Privacy  in  Historical  Perspective,  53  Mass.  L.  Q.  101  (1968).  For  discussions 
comparing  and  contrasting  American  individualism  and  its  European  counterparts, 
see  S.  Lukes,  Individualism  (197.'?);  .\.  Doss  it  D.  Doss.  On  Morals,  Privacy  and  the 
Constitution,  25  U.  Miami  L.  Rev.  395  (1971);  and  Roche.  American  Liberty:  An 
Examination  of  the  Tradition  of  Freedom,  in  .Shadow  and  Substance  (1964). 

■Ryan.  Privacy,  Orthodoxy  and  Democracy,  51  Can.   B.  Rev.  84,  85  (1973). 

^Emerson,  Mne  Justices  In  Search  Of  A  Doctrine.  64  Mich.  L.  Rev.  219,  229  (196,5). 
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zens'  lives.  A  Senate  Committee  on  Governmental  Operations  registered 
this  concern  when  it  defined  the  right  of  privacy: 

a  shorthand  term  for  the  restraint  on  the  power  of  government  to  investigate 
individuals,  to  collect  information  about  their  personal  lives  and  activities  in 
society  or  in  ways  which  are  banned  by  tlie  Constitution,  or  for  reasons 
which  have  little  or  nothing  to  do  with  the  purpose  of  government  or  of  the 
agency  involved  as  their  powers  are  defined  by  the  Constitution  or  specific 
statutes.^ 

Our  nation's  current  preoccupation  with  privacy  protection  is  both 
unique  and  paradoxical:  unique  among  the  nations  of  the  world  in 
terms  of  the  number  of  judicial  decisions  and  legislation  relating  to 
personal  privacy, ^°  and  paradoxical  because  even  though  the  Constitu- 
tion does  not  guarantee  a  right  of  privacy,  the  Supreme  Court  has  con- 
stitutionally denominated  it  as  "the  most  comprehensive  of  rights"^^ 
and  a  fundamentally  personal  right  emanating  "from  the  totality  of 
the  constitutional  scheme  under  which  we  live."^-  Still,  explicit  recog- 
nition of  a  constitutional  right  of  privacy  did  not  come  until  1965  with 
Griswold  v.  Connecticut.^^ 

The  constitutional  law  of  privacy  was  born  out  of  the  dicta  and  dis- 
sents of  more  than  a  century  of  judicial  opinion.  The  privacy  interests 
which  have  been  protected  are  so  wide-ranging  as  to  suggest  that  the 
constitutional  law,  and  even  the  concept  of  privacy  itself,  have  no  prin- 
ciple. Consequently,  for  many  scholars,  lawyers,  and  administrators, 
protection  of  privacy  appears  random  and  unprincipled. 

Nevertheless,  as  a  result  of  judicial  policies,  considerable  protection 
has  Ijeen  extended  to  interests  in  privacy.  Claims  of  personal  privacy 
have  been  recognized  under  the  fifth  amendment's  privilege  against 
self-incrimination,'^  and  the  fourth  amendment's  provision  against  un- 


!'f)uotcd  by  Senator  Enin,  The  Right  of  Privacy,  64  III.  B.  J.  276.  276  (1976). 

K'For  comparative  studies  of  privacy  and  its  legal  protection,  see  Privacy  and 
Human  Rir.irrs  (A.  Robertson  ed.  1973);  S.  Stromholm,  Right  of  Privacy  and  Rights 
OK  Pfrsonality  ('1967);  and  Spiro,  Privacy  in  Comparative  Perspective,  in  Privacy 
(J.  Pcnnock  &  J.  Chapman  eds.  1971). 

nOlmstead  v.  United  States,  277  U.S.  438,  478  (1928)  (Brandeis.  J.,  dissenting). 

iiJPoe  V.  Ullman,  367  U.S.  497,  .'321  (1961)  (Douglas,  J.,  dissenting). 

1-1381  U.S.  479  (1965). 

i»In  Boyd  v.  United  States,  116  U.S.  616  (1886),  the  Supreme  Court  held  that  the 
fifth  aineiulnient  protected  against  the  production  of  incriminating  invoices,  but  in 
(lidiim  suggested  that  the  privilege  against  self-incrimination  coidd  be  broadly  inter- 
pieted  to  protect  individual  privacy.  Sec  Couch  v.  United  States,  409  U.S.  322,  339- 
10,  .34.3-44  (1973)  (Douglas,  J.,  dissenting)  and  at  .349-,50  (.Marshall,  J.,  dissenting); 
C;dif(nnia  v.  Byers,  402  U.S.  404,  449-51  (1971)  (Harlan,  J.,  concurring);  Murphy  v. 
Waterfront  Comm..  378  U.S.  52,  55  (1964);  UUinann  v.  United  States,  350  U.S.  422,  440 
(1956)  (Douglas,  J.,  dissenting);  Public  Util.  Comm.  v.  Pollak,  343  U.S.  451.  467-68 
(1952)  (Douglas,  J.,  dissenting):   Davis  v.  United  States,  328  U.S.  582,  587,  595  (1946) 
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reasonable  searches  and  seizures. ^"^  Also,  the  Supreme  Court  has  found 
several  legitimate  privacy  interests  protected  by  the  first  amendment  in 
the  contexts  of  belief,  speech,  and  association,  as  well  as  freedom  from 


(Frankfurter,  J.,  dissenting);  Feldman  v.  United  States,  322  U.S.  487,  489-90  fl944); 
Gambino  v.  United  States,  275  U.S.  310,  316  (1927);  Marron  v.  United  States,  275 
U.S.  192  (1927);  Gouled  v.  United  States,  255  U.S.  298,  306  (1921);  Weeks  v.  United 
States,  232  U.S.  383,  391-95  (1914);  and  Brown  v.  Walker,  161  U.S.  591,  637-38  (1896) 
(Field,  J.,  dissenting).  The  broad  view  of  the  privilege  and  its  protection  of  personal 
privacy,  however,  has  been  confined  to  dicta  and  dissent  for  the  ninety  years  since 
Boyd.  More  often,  justices  have  subscribed  to  a  narrower  view  which  rejects  the 
connection  between  the  fourth  and  fifth  amendments  and  thereby  confines  protec- 
tion of  privacy  expectations  under  the  fifth  amendment  to  instances  where  individ- 
uals are  required  to  produce  incriminating  evidence,  but  not  where  production  of 
evidence  would  tend  to  be  incriminating.  See  Perlman  v.  United  States,  247  U.S.  7, 
15  (1918);  Johnson  v.  United  States,  228  U.S.  457,  458  (1913);  and  Hale  v.  Henkel, 
201  U.S.  43,  73  (1906). 

Recent  rulings  by  the  Burger  Court  suggest  that  protection  of  privacy  interests  by 
the  privilege  against  self-incrimination  will  be  confined  within  the  narrow  bounds  of 
the  fifth  amendment.  See  Andresen  v.  Maryland,  427  U.S.  463,  471  (1976);  Couch  v. 
United  States.  427  U.S.  331,  322  (1976);  and  Kastigar  v.  United  States,  406  U.S.  441, 
444-45  (1972). 

i-'iThe  fourth  amendment  guarantee  against  unreasonable  searches  and  seizures 
provides,  perhaps,  the  principal  constitutional  protection  for  individual  privacy.  The 
Supreme  Court  first  noted  the  relationship  between  privacy  and  the  fourth  amend- 
ment in  holding  that  Congress  could  not  authorize  the  Postal  Service  "to  invade  the 
secrecy  of  letters,"  Ex  parte  Jackson,  96  U.S.  727,  733  (1877).  A  broad  view  of  the 
fourth  amendment's  protection  against  invasions  of  privacy  is  found  in  Boyd  v. 
United  States,  116  U.S.  616  (1886),  and  supplemented  by  subsequent  decisions  estab- 
li.shing  that  the  amendment's  guarantees  are  not  restricted  to  proprietary  interests. 
See  Warden  v.  Hayden,  387  U.S.  294,  304  (1967);  Jones  v.  United  States,  362  U.S.  257 
(1960);  and  Silvcrthorne  Lumber  Co.  v.  United  States,  251  U.S.  385  (1920).  Although 
the  Court  had  long  held  that  the  fourth  amendment  applied  to  individuals'  privacy 
expectations  against  intrusions  by  the  government  but  not  other  private  citizens,  Bur- 
dcau  v.  McDowell,  256  U.S.  465  (1921),  protection  of  personal  privacy  under  the 
amendment  was  limited  by  the  judicial  policy  which  recognized  legitimate  privacy 
expectations  only  in  "constitutionally  protected  areas."  The  doctrine  of  constitu- 
tionally protected  areas  in  fact  resulted  from  two  judicial  policies  which  limited  the 
fourth  amendment's  guarantee  against  unreasonable  searches  and  seizures  to  (1) 
searches  involving  trespass  and  (2)  seizures  of  tangible  materials.  See  Clinton  v.  Vir- 
ginia, 377  U.S.  158  (1964);  Lanza  v.  New  York,  370  U.S.  139,  143-45  (1962);  Silverman 
v.  United  States,  365  U.S.  505  (1961);  Rios  v.  United  States,  364  U.S.  253  (1960); 
Henry  v.  United  States,  361  U.S.  98  (1959);  £.v  rel.  Lee  v.  United  States.  343  U.S.  747 
(1952);  United  States  v.  Jeffers,  342  U.S.  48  (1951);  Goldman  v.  United  States,  316 
U.S.  129  (1942);  Olmstcad  v.  United  States,  277  U.S.  438  (1928);  Hester  v.  United 
States,  265  U.S.  57  (1924);  Almos  v.  United  States,  255  U.S.  313  (1921);  Silverthornc 
Lumber  Co.  v.  United  States,  251  U.S.  385  (1920);  Weeks  v.  United  States,  232  U.S. 
383  (1914).  As  a  result  of  judicial  policies  and,  in  particular,  the  doctrine  of  constitu- 
tionally protected  areas,  legitimate  expectations  of  privacy  were  confined  to  "zones  " 
or  "areas"  recognized  by  the  Court.  In  1967,  however,  the  Supreme  Court  acknow- 
ledged that  the  fourth  amendment  protects  people,  not  areas,  Katz  v.  United  States, 
389  U.S.  347,  353  (1967)  and  thereby  extendeil  the  guarantees  of  the  fourth  amend- 
ment to  "reasonable  expectations  of  privacy  '  and  "freedom  from  governmental  in- 
trusions."   See    United   States   v.   White,   401    U.S.    745    (1971);    Alderman    v.    United 
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governmental  surveillance,  public  intrusions  by  the  media,  and  pos- 
session of  obscenity  and  pornography  in  one's  own  home.^^  In  addition, 
on  several  occasions  individual  justices  acknowledged   protection   of 

States.  394  U.S.  165.  179  (1969);  Mancusi  v.  DeForte,  392  U.S.  364,  369  (1968);  Terry 
V.  Ohio,  392  U.S.  1,  9  (1968).  The  critical  consideration  in  judicial  protection  of  pri- 
vacy interests  under  the  fourth  amendment  apparently  is  that  the  reasonableness 
of  the  privacy  expectations,  like  the  reasonableness  of  a  search,  must  be  logically 
related  to  the  time  and  place  of  the  search. 

I'iAlthough  in  Davis  v.  Reason,  133  U.S.  333  (1890)  and  Reynolds  v.  United  States, 
98  U.S.  145  (1878),  the  connection  between  personal  privacy  and  the  first  amendment 
Iiad  been  alluded  to,  it  was  not  until  Gilbert  v.  Minnesota,  254  U.S.  325,  335  (1920), 
that  Justice  Brandeis,  dissenting,  first  articulated  the  notion  that  privacy  underlies 
the  guarantees  of  the  first  amendment.  Prior  to  1958,  the  Supreme  Court  occasionally 
acknowledged  the  right  of  associational  pri\acy  for  religious  associations,  Everson  v. 
Bd.  of  Educ,  330  U.S.  I  (1947);  West  Virginia  State  Bd.  of  Educ.  v.  Barnette,  319 
U.S.  624  (1943);  Cantwell  v.  Connecticut,  310  U.S.  296  (1940),  and  in  connection  with 
the  right  to  join  political  parties,  Williams  v.  Rhodes,  393  U.S.  23  (1968);  Terry  v. 
Adams,  345  U.S.  461  (1953);  Smith  v.  Allwright,  321  U.S.  649  (1944),  as  well  as  with 
regard  to  the  right  to  form  political  associations,  Sweezy  v.  New  Hampshire,  354  U.S. 
234  (1957);  Watkins  v.  United  States,  354  U.S.  178  (1957);  American  Communications 
Ass'n  V.  Douds,  339  U.S.  382  (1950);  AFL  v.  American  Sash  &  Door  Co.,  335  U.S.  538 
(1949);  Whitney  v.  California,  274  U.S.  357  (1927).  However,  the  first  formal  recogni- 
tion of  the  right  of  associational  privacy— since  "privacy  is  indispensable  to  preserva- 
tion of  association'-did  not  come  until  NAACP  v.  Alabama,  357  U.S.  449,  462  (1958). 
Subsequent  litigation  developed  the  right  of  association  as  ancillary  to  other  ex- 
press first  amendment  freedoms.  See  Louisiana  v.  NAACP,  366  U.S.  293,  296  (1961); 
Shelton  V.  Tucker,  364  U.S.  479,  485-86  (1960):  Bates  v.  City  of  Liule  Rock,  361  U.S. 
516,  523  (1960).  Yet,  in  the  siibversive  activities  cases.  Scales  v.  United  States,  367  U.S. 
203  (1961);  Communist  Party  v.  Subversives  Activities  Control  Bd..  367  U.S.  I  (1961); 
Tallcy  V.  California,  362  U.S.  60  (1960);  Barenblatt  v.  United  States,  360  U.S.  109 
(1959);  Uphaus  v.  Wyman,  360  U.S.  72  (1959)  and  Watkins  v.  United  States,  354  U.S. 
178  (1957),  the  Supreme  Court  rejected  the  claims  of  the  Communist  Party  to  a  right 
of  association  until  its  decision  in  Gibson  v.  Florida  Leg.  Investigation  Comm.,  372 
U.S.  539  (1963)  which  signaled  a  change  in  judicial  policy.  See  De  Gregory  v.  Attor- 
ney Gen.,  383  U.S.  825  (1966). 

The  Supreme  Court  also  has  recognized  first  amendment  privacy  interests  with 
respect  to  the  possession  of  pornography  and  obscenity  in  one's  home,  Stanley  v. 
Georgia,  394  U.S.  557,  564  (1969).  In  Rowan  v.  United  States  Post  Office  Dept.,  397 
U.S.  728  (1970),  the  Court  held  that  a  citizen's  right  of  privacy  outweighed  first 
amendment  rights  of  free  expression  of  mailers  of  sexually  provocative  material. 
Although  a  right  to  privacy  within  the  penumbra  of  the  express  first  amendment 
guarantees  may  protect  possession  of  pornography  and  obscenity,  the  Supreme  Court 
has  flatly  denied  the  existence  of  any  correlative  privacy  right  to  possess  obscene 
material  outside  of  the  home.  See  United  States  v.  12  200-Ft.  Reels  of  Super  8mm. 
Film.  413  U.S.  123  (1973);  Paris  Adult  Theatre  I  v.  Slaton,  413  U.S.  49  (1973);  United 
States  V.  Thirtv-Seven  Photographs,  402  U.S.  363  (1971)  and  United  States  v.  Reidel, 
402  U.S.  351  (r971). 

In  two  other  areas  of  last  amendment  litigation,  the  Court  has  avoided  the  is.sue 
of  privacv  protection;  first,  in  the  context  of  governmental  surveillance.  Laird  v. 
Tatum.  408  U.S.  I  (1972)  and  United  States  v.  United  States  Dist.  Court.  407  U.S.  297 
(1972);  and  second,  in  the  area  of  invasion  of  privacv  by  the  media,  Cox  Broadcasting 
Coip.  v.  Cohn,  420  U.S.  469  (1975)  and  Cantrell  v.  Forest  City  Pub.  Co.,  419  U.S.  245 
1 1 974  k 
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privacy  interests  under  the  guarantees  of  the  third,  ninth  and  four- 
teenth amendments.^" 

The  legal  right  of  privacy  has  therefore  emerged  as  a  product  of  in- 
cremental judicial  decisions,  and  the  concept  of  privacy  has  become  a 
salient  political  issue  in  the  United  States  primarily  because  of  the 
legal  profession's  impulse  toward  safeguarding  individual  privacy. 
Moreover,  the  identification  of  privacy  interests  in  the  "penumbra" 
and  "emanations  "  of  specific  constitutional  guarantees'^  has  provided 
the  impetus  for  institutionalizing  privacy  interests  through  recent  leg- 
islation. 

No  legislative  recognition  of  individual  privacy  interests  existed  prior 
to  the  Privacy  Act  of  1974.  The  Act  reflects  congressional  affirmation 
that  individuals  not  only  have  expectations  of  personal  privacy,  but 
also  have  a  right  of  privacy  which  controls  the  information  the  govern- 
ment may  legitimately  collect  and  utilize.  Acknowledging  that  "the 
opportunities  for  an  individual  to  secure  employment,  insurance,  and 
credit,  and  his  right  to  due  process,  and  other  legal  protections  are  en- 
dangered by  the  misuse  of  certain  information  systems"'^  of  the  federal 
government,  the  Privacy  Act  institutionalized  individual  interests  in 
privacy. 

The  Privacy  Act  established  "a  right  of  access  for  individuals  to  their 
own  files,  a  right  to  correct  mistakes  contained  in  those  files,  and  a 
responsibility  on  the  part  of  the  Government  to  protect  personal  in- 
formation from  misuse  and  disclosure  which  constituted  an  invasion 
of  the  privacy  of  the  subject  of  that  information."-"  The  Act  governs 
only  federal  government  information  systems-'  containing  records  "from 


l"In  establishing  the  right  of  privacy,  Justice  Douglas,  in  Griswold  v.  Connecticut, 
381  U.S.  479  (1965),  recognized  privacy  interests  in  the  guarantees  of  the  first,  third, 
fourth,  fifth  and  ninth  amendments.  {Id.  at  484).  Justice  Goldberg's  opinion  attached 
significance  to  the  "retained  rights  of  the  people"  imder  the  ninth  amendment  {id. 
at  488-94)  in  legitimating  the  right  of  privacy.  The  Supreme  Court,  however,  in  Roe 
V.  Wade,  410  U.S.  113  (1973),  founded  the  right  of  privacy  on  "the  Fourteenth 
.Amendment's  concept  of  personal  liberty  and  restrictions  upon  state  action,"  {id.  at 
l.")3).  The  fourteenth  amendment's  equal  protection  clause,  moreover,  has  been 
acknowledged  to  protect  the  privacy  of  association  against  arbitrary  state  discrimina- 
tion. See  U.S.D.A.  v.  Moreno,  413  U.S.  528,  538-45.  But  see  \illage  of  Belle  Terre 
V.   Boraas,  416  U.S.   1    (1974). 

is^In  the  Supreme  Court's  first  formal  recognition  of  a  constitutional  right  of  pri- 
vacy, Griswold  v.  Connecticut,  381  U.S.  479  (19G5),  Justice  Douglas  argued  that  "spe- 
cific guarantees  in  the  Bill  of  Rights  have  penumbras,  formed  bv  emanations  from 
those  guarantees  that  help  give  them  life  and  substance.  .  .  .  \arious  guarantees 
create  zones  of  privacy."  Id.  at  484. 

'■'Statement  of  one  of  the  congressional  findings  prefacing  the  .Act.  Privacy  Act  of 
1974,  Pub.  L.  No.  93-579,  88  Stat.  1896,  t;  2(a)(3)  (emphasis  added). 

-'"Com;.  Rrc.  SI 8,144-45  (dailv  ed.  Oct.  9,   1975)  (remarks  of  Sen.  Kennedv). 

-'5  U.S.C.  ij  552a(a)(l)  (197())  applies  to  only  federal  agencies.  The  term  "agency" 
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which  information  is  retrieved  by  the  name  of  the  individual"  or  some 
other  individual  identifier. -^  State,  local  and  private  information  sys- 
tems are  exempt. -^  Only  individuals,-^  not  corporations,  are  granted 
rights  of  access  to  information  contained  in  such  systems. ^^  Individuals 
having  gained  access  to  their  records  may  request  amendment^*'  of  what 
they  consider  to  be  erroneous  information  contained  therein. ^^  Fur- 
ther, if  the  request  to  amend  is  refused  by  an  agency,  review  is  avail- 
able.-« 

Individual  rights  of  access,  nevertheless,  are  limited  by  statutory  ex- 
emptions. Since  the  exemption  provisions  are  permissive  and  not  man- 
datory,-'' their  application  by  federal  agencies  will  largely  determine 


as  used  in  the  Privacy  Act  refers  to  the  definition  given  in  the  Freedom  of  Informa- 
tion Act.  5  U.S.C.  §  552  (1976)  at  §  552(e),  and  includes  "any  executive  department, 
military  department,  Government  corporation,  Government  controlled  corporation, 
or  other  establishment  in  the  executive  branch  of  the  Government  (including  the 
Executive  OHTice  of  the  President),  or  any   independent  regulatory  agency." 

-'25  U.S.C.  §  552a(a)(5)  (1976). 

-■^However,  peripheral  provisions  such  as  the  application  of  the  Act  to  agency  con- 
tractors, 5  U.S.C.  §  552a(m)  (1976)  {see  Bedell,  Government  Contractors;  and  the 
Initial  Steps  of  the  Privacy  Act,  34  Fed.  B.J.  330  (1975)),  and  the  moratorium  on 
extension  of  the  use  of  the  social  security  number.  Privacy  Act  of  1974,  Pub.  L.  No. 
93-579,  88  Stat.  1896,  §  7,  do  apply  to  nonfederal  systems.  The  study  of  the  interface 
between  federal  and  nonfederal  information  systems  is  in  part  the  fimction  of  the 
Privacy  Protection  Study  Commission  set  up  by  the  Act.  Id.  at  !;  5(a)(1)  (establishing 
tiie  Commission)  and  §  5(c)(l)-(3)  (defining  the  scope  of  the  study).  See  Analysis  of 
Hojtse  and  Senate  Compromise  Amendments  to  the  Federal  Privacy  Act,  120  Cong. 
Rec.  12.243  (daily  ed.  Dec.  18,  1974)  ,  and  at  21,815  (daily  ed.  Dec.  17,  1974). 

Legislation  proposing  extension  of  the  protections  under  the  Privacy  Act  into  the 
private  sector  has  been  introduced.  See  H.R.  1984,  94th  Cong.,  1st  Se.ss.  (1975).  For  a 
discussion  of  the  bill,  see  11  Tulsa  L.J.  68,  76-81  (1975). 

:;i5  U.S.C.  §  552a(a)(2)  (1976).  For  a  discussion  of  the  term,  see  S.  Rep.  No.  1183, 
93d  Cong.,  2d  Sess.  79  (1974);  Hearings  on  Access  to  Records  Before  a  Subcommittee 
of  the  House  Committee  on  Government  Operations,  93d  Cong.,  2d  Sess.  98  .(1974) 
(testimony  of  Rep.  Koch)  and  at   110-11   (statement  of  Rep.  Abzug). 

-'•'>5  U.S.C.  §  552a(d)(l)  (1976). 

-"<i5  U.S.C.  §  552a(d)(2)  (1976). 

-"It  is  unclear,  however,  whether  "amendment"  means  merely  change  or  whether 
it  also  includes  deletion.  .\  right  to  expungement  has  been  recognized  by  some 
couMs.  Paton  v.  La  Prade,  524  F.2d  862  (3d  Cir.  1975)  and  Sullivan  v.  Murphy,  478 
F.2d  9,38  (I).C.  Cir.  1973),  cert,  denied.  414  U.S.  880  (1973). 

-■"^5  U.S.C.  §  552afd)(3)  (1976).  If  an  agency  denies  amendment,  an  individual  may 
file  with  the  agency  a  statement  explaining  his  disagreement  with  the  record,  and 
this  statement  Inxomes  part  of  ids  record.  5  U.S.C.  S  552a(d)(4)  (1976).  Individuals 
tlicn  have  the  right  to  appeal  in  a  federal  district  court.  5  U.S.C.  §  552a(g)(l)(A) 
M976). 

■-'•'This  is  a  critical  provision  in  terms  of  confining  agencies'  discretion  over  infor- 
mation disclosures.  Agencies  must  adopt  rules  under  these  sections  in  order  to  take 
.iiUnntage  of  their  piovisions  and  thus  are  required  to  tailor  the  exemptions  to  their 
.igiiicv  needs.  See  U.K.  Rep.  No.   1416.  93d  Cong.,  2d  Sess  19  (1974").   However,  wiien 
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the  practical  value  of  rights  of  privacy  and  access  under  the  Act.  There 
are  two  types  of  exemptions,  general"^"  and  specific. '^^ 

General  exemptions  are  extremely  broad  in  order  to  reflect  the  com- 
plexities of  problems  of  national  security  and  criminal  law  enforce- 
ment. Although  there  are  legitimate  reasons  for  denial  of  access  in 
these  areas,  agencies  may  exercise  discretion"^-  so  as  to  deny  individuals' 
right  of  access  to  records,"**  the  right  to  know  who  has  had  access  to  the 
records,"*^  the  right  to  amend  the  records,^^  and  the  right  to  bring  civil 
action  for  damages  for  violation  of  the  statute.^*^  In  addition,  under  the 
general  exemptions  agencies  need  not  comply  with  some  statutory  pro- 
visions governing  the  collection  and  maintenance  of  personal  records.^' 
Thus,  at  least  in  the  areas  of  national  security  and  criminal  justice,  the 
permissible  discretion  of  agencies  to  decide  whether  to  grant  or  deny 
access  remains  such  as  to  leave  open  some  of  the  very  problems  of  in- 
formation control  which  the  Act  was  designed  to  solve. 

In  contrast,  the  specific  exemptions  are  more  narrowly  drawn  and 
allow  exemption  of  information  systems  only  from  certain  provisions.^^ 
There  are  seven  kinds  of  specific  exemptions:  1)  classified  materials  and 
records  covered  by  the  "foreign  policy  and  national  defense"  provision 
of  the  Freedom  of  Information  Act;-'^  2)  "investigatory  material  com- 
piled for  law  enforcement  purposes; "^'^  3)  records  of  the  Secret  Serv- 

adopting  rules,  agencies  are  required  to  slate  their  reasons  lor  employing  an  exemp- 
tion for  a  system  of  records.  5  U.S.C.  §  552a(j),  (k)  (1976).  See  S.  Rep'.  No.  1183,  93d 
Cong.,  2d  Sess.  74  (1974). 

305  U.S.C.  §  552a(i)  (1976V 

315  U..S.C.  §  552a(k)  (1976). 

3;!.\Iore  exactly,  the  general  exemption  section  provides  that  "The  head  of  any 
agency  may  promulgate  rules  ...  to  exempt  any  system  of  records  within  the  agency 
from  any  part  of  this  .section  except  subsections  (b),  (c)(1)  and  (2),  (e)(4)(A)  through 
(F),  (e)(6),  (7).  (9),  (10),  and  (11),  and  (i).  ..."  5  U.S.C.  §  552a(j)  (1976). 

335  U.S.C.  §  552a(d)(l)  (1976). 

345  U.S.C.  §  552a(c)(3)  (1976). 

355  U.S.C.  §  552aCd)(2)  (1976). 

365  U.S.C.  §  552a(g)(4)  (1976). 

3T5  U.S.C.  g  552a(j)  (1976). 

385  U.S.C.  g  552a(k)  (1976). 

3!>r)  U.S.C.  S  552a(k)(l)  (1976).  "This  .section  [The  Freedom  of  Information  Act,  5 
U.S.C.  g  552  (1976)  does  not  apply  to  matters  that  are  .  .  .  specifically  authorized 
under  criteria  established  bv  an  Executive  order  to  be  kept  secret  in  the  interest  of 
national  defense  or  foreign  policy  and  .  .  .  are  in  fact  properly  classified  pursuant  to 
such  Executive  order  ..."  5  U.S.C.  §  552(b)(1)  (1976).  This  section  was  amended  in 
order  to  overcome  the  impact  of  EPA  v.  Mink,  410  U.S.  73  (1973),  which  required 
federal  courts  to  accept  the  fact  of  executive  classification  of  a  document  and  pro- 
hibited an  in  camera  review  to  determine  if  it  was,  in  fact,  properly  classified. 

•"5  U.S.C.  J^  552a(k)(2)  (1976).  The  exemption  applies  only  up  to  ihe  point  that  the 
maintenance  of  tlie  intormation  results  in  the  denial  of  "any  right,  privilege,  or  bene- 
fit" to  which  individuals  would  "otherwise  be  entitled  by  Federal  law,  or  for  which 
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re:"^'  •!)  statistical  records;*-  5)  federal  "testing  or  examination  ma- 
■jri.il  used  solely  to  determine  individual  qualifications  for  appoint- 
;?^ent  and  promotion";^''  6)  investigatory  material  used  to  determine 

Miitability,  eligibility,  or  qualifications"  for  federal  employment,  con- 
r:acts,  or  access  to  classified  material;"*^  and  7)  evaluation  material  used 
solely  to  determine  potential  for  promotion  in  the  military."*^  The  ad- 

nmistration  under  these  specific  exemptions  is  more  accountable^^  than 

h.at  of  the  general   exemptions   since  they  allow   for  civil   remedies 

Mider  the  Act."*^ 
individuals'  rights  of  privacy  are  primarily  safeguarded  by  the  pro- 

isions  governing   collection   and   maintenance   of   personal    informa- 

ion."'  The  language  of  the  provisions  imposing  limits  on  the  collection 

iiirv|  uoukl  otherwise  be  eligible."  Id.  The  language  of  the  exemption  suggests  that 
'  applies  to  the  original  law  enforcement  provision  of  the  Freedom  of  Information 
\ci.  The  amendments  in  1974  made  the  provisions  more  precise  and  detailed.  Prior 

lo  amendment  the  exemption,  5  U.S.C.  §  552(b)(7)  (1976),  withheld  from  the  public 

iii\estigatory  files  compiled  for  law  enforcement  purposes  except  to  the  extent  avail- 

..,le  bv  law  to  a  party  other  than  an  agency."  Judicial  construction  of  this  clause 

■suited  in  a  test  which,  in  general,  required  only  that  investigatory  files  be  prop- 

•  iiv  designated.  See  ^V'eisberg  v.  United  States  Dept.  of  Justice,  489  F.2d  1195  (D.C. 
•:ir.   1973).  cert,  denied,  416  U.S.  99.^  (1974);  Rristol-Myers  Co.  v.  FTC,  424  F.2d  935 

DC.  Cir.  1970),  cert,  denied,  400  U.S.  824  (1970). 
^15  U.S.C.  §  552a(k)(3)  (1976).  The  exemption  applies  if  the  system  is  "maintained  in 

•  niuicction  with  providing  protective  services  to  the  President  of  the  United  States  or 
■■•'Wvx  individuals  pursuant  to  section  3056  of  Title  18  [Secret  Service  Powers].  . . ."  Id. 

!:^")  U.S.C.  8  .552a(k)(4)  (1976). 

•■■!5  U.S.C.  S  552a(k)(6)  (1976). 

115  U.S.C.  §  552a(k)(5)  (1976). 

!''5  U.S.C.  §  552a(k)(7)  (1976).  The  exemption,  however,  is  applicable  "only  to  the 
\uiu  that  the  disclosure  of  such  material  would  reveal  the  identity  of  a  source"  who 
ri.vitled  the  information  under  conditions  of  confidentiality.  Id. 

"'  The  primary  problem  arises  with  agencies'  exemption  from  the  requirement  that 
.ill  V  maintain  only  relevant  and  necessary  information;  however,  the  retained  re- 
c.uirement  that  agencies  only  keep  information  which  is  accurate,  relevant,  timely 
.md  complete  may  compensate  for  this  exemption.  In  any  case,  agencies  may  not  use 
iuy  inelevant  or  unnecessary  information  in  making  determinations  about  individ- 
i:ni>.  Of  course,  there  is  no  guarantee  that  agencies  will  not  do  so.  The  Census 
lUucau,  which  often  discloses  information  to  other  agencies,  has  been  subject  to 
i  1  iticism  that  its  questionnaires  require  personal  information  which  is  irrelevant  and 
unwarranted.  See  Privacy,  The  Census  and  Federal  Questionnaires:  Hearings  on 
s.  /"'''/  Before  the  Subcornrn.  on  Constitutional  Rights  0/  the  Coniin.  on  the  Judi- 
'inrw  '.Hst  Cong.,  2d  Sess.  3-8  (1969)  (statement  of  Sen.  Ervin). 

'"Individuals  may  bring  suits  under  this  section  in  the  district  court  in  the  district 
'AJuie  they  reside,  where  they  have  their  principal  place  of  business,  where  the  rec- 
ords are  located,  or  in  the  District  of  Columbia.  5  U.S.C.  §  552a(g)(5)  (1976).  If  an 
individual  is  injured,  the  statute  of  limitations  is  two  years.  Id. 

i\5  U.S.C.  5^  552a(e)  (1976).  Any  statute  providing  greater  protection  than  the  Act 
iisclf  should  govern.  U.K.  Rtp.  No.  1416,  93d  Cong..  2d  Sess.  13-14  (1974).  directing 
(i.ii'^icssional  concern  largely  to  the  Federal  Reports  Act  of  1972,  44  U.S.C.  §§  3501-1 1 
(1970). 
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of  personal  information  encourages  agencies  to  evaluate  their  needs 
for  information.  Specifically,  the  provisions  suggest  three  criteria  for 
evaluating  federal  agencies'  collection  of  information.  First,  agencies 
must  have  in  their  records  only  relevant  information  about  individ- 
uals.^^ Second,  administrative  need  for  the  information  must  be  legiti- 
mate; agencies  can  not  maintain  information  except  for  an  agency 
purpose  "required  to  be  accomplished  by  statute  or  by  executive  order 
of  the  President. "■'''  Third,  the  information  collected  must  be  neces- 
sary,^^ and  not  simply  relevant.  The  information  may  be  collected  when 
"needs  of  the  agency  and  goals  of  the  program  cannot  reasonably  be 
met  through  alternative  means. "^2  Although  determination  of  needs 
ultimately  rests  with  each  agency,  the  provisions  of  the  Act  signifi- 
cantly structure  agency  discretion  in  determining  information  needs 
and  collection  procedures. 

Furthermore,  the  Act  attempts  to  regulate  agency  uses  of  collected 
personal  information.  No  information  can  be  disclosed  without  prior 
consent  of  the  individual  except  in  certain  circumstances.^''  These  cir- 
cumstances exempt  from  the  consent  provisions  are  so  numerous  as  to 
present  few  limitations  on  an  agency's  activities.^"*  Agencies  also  must 


•i:»5  U.S.C.  §  552a(e)(l)  (1976). 

505  U.S.C.  §  552a(e)(l)  (1976). 

515  U.S.C.  §  552a(e)(l)  (1976). 

52,S.  Rep.  No.  1183,  93d  Cong.,  2d  Sess.  46  (1974).  This  suggests  that  "ordinary 
efficiency  and  small  economics  should  not  outweigh  the  right  to  privacy."  Id.  at  48. 
Interpretations  of  "necessary"  therefore  will  be  the  key  to  the  effectiveness  of  this 
provision. 

S35  U.S.C.  §  552a(b)  (1976)-. 

545  U.S.C.  .')52a(b)  (1976),  requires  consent: 

unless  disclosure  of  the  record  would  be— 

(1)  to  those  officers  and  employees  of  the  agency  which  maintains  the  record  who 
have  a  need  for  the  record  in  the  performance  of  their  duties; 

(2)  required  under  section  552  of  this  title; 

(3)  for  a  routine  use  as  defined  in  subsection  (a)  (7)  of  this  section  and  described 
under  subsection  (e)(4)(D)  of  this  section; 

(4)  to  the  Bureau  of  the  Census  for  purposes  of  planning  or  carrying  out  a 
census  or  survey  or  related  activity  pursuant  to  the  provisions  of  title  13; 

(5)  to  a  recipient  who  has  provided  the  agency  with  advance  atlcquate  written 
assurance  that  the  record  will  be  used  solely  as  a  statistical  research  or  reporting 
record,  and  the  record  is  to  be  transferred  in  a  form  that  is  not  individuallv 
identifiable; 

(6)  to  the  National  Archives  of  the  United  States  as  a  record  which  has  sufficient 
historical  or  other  value  to  warrant  its  continued  preservation  bv  the  United  States 
Government,  or  for  evaluation  by  tiie  Administrator  of  General  Services  or  his 
designee  to  determine  whether  the  record  has  such  value; 

(7)  to  another  agency  or  to  an  instrinnentality  of  any  governmental  jurisdiction 
within  or  under  the  control  of  the  United  States  for  a  civil  or  criminal  law  enforce- 
ment activity  if  the  activity  is  authorized  by  law.  and  if  the  head  of  the  agency  or 
instrumentality  lias  made  a  written  request  to  the  agency  which  maintains  the  lec- 
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.;iaiiitain  an  accounting  of  disclosures  under  this  section,"^  except  for 
viisciosuics  made  to  intra-agency  officers  who  have  a  need  to  know-'*''  or 
■.ov  ciisdosures  required  by  the  Freedom  of  Information  Act.^' 

The  Privacy  Act  represents   the  endeavor  of  Congress  to   compre- 
'lensively  institutionahze  privacy  safeguards,  and  thereby  supplement 

iie  constitutional  law  of  privacy.  Yet,  in  terms  of  the  more  encom- 
■)assing  problems  of  information  control  in  the  federal  government, 
'he  Privacy  Act  does  not  supercede  the  public's  right  to  know  as  em- 
'  utiied  in  citizens'  rights  of  access  under  the  Freedom  of  Information 

\cL.  Indeed,  for  Congress, 

Perhaps  the  most  difficult  task  in  drafting  Federal  privacy  legislation  was 
ihat  of  determining  the  proper  balance  between  the  public's  right  to  know 
:bout  the  conduct  of  their  government  and  their  equally  important  right  to 
have  information  which  is  personal  to  them  maintained  with  the  greatest 
degree  of  confidence  by  Federal  agencies.^** 

Legislative  history  of  the  Privacy  Act  shows  that  the  statute  was  "de- 
^iyiK'tl  to  preserve  the  status  quo  as  interpreted  by  the  courts  regarding 
-iisclosme  of  personal  information  under  the  section  (FOIA)."^"  In 
:his  respect,  the  Privacy  and  Freedom  of  Information  Acts  were  in- 
■cnded  to  be  complementary.  An  individual  may  tise  provisions  of  the 
Privacy  Act  to  gain  access  to  information  denied  to  him  as  an  tmiden- 
lified  member  of  the  jiublic  imder  the  Freedom  of  Information  Act.^*^ 


ni(l  spccifyinc;  the  partici^lar  portion  desired  and  the  law  enforcement  activity  for 
x\hich   tlie  record   is  sought; 

(S)  to  a  person  pursuant  to  a  showing  of  compeUing  circumstances  affecting  the 
hcahh  or  safety  of  an  indiviikial  if  upon  such  disclosiue  notification  is  transmitted 
to  llic  last  known  address  of  such  individual; 

/'I)  lo  cither  House  of  Congress,  or,  to  the  extent  of  matter  within  its  jurisdic- 
;i"i!,  any  committee  or  suijcommittee  thereof,  any  joint  committee  of  Congress 
•  M   subcommittee  of  any  such  joint  committee; 

■10)  to  the  Comptroller  General,  or  any  of  his  authorized  representatives,  in  the 
ciinse  of  the  performance  of  the  diuies  of  the  Cieneral  Accoimting  Office;  or 

(II)  j)ursuant  to  the  order  of  a  court  of  competent  jurisdiction. 
■'">  II.S.C.  §  552a(c)n)   (1970).  The  accounting  must  be  made  available  to  the  indi- 
iuu:il  at  his  request,  except  for  disclosures  for  a  law  enforcement  activity.  5  U.S.C. 
.-^  ")")L'a(c )(.'$)  (1976).  Thus,  an  individual  may  leain  who  has  had  access  to  his  record, 
.ni(i   more  importantly,  why. 
"'■'.  l!..S.C.  ij  .'')52a(c)(l)  (1076). 

'"^.■hitily.sis  of  House  nnri  Sennit'  Compromise  Amendments  to  the  Federal  Prhiacy 
li  I .  \ujna  note  23,  at  21,816. 
■■■■'Id. 

'"  \'_;t'ncics  may  not  use  the  Freedom  of  Information  Act  exemptions  to  deny  in- 
'li\i(lMals  access  to  their  liles  if  ihey  are  otherwise  entitled  under  the  Privacy  Act. 
'<  I'.s.C.  >;  .").')2a^q)  (1976).  .Milioiigh  tlie  Privacy  Act  provides  greater  protection  for 
iHisdiial   information    tlian   tKidilioual   tort   privacy  doctiine   {sec   ti'xt  accompanying 
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Purposes  and  Paradoxes  of  the  Public's 

Right  to  Know:  Rights  of  Access  and 

the  Freedom  of  Information  Act 

The  Freedom  of  Information  Act  of  1966  was  premised  on  the  prin- 
ciple that  the  public  has  a  right  to  know  the  basic  \vorkings  of  its 
government,  and  institutionalized  "the  public's  right  to  governmental 
information"^^  by  providing  the  authority  and  procedure  for  the  pub- 
lic to  petition  the  executive  branch  for  unreleased  documents  and  rec- 
ords. The  Act  resulted  from  eleven  years  of  investigative  hearings  by 
the  House  Government  Operations  Committee's  former  Special  Gov- 
ernment Information  Subcommittee  (1952-1962)  and,  later,  the  Foreign 
Operations  and  Government  Information  Subcommittee,  as  well  as  a 


note  114,  infra),  the  Act  docs  not  supercede  the  Freedom  of  Information  Act's  ex- 
emption from  disclosure  of  "personal  and  medical  files  and  similar  files  the  dis- 
closure of  which  would  constitute  a  clearly  unwarranted  invasion  of  personal  pri- 
vacy." 5  U..S.C.  §  552(b)(6)  (1976).  Since  the  Privacy  Act,  unlike  the  Freedom  of 
Information  Act,  would  prohibit  disclosures  of  any  kind  of  individually  identifiable 
information,  and  not  .simply  those  which  constitute  a  "clearly  unwarranted  invasion 
of  personal  privacy,"  more  governmental  files  would  be  protected  against  disclosures 
to  third  parties  which  potentially  intrude  on  individual  privacv.  Because  the  Free- 
dom of  Information  Act,  unlike  the  Privacy  .Act,  considers  the  countervailing  public 
interest  in  disclosure,  the  critical  problem  is  how  to  reconcile  opposing  interests  in 
privacy  and  the  right  of  access  under  the  privacy  exemption  of  the  Act.  Reconciling 
these  two  interests,  however,  is  difficult  because  of  the  conflicting  nature  of  the  legis- 
lative history  pertaining  to  the  Freedom  of  Information  Act,  and,  in  particular,  its 
privacy  exemption.  See  Hearings  on  H.R.  5012,  H.R.  5013,  H.R.  5014,  H.R.  5015, 
H.R.  5016,  H.R.  5017,  H.R.  5018,  H.R.  5019,  H.R.  5020,  H.R.  5237,  H.R.  5406, 
H.R.  5520, H.R.  5583.  H.R.  6172,  H.R.  6739,,  HiRj  7161  Before  a  Subcomm.  of  the 
House  Comm.  on  Gov't  Operations,  89th  Cong.,  1st  Sess.  (1965);  Hearings  on  S. 
1160,  S.  1758,  and  S.  1879  Before  the  Subcomm.  on  Administrative  Practice  and 
Procedure  of  the  Senate  Comm.  on  the  Judiciary,  89th  Cong.,  1st  .Sess.  (1965), 
Hearings  on  S.  1666  and  S.  1663  Before  the  Subcomm.  on  Administrative  Practice 
and  Procedure  of  the  Senate  Committee  on  the  Judiciary,  88th  Cong.,  1st  Sess. 
(196.3).  More  helpful  are  the  Senate  and  House  Reports  on  the  Act:  S.  Rep.  No. 
1219,  88th  Cong.,  2d  Sess.  (1964)  and  S.  Rfp.  No.  813.  89th  Cong.,  1st  .Sess.  (1965); 
n.  Rfp.  No.  1497,  89th  Cong.,  2d  Sess.,  reprinted  in  [1966]  I'nitfd  St.\tes  Code 
Cong.  &  Ad.  News  2418.  Moreover,  in  this  regard  perhaps  one  of  the  major  weak- 
nesses of  the  Freedom  of  Information  Act  is  its  failure  to  provide  direct  incentives 
for  federal  agencies  to  safeguard  personal  privacy,  since  the  privacy  exemption  in 
contrast  with  the  other  exemptions— exemptions  for  internal  memoranda  or  trade 
secrets— does  not  principally  help  the  policy-related  activities  of  agencies.  See  dis- 
cussion in  Section  III  infra;  The  Privacy  Act  of  1974:  An  Overview,  1976  Duke 
L.  J.  301  (1976);  and  The  Freedom  of  Information  Act's  Privacy  Exemption  and 
The  Privacy  Act  of  1974,  11   Harv.  C.R.-C.L.  L.  Rev.  596  (1976). 

fii.See  S.  Rep.  No.  813,  89th  Cong.,  1st  .Sess.  9  (1965).  Also,  see  generally  United 
States  Congress,  Hoise  Comm.  on  CiovT  Oitrations,  and.  Senate  Comm.  on  TfiE 
Ji'DiciARV,  94ih  Cong.,  1st  Sess.  Freedom  of  Information  Act  and  Amendments  of 
1974  (Joint  Committee  Print,  1975). 
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eries  of  studies  and  legislative  proceedings  conducted  simultaneously 
•.  subcommittees  ot  the  Senate  Judiciary  Committee.*'*-  Legislative  his- 

orv,  however,  reveals  one  fundamental  reason  for  enacting  the  Freedom 
i  information  Act:  inauguration  of  the  public's  right  to  know,  a  right 

viiich  is  implicit  in  democratic  theory,*'-''  but  which  had  been  thwarted 
;;\  federal  agencies'  denial  of  legitimate  requests  for  information  under 
ihe  so-called  Public  Information  Section  of  the  Administrative  Pro- 
(cdure  Act.''^ 

Although  arguably  underlying  our  entire  system  of  free  government, 
:ae  public's  right  to  know  is  not  explicitly  guaranteed  in  the  Consti- 
tution. Moreover,  there  exists  no  develojied  constitutional  law  estab- 
lishing a  right  of  the  public  to  know.  The  right,  however,  has  been 
^llpported  by  judicial  construction  of  first  amendment  provisions  for 
Tree  speech  and  press:  "The  right  of  freedom  of  speech  and  press  in- 
i  hides  not  only  the  right  to  utter  or  to  print,  but  the  right  to  distribute, 
!he  right  to  receive,  the  right  to  read. "6'*  Indeed,  in  Justice  Douglas's 
Tvords: 

The  press  has  a  preferred  position  in  our  constitutional  scheme,  not  to 
enable  it  to  make  money,  not  to  set  newsmen  apart  as  a  favored  class,  but  to 
brincj  fulfillment  to  the  public's  right  to  know.  The  right  to  know  is  crucial 
to  the  governing  powers  of  the  people.   .  .   fi^ 

.Although  the  Court  has  accorded  first  amendment  guarantees  a  pref- 
erential position,  it  has  never  defmitively  stated  the  right  of  the  public 
to  know.  The  Court  has  held  that  "any  system  of  prior  restraints  of 
expression  comes  to  this  Court  bearing  a  heavy  burden  against  its  con- 


d'^^See  generally.  United  States  Concress,  Senate  Co^tM.  on  the  Ji'diciarv,  Sub- 
roMM.  ON  Administrative  Practice  and  Procedure,  Freedom  of  Information  Act 
.Source  Book:  Legislative  Materials,  Cases,  Articles,  S.  Doc.  No.  93-82,  93d  Cong., 
lid  .Sess.  (1974). 

C3S.  Rep.  No.  813,  supra  note  61,  at  2-3. 

*"'•")  I'.S.C.  §  1003  (1952)  provided  that  "matters  of  official  record  shall  in  accordance 
with  rule  be  made  available  ...  to  persons  properly  and  directly  concerned."  The 
Alt,  however,  did  not  provide  for  judicial  review  of  an  agency's  decision  to  uithhold, 
and  it  exempted  all  "information  held  confidential  for  good  cause  found"  and  "re- 
<juiring  secrecy  in  the  public  interest."  The  Freedom  of  Information  Act  was  de- 
signed "to  eliminate  such  phrases,  to  establish  a  general  philosophy  of  full  agency 
ili>closurc  unless  information  is  exempt  under  clearly  delineated  statutory  language," 
and  to  provide  a  judicial  remedy  for  unwarranted  nondisclosures.  S.  Rep.  No.  813, 
supra  note  61,  at  3. 

fi^Griswold  V.  Connecticut,  381  U.S.  479,  482  (1965). 

';i;Biaii/hurg  v.  Haves,  408  U.S.  G()5,  721  (1972)  (Douglas,  ].,  dissenting).  Elsewhere 
|nsiicc  Douglas  lias  acknowledged  the  right  to  kno^\•:  Fell  v.  Procimier,  417  U.S. 
SI7.  S,")6.  837  (1974)  (Douglas  J.  dissenting),  and  Miller  v.  California.  41  U.S.  L5,  44 
(1973)  (Douglas  J.,  dissenting). 
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stitutional  validity";*'"  yet  such  a  declaration  does  not  establish  the 
affirmation  of  a  right  of  access.'''* 

While  the  right  of  the  public  to  know  is  a  fundamental  concern 
which  arguably  may  lie  within  first  and  ninth  amendment  guarantees, 
governmental  powers  to  withhold  information  are  not  thereby  limited. 
The  Court  has  stated  specifically  that  the  ninth  amendment  "does  not 
withdraw  the  rights  which  are  expressly  granted  to  the  Federal  Gov- 
ernment,"*"' and,  more  generally,  it  has  stated: 

The  powers  granted  by  the  Constitution  to  the  Federal  Government  are  sub- 
tracted from  the  totality  of  sovereignty  originally  in  the  states  and  the  peo- 
ple. Therefore,  where  objection  is  made  that  the  exercise  of  a  federal  power 
infringes  upon  the  rights  reserved  by  the  Ninth  and  Tenth  Amendments  the 
inquiry  must  be  directed  toward  the  granted  power  under  which  the  action 
of  the  Union  was  taken.  If  granted  power  is  found  necessary  to  the  objec- 
tion of  invasion  of  those  rights  reserved  by  the  Ninth  and  Tenth  Amend- 
ments, they  must  fail."^" 

In  theory  and  practice,  where  the  government  has  exercised  a  granted 
power  no  claim  under  the  ninth  amendment  will  stand. "^  Apparently 
even  with  judicial  recognition  of  the  public's  right  to  know  under  the 
ninth  amendment,  it  would  not  place  a  limitation  on  the  powers  of 
the  federal  government. 

Nevertheless,  democratic  theory  assumes  an  informed  citizenry  and 
acknowledges  that  in  principle  the  public  has  a  right  to  know.  English 
history,  the  Anglo-American  legal  tradition,  and  the  Founding  Fathers 
lend  support  to  this  view: 

By  1787,  the  year  the  Constitution  was  written,  there  had  been  developed  in 
England  the  concept  of  a  right  in  the  people  to  know  what  their  Govern- 
ment was  doing.  There  can  be  no  doubt  that  the  framers  of  our  Constitu- 
tion recognized  the  existence  of  such  a  right  and  were  strongly  influenced 
by  it  in  writing  both  the  original  Constitution  and  the  Bill  of  Rights  .  .  . 
[but]  no  explicit  provision  was  made  concerning  the  people's  "right  to 
know."  The  explanation  for  this  seems  to  be  that  the  right  to  know,  like 
many  other  fundamental  rights,  was  taken  so  much  for  granted  tliat  it  was 
deemed  unnecessary  to  include  it.'^^ 


67New  York  Times  Co.  v.  United  States,  403  U.S.  713,  714  (1971). 

68See  Barron,  Access  to  the  Press— A  New  First  Amendment  Right,  80  Harv.  L. 
Rev.  1641  (1967). 

'i'*  Ash  wander  v.  T\'A,  297  U.S.  288,  330-31  (1936). 

70United  Pub.  Workers  v.  Mitchell,  330  U.S.  75,  95-96  (1947). 

7iThe  ninth  amendment's  applicability  to  state  governments,  however,  was  re- 
jected in  Barron  v.  Baltimore,  32  U.S.  243  (1833),  on  grounds  that  the  Bill  of  Rights 
did  not  apply  to  the  states.  There  are  also  problems  with  standing,  see  Tennessee 
Electric  Power  v.  TVA,  306  U.S.  118  (1939).  A  number  of  lower  courts  have  rejected 
ninth  amendment  allegations.  For  example,  see  State  v.  Sprague,  105  N.H.  355,  200 
A. 2d  206  (1964). 

'-Hcnnin.i^s.  The  People's  Right  to  Knou\  45  A.B..\.J.  (i()7.  668  (1959). 
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.  "loni.is   jcircrson  supported  the  jMO|)osition  that  the  people  have  a 
.    ;ii(  u>  know:  "The  \\ay  to  picvcnt  these  interpositions  [referring  to 
■Mia\  s  i\el)eni()n]  of  the  j^eople,  is  to  gi\e  them  full  information  of  their 
,:airs  through  the  channel  of  the  puljlic  papers,  and  to  contrive  that 
i'cse  jjajicrs  should  penetrate  the  whole  mass  of  jjeople.""''  Perhaps  no 
;;c  has  stated  the  piupose  of  the  public's  right   to  know  more  elo- 
quently than  James  Madison: 

Miiowledge  will  forever  govern  ignorance,  and  a  people  who  mean  to  be 
:  leir  own  governors,  must  arm  themselves  with  the  power  knowledge  gives. 
\  popular  government  without  popular  information  or  the  means  of  acquir- 
ing it,  is  but  a  prologue  to  a  farce  or  a  tragedy  or  perhaps  both."'* 

The   1965  Senate  Report  on  the  Freedom   of  Information  Act  in- 
crpreted  Madison  to  provide  a  "theory  of  an  informed  electorate."'^ 

■  iti/cns  need  information  to  evaluate  government  decisions  concern- 
ng  the  administration  of  policies  and  programs,  to  make  rational  de- 

■  isions  at  the  polls,  to  petition  the  government,  and  to  comply  with 
iiuerpietations  of  the  law  made  by  enforcement  agencies.  Although  an 
intormed  electorate  is  vital  to  democratic  theory  and  processes,  until 
the  Freedom  of  Information  Act  there  e.xisted  no  "statute  which  affir- 
matively provide[d]  for  a  policy  of  disclosure."""  Hence,  there  was  no 
'.'ffective  means  of  access  to  government  information,  and  the  public's 
right  to  know  had  little  practical  utility. 

Under  the  Administrative  Procedme  Act,  federal  agencies  effectively 
thwarted  the  j^ublic's  right  to  know  by  denying  legitimate  information 
to  the  pidilic.'"  Often,  information  was  "withheld  in  order  to  cover  up 
embarrassing  mistakes  or  irregularities  and  the  withholding  justified 
by  such  phrases  in  section  3  of  the  Administrative  Procedure  Act  as— 
1  equiring  secrecy  in  the  public  interest,'  or  'required  for  good  cause  to 
be  held  confidential.'  "'^  Even  when  no  good  cause  could  be  found  for 
w^ithholding  information,  agencies  were  allowed  to  release  information 
selectively  to  indi\  iduals  "legitimately  and  properly  concerned.""*^  Con- 
sequently, the  right  of  the  public  to  know  about  governmental  activi- 
ties, as  one  commentator  observed,  was  more  often   "reduced  by  the 


"i^Commentary  quoted  id.  at  668. 

"rs.  Rep.  No.  813,  supra  note  61,  at  2-3.  Mr.  Justice  Douglas,  in  EPA  v.  Mink, 
HO  U.S.  73,  110-11  (1973)  (Douglas,  J.,  dissenting),  identified  the  quotation  as  being 
from  9  The  Writings  of  James  M.\dison  103  (Hunt,  ed.  1910). 

"">.S.  Rep.  No.  813,  supra  note  61,  at  3. 

70110  Cong.  Rec.  17,087  (1964)  (remarks  of  Sen.  Long,  wiien  introducing  the  1964 
1)111).  The  House  discussion  is  at  112  Cong.  Rec.  13,640-62  (1966). 

''See  H.  Rep.  No.  1497,  supra  note  60,  at  4  and  S.  Rep.  No.  813,  supra  note  61. 

■s.S.  Rep.  No.  813.  supra  note  61,  at  3. 

79/d.  at  5  and  discussion,  supra  note  64. 
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'right— or  duty,  or  responsibility— of  the  Government  to  withhold'  in 
the  public  interest. "^"^ 

By  eliminating  the  ambiguous  phrases  of  the  Administrative  Proce- 
dure Act,  the  Freedom  of  Information  Act  attempted  to  confine  agency 
discretion  in  granting  or  denying  access  to  information.  Its  purpose 
was  to  establish  "a  general  philosophy  of  full  agency  disclosure  unless 
information  is  exempt  under  delineated  statutory  language  and  to  pro- 
vide a  court  procedure  by  which  citizens  and  the  press  may  obtain  in- 
formation wrongfully  withheld. '"^^  Individuals'  access  to  governmental 
information  under  the  Act  is  "not  limited  to  those  persons  with  par- 
ticular reasons  for  seeking  disclosure;  instead  material  is  available  to 
'any  person.'  "^~  Moreover,  courts  are  precluded  from  considering  the 
needs  of  the  party  seeking  relief  unless  the  information  sought  falls 
within  one  of  the  nine  statutory  exemptions  of  the  Act.*-^ 

Unfortunately,  administrative  compliance  with  the  Freedom  of  In- 
formation Act  was  not  particularly  impressive.  In  1972,  the  House 
Government  Operations  Subcommittee  on  Foreign  Operations  and 
Government   Information   found    that    the   .Act   had    been    "hindered 


SOHcnkin,  The  Right  to  Know,  120  U.  Pfnn.  L.  Rev.  271,  275  (1971). 

81S.  Rep.  No.  813,  supra  note  61,  at  3.  See  discussion  in  NLRB  v.  Sears,  Roebuck 
&  Co.,  421  U.S.  132,  136  (1975). 

S2See  Stokes  v  Brennan,  476  F.2d  699  (5th  Cir.  1973):  Cuneo  v.  Schlesinger,  484 
F.2d  1086  (D.C.  Cir.  1973). 

83Freedom  of  Information  Act,  5  U.S.C.  §  552(b)  (1976  amended  in  1977).  The 
exemptions  are  for  matters  that  are: 

(1)  (A)  specifically  authorized  under  criteria  established  by  an  Executive  Order 
to  be  kept  secret  in  the  interest  of  national  defense  or  foreign  policy  and  (B)  are 
in  fact  properly  classified  pursuant  to  such  Executive  Order; 

(2)  related  solely  to  the  internal  personnel  rules  and  practices  of  an  agency; 
(3)  specifically  exempted  from  disclosure  by  statute  (other  than  j;  552(b)  of  this 
title)  provided  that  such  statute  (A)  requires  that  the  matters  be  withheld  from 
the  public  in  such  a  manner  as  to  leave  no  discretion  on  the  issue,  or  (B)  estab- 
lishes particular  criteria  for  withholding  or  refers  to  particular  types  of  matters 
to  be  Avithhcld: 

(4)  trade  secrets  and  commercial  or  financial  information  obtained  from  a  per- 
son and  privileged  or  confidential: 

(5)  inter-agency  or  intra-agency  memorandums  or  letters  which  would  not  be 
available  by  law  to  a  party  other  than  an  agency  in  litigation  with  the  agency; 

(6)  personal  and  medical  files  and  similar  files  the  disclosure  of  which  would 
constitute  a  clearly  unwarranted  invasion  of  personal  privacy; 

(7)  investigatory  records  compiled  for  law  enforcement  purposes,  but  only  to 
the  extent  that  the  production  of  such  records  would  (A)  interfere  with  enforce- 
ment proceedings,  (B)  deprive  a  person  of  a  right  to  a  fair  trial  or  an  impartial 
adjudication,  (C)  constitute  an  unwarranted  invasion  of  personal  privacy,  (D) 
disclose  the  identity  of  a  confidential  source  and.  in  the  case  of  a  record  compiled 
by  a  criminal  law  enforcement  authority  in  the  course  of  a  criminal  investigation, 
or  by  an  agency  conducting  a  lawful  national  security  intelligence  investigation, 
conlidential   information    furnished   only   by   the  confidential    source,    (E)    disclose 
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:;v  li\c  vcars  of  footdragging"  by  federal  agencies  and  recommended 
:ai  tlicr  legislative  and  administrative  remedies. '^^  Two  years  later,  after 
overriding  a  presidential  veto,  Congress  reiterated  support  for  the  pub- 
lic's right  to  know  by  strengthening  provisions  of  the  Act  with  amend- 
ments.'''' The  1974  amendments  made  significant  changes  toward  further 
conHning,*^*^'  structuring,'*'  and  checking^^  agency  discretion  in  permit- 
iin<T  or  denvinsf  access  to  o;overnmental  information. 

Information  Control  and  the  Balancing  Acts 

W^ith  the  Privacy  and  Freedom  of  Information  Acts,  Congress  at- 
lemjned  to  establish  a  degree  of  information  control  within  the  federal 
bureaucracy.  It  tried  to  reach  a  balance  between  interests  in  disclosure 
and  nondisclosure,  and  thereby  limit  the  areas  of  administrative  dis- 
cretion which  often  led  to  both  invasion  of  personal  privacy  and  disre- 

invcstigative    techniques   and    procedures,   or   (F)   endanger    the    life   or   physical 
.safety  of  law  enforcement  personnel; 

(8)  contained  in  or  related  to  examination,  operating,  or  condition  reports  pre- 
pared by,  on  behalf  of,  or  for  the  use  of  an  agency  responsible  for  the  regulation 
or  supervision  of  hnancial  institutions;  or 

(9)  geological  or  geophysical  information  and  data,  including  maps,  concerning 
wells. 

.Any  reasonably  scgregable  portion  of  a  record  shall   be  provided  to  any  person 

requesting  such   record   after  deletion   of   the   portions   which   are  exempt    under 

this  subsection. 

*4H.  Rep.  No.  1419,  92nd  Cong.,  2d  Sess.  8  (1972). 

^'■'•Sri-  UNtrFi)  STATrs  C()N(;riss,  Holsk  CoMMiTTrE  ON  GoviRNMFNT  Opfrations, 
AND  .Senate,  Committee  on  Judiciary,  Freedom  of  Information  Act  and  Amend- 
.MENTs  OF  1974,  supra  note  61. 

"^'■Thi-  rcquiicnieius  of  the  Freedom  of  Information  Act  and  the  Privacy  Act  may 
l)e  usefully  analyzctl  in  terms  of  their  "confining,  structiuing,  and  checking"  of 
administrative  discretion  inherent  in  their  information  practices  and  procedures. 
See  t^cnerally  K.  C.  Davis,  Discretionary  Justice  (1973)  and  text  accompanying  note 
105,  infra. 

Tlie  1974  amendments  to  the  Freedom  of  Information  Act  further  confined  ad- 
ministrative discretion  by  amending  the  "identifiable  records"  clause  (3)  (A)  so  as 
to  eliminate  its  use  as  a  device  for  withholding  information,  thereby  codifying  case 
law  (r.g.,  Bristol-Mayers  Co.  v.  FTC,  124  F.2d  935  (D.C.  Cir.  1970),  cert,  denied, 
lUO  U.S.  824  (1970),  and  National  Cable  Television  Ass'n  v.  FCC,  479  F.2d  183 
(D.C.  Cir.  1973));  exemptions  (b)  (1)  and  (7),  dealing  with  executive  orders  and 
iii\<-^ligatory  dies,  respectively,  were  clarified.  See  text  accompanviiig  note  165,  infra. 

^^Aincndmcnts  to  (6)  (A)  and  (4)  (A)  further  structured  agencies'  determinations 
in  responding  to  Freedom  of  Information  Act  requests.  See  text  accompanying  note 
105,  infra. 

^'^Judicial  and  administrative  checks  were  strcngtiiened  (in  addition  to  judicial 
(li-  novo  section  (4)  (B)  provides  for  in  camera  review,  thereby  mooting  the  Supreme 
(junt's  decision  in  Kl'.\  v.  Mink,  110  I'.S.  73  (197;?);  section  (  n(F)  clarified  disci- 
plinarv  procedures  of  Civil  Service  Conunission);  and  the  addition  of  subsection  (d) 
pi<)\id<(l  lor  some  congressional  supervision  of  the  -Act's  operation.  See  text  accom- 
panying note  165,  infra. 
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gartl  for  tbe  jniblic's  right  to  know.  Both  Acts  serve  important  and 
coordinate  pm  poses: 

They  help  llie  public  obtain  ready  access  to  information  Aviiirh  should  be 
available;  and  they  guard  against  disclosure  of  information  which  shoidd  not 
be  inade  public.  These  laws  are  not  conflicting  in  intent  or  pmpose.  The 
Ereedom  of  Information  Act  has  always  recognized  the  Government's  author- 
ity to  withhold  information  whose  disclosure  would  constitute  a  clearly  un- 
warranted in\asion  of  personal  privacy.  And  the  Privacy  Act  was  drafted  to 
avoid  interference  with  the  free  flow  of  information  to  the  public  required 
to  be  released  by  the  Ereedom  of  Information  Act.  Thev  were  enacted  but 
a  few  weeks  apart  bv  a  Congress  dedicated  both  to  opening  of  the  Federal 
Government— so  recentlv  tainted  by  the  effects  of  the  Watergate  scandal— 
and  to  a  protecting  of  the  right  to  personal  privacy  of  each  citizen  who  be- 
came a  subject  of  a  government  file.^" 

Yet,  because  of  the  crosscutting  nature  of  these  Acts,  non-compHance 
with  past  legislation,  and  bureaucratic  secrecy,  as  well  as  the  ambiguous 
nature  of  rights  of  privacy  and  access,  the  practicalitv  of  ensuring  both 
personal  privacy  and  the  pubi('s  right  to  know  is  uncertain. 

Because  individual  privacy  and  the  public's  right  to  know  are  deter- 
mined in  part  by  law  and  public  policies,  evaluation  of  these  rights 
presupposes  a  theoretical  framework  which  links  both,  and  which  per- 
mits examination  of  administrative  j^rocedures  and  practice.  The  next 
section  critiques  the  prevailing  approach  toward  jMivacy  and  offers  an 
alternative  analvsis  of  personal  privacy.  The  following  section,  then, 
links  that  analysis  of  the  right  of  privacy  with  the  right  of  access, 
thereby  enabling  developiTieut  of  a  theoretical  framework  for  examin- 
ing their  feasibility  within  administrative  contexts. 

n.  SOME  CONCEPTIONS  AND  DEFINITIONS  OF 

PRIVACY:  TOWARD  A  CRITIQUE  OF 

THE  PREVAILING  PARADIGM  OF  PRIVACY 

Many  of  the  problems  in  securing  privacy  safeguards  lie  with  ap- 
|)roaches  to  the  concept  ol  j)rivacy.  Most  approaches  have  consisted 
of  lengthy  enumerations'"  of  privacy-invading  conduct  or  unitary  defi- 
nitions which  are  imprecise,'"  or  too  broad,''-  or  too  narrow."'^ 

■s'.iC(JN{;.  Reg.  §  18,144,  sitpru  iioic  20,  at  18.145. 

OO.See,  e.g.,  the  definition  otfered  by  the  Senate  Committee  on  Government  Op- 
iiations,  (luolcd  at  note  9  .supra,  or  tiiat  of  the  Imciiuuional  Ci)inmissioii  of  Jurists 
adopted  at  the  1967  Stockholm  Conference,  1968  Jlstice,  No.   I,  at  44—^5. 

'■".SVf,  e.g.,  the  "right  to  inviolate  personality";  Warren  &:  Brandeis,  The  Right  of 
riivarw  4  n\K\.   L.   Rr.v.  19:5  (1890).  See  text  accompanvint;  note  9t)  itifxi. 

'y^See,  e.g.,  the  "right  to  he  let  alone,"  T.  Coolly,  Torts.  (2d  ed.,   1888). 

'■^'■'•See,  e.g.,  tiie  ri;_,'ht  to  "control  over  access  to  information  about  oneself,"  Fried, 
Privacy,  77  Yall  L.  J.  475  (1968).  See  text  accompanying  note  129.  injra. 
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Tiic  (IcTinitionnl  approaches,  though  sometimes  offered  as  competing 
:;!tionales  lor  privacy  protection,  do  coliere  in  a  legalistic  orientation 
•>  a  justification  lor  privacy  safeguards.  These  approaches  constitute 
.  i);u  adigmatic  framework  lor  analvzing  j)rivacy.  Specifically,  four  as- 
vi:mj)iions  are  made  about  the  concept  itself: 

1.  Privacy  denotes  the  seclusion  or  withdrawal  of  an  individual  from 
j)ublic  affairs. 

li.   Privacy  is  equated  with  a  right. 

:>.  Privacy  is  valued  for  either  its  intrinsic  worth  or  its  instrumental 
\alue,  but  rarely  are  both  of  these  values  considered  simulta- 
neouslv. 

r.  Privacy  is  voluntary;  it  is,  therefore,  basically  an  aspect  of  indi- 
vidual freedom  and  control  o\er  personal  engagements. 

These  foiu"  assumptions  are  examined  in  the  next  two  sections.  Then, 
iii  the  follo^ving  section,  an  analvsis  of  privacy  based  on  a  different 
^et  oi  i:)resup])ositions  is  offered. 

Some  Definitions  and  Characterizations  of  Privacy 

The  assumption  that  privacy  denotes  an  indiNidtial's  seclusion  or 
■viihdrawal  from  public  affairs  has  been  shared  both  by  proponents  of 
privac  y  j^rotection  atul  by  some  contemporary  psychologists  and  sociol- 
ogists. By  noting  for  the  first  time  "a  right  to  be  let  alone,""'  J^iclge 
Thomas  M.  Cooley  planted  the  seed  for  the  legal  profession's  interest 
in  jjrivacy  in  his  Treatise  on  Torts  (1888)."''  Two  years  later,  Samuel 
^\^uren  and  Louis  P>randeis  formulated  the  initial  analysis  of  privacy."^ 
\!iti(  ipating  judicial  "recognition  of  new  rights,"  they  argued  induc- 
ii\cly  that  common  law  protected  against  invasions  of  privacy  in  the 
;ireas  of  contract  and  industrial  property.""  They  believed  that  the  ex- 
j^ansion  of  pioperty  rights  constituted  a  "recognition  of  man's  spiritual 
n.'iiuie."'*'^  "The  principle  which  j^rotects  personal  writings  and  all 
otlicr  ])crsonal  productions,  not  against  theft  and  j)hysical  appropria- 
tion but  against  j)ublication  in  anv  form,  is  in  reality  not  the  principle 
')[  jjrixate  jjroperty.  but  that  of  an  inviolate  personality.'"'" 

The  significance  of  the  Warren  and  r>randeis  article,  in  the  words  of 
one  critic,  resided  "not  so  nutch  in  the  j^ower  of  its  argument  as  in  the 


'■"1".  CooLEV,  supra  note  92,  at  20. 
'•'•"•T.  CcjoLEY,  supra  note  92. 
■''•Warren  Sc  Brandcis.  supra  note  91. 
'■'■/r/.  at  210-13. 
''^Id.  at  205. 
■'•■'Id.  at  213. 
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social  status  it  gave  to  the  tort."^""  what  has  been  particularly  unusual 
about  tort  invasions  in  America  is  that  W^arren  and  Brandeis'  acknowl- 
edgment of  privacy  interests  preceded  and  led  to  the  development  of 
the  tort.  As  a  matter  of  legal  history,  the  W^arren  and  Brandeis  argu- 
ment was  contrived.  The  concept  of  privacy  as  a  legal  entity  was  un- 
heard of  in  the  seventeenth  century,  and  eighteenth  and  nineteenth 
century  case  law  established  no  precedent  for  their  argument.  In  both 
American  and  English  law  a  property  right  was  essential  to  any  remedy 
for  unauthorized  intrusions  upon  private  affairs.  Protection  of  privacy 
interests  was  mentioned  only  in  dicta  and  judicial  philosophy,  never 
as  precedent. 1"^  Today,  many  historians  would  dispute  the  observation 
of  AV^arren  and  Brandeis  that,  "The  intensitv  and  complexity  of  life 
attendant  upon  advancing  civilization  .  .  .  rendered  necessary  some 
retreat  from  the  world,  and  man,  under  the  refining  influence  of  cul- 
ture, has  become  more  sensitive  to  publicity,  so  that  solitude  and  pri- 
\acy  have  become  more  essential  to  the  individual. '"^'^'^ 

From  an  analytical  perspective,  Warren  and  Brandeis'  interpretation 
of  privacy  as  a  "right  to  be  let  alone"  which  protects  man's  "inviolate 
personality"  is  unsatisfying.  Their  definition  is  too  imprecise  for  judi- 
cial construction  and  principled  application,  let  alone  incorporation 
in  public  policy.  Yet,  other  American  scholars,  following  jurists  in  the 
Continental  tradition,  shared  the  impulse  for  a  broad  unitary  defini- 
tion by  including  privacv  interests  in  a  "right  of  personality."^*^^  In 
particular,  Roscoe  Pound  argued  that  privacy  denoted  individual  de- 
mands that  personal  affairs  not  I^e  laid  bare  to  the  world. ^^^  Today, 
many  psychologists  and  sociologists  are  also  inclined  to  similarly  broad 
definitions,  of  which  the  following  are  illustrative: 

1.  A  person's  feeling  that  others  should  be  excluded  from  something 
which  is  of  concern  to  him,  and  also  recognition  that  others  have 
a  right  to  do  this.^o^ 

2.  A  value  to  be  oneself;  relief  from  the  pressures  of  the  presence  of 
others.^*^^ 


lOOKalvcn,  Privacy  in  Tort  Law— Were  Warren  and  Brandeis  Wrong?,  31  Law 
AND  CoNTEMP.  Prob.  326,  328  (1966). 

ioi5f.,>  discussion  by  D.  Pfmbfr,  Privacy  and  the  Press  51-55  (1972);  Dworkin, 
The  Common  i.aw  Protection  of  Privacy,  2  U.  of  Tasmania  L.  Rev.  118  (1967);  and 
Pratt,  The  Warren  and  Brandeis  Argument  for  a  Right  to  Privacy,  1973  Pub.  L.  161. 

l02Warren  and  Brandeis,  supra  note  91,  at  210. 

lO.'jpound.  Interests  in  Personality.  23  Harv.  L.  Rev.  343  (1915);  Green,  The 
Right  of  Privacy,  27  III.  L.  Rev.  237  (1932);  and  Gordon,  Right  of  Privacy  in  Name, 
likeness,  Personality,  and  History,  55  N\v.  U.  L.  Rev.  553  (1960). 

ii^pound,  supra  note  103,  at  362. 

i'>5Ratcs.  Privacy-A   Useful  Concept/  42  Soc.  Forces  432  (1964). 

lOfiCliapin,  Some  Housing  Factors  Related  to  Mental  Hygiene,  7  J.  of  Soc.  Issues 
164  (1951). 


608 


PRIVACY  AND  THE  RIGHT  OF  ACCESS      65 

S.  :\n  outcome  of  a  person's  wish  to  withhold  from  others  certain 
knowledge  as  to  his  past  and  present  experience  and  action  and 
his  intention  for  the  future:  a  desire  to  be  an  enigma  to  others  or 
to  control  other's  perceptions  and  beliefs  about  the  self.^*'^ 

Such  definitions  have  two  common  features:  the  equation  of  privacy 
with  the  desire  to  be  withdrawn  from  public  affairs,  and  the  assump- 
tion that  privacy  is  voluntary  and  essentially  involves  individual  self- 
control. 

The  imprecision  inherent  in  such  broad  imitary  definitions  con- 
vinced subsequent  scholars  that  privacy  was  too  subjective  to  permit 
its  incorporation  in  either  public  law  or  public  policies.  Frederick  Davis 
Liggested  that  the  right  of  privacy  has  little  more  utility  for  judicial, 
:nid  by  implication,  administrative,  decision-making  than  the  "pursuit 
!•>['  happiness, "1*^**  and  argued,  "the  concept  of  a  right  to  privacy  was 
:iever  required  in  the  first  place,  and  ...  its  whole  history  is  an  illus- 
tration of  how  well-meaning  academicians  can  upset  the  normal  de- 
'\clopincnt  of  laws  by  pushing  too  hard."^"''  For  Davis,  and  other  schol- 
iiis,  the  concept  of  privacy  has  utility  in  a  sense  which  denotes  an 
interest  in  withdrawal  from  public  affairs,  or  in  protection  against 
mental  suffering,  but  should  not  l)e  afforded  independent  legal  rec- 
ognition. Arguably,  ]jsychological  and  social  interests  in  pri\acy  could 
be  protected  by  more  "elementary  interests":  principally,  infliction  of 
mental  suffering  and  expropriation  of  j)ersonality  or  some  proprietarv 
interest.'^"  Hence,  for  Davis,  "  '|)rivacy'  is  an  interest  or  condition 
•\lii(h  derives  from  and  is  automatically  secured  by  the  protection  of 
more  recognizable  rights."^ ^^ 

This  approach  is  extreme  because  it  constitutes  an  absolute  denial 
of  a  legal  right  and  assumes  that  interests  in  privacy  are  not  intrinsic 
but  merely  derivative  of  other  indi\idual  rights.  Yet,  like  other  pro- 
ponents of  privacy  protection,  Davis  assumes  that  recognition  of  pri- 
\acy  interests  is  tantamount  to  legitimizing  a  right  to  privacy.  That 
assumption,  however,  prejudges  and  confuses  the  issue  of  j)rivacy  pro- 
tection, which  instead  involves  the  determination  of  the  degree  to 
wiiidi  law  and  public  policies  should  extend  protection  for  privacy 
interests. 


"^•"Jouinanl,  Some  Psychological  Aspects  of  Prh'acy,  31  L.wv  and  Contemp.  Prob. 
.■!07  (P)(iG). 

|">-Davis,  IVhat  Do  IIV  Mean  By  -Riglit  to  Privacy  ^,  4  S.D.  L.  Rev.  1,  4-5  (1959). 

!"i'/r/.  ai   15. 

11  "/f/.  at  18-20.  Sec  also  Wade,  Drfajiiation  and  the  Riglit  to  Privacy,  15  Vaxd. 
L.  Rev.  109;{  0962);  and  Piosscr.  Prii'acy,   18  Calif.   L.  Rev.  383  (I960).' 

llU)avis,  supra   note   108,  at  20. 
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Judicial  and  legislative  reco,2;nition  of  privacy  interests  does  not  de- 
termine what  privacy  is.  Rather,  it  only  declares  the  circtuiistances  in 
which  privacy  will  be  afforded  legal  protection.  Early  proponents  of 
privacy  protection  mistakenly  assumed  that  privacy  is  isomorphic  with 
a  right  of  privacy.  As  Louis  Lusky  has  pointed  out,  however,  conceptual 
clarity  requires  that  we  "distinguish  the  use  of  a  term  connoting  the 
underlying  human  value  that  is  the  object  of  our  concern  [i.e.,  privacy, 
and  defer]  judgment  as  to  whether,  how,  and  to  what  extent  it  should 
be  afforded  legal  protection. "^i' 

The  conceptual  nuuldle  surroiuiding  the  concept  of  privacy  was  re- 
flected in  judicial  policies  extending  protection  to  privacy  interests. 
Twelve  states  (plus  Alaska  and  the  District  of  Columbia)  recognized 
legitimate  pri\acy  interests  between  1890  and  1911;  eighteen  states  had 
done  so  by  1956,  and  by  1960,  thirty-one  states  had  recognized  privacy 
as  a  legitimate  interest.  Still,  the  common  law  of  privacy  was,  in  one 
commentator's  words,  "a  haystack  in  a  hurricane. "^^•'' 

In  1960,  Dean  Prosser  re-examined  the  concept  and  law  of  privacy 
only  to  conclude  that  there  was  no  independent  privacy  interest,  and 
hence,  no  right  of  privacy  per  se.^'^  Prosser  found  only  a  complex  of 
four  interests: 

The  law  of  privacy  comprises  four  distinct  kinds  of  invasions  of  four  distinct 
interests  of  the  plaintift,  whicli  are  tied  togetlier  by  the  common  name,  but 
otherwise  have  almost  nothing  in  common  except  that  each  represents  an 
interference  with  the  right  of  the  plaintiff.  .  .  .  "to  be  let  alone.  "^^'^ 

The  four  interests  and  torts  Prosser  found  were  described  as  follows: 

1.  Intrusions  xipon  the  plaintiff's  seclusion   or  solitude,  or  into  his  prixmte 
affairs. 

Protected  here  is  the  interest  in  freedom  from  mental  distress.  It  has 
been  used  chiefly  to  fill  in  the  gaps  left  by  trespass,  nuisance,  tlie  inten- 
tional infliction  of  mental  distress,  and  wliatever  remedies  there  may  be 
for  tlie  invasion  of  constitutional  rights. 

2.  Public  disclosure  of  cmbarrnssinf^  private  facts  about  the  plainti0. 

3.  Publicity  which  places  the  plaintiff  in  a  false  light. 

The  public  disclosure  and  false  light  torts  protect  interests  in  reputation 
and  mental  distress:  both,  however,  overlap  with  the  law  of  defamation. 

4.  Appropriation   fur  the  defendant's  advatttage  of  the  plaintiff's  name  or 
likeness. 


ll2Lusky.  Invasion  of  Privacy:  A  ClarificatioJi  of  Concepts,  72  Colu.m.  L.  Rev.  693, 
703  (1972). 

ii^Ettore  V.  Philco  Television  Broadcasting  Co.,  229  F.2d  481,  485   (3rd  Cii.  1956). 
mProsser,  supra  note  110,  at  88. 
115/d.  at  392. 
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rnlikc  the  other  three  interests  protected,  here  tlie  interest  is  not  mental 
Ijut  ;i  proprietary  onc-an  interest  in  the  e\clusi\e  use  of  the  phiintiff's 
n.inie  and  likeness.'"'- 

i'rosscr's  classification  of  privacy  torts  was  widely  accepted,  and  his 
inahsis  also  seemed  to  confirm  one  j mist's  worst  suspicions  that  the 
right  of  privacy  was  "more  subjective  even  than  'liberty'  and  'justice' 
[and]  the  'privacy'  idea  overlaps  both,  and  even  turns  back  to  create 
internal  contradictions."^'" 

Prosser's  re-examination   and    classification   of   privacv   interests   re- 
;.indled    controversy   over    tiie    theoretical   and    legal    foundations    of 
jjrivacy.  If  Prosser's  analysis  was  correct,   then  Warren  and  Brandeis 
vcre  wrong.  Instead  of  a  single  interest,  there  were  four  interests  rep- 
resented by  four  torts,   none  of  which   bore   a  distinctive  interest   in 
jjrivacy.  Prosser's  re-examination,  therefore,  presented   proponents  of 
privacy  jMotection  with  a  j^aradox:   either  there  is  no  single  privacy 
interest  and  jDrivacy  is  inherently  ambiguous,  or  privacy  can  be  ade- 
jiiately  protected  by  other  interests  in  \\hich  case  protection  of  pri- 
vacy per  se  is  redinidant. 

Professor  Bloustein  endeavored  to  lesolve  the  jjaradox  by  develop- 
ing a  general  theory  of  individtial  jjrivacy,  which  he  also  hoped  would 
icconcilc  divergent  trends  in  case  law.'^"^  By  re-analvzing  Prosser's 
riassification,  Bloustein  attempted  to  show  that  the  principle  of  "in- 
violate j:)ersonality"  was  still  the  iundamental  interest  in  jjrivacy  cases. 
"The  injury  is  to  oiu'  individuality,  to  our  dignity  as  individuals,  and 
lie  legal  remedy  represents  a  social  \  indication  of  the  human  spirit 
lilts  threatened  rather  than  a  recomj^ense  for  the  loss  suffered. "^^" 
Like  Warren  and  Brandeis,  Bloustein  assumed  that  privacy  interests 
';:ive  an  intrinsic  \alue,  and  for  this  reason  they  involve  more  than 
.iicrc  protection  of  instrumental  values,  like  property,  reputation,  and 
■  nental  sulTering. 

The  significance  of  Bloustein's  analysis  is  threefold.   First,   he  cor- 
icdly  shows  that  if  pii\a(y  is  respected  for  its  intrinsic  worth  rather 


1 1  'Vr/. 

5  1  "Dixon,  riie  Grisivold  Penumbra:  Constitutional  Charter  For  An  Expanding 
Law  of  Privacy'',  64  Mien.  L.  Rrv.  197,  197  (1965). 

"■^Rloiislein,  Privacy  as  an  Aspect  of  Ihtinan  Dignity:  An  Answer  to  Dean  Prosser, 
■■.')  N.V.U.  L.  Rev.  961.'  (1964).  See  also,  liloustein.  Privacy,  Tort  Law  and  the  Con- 
^'i'l'.iliou:  Is  Warren  and  Brandeis'  Tort  Petty  and  Unconstitutional  As  Well?.  46 
Fix.  L.  Rev.  611  (1968),  and  liloustein.  The  First  Amendment  and  Privacy:  The 
^'ij)remc  Court  and  the  Philos()f)her,  28  Rutgers  L.  Rev.  41   (1974^ 

•  '■' liloustein,  Prixiacy  as  an  Aspect  of  Human  Dignity:  An  Answer  to  Dean  Prosser. 
•:ihra  note  1  18,  at  1003. 
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than  for  its  instrumental  value,  then  it  does  not  matter  whether,  for 
exam.ple,  public  disclosures  of  j^ersonal  information  are  true  or  have 
economic  value.  Second,  if  the  social  interest  in  jjrivacy  has  an  intrinsic 
worth— which  implies  an  intrinsic  right,  "a  basic  right  in  itself,  akin  to 
natural  right  requiring  no  utilitarian  justification, "^-°— then  privacy 
must  be  given  a  greater  weight  in  policies  than  the  simple  legitimi- 
zation accorded  interests  having  only  derivative  or  instrumental  values. 
Third,  it  is  onlv  with  an  encompassing  principle  of  privacy  that  we  can 
reconcile  the  constitutional  law  of  privacy;  that  is,  reconcile  privacy 
cases  such  as  those  of  contraception  and  abortion  with  those  dealing 
with  the  privacy  of  association,  possession  of  pornography,  and  unrea- 
sonable intrusions  upon  private  engagements.  Likewise,  a  unifying 
principle  of  privacy  compensates  for  another  major  weakness  in  Pros- 
ser's  analysis,  namely,  the  impossibility  of  reconciling  privacy  in  tort 
and  non-tort  contexts,  since  the  fundamental  interests  in  each  context 
diverge.  Whereas  the  constitutional  right  of  privacy  protects  the  "sanc- 
tity of  a  man's  home  and  the  privacies  of  life,"^^^  tort  protection  ex- 
tends to  the  interests  in  economic  security,  reputation,  and  mental 
stability.  Bloustein's  analysis,  then,  correctly  criticizes  Prosser  for  ac- 
knowledging a  concept  of  privacy  while  failing  to  formulate  the  un- 
derlying interest  in  privacy  applicable  to  tort  and  non-tort  contexts. 

Although  Bloustein's  critique  usefully  emphasizes  that  Prosser's  re- 
examination cannot  be  accepted  imconditionally,  his  definition,  like 
that  of  Warren  and  Brandeis,  remains  imprecise.  The  problem  with 
Bloustein's  analysis,  however,  is  not  that  his  "explanation  is  so  wide 
as  to  be  meaningless"^--  but  that  he  does  not  define  and  analyze  privacy 
itself.  Rather,  his  approach  consists  of  a  broad  characterization  of  the 
reason  privacy  is  of  value  at  all:  namely,  that  privacy  is  associated 
with  human  freedom  and  dignity. 

Toward  a  Theoretical  Perspective:  Privacy  as 
Control  Over  Personal  Information 

Initial  approaches  to  the  concept  of  privacy  did  not  find  wide  accept- 
ance owing  to  their  lack  of  precision  and  to  their  failure  to  analyze  the 
concept  of  pri\acy  systematically.  It  was  assumed  that  privacy  interests 
were  defined  in  the  course  of  their  legal  recognition.  Consequently, 
instead  of  providing  a  definitional  analysis  of  privacy,  commentators 
often  only  characterized  those  interests  associated  with  privacy  in  law. 


120MINX.  L.  Rev.  531,  531  (1967). 

i2iBoyd  V.  United  States.  116  U.S.  616,  630  (1886). 

i'2Dworkin,  supra  note  101,  at  433. 
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Furthermore,  characterizations  of  the  values  underlying  privacy  pro- 

(tion  cliverged  as  a  result  of  two  orientations:  some  commentators 
.,^^u^lccl  that  privacy  was  important  for  its  intrinsic  worth;  others  ac- 
knowledged only  its  instrumental  value. 

'i  lie  conceptual  muddle  surrounding  early  definitional  approaches 
sieninied  from  a  faihue  to  adequately  distinguish  between  the  concept 
oi  privacy  and  a  right  to  privacy;  that  is,  to  recognize  a  difference  be- 
tween privacy  and  its  legal  protection. 

Hyman  Gross  attributed  the  conceptual  confusion  to  "the  bewitch- 
ment of  our  intelligence  by  means  of  language. "^-^  He  believed  that 
:L  could  be  dispelled  by  demonstrating  that  definitional  approaches  to 
privacy  are  ambiguous  because  uses  of  the  word  "privacy"  vary  in  both 
].',\\'  and  ordinary  language.  Gross  argued  that  the  word  privacy  col- 
li Kjuially  used  has  two  senses:  strong  and  weak.^-*  In  the  strong  sense 
(>\  privacy,  the  word  has  no  synonym.  Here,  privacy  refers  to  either 
inlnisions  by  which  a  transgressor  becomes  acquainted  with  private 
matters,  or  disclosures  by  which  a  transgressor  acquaints  others  with 
something  private  although  known  to  him.  The  interest  in  privacy, 
therefore,  lies  in  the  freedom  from  either  intrusions  upon  or  disclo- 
sures of  private  facts  rather  than  in  freedom  to  be  let  alone  or  to 
withdraw.  Gross  argues  that  privacy  in  the  strong  sense  is  the  only 
permissible  usage  in  law.  By  contrast,  privacy  in  a  weak  sense  is  used 
as  a  synonym  for  other  terms.  These  are  principally  mental  repose, 
physical  solitude,  physical  exclusiveness.  and  personal  autonomy.  In- 
juries to  privacy  in  the  weak  sense  are  met  with  legal  remedies  for 
wiongs  (such  as  trespass  or  nuisance)  other  than  an  offense  to  privacy. 

Jiy  distinguishing  the'strong  from  the  weak  sense  of  privacy.  Gross 
attempts  to  resolve  the  paradox  of  privacy  presented  by  the  conflicting 
]jositions  of  Prosser  and  Bloustein.  Gross  states  that  Prosser's  thesis  that 
jirivacy  "may  be  reduced  ^vithout  remainder  to  one  of  several  other 
interests  protected  in  other  areas  of  the  law  of  torts  .  .  .  [derives  from] 
a  conceptual  fault  regarding  privacy. "^-^  On  the  other  hand,  Bloustein's 
focus  on  freedom  from  intrusions  upon  or  disclosures  of  personal  affairs 
indicates  "why  [privacy]  is  important  enough  to  merit  legal  protection, 
but  not  what  it  is."'-^ 

Unfortunately,  Gross  himself  does  not  escape  ambiguity  when  dis- 
cussing his  own  definition:  "Privacy  is  the  condition  of  human  life  in 


i2.?Gross,  The  Concept  of  Privacy,  42  N.Y.U.  L.  Rev.  34,  53  (1967).  See  also.  Gross, 
Prijiacy  and  Autonomy  in  Privacy  (J.  Pcnnock  &  J.  Chapman  eds.   1971). 
l-'(iioss.   The  Concept  of  Privacy,  supra  note   123,  at  43-44. 
125/ri.  at  35. 
i-G/r/.  at  53. 
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which  acquaintance  with  a  person  or  with  affairs  of  his  life  which  are 
personal  to  him  is  hmitccl."'-'  His  definition  does  have  the  principal 
adxantage  ot  distinmiishinir  between  the  conce[n  of  jjrivacy  and  the 
ritrht  to  privacy.  As  Gross  points  out: 

A  legal  riglit  of  privacy  exists  to  the  extent  that  such  legal  interest  may  be 
(not  could  be)  accorded  protection  bv  legal  procedures.  But  privacy  in  these 
contexts  does  not  exist  because  of  such  legal  recognition.  It  exists— like 
secrecv,  security,  or  trancpiility— bv  virtue  of  habits  of  life  appropriate  to 
its  existence.!-'^ 

Yet,  Gross  encoimters  problems  when  discussing  what  makes  certain 
conduct  offensive  to  privacy.  Privacy  is  lost,  he  argues,  "when  the 
limits  one  has  set  on  acquaintance  with  his  personal  affairs  are  not 
respected."^--'  There  are  two  kinds  of  limits:  restrictions  on  what  is 
kno^vn  about  oneself  and  restrictions  on  those  entitled  to  know.  Pri- 
vacy is  surrendered  Avhen  one  gives  it  up,  or  lost  \\hen  some  third  party 
intrudes  into  ones  affairs.  Hence,  "imtil  there  is  a  loss  of  control  over 
what  is  known  and  by  whom"^''"  privacy  remains  imcompromised. 

Gross  errs  when  he  as.serts  that  j^rivacy  is  essentially  volimtary,  and 
that  it  involves  control  over  personal  information  about  oneself.  Un- 
fortimately,  this  is  a  commonly  held  assiunption. 

Charles  Fried  has  proj^osed  that  privacy  provides  "the  rational  con- 
text for  a  nimiber  of  our  most  significant  ends,  such  as  love,  trust, 
friendship,  respect  and  self-respect."'^''  Like  Gross,  Fried  views  privacy 
as  a  context,  "the  necessary  atmosphere,'"'"'-  of  other  intrinsic  ends. 
But  unlike  Gross,  Bloustein,  and  AV^arren  and  Brandeis,  Fried  argues 
that  the  normative  \alue  we  attach  to  privacy  derives  from  its  utility, 
its  instrumental  \alues.  Privacy  is  "a  necessary  element  of  those  ends 
[love,  respect,  and  triist]  it  dra\\s  its  significance  from  them.  And  yet 
since  pri\acy  is  only  an  element  of  those  ends,  not  the  whole  value,  we 
have  not  felt  inclinetl  to  attribute  ]Mivacy  ultimate  significance."''''-'' 
Pri\ac\  provides  a  rational  context  for  human  ends  because  privacy  is 
chosen.  Consequently,  j:)ri\acy  should  be  respected  and  legally  recog- 
nized since  intrusions  upon  jjersonal  engagements  constitute  depriva- 


^27/rf.  at  35-36. 

1287f/. 

'-'•'Cross,  I'riTficy  and  Aulniiomy,  supra  note  123.  at  170. 
130M.  at  171. 

131C.  Fried,  An  Anatomy  of  \'alufs  138  (1970).  See  also,  Fried.  Privacy,  11  Yale 
I..  J.  475  (19G8). 

i3:2C.  Frifd,  An  An.vtgmv  of  \'.allfs.  mpra  note  131.  at   140. 
1  •■■■;/r/.  at  138. 
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iHs   r,i    individual    liberty.    Accordingly,    Fried   offers   the   following 

,  .Mil linn: 

/n'vatv  is  not  simply  an  absence  of  information  about  us  in  the  minds  of 
nscis:  rather  it  is  the  control  we  have  over  information  about  ourselves.  .  .  . 
T:;e  person  wlio  enjoys  privacy  is  able  to  grant  or  deny  access  to  others.  . .  . 
i'nxacv,  thus,  is  control  over  knowledge  about  oneself.  But  it  is  not  simply 
control  over  the  quantity  of  information  abroad;  there  are  modulations  in 
the  quality  of  knowledge  as  well.'^^ 

Fried's  definition,  "control  over  access  to  information  about  oneself," 
-  enis  to  contradict  his  analysis  of  privacy  as  a  condition  of  life  for 
:::li/ing  other  important  human  ends.  His  definition,  like  Gross's, 
;  ctiially  suffers  two  further  defects:  first,  his  definition  is  too  narrow, 
and  second,  it  presupjjoses  that  privacy  primarily  involves  control,  the 
-. r)Uuitary  'opening  and  closing  of  the  self  to  others. "^''^ 

The  same  two  defects  not  only  appear  in  the  definitions  offered  by 
Fried  and  Gross  but  are  symptomatic  of  most  contemporary  psycho- 
logical approaches  to  ])rivacy.  For  example,  psychologists  have  defined 
■j.aivacy  as  follows: 

1 .  The  essence  of  privacy  is  no  more,  and  certainly  no  less,  than  the 
freedom  of  the  individual  to  pick  and  choose  for  himself  the  time 
and  circumstances  imder  which  and  most  importantly,  the  extent 
to  which,  his  attitudes,  beliefs,  behavior,  and  opinions  are  to  be 
shared  with  or  withheld  from  others. ^•'^'' 

2.  Obtaining  freedom  of  choice  or  options  to  achieve  goals,  control 
over  what,  how,  and  to  whom  a  j^erson  communicates  information 
about  the  self.^'^"  - 

yt.  Selective  control  of  access  to  the  self  or  to  ones  group. ^^'^ 

The  picture  which  these  psychologists  present  of  privacy  is  that  of  a 
dvnamic  process  of  interjxM.sonal  relations  allowing  for  varying  degrees 
of  access  to  an  individual.  From  a  jisychologist's  point  of  view,  Altman 
suggests  the  key  elements  for  understanding  privacy  are  the  following: 

(1)  Privacy  is  a  dialectic  process  involving  both  a  closing  off  of  the  self  and 
an  opening  of  the  self  to  others.  (2)  Privacy  is  an  interpersonal  boundary 
control  process,  or  a  series  of  evcius  involving  regulation  and  control  of  so- 
cial interaction  or  "permeability"  of  the  self  to  others.  This  boundary  con- 
trol   process   aids    in    tlic    placing   and    management    of    social    interaction. 


i''!4Fried,  Privacy,  supra  note  131,  at  482. 

i'i'>Ahiiian,  Priviirx:  A   Conrrptuul  Analysis.  8  Envt.  S;   Bfuavior  7,  8  (1976). 

'■"•GRucbhausen  and  Brim,  Privacy  and  Behavioral  Research,  Colum.  L.  Rev.  1184, 
1189  (1965). 

I'i'Ew  iKONMi  N  r\i,  I'svcMOKK.Y  (11.  I'losluuisk V,  W.  n.  Ittclson,  and  1,.  G.  Rivhn, 
.(Is.    1970). 

'•i^Altman,  supra  note  135,  at  8. 
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(3)  Privacy  is  a  nonmonotonic  process,  with  a  region  above  and  below  which 
interaction  amount  and  (]nality  are  unsatislattory.  (!)  Privacy  involves  var- 
ious social  imits,  or  different  comljinations  of  persons  and  groups.  (5)  A  dis- 
tinction is  made  between  subjectively  desired  or  momentary  ideal  levels  of 
privacy  (desired  pri\acy)  and  actual  outcomes  (achieved  privacy).  (6)  Pri- 
vacy is  an  input  and  output  process,  or  a  combination  of  incoming  social 
stimulation  from  others  and  oiugoing  interaction  from  the  self  to  others. i^o 

Such  a  psychological  perspective  informs  the  approaches  advanced  by 
Arthur  Miller,  Alan  Westin,  and  Richard  Parker,  who,  respectively, 
offer  these  definitions  of  privacy: 

1.  The  individual's  ability  to  control  the  circidation  of  information  relating 
to  him.^^" 

2.  The  claim  of  individuals,  groups,  or  institutions  to  determine  for  them- 
sehes  when,  how,  and  to  what  extent  information  about  them  is  com- 
municated to  others.  .  .  .  The  right  of  the  individual  to  decide  what 
information  aljout  himself  should  be  communicated  to  others  and  under 
what  circumstances.  Viewed  in  terms  of  tlic  relation  of  the  individual  to 
social  participation,  privacy  is  the  voluntary  and  temporary  withdrawal 
of  a  person  from  the  general  society  through  phvsical  or  psychological 
means,  eitlier  in  a  state  of  solitude  or  small-group  intimacy  or,  when 
among  larger  groups,  in  a  condition  of  anonymity  or  reserve. ^^i 

3.  Privacy  is  control  over  whom  and  by  whom  the  various  parts  of  us  can  be 
sensed  by  others  .  .  .  (more  specificailv.)  control  over  who  can  see  us,  hear 
us,  touch  us,  smell  us,  and  taste  us,  in  sum,  control  over  who  can  sense 
us,  is  the  core  of  the  concept  of  privacy.  It  is  control  over  the  sort  of 
information  found  in  dossiers  and  data  banks. i-*2 

One  finds,  then,  agreement  on  a  fundamental  perspective  and  defi- 
nitional approach  to  privacy  as  "control  over  personal  information." 
This  approach  lias  been  appealing  for  a  ntnnber  of  reasons:  it  embraces 
a  broad  range  of  [)rivacy  interests;  it  appears  appropriate  and  applic- 
able to  the  problems  associated  with  personal  information  held  by 
agencies  of  the  federal  government;  and,  finally,  it  lends  itself  to 
normative  arguments  for  legislating  pri\acy  safeguards. 

The  prevailing  approach  nevertheless  is  inadecjuate  because,  first, 
its  definitions  arc  too  narrow,  and  second,  it  fallaciously  assumes  that 
privacy  is  solely  vokuUary  and  fundamentally  involves  control  over 
personal  information. 

Defining  jMivacy  as  "control  over  personal  information"  is  at  once 
too  broad  and  too  narrow.  Certainly,  as  Parker  notes,  "Not  every  loss 
or  gain  of  control  o\er  inf(Mmation  about  ourselves  is  a  loss  or  gain 


139/d.  at  27. 

140A.  MiLi.ER,  The  Assault  on  Privacy  25  (1971). 

141A.  Westin,  Privacy  and  Frfedo.m  7-8  (1970). 

n-^paiker,  A  Definition  of  Privacy.  27  Rutgers  L.  Rev.  275,  280-81    (1974). 
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of  privacy."'^-''  Taken  literally  this  definition  leads  to  absurdities,  for 
individual  privacy  would  be  invaded  "or  at  least  affected  somehow,"  as 
Louis  Lusky  points  out,  "if  my  neighbor  tells  my  second  neighbor 
(without  my  consent)  that  I  am  a  vegetarian,  or  that  I  am  suffering 
from  spring  fever,  or  that  I  like  oysters. "'^^  By  merely  observing  a 
person  enter  a  room  some  information  may  be  gained  about  him,  but 
does  that  observation  constitute  an  invasion  of  his  privacy?  In  certain 
situations,  as  when  a  private  eye  or  photographer  tracks  an  individual, 
that  person's  privacy  is  invaded,  but  in  such  instances  there  is  no  dis- 
closure of  personal  information. 

Besides  these  problems,  difficulties  also  arise  because  such  definitions 
are  too  narrow.  A  related  problem,  particularly  with  Fried's,  Westin's, 
and  Miller's  definitions,  lies  in  ignoring  "the  substantial  privacy  in- 
terests which  the  Court  already  considers  to  be  constitutionally  pro- 
tected [but  which  are  not  connected  with  personal  information]  in 
their  urgency  to  prescribe  a  solution  to  the  modern  dangers  of  compu- 
terization."^'-"' Many  privacy  interests  ^\•hich  have  been  constitutionally 
recognized  do  not  involve  either  dissemination  or  acquisition  of  per- 
sonal information.  Examples  range  from  cases  in\olving  music  on  pub- 
lic buses,  loudspeakers  on  public  streets,  and  door-to-door  salesmen,  to 
decisions  on  the  use  of  contraceptives  and  the  permissibility  of  abor- 
tions. In  all  of  these  instances,  the  interests  in  privacv  have  nothing  to 
do  with  disclosures  of  personal  information,  but  rather  with  an  indi- 
\  idual's  freedom  to  conduct  certain  jjrivate  activities  as  he  wishes. 

Regarding  privacy  as  control  over  personal  information  renders  all 
(icrivative  definitions  inadequate  i^ecause  they  oversimplify  the  prob- 
^Lius  of  information  control.  No  distinction  is  drawn  between  two 
I  adically  different  kinds  of  personal  information  disclosures.  There  are 
-ituations  in  which  the  disclosure  of  personal  information,  even  if  true, 
^hould  not  be  made  because  of  simple  decency  or  commercial  exploi- 
tation. On  the  other  hand,  there  are  situations,  such  as  those  involving 
computerized  information,  in  which  the  disclosure  may  be  so  incom- 
iiletc  as  to  be  misleading,  if  not  false.  Intleed,  conceiving  of  privacy  as 
simply  contiol  over  personal  information  decepti\ely  suggests  that  per- 
'>nal  information  consists  of  discrete  particles  of  information,  in  Fried's 
icrm  "modidations,"^  '*"'  but  such  is  not  the  case.  The  main  problem  with 
'  oui])uterized  j)ersonal  tlata  arises  precisely  l)ecause  the  oversimplifica- 
!it)u  of  such  records  leads  to  inaccuracies  and  misrepresentations. 


i»3/fi.  at  279. 

'Ml.usky,  supra  note  112,  at  695. 

'  i"'C.)inincin.  (i9  N.W.U.  L.  Rev.  LT).*?,  L'8t  (1974). 

1  "iKiicd,  J'th'ficy,  supra  note  131,  at  483. 
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Another  fundamental  problem  with  such  definitions  of  privacy  is  the 
emphasis  placed  on  individual  control  or  voluntary  deprivation.  De- 
fining privacy  as  "control  o\er  access"  or  "the  claim  of  individuals  to 
control  the  circulation  of  information,"  excludes  a  number  of  privacy 
situations  while  confusing  privacy  as  a  condition  with  a  right  or  claim 
to  privacy.  Roland  Garrett  makes  the  latter  point: 

If  privacy  is  voluntary,  one  who  possesses  privacy  has  the  power  to  decide 
whetiicr  he  will  retain  or  abandon  it.  Privacy  has  accordingly  been  defined 
as  control  over  access  to  oneself;  as,  for  example,  control  over  knowledge 
about  oneself.  However,  there  is  a  logical  error  in  the  reasoning  tliat  evi- 
dently underlies  this  definition.  Even  if  privacy  does  involve  or  presuppose 
control  over  access  to  oneself,  it  need  not  be  identical  with  such  control.  A 
person  may  retain  control  o\er  access  to  all  (as  with  an  exhibitionist).  The 
mere  fact  that  granting  access  to  all  is  vohmtary  does  not  imply  that  the 
individual  is  still  in  a  condition  of  privacy.  On  the  contrary,  tlie  result  is  a 
voluntary  abandonment  of  privacy.^^" 

Privacy  is  not  the  same  as  control  over  access  to  oneself,  because  not 
all  privacy  is  chosen.  Some  privacy  is  accidental,  compulsory,  or  even 
involuntary.  Privacy  refers  to  a  condition  of  life,  and  as  such  has  no 
necessary  connection  with   control   over  personal   information. 

Hence,  like  the  early  definitional  approaches  to  the  concept  of  pri- 
vacy, recent  attemjjts  to  formidate  a  theoretical  framework  for  ap- 
proaching privacy  have  been  inadequate  and  inaccurate.  All  these 
approaches  rely  on  four  fallacious  assumptions:  (1)  pri\acy  denotes 
primarily  the  seclusion  or  withdrawal  of  an  indi\idual  from  j^ublic 
affairs;  (2)  jMivacy  entails  a  right  because  {?>)  privacy  j^resumably  is 
essentially  voluntarv;  and  finally,  (1)  pri\acy  is  meaningful  bv  virtue 
of  either  its  intrinsic  worth  or  its  instrimiental  \alue. 

The  immediate  consequence  of  the  ambiguity  siurounding  the  defi- 
nitional approaches  to  privacy  is  that  legislation  purporting  to  protect 
privacy  will  be  subject  to  varying  interpretations  and  difficult  to  im- 
plement. Without  a  critical  conceptual  analysis  of  the  concept  of  pri- 
vacy the  constitutional  law  of  jjrivacy  will  continue  to  appear  unprin- 
cipled and  disparate  and,  more  iinportantly,  contemporary  policies 
relating  to  privacy  protection  will  be  difficult  to  formulate,  let  alone 
implement.  Evaluations  research  on  the  feasibility  of  pri\acy  j^rotection 
within  administrative  contexts  presupposes  a  perspicuous  \  iew  both  of 
privacv  and  of  the  legal  boundaries  of  its  j^rotection. 

.\n  Alternative  Analysis  of  Privacy 

The  criticpie  of  definitional  approaches  to  privacy  revealed  logical 
fallacies  and  a  failinc  to  accoiuit   for  various  privacy  interests.   As  a 


Ti'Garrctt.  The  \'alure  of  Privacy.  18  Puilosophy  Today  263,  219  (1974V 
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iMoicil  and  a  i:)ractical  matter,  privacy  seems  to  differ  significantly  from 
■he  ri'^lu  of  |)ri\ary.  A  ])erson  may  have  a  large  degree  of  privacy  with- 
out iia\ing  chosen  if.  rights  of  privacy  are  products  of  social  struc- 
;ure.  conventions,  and  legal  jjolicy.  Moreover,  a  siuvey  ol  constitutional 
and  (omnion  law  relating  to  privacy  claims  demonstrates  that  the  right 
oi  privacy  does  not  necessarily  include  claims  to  choose  where,  when, 
and  how  one  will  have  j^rivacy.  Therefore,  in  order  to  elucidate  the 
legal  boundaries  of  privacy,  an  alternative  analysis  of  ]:)rivacy  must 
introduce  a  framework  which  does  not  confuse  privacy  and  the  right 
oj   privacy. 

i'ri\acv  is  a  condition  and  as  such  it  mav  he  foregone,  forfeited. 
/ir  in\aded.  The  right  of  privacy  includes  the  notions  of  control  and 
.oluntariness  in  claiming  the  condition  of  privacy  which  also  may  be 
')iegone  or  invaded.  Professor  H.  f.  McCloskey  emphasizes  the  dif- 
icrencc  between  privacy  and  a  right  of  privacy  by  pointing  out  that 
];rivacy  contrasts  with  publidtv;  whereas  negative  liberty  (freedom 
from')  and  positive  liberty  (freedom  to)  oppose  the  notions  of  coercion, 
nterfcrence.  and  the  lack  of  ojjportunity.  all  of  which  imply  the  de- 
nial of  a  right  to  do  or  forebear  from  doing  something.^^'*  Privacy  is  a 
.'\ondition  upon  which  claims  may  be  made  as  to  an  indixidual's  free- 
dom from  tmwanted  intrusions  uj)on  his  affairs,  as  well  as  his  freedom 
io  limit  and  define  for  himself  his  own  lelationships  with  others. 

Vccordingly,  jirivacy  mav  l)e  understood  as  fundamentally  relating 
i>)  an  existential  condition  of  limited  access  to  an  indixidual's  life 
experiences  and  engagements.  This  definition  is  similar  to  that  of 
■lolaiid  Gariett,  who  stated:  "Prixacy  is  a  limitation  on  the  access  of 
.'lie  or  more  entities  to  an  entity  that  jjossesses  experience. "^^"  Yet, 
.'le  new  definition  dilTers  from  his  in  two  substantial  res|)ects.  First,  it 
LMiphasi/es  that  jjrivacv  is  a  matter  of  individuals'  lives;  of  their  life 
■xperiences  and  relationships  with  others.  Ciarrett's  definition  applies 
■'.oi  only  to  individuals,  but  also  to  groups  and  organizations;  for  this 
■eason  it  confuses  privacy  .ind  secrecy.  Privacy  is  a  condition  which 
'ndn  iduals  may  find  themselves  in,  as  well  as  create.  Grouj)s  and  or- 
Liani/ations  may  conduct  l)usiness  in  private,  Avith  secrecy  or  confi- 
■itiiiiality.  One  danger  of  such  a  broad  definition  lies  with  its  impli- 
•.,!iion  that  if  indi\iduals  ha\e  rights  to  jnivacy  then  i|)so  hicto  so  do 
zroujjs  and  organizations.'"'"  Choii|)s.  organizations,  ;ind  governmental 
ip.stitutions  ha\e  power,  and  ma\  be  granted  pri\  ileges;  but  individuals 
:ilone  ha\c  rights. 


!-•>< McCloskey,   The  Political  Ideal  oj  Privacy,  21    Philosophical   Q.   303,  305-08 
i'JTl). 
■  ''•'<  .iiivcu.  supra  note  1  17,  at  'ICA. 
'•"'"lor  I  lie  contrary  position,  see  Garrett,  id.  at  265;  \Vfsti\,  supra  note  1  11. 
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Second,  my  definition  differs  from  Garrett's  in  emphasizing  that  pri- 
vacy is  a  condition  of  limited  access,  not  a  limitation  on  access  per  se. 
To  suggest  that  privacy  is  a  limitation  on  access  implies  that  someone 
or  something  is  limiting  access,  and  consecjuently  we  return  to  the 
problems  of  defining  privacy  as  control  over  access  to  oneself. 

Because  it  focuses  on  a  condition  in  which  access  is  restricted,  my 
definition  can  embrace  not  only  those  privacy  interests  in  personal 
information  recognized  by  the  prevailing  approach  to  privacy,  but 
also  the  anomalous  interests  which  have  been  legitimated  by  either 
judicial  or  legislative  policies  (the  privacy  interests  associated  with  in- 
trusions by  sound  trucks  and  door-to-door  salesmen,  as  well  as  the 
peripheral  privacy  claims  of  abortion  and  the  use  of  contraceptives). 
The  principal  merit  of  my  definition  therefore  lies  in  its  very  breadth. 

Viewing  privacy  as  an  existential  condition  of  limited  access  pre- 
supposes a  set  of  notions  which  oppose  those  relied  upon  by  the  tra- 
ditional approach  to  privacy.  Specifically,  my  definition  and  analysis 
presupposes  that: 

1.  Privacy  is  both  an  inevitable  and  a  contingent  condition  of  the 
life  experiences  and  engagements  of  individuals. 

2.  Privacy  as  a  condition  of  limited  access  to  one's  experiences  may 
be  compromised  by  either  causal  or  interpretative  access. 

3.  Privacy  as  a  condition  is  different  from  a  right  or  claim. 

4.  Privacy  is  valuable  for  both  its  intrinsic  worth  and  instrumental 
value. 

The  confusion  of  privacy  and  a  right  of  privacy  arose  when  the  tra- 
ditional ajiproach  presumed  that  privacy  entailed  the  notions  of  con- 
trol, voluntariness,  and  individual  freedom.  On  the  contrary,  privacy 
is  an  existential  condition  and  hence  not  always  chosen.  Privacy  may 
be  both  inevitable  and  contingent. 

In  some  respects  individual  experience  and  engagements  are  neces- 
sarily private.  The  nature  of  human  exj^erience  is  such  that  individuals 
must  choose  either  to  disclose  or  to  refrain  from  disclosing  to  others. 
However,  the  very  nature  of  thought,  feeling,  and  communication 
renders  impossilile  the  communication  of  every  quality  of  the  thought, 
feeling,  or  experience.  Individual  experiences  can  be  imderstood  by 
the  individual  in  a  way  that  they  can  never  be  understood  by  others. 
Access  to  an  individual's  experiences  is  necessarily  limited  by  the  very 
nature  of  human  comminiication.  In  discussing  the  related  epistemo- 
logical  problem  of  knowing  other  minds,  one  philosopher  noted  this 
ontological  aspect  of  privacy:  "Every  experience  which  a  person  has 
is  jjrivate  in  one  rather  tri\ial  sense,  namely  that  the  fact  that  he  is 
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i.uin!^  that  experience  is  a  different  fact  from  the  fact  that  anyone 
;isc  is  liaving  any  experience. "^"'^  Since  an  incHvickial  cannot  commu- 
nicaie  all  of  his  thoughts  and  feelings,  the  process  of  communication 
imposes  certain  limitations  on  access.  Inevitable  privacy  results  from 
a  general  limitation  on  individual  communication.  The  necessary  lim- 
itations on  access  to  one's  experiences  and  engagements  thus  derive 
from  the  nature  of  both  human  experience  and  communication. 

By  contrast,  and  of  greater  concern,  is  contingent  privacv.  Contin- 
■cnt  privacy  refers  both  to  what  an  individual  chooses  to  disclose  or 
not  to  disclose  about  himself  through  commimication  and  relationships 
^\  ith  others,  and  to  the  circumstances  which  impose  limits  on  access  to 
individuals.  In  daily  life,  an  indi\'idual  enters  into  a  large  number  of 
relationships.  These  range  from  solitude  to  intimacv  with  loved  ones 
;uid  friends,  to  social  and  business  affairs,  to  passing  acquaintances  and 
to  relatively  impersonal  social  transactions.  Through  a  variety  of  en- 
gagements, individuals  voluntarily  both  limit  and  grant  access  to  them- 
selves. The  privacy  of  individual  lelationships,  however,  does  not  always 
rcsidt  from  conscious  choice  and  effort  on  the  part  of  individuals  to 
secure  limited  access.  Often,  individuals  do  not  self-consciouslv  choose 
to  limit  access  to  their  affairs.  At  times  they  simply  assume  privacy 
!)ecause  the  very  circiuiistances  of  their  activities  mav  dictate  a  modi- 
•  um  of  privacy.  Much  of  an  individual's  privacy  is  therefore  contingent 
!ipon  his  conscious  effort  to  limit  access,  and  upon  the  circumstances 
;>l  his  relationships,  which  may  impose  certain  limitations  on  access 
by  another  party. 

Individuals  have  expectations  about  the  privacv  of  their  affairs,  and 
their  expectations  are  reinforced  by  social  norms.  AVhen  these  expec- 
tations are  compromised,  individuals  may  seek  vindication  of  their 
privacy  interests  through  litigation  or  the  political  j:)rocess.  Judicial 
unci  political  institutions  therefore  must  determine:  (a)  what  constitutes 
an  invasion  of  personal  privacy,  (b)  whether  a  reasonable  expectation 
of  privacy  exists,  and  (c)  whether  society  through  its  institutions  shoiUd 
afford  protection  and  recompense  for  such  invasions  of  privacy.  Such 
determinations  require  an  understanding  of  the  ways  in  ^vhich  privacy- 
may  be  compromised. 

Privacy  is  compromised  wlien  unwanted  access  to  an  individual's 
experiences  and  relationshijxs  is  gained.  There  are  two  \\ays  in  A\hich 
i)rivacy  may  be  compromised:  causal  and  interpretative  access.  This  is 
bee  :uise  "it  so  happens  that  causation  and  interpietation  are  the  ^.^\^o 


i-"''.SprigfTe,  Ttic  Privacy  of  Experience,  78  Mind  512,  513  (1969). 
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ways  in  which  an  entity  [individual]  can  be  conjoined  with  its  [his] 
surroundings,  or  in  which  others  can  be  introckiced  to  it."'^- 

Causal  access  refers  to  those  intrusions  upon  an  individual's  engage- 
ments which  influence  that  person's  enjoyment  of  his  engagements  and 
future  relationships.  Hence,  causal  privacy  refers  to  the  limitations  on 
causal  access  to  an  individual.  For  example,  trespass  and  nuisance  laws 
restrict  intrusions  and  influence  on  individual  privacy,  as  do  statutes 
regulating  loudsjieakers,  music  on  public  buses,  and  the  like. 

The  privacy  of  individual  affairs  may  also  be  compromised  by  inter- 
pretative access,  which  is  gained  by  accumulating  information  about  an 
individual.  Interpretative  privacy  refers  to  the  limitations  on  the  ac- 
cumulation and  disclosure  of  information  about  an  individual.  Ex- 
amples of  interpretative  privacy  include  unwanted  publicity  by  the 
media  and  collection  of  personal  information  by  federal  agencies  or 
private  organizations.  Legitimate  expectations  of  personal  privacy  may 
be  compromised  not  only  when  personal  information  is  collected  unbe- 
knownst to  an  individual,  but  also  when  that  individual  has  voluntarily 
disclosed  information  which  sui)sequently  is  made  available  to  some 
third  party,  as  when  the  Internal  Revenue  Service  discloses  personal 
financial  information  to  the  Justice  Department  or  state  and  local 
Welfare  or  Social  Security  offices.  Notwithstanding  the  inability  to  con- 
trol the  access  or  disclosure  of  information,  an  individual  mav  still  have 
legitimate  privacy  expectations.  Similarly,  there  are  reasonable  expec- 
tations of  privacy  with  respect  to  personal  records  because  such  dis- 
closures to  third  parties  compromise  an  indixidual's  interpretative  pri- 
vacy and  also  may  influence  his  own  future,  thereby  restricting  his 
privacy,  individual  freedom,  and  j^ersonal  autonomy.  Causal  access  and 
interpretative  access  are  thus  two  interdependent  ways  in  \\hich  pri- 
vacy may  be  compromised.  Some  forms  of  interpretative  access  pre- 
suppose causal  access,  such  as  eavesdropping  or  informers,  and  some 
forms  of  causal  access  presuppose  interpretative  access. 

Analyzing  privacy  invasions  according  to  causal  and  interpretative 
access  illuminates  the  normative  \alues  underlying  privacy  protection. 
Contrary  to  the  prevailing  assumption  that  privacy  is  valuable  for 
either  its  intrinsic  worth  or  instrumental  value,  it  is  apparent  that  in 
most  situations  i:)rivacy  is  \aluable  for  both.  Consider  the  problems  of 
safeguarding  jjeisonal  records  held  In'  governmental  agencies.  Indi- 
viduals have  interests  both  in  the  nature  of  the  personal  information 
contained  in  the  lecords  and  in  those  who  will  be  permitted  access  to 
it.  since  the   intormation   is   \;duablc   intrinsitallv   and   for   its   instru- 


l52Garrett,  .supra  note  147,  at  275. 
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:;ientai  \aliic.s.  The  intrinsic  value  of  personal  information  may  well 
iiC  intuitive,  l)ut  the  instrumental  values  of  privacy  can  be  demon- 
^iratcci  Ijecause  disclosures  may  have  a  "chillin,^  cfTect"^"'^  on  the  life 
ot  an  individual  in  tiie  future.  The  instrumental  values  attached  to 
urivacy  derive  from  its  relation  to  indi\idual  freedom:  since  most  pri- 
vacv  is  chosen,  restrictions  or  intrusions  infrinj^e  upon  individual  in- 
rerests  in  jjrivacy  as  well  as  the  freedom  to  engage  in  relationships 
and  assert  individuality  and  personal  autonomy. 

Since  privacy  is  an  existential  condition,  unwanted  intrusions  on 
and  disclosures  of  personal  affairs  contravene  the  value  individuals 
place  on  privacy  as  well  as  their  sense  of  personal  autonomy  in  defin- 
ing their  engagements.  Legislation  safeguarding  privacy  therefore  legiti- 
mizes the  value  of  privacy  per  se  and  those  values  which  are  associated 
uith  individual  liberty  and  personal  autonomy. 

Contrary  to  the  traditional  approach  to  privacy,  my  analysis  shows 
that  there  is  not  a  single  privacy  interest  imderlying  a  right  of  privacy, 
llather,  privacy  is  an  existential  condition  which  gives  rise  to  a  broad 
range  of  privacy  interests,  and  those  interests  are  meaningful  in  them- 
selves as  well  as  in  relation  to  individual  freedom  and  autonomy. 

Yet,  not  every  intrusion  upon  or  disclosure  of  personal  affairs  gives  rise 
to  a  privacy  interest  of  sufficient  weight  to  warrant  legal  safeguards. 
Privacy  interests  must  be  balanced  Avith  other  interests,  such  as  the 
public's  right  to  know,  administrative  costs  and  needs,  and  broader 
societal  objectives  like  crime  control.  Moreover,  many  pri\acy  interests, 
sucii  as  those  associated  with  personal  autonomy  or  solitude,  do  not 
recjuire  explicit  Icgislati\c  recognition  because  of  their  association  with 
more  traditional  legal  categories,  as  in  statutes  relating  to  trespass, 
nuisance  and  pceping-toms.  In  addition,  non-legal  safeguards  like 
plivsical  seclusion,  "natiual"  limits  on  dissemination  of  personal  in- 
foi  niation,  the  relative  indifference  of  most  people  in  large  luban 
areas,  and  the  costs  in  time,  money  and  energy  of  acquiring  informa- 
ti(Mi   about    indixiduals,   ensuic   some   individual   privacy.^"''* 

Implications  of  tlic  Prevailing  Paradigm 
antl  Alternative  Analysis  of  Privacy 

The  critique  of  the  j)revailing  ajiproach  to  privacy  uncovered  prob- 
lems with   the  analytical   |)resupj:)ositions  when   privacy   is  defined  as 


'•■■'■i\(Hc,  (39  CoLi'M.  I..  Rfv.  8n8  (1060). 

1^  'For  a  concise  general  discussion  of  tlie  legal  and  non-legal  safeguards  of  privacy, 
see  Cireenwalt,  The  Right  of  Privacy,  in  The  Rights  of  Americans  299  (N.  Dorsen 
t(l.  1970)  and  Cwcenwalt,  PriTory  and  Its  Legal  Protections,  2  Hastin(.s  Center 
Stud.  54  (1971). 


623 


80      ADMINISTRATIVE  LAW  REVIEW 


control  over  personal  information  or  knowledge.  Such  definitions  do 
not  provide  adequately  for  the  broad  range  of  privacy  interests,  let 
alone  the  range  of  interests  legitimatized  through  litigation.  Logical  fal- 
lacies were  found  with  the  assumptions  (a)  that  privacy  denotes  indi- 
vidual seclusion  or  withdrawal;  (b)  that  privacy  is  chosen  and  volun- 
tary; and,  finally,  (c)  that  acknowledgment  of  privacy  interests  entails 
legal  recognition  in  the  form  of  a  right  of  privacy.  This  preoccupation 
with  establishing  a  legal  right  of  privacy  prohibited  adequate  analysis 
of  privacy  inasmuch  as  it  narrowed  the  focus  of  jirivacy  definitions  and 
neglected  the  non-legal  safeguards  of  privacy  as  well  as  those  counter- 
vailing interests  which  must  be  considered  w^hen  raising  the  concept 
of  privacy  to  a  legal  entity. 

Shortcomings  of  the  prevailing  theoretical  approach  to  privacy  sug- 
gested an  alternative  analysis  of  privacy  as  an  existential  condition  of 
limited  access  to  an  individual's  experiences  and  engagements.  That 
analysis  established  that  ijrivacv  differs  in  si2;nificant  wavs  from  the 
right  of  privacy:  individuals  may  have  a  large  degree  of  privacy  with- 
out having  chosen  it,  and,  even  when  individuals  voluntarily  undertake 
to  secure  the  pri\acy  of  their  engagements,  their  expectations  of  pri- 
vacy need  not  be  legally  enforceable.  As  a  logical  matter,  the  right  of 
privacy  does  not  necessarily  include  the  right  to  choose  where,  when, 
and  how  one  will  have  privacy. 

Since  privacy  is  an  existential  condition  of  individuals'  engagements, 
the  right  of  privacy  is  an  abstract,  not  an  absolute,  right  extending  to 
a  range  of  privacy  interests.  Yet,  not  every  assertion  of  a  privacy  interest 
need  be  legally  recognized.  Some  privacy  interests  are  adequately  pro- 
tected by  non-legal  safeguards,  while  others  are  guaranteed  through 
their  association  with  more  traditional  legal  categories.  Some  privacy 
claims  are  not  of  sufficient  importance  in  litigation  to  justify  legal 
recognition  (as  analogously  not  all  exercises  of  free  speech  have  been 
extended  protection  under  the  first  amendment's  guarantee  of  free 
speech). 

Contrary  to  the  prevailing  view,  there  are  many  kinds  of  privacy 
interests  which  cannot  be  accommodated  even  with  an  expansive  inter- 
])retation  of  the  notion  of  control  over  personal  information.  There- 
fore, analyzing  the  concept  of  privacy  in  terms  of  control  over  personal 
information  is  like  using  a  skeleton  key  that  opens  too  many  doors.  The 
traditional  approach  to  {privacy  consequently  represents  only  a  special 
kind  of  privacv  interest,  informational  privacy,  and  cannot  adequately 
account  for  the  protection  of  other  privacy  interests. 

Even  from  within  a  framework  of  privacy  as  control  over  personal 
information,  analyses  often  fail  to  distinguish  the  ways  in  which  infor- 
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iiational   privacy  may  be  lost.  Consequently,   they  neglect   both   the 

;iiftcient  interests  citizens  may  have  in  informational  privacy  and  the 

oiirres  ol  legal  protection  available.  There  are  at  least  three  diflerent 

•\avs  informational  privacy  may  he  lost.  First,  access  to  personal  infor- 

■Tiation  can   be  gained  directly   from   an   individual,   but  against   his 

■,\  ishcs  and  expectations  of  privacv.  Examj^les  of  such  invasions  of  pri- 

;icv  include  ordinary  searches  and  seizures  of  private  papers  and  effects, 

electronic  surveillance  and  eavesdropping,   compelled  self-disclosures, 

grand-jury  and  legislative  investigations,  and  mandatory  personal  dis- 

.  losures  as  pre-conditions  for  enjoying  some  benefit  such  as  welfare 

benefits,  charge  accounts,  obtaining  credit  or  government  employment. 

"Second,  recipients  of  personal  information  may  be  compelled  by  a  third 

.irtv  to  disclose  information  which  both  the  individual  and  the  origi- 

j  li  recipient  desire  to  keep  private.  Tvpically,  these  are  instances  where 

.aciividuals  have  provided  information   to  an   attorney,   bank,   credit 

■gency  or  governmental  agencv  whereupon  that  party  is  required  to 

/roduce  the  information  for  some  third  party.  Third,  recipients  of 

ersonal  information  may  disclose  the  information  to  some  third  party 

nit  against  the  wishes  and  privacy  expectations  of  the  individual,  such 

s  ^vhen  an  agency  of  the  federal  government  provides  individually 

identifiable  information  to  another  agencv  or  a  private  organization. 

Distinguishing  between  the  ways  in  which  informational  privacy  can 

'/C  lost  manifests  the  variety  of  interests  in  the  privacy  of  personal  in- 

irmation  as  well  as  the  complexity  of  the  problems  of  personal  pri- 

j.cv  and  information   control.   Individual   intqrests   in   informational 

ri\acy  defy  generalization,  as  do  the  legal  safeguards,  remedies,  and 

)hitions  to  paiticular  problems  of  information  control. 

The  appeal  of  the  prevailing  approach  to  privacy  as  control  over  per- 
otia!  information  may  well  be  explained  by  its  apparent  applicability 
•■)  problems  of  information  control  and  technological  assessment,  par- 
it  ularly  the  problems  associated  with  federal  agencies'  increased  infor- 
lation  gathering  and  use  of  sophisticated  computer  technology.  One 
recent  controversy,  for  example,  is  over  the  Internal  Revenue  Service's 
nrrent  computer  system  proposal.  Tax  Administration  System  (TAS), 
>'iich,  according  to  a  preliminary  congressional  study,  would  "offer 
iiesistable  opj^ortunities  for  illegal  governmental  intrusions  on  Amer- 
'  aus'    privacy. "'•"'-''   Under   the   new   proposal,    ten   regional   computer 
u  liters  would  contain  all  tax  returns  for  the  last  three  to  five  years 
;;s  well  as  link  all  tax  forms  (forms   1040  or   in40A,  \V^-2  forms  from 


'■'■■''Sci-    l.os    Aui^clcs   Times,    March    t,    1'.I77,   at    1,   col.    L'.    The    IRS    subscquemly 
li.nutoiied  its  proposed  computer  ueiwoik.  .SVc    t  Access  Reports  1   (Jan.  1.   1978). 
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employers,  interest  earnings  rcjiorts)  relating  to  any  individual.  Any 
return  would  be  available  instantlv  at  IRS  offices  throughout  each 
legion  on  computer  terminals.  More  than  18,000  IRS  employees  would 
thereby  have  access  to  indi\  iduals'  financial  information  through  more 
than  9000  terminals.  The  potential  for  invasion  of  taxpayers'  privacy 
of  financial  information  is  therefore  considerable. 

Somewhat  ironically,  the  prevailing  approach  to  privacy,  focusing  as 
it  does  on  informational  privacy,  does  not  provide  an  adequate  frame- 
work for  analyzing  such  controversies  over  personal  information  pri- 
vacy. Its  focus  not  only  fails  to  provide  a  systematic  analysis  of  privacy, 
but,  more  importantly,  pre-judges  the  problems  of  information  control 
by  equating  privacy  and  the  right  of  privacy  and  neglecting  the  inter- 
relationship between  privacy,  individual  freedom,  and  personal  rights. 

The  problems  of  safeguarding  personal  privacy  and  establishing  some 
measure  of  information  control  within  the  federal  burcaucracv  requires 
consideration  not  only  of  interests  in  privacy  but  also  of  the  public's 
right  to  know  and  administrative  practices  and  procedures.  The  follow- 
ing section  develops  a  framework  for  linking  citizens'  interests  in  per- 
sonal privacy  and  access  to  governmental  information.  It  thereby  per- 
mits evaluation  of  legislative  policies  aimed  at  problems  of  information 
control. 

III.  PRIVACY,  ACCESS,  AND  PUBLIC 

POLICIES:  TOWARD  A  CONCEPTUALIZATION 

OF  INFORMATION  CONTROL 

Requirements  for  insuring  interests  in  personal  privacy  and  access 
to  government  information  are  in  many  ways  discordant:  where  maxi- 
mum privacy  protection  would  require  that  personal  information  never 
be  disclosed,  legitimation  only  of  rights  of  access  would  require  dis- 
closure of  all  information.  Clearly,  "neither  privacy  nor  access  can 
ever  be  considered  alone;  both  must  be  considered  in  relation  to  other 
needs  and  in  relation  to  each  other. "^^'^  In  enacting  the  Freedom  of 
Information  and  Privacy  Acts,  Congress  intended  to  reconcile  these 
interests,  and  attempted  to  attain  "a  proper  balance  between  the  pro- 
tection of  the  individual's  right  of  privacy  and  the  preservation  of  the 
public's  right  to  Government  information  by  excluding  those  kinds  of 
files  the  disclosure  of  which  inight  harm  the  individual."'"'"   In  fact, 


i56Hulett,  Privacy  and  the  Freedom  of  Information  Act,  27  Ad.  L.  Rev.  275  (1975). 
^57H.R.  Rei'.  No.  1497,  supra  note  60,  at  11. 
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.  jp.'jicss  has  not  succeeded  in  harmonizing  these  interests.  The  Free- 
.t;ni    111    Information   and    Privacy   Acts   represent    no   comprehensive 
;!  .inicwoi  k  ^\•ithin  which  information  issues  may  be  resolved.^"'** 

Conceptuah/ing  Privacy  and  Access 

One  of  the  greatest  difficulties  in  formulating  an  information  policy 
^\hich  would  ensure  within  administrative  contexts  the  interests  in 
i)oth  privacy  and  access  is  the  ambiguous  natine  of  privacy.  Legislative 
iiistory  provides  no  specific  definition  of  privacy, ^■''^  and  the  prevailing 
approach  to  the  concept  confuses  it  with  a  right  of  privacy,  thereby  pre- 
judging the  problems  of  information  contiol.  Furthermore,  the  precise 
ielationship  between  rights  of  privacy  and  access  remains  ill-defined. 

.\rialysis  of  the  concept  of  privacy  suggested  that  privacy  underlies 
■  i  broad  range  of  interests  in  limiting  access  to  an  individual's  exper- 
iences. Individuals  do  not  have  a  single  interest  in  privacv';  nor  do  they 
value  privacy  only  for  either  its  intrinsic  worth  or  instrumental  value. 

For  any  individual,  privacy,  as  a  value,  is  not  absolute  or  constant;  its  sig- 
nificance can  vary  with  time,  place,  as^e  and  other  circumstances.  There  is 
even  more  variability  among  groups  of  individuals.  As  a  social  value,  fur- 
thermore, privacy  can  easily  collide  with  others,  most  notably  free  speech, 
freedom  of  the  press,  and  the  public's  "right  to  know.''''^'^ 

Although  the  importance  of  privacy  may  not  be  constant  for  all  of  an 
individual's  activities,  nor  the  same  for  an  entire  popidation,  protection 
of  personal  privacy  is  necessary  because  intrusions  upon  or  disclosures 
of  individuals'  affairs  diminish  not  only  the  particidar  value  they  at- 
tach to  privacy  but,  more  imjxirtantly,  their  j^ersonal  autonomy  in 
defining  their  lives. 

Legislative  and  judicial  acknowledgments  of  a  right  of  privacy  legiti- 
mate individuals'  interests  in  their  own  privacy  and  in  their  liberty  to 
control  and  define  theii"  own  li\es.  In  particidar,  congressional  recog- 
nition of  a  right  of  informational  jjrivacy  was  designed  to  safeguard 
against  potential  disclosures  of  personal  information.  Fimdamentally, 
i:)rivacy  protection  legislation  acknowledges  that  individuals  in  a  free 
society  ha^•e  a  right  to  self-determination  and  control  over  their  en- 
gagements. 


^58See  text  accompanying  note  181,  infra. 

i^i^See  Hearings,  supra  note  60.  More  often,  definitions  proposed  in  Congress  con- 
sist simply  of  Icngtliy  enumerations  of  privacy  invading  conduct.  See  quote  in  text 
at  note  9,  supra. 

K'f'SrCRETARV's     ADVISORY      COMMISSION     ON      Al  TOMATED     PERSONAL      DATA     SYSTEMS, 

IIFAV,  Records  CoMiaTER.s  and  mi    Rk.iits  oi-  Citizens  .18  (197:5). 
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Contrary  to  the  assumption  of  some  proponents  of  jirivacy  protection 
and  advocates  of  information  control,  interests  in  pri\acy  and  access 
are  not  contradictory.  They  are,  rather,  complementary.  Legislation 
safeguarding  informational  privacy  registers  the  concern  that  privacy 
is  in  important  ways  related  to  individuals'  decisions  as  to  their  self- 
government.  .Mternatively,  legislation  supporting  the  j:)ublic's  right 
to  know  through  leral  rights  of  access  acknowledges  that  in  a  free 
society  citizens  must  be  informed  about  their  government's  decisions 
and  practices.  Therefore,  the  rights  of  privacy  and  access  are  actually 
political  correlates;  both  involve  the  right  of  individuals  to  control 
information  important  to  their  self-government.  This  self-government 
is  viewed  in  terms  of  both  their  freedom  to  determine  their  everyday 
engagements  and,  in  the  broader  political  sense,  their  freedom  to  col- 
lectively determine  the  direction  of  their  government's  activities. 

The  interrelationship  of  the  rights  of  informational  privacy  and 
access  to  information  held  by  the  government  thus  appear  as  two  sides 
of  a  coin.  Interests  in  informational  privacy  found  protection  with 
judicially  enforced  rights  of  privacy  and  institutionalization  in  the 
Privacy  Act,  requiring  nondisclosure  of  personal  information, ^^^  while 
the  right  of  the  people  to  know  the  basic  workings  of  their  government 
found  support  in  the  principles  of  free  government  and  the  guarantees 
of  access  to  governmental  information  established  by  the  Freedom  of 
Information  Act,  requiring  disclosure  of  government  records  and  doc- 
uments.i*'-  .Although  informational  privacy  and  access  to  governmental 
information  appear  contrary  and  point  in  opposite  directions,  they  are 
conceptually  complementary  and  the  nexus  between  the  two  is  infor- 
mation flow. 

The  flow  of  information  to  and  from  the  individual  and  the  govern- 
ment comprises  the  latent  content  of  both  concepts  and  consequently 
becomes  important  in  analyzing  issues  of  information  control.  The 
notion  of  information  flow  suggests  a  framework  as  a  heuristic  device 
for  illuminating  claims  to  informational  privacy  and  access.  This  frame- 
work is  schematically  represented  on  page  85. 

This  model,  although  oversimplified,  illuminates  the  formal  rela- 
tionship between  claims  to  informational  privacy  and  access  within 
administrative  contexts.  On  the  input  side,  interests  in  informational 
privacy  are  represented  in  the  statutory  provisions  of  the  Freedom  of 
Information  and  Privacy  Acts,  as  well  as  by  individual  demands  for 
nondisclosiac.  Akernatixely,  demands  tor  access  may  represent  either 


I6i5ee  text  accompanying  note  7,  supra. 
l62See  text  accompanying  note  61,  supra. 
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Framework  for  Studying  Information  Flow 
AVithin  Administrative  Contexts 


Environment 


demands  for  nondisclosure 
oi  intormation  (claims  for  a 
right  of  privacy) 


requirement  of  nondiscl 
(validates  claims  of  priv; 


npiu 


demands  for  access 
(claims  asserting  a 
right  to  know) 


Agency 


Conversion  Process 
(administrative  discretion) 


Output 


requirement  of  disclosure 
(validates  claims  of  a         \ 
right  to  know) 


Feedback 


the  claim  of  individtials  under  the  Pri\acy  Act  to  know  what  infor- 
mation abotit  them  is  held  by  an  agency,  or  the  assertion  of  the  people's 
right  to  know  guaranteed  liv  the  Freedom  of  Information  Act.  Agen- 
cies, then,  mtist  ]:)rocess  these  demands  and,  on  the  output  side,  either 
validate  or  invalidate  them.  Demands  for  nondisclosure  may  be  vali- 
dated under  the  Privacy  Act.  or  by  an  exemption  of  the  Freedom  of 
Information  Act,^'''^  or  they  mav  be  invalidated  according  to  some  other 
j)io\ision  of  the  Privacv  or  Freedom  of  Information  Acts.  Similarly, 
demands  for  disclosiue  may  be  either  ratified  by  an  agency  according 
to  provisions  of  the  Freedom  of  Information  Act  or,  in  instances  where 
;in  individual  claims  access  to  his  own  personal  records,  the  Privacy 
Act.  They  may  also  be  rejected  i)y  an  agency  according  to  one  of  the 
nine  exemptions  of  the  Freedom  of  Information  .Act. 

The  princijjal  merits  of  concej^ttializing  the  relationship  between 
interests  in  privacv  and  access  in  terms  of  information  flow  are  two- 
iold.  First,  althotigh  the  framework  illuminates  onlv  the  formal  rela- 
tionship between  jjrivacy  and  access,  it  indicates  ^vhy  balancing  these 
inteicsts  has  been  so  diffictdt  in  policy-making  and  administration.  Far 


■!'^35  U.S.C.  §  552CbV3)  (197fi)  (specifically  exempt  by  statute):  5  U.S.C.  §  552(b)(6) 
;' 1976)  (privacy  exemption). 
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from  being  monolithic,  the  interests  represented  are  extremely  fluid. 
Disputes  among  individuals,  groups,  and  agencies  under  the  Acts  often 
result  from  generalizing  the  specific  values  of  privacy,  access,  and  ad- 
ministrative needs  which  underlie  information  transfers. i*'*  Second, 
the  framework  suggests  the  relationship  between  the  variables  of  dis- 
closure, that  is,  interests  in  informational  privacy  and  access,  and  the 
conversion  process  by  which  agencies  ratify  or  reject  demands  for  non- 
disclosure or  disclosure.  The  conversion  process  refers  to  an  agency's 
decision-making  structures  and  to  the  development  of  plans,  guidelines, 
policy  statements,  rules,  and  regulations  governing  its  non-disclosure 
or  disclosure  of  information.  The  crucial  element  in  attaining  the 
policy  objectives  sought  through  information  control  therefore  ap- 
pears to  lie  in  regulating  the  administrative  discretion  inherent  in 
the  conversion  process. 

Balancing  Acts  and  Gauging  Administrative  Discretion 

The  discretion  inherent  in  administrative  implementation  of  poli- 
cies and  particularly  in  the  decision-making  structures  establishing 
disclosure  procedures  is  necessary,  but  also  subject  to  abuse.  Adminis- 
trative discretion  is  essential  because  of  the  hard  cases  which  require 
individualized  evaluation  of  interests  in  personal  privacy,  disclosure, 
and  agency  needs.  Yet,  administrative  discretion  often  leads  to  the 
abuse  of  agency  collection  and  maintenance  of  information.  Also,  this 
discretion  promotes  syndromes  of  bureaucratic  secrecy,  such  as  those 
permitted  by  the  Administrative  Procedure  Act. 

In  this  regard,  the  Freedom  of  Information  and  Privacy  Acts  regulate 
agencies'  information  practices  not  only  by  providing  for  external  re- 
straints on  the  exercise  of  administrative  discretion,  but  also  by  requir- 
ing agencies  to  constrain  their  discretion  internally  by  confining,  struc- 
turing, and  checking  their  disclosure  procedures,  thereby  insuring  some 
degree  of  information  control. 

The  Freedom  of  Information  Act,  in  establishing  rights  of  access  and 
a  jiolicy  of  governmental  openness,  confined  agency  discretion  by  re- 
quiring the  following:  publication  of  the  organization,  place,  officers, 
and  method  by  which  access  to  information  may  be  requested ;^*''^  de- 
velopment of  procedures  for  responding  to  requests; '*'<'  and  limiting 
discretionary   nondisclosures   to   nine  specific  categories.'*^"    More   im- 


l64For   a   discussion   of   this   problem,  see   Right    to   Privacy   and    Computers,    15 
U.C.L.A.  L.  Rev.  1371,  1429  (19G8). 
1655  U.S.C.  §  552(a)(l)(A)-(E)  (1976). 
1665  U.S.C.  S  552(a)(6)(A)(i),  (ii)  (1976). 
1675  U.S.C.  §  r)52(b)(l)-(9)  (1976). 
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:  ortantly  j)erhaps,  the  Act  slnirturcs  agencies'  information  practices 
'o\  recjuiring  that  they  develop  and  jjubhsh  rides  governing  disclosure, 
■mal  opinions,^*"^  statements  of  policy,  staff  manuals,  etc.^'^''^  Finally, 
the  Act  checks  agencies'  procedures  and  practices  by  providing  for 
iudicial  review^^"  and  annual  reports  to  Congress  on  inforination 
transfers. ^'^ 

The  Privacy  Act  institutionalized  interests  in  personal  privacy  by  re- 
stricting the  collection,  maintenance,  and  dissemination  of  individu- 
ally identifiable  information.  The  Act  confines  discretion  and  encour- 
ages agencies  to  evaluate  their  information  needs  through  its  provisions 
governing  collection,  maintenance,  and  disclosure^"-  of  personal  infor- 
mation; it  requires  that  agencies  maintain  only  necessary  informa- 
tion''"' and  specifies  both  general  and  specific  exemptions  from  the 
-Vct.i"^  Agencies'  information  practices  are  significantly  structured  by 
requirements  governing  disclosure, ^"^  access  to  records,^"*'  rides  relating 
to  requests  for  personal  information,  procedures  for  reviewing  requests, 
and  fees  charged  for  materials  released,^"'  and  the  reporting  of  all  new 
record  systems. ^"^  Like  the  Freedom  of  Information  Act,  the  Privacy 
Act  provides  checks  for  abuse  of  discretion  by  mandating  that  agencies 
account  for  all  their  disclosures,^""  and  that  they  establish  processes  by 
which  individuals  may  amend  and  appeal  the  information  contained 
in  their  records. ^'^'^  In  addition,  it  provides  for  civil  remedies  and  crim- 
inal penalties  for  unwarranted  disclosures  of  personal  information. ^^^ 

Although  provisions  of  each  Act  significantly  regulate  administrative 
discretion,  together  the  .Acts  do  not  supply  an  adequate  information 
[jolicy  for  reconciling  both  interests  in  ])rivacy  and  access.  The  Free- 
dom of  Information  Act  encourages  agencies  to  err  on  the  side  of 
disclosure  by  allowing  disclosures,  while  neglecting  to  provide  for  in- 
centives to  safeguard  personal  j^rivacy.''^-  The  Privacy  Act  permits  dis- 


i«85  U.S.C.  §  552(a)(2)  (1976). 

1695  U.S.C.  §  552(a)(3)  (1976). 

1705  U.S.C.  §  552(a)(4)(A)  (1976). 

i"i5  U.S.C.  §§  552(d)(l)-(7)    (1976). 

i'-r>  U.S.C.  §§  552a  (b)(l)-(ll)  and  522a(n)  (1976). 

'735  U.S.C.  §  552a  (e)(1)  (1976). 

'71,-,  U.S.C.  g§  552a(i)(l),(2)  and  552a(k)    (1976). 

1755  U.S.C.  §  552a(b)  (1976). 

1765  U.S.C.  §  552a(d)   (1976). 

1775  U.S.C.  §  552a(f)  (1976). 

1785  U.S.C.  §552a(o)  (1976). 

1705  U.S.C.  §  552a(c)  (1976). 

'■^<'.")  U.S.C.  i<§  552a  (d)(i),  (ii)  and  552(d)(3)  (1976). 

1^15  U.S.C.  5;§  552a(s)(l),  (i)(l),  and  (p)  (1976). 

i8-'.See  tLxt  accompanying  note  57,  supra. 
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closures  only  when  required, ^'^^  but  does  not  supercede  the  Freedom 
of  Information  Act.  Furthermore,  administrative  compliance  is  un- 
certain, if  not  impossible,  because  of  the  conflicting  requirements  of 
the  Acts. 

The  Acts  are  inconsistent  in  their  provisions  for  time  limits  on 
agency  determinations  to  grant  or  deny  access  to  materials,^**  on  the 
fees  charged  for  materials,^^''  in  their  notice  provisions,  that  individ- 
uals, upon  denial  of  access  to  records,  may  appeal  the  decision  within 
the  agency,^**^  and  in  administrative  remedies  for  denial  of  materials.^^^ 
Also,  the  leadership  role  for  insuring  compliance  with  each  Act  is  as- 
signed to  two  different  departments,  the  Department  of  Justice  and 
the  Office  of  Management  of  the  Budget. ^^^ 

More  importantly,  administrators  face  grave  difficulties  in  their  dis- 
cretionary determinations  as  to  whether  personal  information  is  re- 
quired to  be  disclosed  under  the  Freedom  of  Information  Act  or  pro- 
hibited under  the  Privacy  Act.  Major  problems  arise  with  reconciling 
the  Privacy  Act  with  the  Freedom  of  Information  Act's  exemption  for 
"clearly  unwarranted  invasions  of  personal  privacy. "^^^  In  some  in- 
stances, personal  information  covered  by  the  Privacy  Act,  but  not  re- 
quired to  be  disclosed  under  the  Freedom  of  Information  Act,  may  be 
disclosed  under  the  Privacy  Act  for  "routine  uses"^^°  or  with  the  prior 


l83See  text  accompanying  note  81,  supra. 

iSiCompare  5  U.S.C.  §  552a(d)  (1970)  with  5  U.S.C.  §  552('a)(6)  (1976).  The  Privacy 
Act  prescribes  time  limits  for  correction  of  records,  but  no  limits  on  agencies"  de- 
cisions to  grant  or  deny  access;  by  contrast,  the  Freedom  of  Information  Act  sets  no 
limits  on  decisions  to  grant  or  deny  access. 

la^Compare  5  U.S.C.  §  552(a)(4)  (1976)  with  5  U.S.C.  §  552a(f)(5)  (1976).  The 
Freedom  of  Information  Act  permits  fees  to  be  charged  for  costs  of  both  search  and 
duplication  of  records;  whereas  the  Privacy  Act  provides  for  only  duplication  fees. 

laoCompare  5  U.S.C.  §  552(a)(6;(A)(i)  (1976)  with  5  U.S.C.  §  552a(d)  (1976). 
The  Freedom  of  Information  Act  requires  notice,  upon  denial  of  access,   that  the 
individual  may  appeal  the  decision  within   the   agency.  The   Privacy  Act  requires 
neither  internal  appeals  nor  notice  of  any  further  rights  after  denial  of  access. 

18V Both  Acts  provide  similar  injunctive  relief,  costs  and  attorneys  fees,  to  an  in- 
dividual denied  access  under  either  Act,  but  the  Privacy  Act  has  a  two  year  statute 
of  limitations.  Compare  5  U.S.C.  §  .552(a)  (4)  (1976)  with  5  U.S.C.  §  552a(g)(5)  (1976). 

issCoinpare  5  U.S.C.  §  552(d)  "(1976)  with  5  U.S.C.  §  552a(o)  (1976).  Under  the 
Freedom  of  Information  Act  the  Department  of  Justice  is  assigned  a  leadership  role, 
whereas  the  Office  of  Management  of  the  Budget  assumes  the  leadership  role  under 
the  Privacy  Act.  Of  course,  the  Justice  Department's  legal  advice  is  still  crucial  under 
the  Privacy  Act,  since  it  must  defend  any  litigation  under  the  Act.  This  resulted 
from  two  different  Senate  committees  working  on  each  of  the  bills,  and,  no  doubt, 
the  fact  that  the  Office  of  Management  of  the  Budget  was  pushing  for  privacy  legis- 
lation, while  the  Justice  Department  was  pressing  for  defeat  of  amendments  to  the 
Freedom  of  Information  Act.  For  a  discussion  of  some  of  the  problems  as  a  result, 
see  Congresiional  Record,  S.  18,144  (daily  ed.,  Oct.  9,  1975). 

1895  U.S.C.  §  552(b)(6)  (1976). 

1905  U.S.C.  §  552a(b)(3)  (1976). 
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-.'.Titten  consent  of  the  subject  of  the  material.i^^  Still  more  trouble- 
some is  the  fact  that  the  Privacy  Act  allows  for  disclosure  in  the  public 
interest  of  only  certain  kinds  of  information,^"-  while  the  Freedom  of 
Infomiation  Act  allows  for  invasions  of  privacv  by  disclosures  of  per- 
gonal information  if  a  public  need  is  established. ^^'^  Because  the  Privacy 
Act  does  not  supercede  the  Freedom  of  Information  Act.  which  permits 
invasions  of  privacy  unless  "clearly  unwarranted, "^^^  there  are  insuffi- 
cient safeguards  arainst  the  arbitrar\  exercise  of  administrative  discre- 
tion  and  possible  invasion  of  personal  privacy. 

The  proper  exercise  of  administrative  discretion  in  responding  to 
third  partv  requests  for  personal  information  is  difficult  to  determine 
since  administrators  are  confronted  with  two  conflicting  standards.  The 
Privacv  Act  protects  all  individuallv  identifiable  information,  while 
die  Freedom  of  Information  Act  permits  agencies'  nondisclosure  of 
onlv  information  constituting  "a  clearly  unwarranted  invasion  of  per- 
sonal privao. "  Hence,  disclosures  under  the  Freedom  of  Information 
Act  mi^ht  violate  the  Privacv  Act.  Administrators,  therefore,  have  two 
options:  they  may  refuse  to  disclose  information  and  risk  a  lawsuit 
under  the  Freedom  of  Information  Act  by  the  party  denied  access,  or 
tliey  may  disclose  the  information  and  risk  a  suit  under  the  Privacv 
Act  by  the  individual  whose  file  was  released. 

Administrative  difficulties  in  determining  whether  to  ojant  or  denv 
access  to  third  party  requests  for  individually  identifiable  information 
are  compounded  by  the  language  of  the  Freedom  of  Information  Act's 
privacy  exemption.  Some  administrators  may  find  an  inconsistancy 
betAveen  the  notion  of  a  right  of  privacy  and  the  permissibility  of 
invasions  of  personal  privacy  which  are  unwarranted  but  not  "clearly 
unwarranted. " 

During  committee  hearing  on  the  Act.  several  federal  agencies 
argued  that  the  words  "clearly  unwarranted*  should  be  omitted  so  as 
to  assure  more  stringent  safeguards  against  invasions  of  personal  pri- 
vacv.'"^ Indeed,  one  proposed  bill,  which  woidd  have  directly  conflicted 
with  the  Freedom  of  Information  Act,  did  provide  for  a  broad  protec- 
tion of  privacy  interests  by  permitting  "an  individual  to  prevent  records 


I 


1315  U^.C.  §  552an3)  (1976^. 

1925  U5.C.  §  552a(b)  (1976). 

i»35  U5.C.  §  552ilj;,  tc)  (\976). 

1945  U.S.C.  §  552(b)(8)  (1976). 

I95ln  signing  the  Pri%^cv  Act,  President  Ford  acknowledged  its  inadequate  pro- 
visions: "I  am  disappointed  that  the  provisions  for  disclosure  of  personal  informa- 
tion by  agencies  make  no  substantive  change  in  the  current  law.  The  latter  in  my 
opinion  does  not  adequately  protect  the  individual  against  unnece>sary  disclosures 
of  personal  information."  11  Weekly  Comp.  of  Pres.  Doc  7   (Jan.  1,  1975). 
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pertaining  to  him  obtained  bv  the  agencies  for  a  particular  purpose 
from  being  used  or  made  available  for  another  purpose  without  his 
consent. "^^^  In  rejecting  such  proposals  for  more  stringent  measures  of 
privacy  protection.  Congress  indicated  the  preference  for  a  balancing  of 
interests  in  privacy  and  access.  The  committee  reports  on  the  Act  con- 
firm this  view.i^'  In  particular,  the  Senate  Report  discussed  the  mean- 
ing of  the  phrase  "clearly  unwarranted  invasion  of  personal  privacy": 

It  is  believed  that  the  scope  of  tlie  exemption  is  held  within  bounds  by  the 
use  of  the  limitation  of  "a  clearly  imwarranted  invasion  of  personal  pri- 
vacy." The  phrase  .  .  .  enunciates  a  policy  that  will  invohe  a  balancing  of 
interests  between  the  protection  of  an  individual's  private  affairs  from  un- 
necessary public  scrutiny,  and  the  preservation  of  the  public's  right  to  gov- 
ernment information. i^** 

Presumably,  administrators,  in  deciding  whether  to  grant  or  deny 
access,  must  balance  interests  in  privacy  and  access  not  only  as  recog- 
nized by  the  Privacy  Act  and  the  Freedom  of  Information  Act.  but  also 
under  the  privacy  exemption  of  the  Freedom  of  Information  Act.  Ac- 
cording to  the  Senate  Report  the  privacy  exemption  "enunciates  a 
policy"— a  mandate— for  agencies  to  balance  the  opposing  interests.  Yet, 
the  House  Report  suggests  that  the  exemption  itself  balances  privacy 
and  the  right  to  know: 

The  limitation  of  a  "clearly  unwarranted  invasion  of  personal  privacy" 
provides  a  proper  balance  between  the  protection  of  an  individual's  right  of 
privacy  and  the  preservation  of  the  public's  right  to  Government  informa- 
tion bv  excluding  those  kinds  of  files  the  disclosure  of  which  might  harm 
the  individual. 1^!^ 

Thus,  with  conflicting  committee  reports,  agencies  and  courts  are  left 
with  no  clear  guidelines  by  which  to  reach  a  reconcilation  of  interests 
in  privacy  and  access.  Since  agencies  may  be  expected  to  decide  ad  hoc 
whether  to  grant  or  deny  access  to  personal  information,  there  exists 
great  potential  for  discretionary  injustice  in  dealing  with  individual 
cases.  Moreover,  agencies  mav  expect  no  clear  guidance  from  the  cotnts. 
Lower  courts  have  disagreed  as  to  Avhat  constitutes  a  "clearly  unwar- 
ranted in\asion  of  personal  j^rivacy,"-*^"  and  the  Supreme  Court  has 
stated  onlv  that,  "Exemption  six  does  not  protect  against  disclosure 


i'.'«The  Moorhcad  Bill,  H.R.  16373.  93d  Cong.,  2d  Scss.  (1974). 

1S7S.  Rep.  No.  813,  supra  note  61,  and  H.R.  Rep.  No.  1497.  sttpra  note  60. 

19SS.  Rep.  No.  813,  supra  note  61,  at  9. 

lOOH.R.  Rep.  No.  1497,  supra  note  60,  at  2428.  (emphasis  added). 

2nocomp(7/c  Wine  Hobby  US.\,  Inc.  v.  IRS,  502  F.2d  133  (3d  Cir.  1974)  and  Get- 
man  V.  NLRB,  45  F.2d  670  (D.C.  Cir.  1971)  (requires  balancing  within  the  exemp- 
tion) with  Roblcs  V.  EP.\.  484  F.2d  843  (4th  Cir.  1973)  (interpreting  the  exemption 
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e\ery  incidental  invasion  of  jjiivacy— only  such  disclosures  as  consti- 
uue  "clearly  unwarranted"  invasions  of  personal  privacy. "^*^^ 


CONCLUSION:  SCHIZOPHRENIC  LEGISLATION 
OR  A  COMPREHENSIVE  INFORMATION  POLICY? 

Because  the  Privacy  and  Freedom  of  Information  Acts  are  cross- 
cutting  and  in  many  ways  inconsistent,  they  fail  to  provide  a  com- 
jDrehensive  information  policy.  Instead,  the  Acts  confront  agencies  and 
tiie  courts  with  what  appears  to  be  "a  'split-personality'  legislative 
reaction,  by  the  conflict  between  a  seeming  passion  for  privacy  and  a 
comparable  passion  for  needless  invasions  of  privacy."-''^  Reconciliation 
of  the  interests  in  personal  privacy  and  the  public's  right  to  know,  and 
a  systematic  regulation  of  administrative  discretion,  recjuires  an  infor- 
mation policy  which  treats  both  interests  simultaneously. 

A  prerequisite  for  any  comprehensive  policy  of  information  control 
is  a  perspicuous  conceptual  view  of  privacy,  the  right  of  privacy,  and 
rhe  public's  right  to  know.  The  traditional  approach  of  proponents  of 
j^rivacy  protection  is  inadequate  because  it  both  inaccurately  describes 
privacy  and  pre-judges  the  normative  values  in  establishing  informa- 
tion control.  Furthermore,  an  alternative  analysis  of  privacy  and  its 
legal  protection  suggested,  contrary  to  the  prevailing  assumption,  that 
interests  in  personal  privacy  and  the  public's  right  to  know  are  not 
necessarily  incompatible.  Ratlier,  they  may  be  viewed  as  complementary 
and  political  correlates.  Information  control  within  the  federal  bu- 
reaucracy, therefore,  presupposes  the  acknowledgment  of  interests  both 
in  pri\acy  and  access,  and  requires  a  comprehensive  policy  framework 
through  Av'hich  information  issues  can  be  resolved. 

The  ciuTent  incremental  approach  to  information  policy  is  inade- 
fjuate  because  of  inconsistancies  in  the  Privacy  and  Freedom  of  Infor- 
mation Acts  and  their  failure  to  provide  both  clear  standards  and  mech- 
anisms for  reconciling  competing  albeit  equally  important  interests. 
Although  the  .Acts  make  significant  contributions  toward  institution- 
alizing interests  in  j:»ri\acv  and  access,  they  promote  ad  hoc  decision- 
making, costlv  and  not  ahvays  tonciusive  litigation,  and  thereby  permit 
discretionary  injustice. 

itvrlt  to  balance  coiiipctiiii;  interests  and  to  safemiard  "iiuiiiiatc  details"  of  "highly 
|)cisonali7cd  nature"),  and  Rural  Hous.  Alliance  v.  USDA,  198  F.2d  73  (D.C.  Cir. 
I'iTl).  See  11  Harv.  C.R.-C.L.  L.  Rev.  596,  011-16  (1976). 

-'H  Department  of  Air  Force  v.  Rose.  96  S.Ct.  1592,  1608  (1976). 

-|'-7(/.  at  1610  (Burger,  C.  J.,  dissenting). 
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On  July  12,  1977,  the  Privacy  Protection  Study  Commission  made  rec- 
ommendations to  Congress  for  amending  the  Privacy  Act  which  would 
achieve  greater  parity  between  the  Privacy  Act  and  the  Freedom  of 
Information  Act.^^a  Still,  the  conflict  between  the  Privacy  Act  and  the 
Freedom  of  Information  Act's  privacy  exemption  needs  to  be  resolved 
in  order  to  achieve  the  objective  of  fair  information  practices  and  to 
eliminate  agencies'  possible  discretionary  injustice  in  determining 
whether  to  disclose  personal  information  which  may  constitute  an  in- 
vasion of  personal  privacy.  Perhaps  one  of  the  Commission's  most 
promising  recommendations  is  the  establishment  of  an  independent 
Federal  Privacy  Board  to  monitor  and  evaluate  implementation  of 
privacy  protection  legislation,  and  "research,  study,  and  investigate 
areas  of  privacy  concern,"  as  well  as  issue  "interpretative  rules"  for 
guiding  agencies'  information  practices  and  procedures.-"^^  The  recom- 
mended board,  however,  would  have  only  enforcement  authority  "in 
connection  with  the  implementation  by  federal  agencies  of  the  Privacy 
Act  itself."205  Unlike  the  Domestic  Council  Committee  on  the  Right  of 
Privacy's  earlier  proposal  for  an  Office  of  Information  Policy,^"^  which 
would,  depending  upon  its  constitution,  have  broad  authority  to  co- 
ordinate and  enforce  information  policies,  the  Privacy  Commission's 
proposal  permits  only  the  narrower  focus  on  privacy  protection  policies. 
It  thus  might  be  expected  to  ensure  greater  compliance  with  privacy 
protection  principles,^^^  yet  not  foster  the  necessary  coordination  of 
information  policies.  Establishment  of  a  Federal  Privacy  Board  would 
at  least  provide  an  institutional  mechanism  for  resolving  the  incon- 
sistencies between  the  Privacy  and  Freedom  of  Information  Acts.  It 
would  not,  however,  insure  the  de\'elopment  of  a  more  integrated  fed- 
eral information  policy.  Only  a  comprehensive  information  policy 
establishing  clear  and  consistent  guidelines  for  agencies  and  appropri- 
ate mechanisms  for  implementing  them— i.e.,  an  Office  of  Information 
Policy— would  increase  the  practical  feasibility  of  reconciling  both 
rights  of  privacy  and  access,  as  well  as  promote  agencies'  compliance 
and  accountability  for  their  information  practices. 


203PR1VACY  Protection  Study  Commission,  Personal  Privacy  in  an  Information 
Society  (1977). 
204/d.  at  536. 

205/d. 

206NATIONAL  INFORMATION   POLICY,   REPORT  TO  THE  PRESIDENT  OF  THE   UNITED  STATES 

BY  THE  Domestic  Council  Committee  on  the  Right  of  Privacy  (1976). 

-OTSee  Personal  Privacy  in  an  Infor.mation  Society,  supra  note  203,  at  501-02. 
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THE  PUBLIC'S  RIGHT  TO  KNOW:      THE  SUPREME  COURT  MO  THE 
FIRST  AMENDMEtW   (Praeger,   1981.   1982) ,  by  DAVID  M.  O'Brien 


CHAPTER  1 

THE  POLITICAL  IDEAL  OF 
THE  PUBLIC'S  RIGHT  TO  KNOW 


Freedom  to  speak  and  write  about  public  questions  is  as  impor- 
tant to  the  life  of  our  government  as  is  the  heart  to  the  human  body.  In 
fact,  this  privilege  is  the  heart  of  our  government.  If  that  heart  be 
weakened,  the  result  is  death. 

Justice  Hugo  Black,  Milk  Wagon  Drivers  Union  v.  Meadowmoor 
Dairies  (1940) 

Because  freedom  of  public  expression  alone  assures  the  unfolding 
of  truth,  it  is  indispensible  to  the  democratic  process. 

Justice  Felix  Frankfurter,  Bridges  v.  California  {\94\) 

The  public's  right  to  know  has  become  increasingly  salient  in  the  wake 
of  Cold  War  secrecy  and,  later,  Watergate.'  Sensitive  to  growing  political 
pressures  for  governmental  openness.  Congress  and  state  legislatures  en- 
acted legislation — in  particular,  freedom  of  information  laws — to  further  the 
public's  right  to  know  by  granting  access  to  governmental  documents, 
records,  and  meetings.  In  contrast,  the  Supreme  Court  appeared  particularly 
unsympathetic  to  the  rising  number  of  claims  that  the  First  Amendment 
guarantees  the  public  a  right  to  know  and  grants  the  press  special  privileges. 
Notably,  the  Burger  Court's  First  Amendment  rulings  in  the  1970s  were 
assailed  as  establishing  "a  dangerous  pattern"  that  "for  all  practical  purposes 
[constitutes  a]  war  against  the  press"  and  diminishes  the  constitutional 
significance  of  the  public's  right  to  know.- 

Neithcr  the  Constitution  nor  the  Bill  of  Rights  expressly  guarantees  the 
public  a  right  to  know,  yet  an  impressive  amount  of  litigation  aims  at 
vindicating  that  right  as  implicit  in  the  First  Amendment.  The  controversy 
over  r/w  Proi^rcs.sive  maga/me  article,  "The  H-Bomb  Secret:  How  We  Got 
it.  Why  We're  Telling  It."  cpitomi/cs  much  of  the  symbolic  appeal  of  claims 
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to  the  public's  right  to  know.  In  United  Slates  v.  The  Progressive,  Inc., 
District  Court  Judge  Robert  W.  Warren  granted  a  preliminary  injunction 
against  publication  of  the  article.  Acknowledging  that  the  injunction  "will 
infringe  upon  [the  public's]  right  to  know  and  to  be  informed,"  Judge 
Warren  concluded  that  "this  Court  can  find  no  plausible  reason  why  the 
public  needs  to  know  the  technical  details  about  hydrogen  bomb  construc- 
tion to  carry  on  an  informed  debate  on  this  issue. "^  Subsequently,  because  a 
similar  article  was  printed  by  another  Madison,  Wisconsin,  periodical,  the 
Department  of  Justice  withdrew  its  motion  for  an  injunction.  The  Progres- 
sive case,  like  the  earlier  Pentagon  Papers  case  in  New  York  Times  Co.  v. 
United  States,'^  nevertheless  focused  public  attention  on  a  basic  dilemma  in 
constitutional  politics:  reconciling  governmental  restrictions  on  freedom  of 
information  with  the  First  Amendment.  The  political  and  legal  salience  of 
the  controversy  persists  precisely  because  vexatious  problems  remain  in 
determining  the  scope  of  the  First  Amendment  and  the  legitimacy  of  a 
directly  enforceable  constitutional  right  to  know. 


POLITICS,  THE  PRESS,  AND  THE  RIGHT  TO  KNOW 

The  origins  and  evolution  of  the  idea  that  the  public  has  an  enforceable 
right  to  know  have  less  to  do  with  constitutional  history  than  with  the  pub- 
lic's and,  especially,  news  publishers'  and  broadcasters' understanding  of  the 
role  of  the  First  Amendment  within  the  polity.  Although  during  the  found- 
ing period  the  public's  right  to  know  was  debated  in  the  federal  and  state 
constitutional  conventions,  not  until  the  middle  of  the  twentieth  century  did 
the  idea  become  politically  potent,  registered  by  legislation  designed  to 
ensure  governmental  openness  and  by  claims  that  a  right  to  know  is 
constitutionally  enforceable  against  the  government. 

According  to  Kent  Cooper,  executive  director  of  the  Associated  Press 
in  the  1940s,  popular  approval  of  the  phrase  "the  right  to  know"  arose  with  a 
speech  on  January  23,  1945,  in  which  he  argued;  "The  citizen  is  entitled  to 
have  access  to  news,  fully  and  accurately  presented.  There  cannot  be 
political  freedom  in  one  country,  or  in  the  world,  without  respect  for  'the 
right  to  know.'"  Eleven  years  later,  in  77?^  Right  to  Know,  he  urged 
adoption  of  a  constitutional  amendment  to  clarify  the  First  Amendment 
guarantees  and  to  specifically  ensure  a  right  to  know.  For  Cooper  the  right 
signified  "that  the  government  may  not,  and  the  newspapers  and  broad- 
casters should  not,  by  any  method  whatever  curb  delivery  of  any  informa- 
tion essential  to  the  public  welfare  and  enlightenment."  He  furthermore 
suggested  that  the  First  Amendment  should  be  rewritten  to  read:  "Congress 
shall  make  no  law  .  .  .  abridging  the  Right  to  Know  through  the  oral  or 
printed  word  or  any  other  means  of  communicating  ideas  or  intelligence."-'' 

With  the  ensuing  decades.  Cooper's  turn  of  the  phrase  proved  pro- 
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phetic  for  the  politics  of  the  press,  public  policy  making,  and  constitutional 
adjudication.  In  the  1950s  the  public's  right  to  know  was  championed  by  the 
press  in  combating  syndromes  of  bureaucratic  secrecy — secrecy  prompted  as 
much  by  governmental  practices  following  World  War  II  as  by  what  Max 
Weber  identified  as  the  bureaucratic  phenomenon  of  "official  secrets" — that 
is,  the  tendency  of  "every  bureaucracy  [toj  seek  []  to  increase  the  superiority 
of  the  professionally  informed  by  keeping  their  knowledge  and  intentions 
secret."^  In  particular,  James  Russell  Wiggins,  executive  editor  of  the 
Washington  Post  and  Times  Herald  and  chairman  of  the  Committee  on 
Freedom  of  Information  of  the  American  Society  of  Newspaper  Editors, 
wrote  a  series  of  articles  celebrating  both  the  legitimacy  of  a  right  to  know 
and  the  role  of  the  press  in  safeguarding  that  right.  In  1956  in  Freedom  or 
Secrecy  Wiggins,  unlike  Cooper,  sought  to  clarify  this  symbolically  appeal- 
ing but  as  yet  undefined  right.  The  public's  right  to  know,  Wiggins  argued, 
actually  refers  to  a  composite  of  several  rights: 


It  has  at  least  five  broad,  discernible  components:  (1)  the  right  to 
get  information;  (2)  the  right  to  print  without  prior  restraint;  (3)  the  right 
to  print  without  fear  of  reprisal  not  under  due  process;  (4)  the  right  of 
access  to  facilities  and  material  essential  to  communication;  and  (5)  the 
right  to  distribute  information  without  interference  by  government 
acting  under  law  or  by  citizens  acting  in  defiance  of  the  law.' 

These  subsidiary  rights  indicate  the  broad  contours  and  appeal  of  the 
public's  right  to  know,  but  also  the  confusion  and  controversy  invited  by 
demands  for  such  a  directly  enforceable  right.  The  idea  of  the  public's  right 
to  know  actually  covers  several  different,  although  interrelated,  rights. 
Moreover,  those  more^pecific  rights  are  disparate  and  not  equally  meritori- 
ous in  their  legal  and  political  justifications.  For  instance,  whereas  claiming 
the  right  to  print  and  distribute  information  without  prior  restraint  might 
prove  defensible  under  the  First  Amendment,  claims  to  a  "right  to  get 
information"  and  a  "right  of  access"  have  no  apparent  constitutional  basis 
and  ostensibly  depend  on  statutory  recognition  or  developments  in  common 
law.  The  public's  right  to  know  engenders  political  controversy  not  only 
because  the  right  appears  elliptical  for  more  specific,  albeit  diverse,  rights, 
but  also  because  claims  to  a  right  to  know  appear  unconditional,  unquali- 
fied, and.  therefore,  unacceptable. 

The  public's  right  to  know  was  nevertheless  proclaimed  in  "A  Declara- 
tion of  Principles"  adopted  by  the  American  Society  of  Newspaper  Editors 
(ASNE)  on  July  12.  1957  (reprinted  in  this  chapter).  The  declaration  at  once 
embodied  the  more  specific  rights  associated  with  the  public's  right  to  know 
and  foreshadowed  the  political  and  constitutional  conflicts  inevitably  to 
arise  with  the  press's  efforts  to  vindicate  the  right. 
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A  DECLARATION  OF  PRINCIPLES 

by  the 
American  Society 

of  Newspaper  Editors 


The  American  people  have  the  right  to  know,  as  the  heirs  of  Magna 
Charta,  the  inheritors  of  the  privileges  and  immunities  of  the  English 
Common  Law  and  the  beneficiaries  of  the  freedoms  and  liberties  guaranteed 
them  by  the  Constitution  and  the  Bill  of  Rights  of  the  United  States. 

To  exercise  this  right  citizens  must  be  able  to  gather  information  at 
home  or  abroad,  except  where  military  necessity  plainly  prevents;  they  must 
find  it  possible  to  publish  or  relate  otherwise  the  information  thus  acquired 
without  prior  restraint  or  censorship  by  government;  they  must  be  free  to 
declare  or  print  it  without  fear  of  punishment  not  in  accord  with  due 
process;  they  must  possess  the  means  of  using  or  acquiring  implements  of 
publication;  they  should  have  freedom  to  distribute  and  disseminate  without 
obstruction  by  government  or  by  their  fellow  citizens. 

The  members  of  the  American  Society  of  Newspaper  Editors,  as 
citizens,  partake  of  and  share  in  this  right  to  know  in  their  own  names,  and, 
as  editors,  reporters  and  writers  they  act,  besides,  as  agents  and  ser\ants  of 
other  citizens  whose  right  to  knowledge  they  invoke.  They  are  therefore 
twice-concerned  and  doubly  alarmed  by  measures  that  threaten  the  right  to 
know,  whether  they  involve  restrictions  on  the  movement  of  the  press  to 
sources  of  news  and  information  at  home  or  abroad,  withholding  of 
information  at  local,  state  or  federal  levels,  or  proposals  to  bring  within  the 
purview  of  the  criminal  statutes  those  who  do  not  place  security  of  the 
nation  in  jeopardy,  but  whose  only  offense  is  to  disagree  with  government 
officials  on  what  may  be  safely  published. 

The  officers  and  directors  of  the  American  Society  of  Newspaper 
Editors  are  authorized  and  instructed  by  the  members  of  the  Society  to  resist 
by  all  appropriate  means  every  encroachment  upon  the  right  so  indispen- 
sable to  the  exercise  of  their  profession,  so  essential  to  the  liberties  of  every 
free  people  and  so  inseparable  from  all  the  other  rights  essential  to  self- 
government. 


The  American  Society  of  Newspaper  Editors  commissioned  Harold 
Cross,  counsel  for  the  New  York  Herald  Tribune  and  professor  at  the 
Columbia  University  School  of  Law,  to  prepare  a  report  on  federal,  state, 
and  municipal  information  procedures,  policies,  and  practices.  When  pub- 
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lished  in  1953.  Cross's  report.  The  People's  Ri^ht  to  Know,  proved  highly 
influential  because  of  both  the  systematic  nature  of  the  study  and  his 
conclusions  about  the  status  of  public  access  to  government  information. 
His  study  confirmed  the  American  Society  of  Newspaper  Editors'  own 
conclusions  about  the  inadequacy  of  legal  provisions  for  freedom  of 
information.  Under  federal  information  law  and  policy,  for  example,  he 
found  that. 

Records  of  the  E.xecutive  Department  are  indeed  "quasi- 
confidential",  "privileged  communications",  commonly  beyond  the 
reach  of  the  public,  press,  or  courts,  as  if  they  actually  were  the 
memorials  of  a  government  administering  its  own  affairs  except  when 
the  heads  thereof,  acting  in  the  exercise  of  broad,  practically  unre- 
strained powers  of  discretionary  character,  choose  to  make  them  avail- 
able.'* 

In  documenting  the  legal  and  political  obstacles  for  public  access  to 
government  materials  and  proceedings.  Cross's  study  provided  an  impetus 
for  new  legislation.  He  attributed  "the  fountainhead  of  [government] 
secrecy"  to  the  ambiguous  provisions  of  the  Administrative  Procedure  Act 
of  1946.^  The  Administrative  Procedure  Act  was  the  initial  congressional 
attempt  to  establish  a  comprehensive  regulatory  system,  including  informa- 
tion management  procedures,  for  federal  agencies.  Previously,  departments 
of  the  federal  government  were  empowered  by  the  Housekeeping  Statute, 
dating  back  with  minor  amendments  to  1789,'"  to  establish  their  own 
procedures  for  disseminating  information.  The  Administrative  Procedure 
Act  appeared  to  have  had  little  etfect  on  agency  information  practices  and  to 
have  negligible  benefits  for  the  public  and  the  press. 

In  the  late  1950s  Cross's  work  served  as  the  basis  for  the  press's 
campaign  for  the  enactment  of  state  and  federal  freedom  of  information 
laws.  In  a  more  direct  fashion  Cross  was  influential  in  the  development  of 
freedom-of-information  laws.  In  1955  Cross  met  and  convinced  Congress- 
man John  Moss  of  California  of  the  problems  in  achie\ing  governmental 
openness  under  the  Administrative  Procedure  Act  and  of  the  necessity  for 
further  federal  legislation  guaranteeing  the  public  a  right  of  access  to 
government  documents  and  records. 

Moss,  as  chairman  of  the  Government  Information  Subcommittee  of 
the  House  Committee  on  Government  Operations,  initiated  hearings  on 
government  secrecy  that  by  1960  produced  no  less  than  17  volumes  of 
hearings  transcripts  and  14  volumes  of  reports."  Like  Cross's  study,  the 
congressional  investigations  tound  that  the  Administrative  Procedure  Act 
was  used  by  agencies  to  deny  access  to  information  that  could  be  made 
available  to  the  public.  Under  the  Administrative  Procedure  Act  federal 
agencies  denied  requests  lor  information  on  an  e\aluation  of  the  need  to 
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know,  and  agencies  thereby  effectively  thwarted  the  public's  right  to  know 
by  denying  legitimate  requests  for  information.  Agencies,  for  instance, 
denied  requests  for  materials  such  as  a  textbook  of  George  Washington's 
intelligence  methods,  the  memoirs  of  a  Confederate  Army  general,  a  report 
on  the  use  of  shark  repellents — detailing  69  cases  of  shark  attacks,  55 
between  1907  and  1940 — and  a  list  of  military  installations  that  sold 
packaged  liquor  to  military  personnel. '^  Frequently  information  was  "with- 
held in  order  to  cover  up  embarrassing  mistakes  or  irregularities  and  the 
withholding  justified  by  such  phrases  in  Section  3  of  the  Administrative 
Procedure  Act  as — 'requiring  secrecy  in  the  public  interest.'  or  'required  for 
good  cause  to  be  held  confidential.'"  Even  when  no  good  cause  could  be 
found  for  withholding  information,  agencies  released  information  selectively 
and  to  only  those  individuals  "legitimately  and  properly  concerned."'^ 
Consequently  the  public's  right  to  know  about  government  activities,  as 
Louis  Henkin  observed,  was  more  often  "reduced  by  the  'right — or  duty,  or 
responsibility — of  the  Government  to  withhold'  in  the  public  interest."'-* 

In  1960  the  Moss  subcommittee  agreed  that  the  ambiguous  provisions 
of  the  Administrative  Procedure  Act  must  be  eliminated  and  that  the  only 
way  to  check  against  the  abuse  of  administrative  discretion  in  granting  or 
denying  access  to  information  was  an  omnibus  federal  disclosure  bill. 
Instead  of  reforming  the  Administrative  Procedure  Act,  Jacob  Scher, 
researcher  for  the  Moss  subcommittee  and  professor  at  the  Northwestern 
University  School  of  Journalism,  recommended  legislation  conferring  the 
right  on  any  individual  to  request  access  to  government  information  (subject 
to  certain  exemptions  for  national  security  materials)  and  guaranteeing, 
when  access  was  denied,  the  right  of  appeal  to  the  judiciary.  This  innovative 
proposal  for  an  omnibus  federal  disclosure  law  was  embraced  by  Missouri 
Senator  Thomas  Hennings,  Jr.,  a  long-time  advocate  of  governmental 
openness. '5  More  successful  in  1963,  Senator  Henning's  successor.  Senator 
Edward  Long,  and  Senate  Republican  leader  Everett  Dirksen  cosponsored 
and  agressively  pushed  enactment  of  a  freedom-of-information  act.  As 
Senator  Long  declared:  "Free  people  are.  of  necessity,  informed;  unin- 
formed people  can  never  be  free."'^  The  Long-Dirksen  bill,  however, 
encountered  the  hostility  of  federal  agencies  because  it  failed  to  entertain 
legitimate  agency  demands  for  confidentiality  in  such  areas  as  routine 
internal  agency  correspondence  and  concerns  related  to  foreign  affairs  but 
not  clearly  in  the  interests  of  national  defense.  Hearings  continued  through 
1964  and  only  after  political  compromises  over  extending  the  number  of 
exemptions  from  disclosure  requirements  did  the  Senate  eventually  pass  the 
bilKS.  1666)  on  July  28.  1964. 

The  89th  Congress  edged  toward  enacting  the  first  comprehensive 
freedom-of-information  act  in  the  nation's  history.  In  the  Senate,    S.  1666 
was  again  amended  and  reintroduced  in  February  1965,  and  subsequently 
passed  as  S.  1 160.  In  the  House  of  Representatives,  Moss  proceeded  with  a 
similar  bill  (H.  R.  5012),  adopting  the  Senate's  extensive  exemptions  from 
the  disclosure  provisions  of  the  bill.  The  House  Committee  on  Government 
Operations  refused  to  consider  S.  1 160  until  1966,  but  finally  approved  the 
bill  on  June  20th.  1966.  There  was  no  little  irony  when  President  Lyndon 
Johnson  signed  the  Freedom  of  Information  Act  into  law  on  Julv  4th,  1966, 
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just  one  day  before  the  bill  would  have  died  from  pocket  veto.  When  a 
powerful  Senate  leader  in  I960.  Johnson  had  shown  no  interest  in  the 
public's  right  to  know.  and.  when  signing  the  bill,  he  emphasized  that  "this 
bill  in  no  way  impairs  the  President's  power  under  our  Constitution  to 
provide  for  confideniiahty  when  the  national  interest  so  requires."  Yet  on 
Independence  Day  he  proclaimed:  "I  have  always  believed  that  freedom  of 
information  is  so  vital  that  only  the  national  security,  not  the  desire  of  public 
officials  or  private  citizens,  should  determine  when  it  must  be  restricted."'" 

The  Freedom  of  Information  Act  of  1966  eliminated  the  ambiguous 
provisions  of  the  Administrative  Procedure  .Act  and  aimed  at  "confining, 
structuring,  and  checking""*  federal  agencies'  discretion  in  disclosing  or 
withholding  information.  The  purpose  of  the  act.  as  a  Senate  committee 
report  states,  was  to  establish  "*a  general  philosophy  of  full  agency  disclosure 
unless  information  is  exempt  under  delineated  language  and  to  provide  a 
court  procedure  by  which  citizens  and  the  press  may  obtam  information 
wrongly  withheld."'''  Individuals'  access  to  government  information  under 
the  Freedom  of  Information  Act.  unlike  under  the  old  provisions  of  the 
Administrative  Procedure  Act.  is  not  limited  to  those  persons  with  particu- 
lar reasons  for  seeking  disclosure.  Instead,  material  is  available  to  any 
person.  .Moreover,  courts  are  precluded  from  considering  the  needs  of  the 
party  seeking  relief  unless  the  information  sought  falls  within  one  of  the  nine 
siatuion.  exemptions  from  the  Act.  Consequently,  agencies  may  legally 
withhold  only  those  materials  specifically  authorized  to  be  kept  secret  and 
relating  to  matters  of  national  security  or  foreign  policy  covered  by  an 
Executive  Order;  or  specifically  exempted  from  disclosure  by  another 
statute:  or  concerning  "trade  secrets"  or  personal,  medical,  or  other  records, 
the  disclosure  of  which  would  "constitute  a  clearly  unwarranted  invasion  of 
personal  privacy."  Also  exempt  are  law  enforcement  investigatory  records 
and  certain  materials  concerning  rinancial  institutions  and  geological  or 
geophysical  information  pertaining  to  welLs.^ 

Initial  administrative  compliance  with  the  Freedom  of  Information 
Act  was  not  particularly  impressive.  In  1972  the  House  Government 
Operations  Subcommittee  on  Foreign  Operations  and  Government  Infor- 
mation found  that  the  act  "had  been  hindered  by  fi\e  years  of  foot-dragging 
by  the  federal  bureaucracy."  and  recommended  further  legislative  and 
administrati\e  reforms.-'  Two  years  later,  after  overriding  f*residcnt  Gerald 
Ford's  \eio.  Congress  reiterated  support  for  the  public's  right  to  know  by 
strengthening  provisions  of  the  act  with  amendments.  In  particular.  Con- 
gress ^e^pondcd  to  the  Supreme  Court's  holding  in  Envirnnnienial  Protec- 
tion Agency  \.\fink-- .  that  courts  could  not  examine  materials  withheld  by 
an  agency  under  one  of  the  act's  nine  exemptions,  by  authorizing  in  camera 
judicial  review  of  materials,  thereby  ensuring  that  agencies  deny  access  only 
to  materials  legitimately  and  properly  exempt  from  disclosure  under  the  act. 
The  1974  amendments  to  the  Freedom  of  Information  Act.  along  with  other 
legislation  in  the  late  1970s,  significantly  confined,  structured,  and  checked 
aeencv  discretion  in  Dermittine  or  denvine  access  bv  members  of  the  public 
to  government  information  and  proceedings.-' 
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After  over  a  decade  ol  political  struggles  in  Congress  and  against  the 
background  of  administrati\e  and  e.\ecuii\e  officials'  opposition,  enactment 
of  the  Freedom  of  Information  Act  (reprinted,  as  amended  in  1974.  in 
Appendix  A)  remains  the  basic  legislative  mandate  for  ensuring  governmen- 
tal openness  and  the  political  ideal  of  the  public's  right  to  know.--* 

Passage  of  the  Freedom  ot  Information  Act  registers  in  important 
ways  the  political  role  of  the  press  in  vindicating  the  public's  right  to  know. 
Members  of  the  press,  especially  the  American  Society  of  Newspaper 
Editors,  aggressively  persued  enactment  of  statutory  rights  of  access  to  give 
tangibility  to  the  political  ideal  of  the  public's  right  to  know  and  to  combat 
abusive  governmental  secrecy.  With,  studies  such  as  that  by  Cross  and 
testimony  before  Congress  and  state  legislatures,  the  press  contributed  to  the 
formulation  and  passage  ot  freedom  of  information  laws.  In  the  decade 
preceding  enactment  oi  the  federal  Freedom  of  Information  .-Xci.  no  less 
than  16  states  adopted  oncn-rccords  laws,  and  in  the  following  decade  46 
stales  enacted  or  revised  similar  statutes  (see  Appendix  B  for  a  compilation 
of  state  open-records  and  open-meetings  laws).  By  1980  only  one  state  had 
not  enacted  a  freedom  of  information  law.'- 

"Publicity  through  the  press."  as  James  T.  O'Reilly  emphasized, 
"played  an  important  role  in  the  passage  of  the  [federal  Freedom  of 
Information]  .Act."-'"  The  press  prompted  and  widely  publicized  congres- 
sional hearings,  which  in  turn  encouraged  reform  efforts.  .As  a  former  staff 
member  of  the  Moss  subcommittee  observed,  the  Freedom  of  Information 
Act  "itsell  is  proof  that  publicity  about  go\ernment  secrecy  is  a  powerful 
weapon."-'  Primarily  because  of  the  political  pressures  of  the  press  and  its 
alliances  uith  members  of  Congress  and  state  legislatures,  the  political  ideal 
of  the  public's  right  to  know  was  translated  into  specirtc  statutory  rights  ot 
access  to  government  documents  and  records. 

In  the  19''0s  members  of  the  press  pushed  not  merely  tor  statutory 
recognition  ot  the  public's  right  to  know  but  also  for  a  constitutional  right  to 
know.  Reliance  on  First  .Amendment  litigation  and  the  judicial  tbrum  as  an 
arena  for  articulating  national  information  policies  was  perhaps  inevitable: 
indeed,  much  ot  constitutional  history  bears  out  the  veracity  oi  .Alexis  de 
TocqueMlle's  astute  comment  that.  "[s]carcely  any  political  question  arises 
in  the  I'nited  Stales  that  is  not  resoKed.  sooner  or  later,  into  a  judicial 
question."-"  In  his  1953  studv  Cross  eloquenilv  anticipated  the  role  of  the 
press  in  the  political  and  .constitutional  controversies  over  the  public's  richt 
to  know. 

The  puhhc  business  ,s  the  puhl.c\  business.  The  people  have  a  n^hl  to 
knovv.  Freedom  oi  information  about  public  records  and  proceedings  .s 
their  lusi  heruaLie.  Cui/ens  must  have  the  leeal  rmhi  to  inveslicate  and 
e.xamme  the  conduct  o.  iheir  aiiairs.  fhcv  must  have  a  simple,  speeds 
means  ot  entorcement.  I  hese  rights  must  be  raised  to  the  hichcst 
sanction.  1  he  time  is  npe.  The  First  .Amendment  pomts  the  uav.'  The 
function  ol  the  press  is  to  carry  the  torch. -^ 
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principi.es  and  policies  in  constitutional 
adjudication 

Rights  are  systematically  ambiguous.  Individuals  make  claims  to  a 
variety  of  rights.  They  may  claim  moral,  legal,  political,  and  natural  rights. 
but  when  they  do  their  claim  to  one  kind  of  right  is  not  coterminous  with 
claims  to  other  kinds  of  rights.  An  individual  might  claim  a  legal  right  to  do 
something  for  which  there  is  no  moral  right.  Citizens  also  may  claim 
political  rights  to  something  to  which  they  concede  they  have,  at  the 
moment,  no  legal  right.  Article  19  of  the  Universal  Declaration  of  Human 
Rights  adopted  by  the  United  Nations  General  Assembly  in  1948,  for 
example,  recognizes  "freedom  of  information"  as  a  universal  human  right 
that  includes  "the  right  to  speak,  receive  and  impart  information  and  ideas 
through  any  media  and  regardless  of  frontiers."  Although  individuals  might 
claim  the  right  as  a  moral  or  political  right  against  the  government,  only 
claims  to  a  corresponding  right  as  found  in  statutory,  constitutional,  or 
common  law  provisions  are  legally  enforceable.  Moreover,  legal  rights 
differ,  for  individuals  might  claim  the  right  to  know  under  a  state  or  federal 
statute  and  still  not  be  able  to  claim  the  right  under  the  Constitution. 

Distinguishing  ditferent  kinds  of  rights  permits  a  more  perspicuous 
view  of  the  public's  right  to  know.  The  right  to  know  might  be  claimed  as  a 
moral,  legal,  or  political  right,  but  that  is  also  to  notice  that  the  basis  for 
establishing  such  claims  diverges  according  to  the  kind  of  right  that  is 
asserted.  Prior  to  enactment  of  state  and  federal  freedom  of  information 
laws,  individuals  could  claim  the  right  to  know  as  a  political,  but  not  a  legal, 
right.  Political  claims  to  the  public's  right  to  know  were  sufficiently  persua- 
sive that  state  legislatures  and  Congress  enacted  freedom  of  information 
laws  recognizing  the  public's  right  to  know.  These  important  developments 
in  statutory  law,  however,  did  not  thereby  legitimate  claims  to  a  constitu- 
tional right  to  know.  To  the  contrary,  since  the  Constitution  is  silent  on  the 
public's  right  to  know,  compelling  arguments  must  be  found  for  justifying 
individuals'  claims  to  a  constitutional  right  to  know. 

The  failure  to  distinguish  between  diiTc.rent  kinds  of  rights  fosters 
considerable  confusion  over  the  public's  right  to  know.  Some  commenta- 
tors, for  instance,  argue  that  the  constitutional  right  of  privacy  limits  the 
stope  of  any  constitutional  right  of  the  public  to  know,  as  do  regulations 
that  protect  individuals  from  having  information  or  materials  forced  upon 
thcm.^"  To  be  sure,  interests  in  the  public's  right  to  know  and  personal 
pri\ac\  might  clash.  Considerable  confusion  exists  over  reconciling  the 
statuior\  right  of  access  to  government  information  granted  by  the  Freedom 
ol  Intormation  Act  and  individuals'  informational  privacy  interests  in 
government  records,  as  recognized  by  the  Privacy  Act  of  1974."'^  The  Acts 
conlront  administrative  agencies  and  courts  with  what  the  Court  has 
described  as  "a  ■split-pcrsonalitv'  legislative  re.iction.  by  ihccontlict  between 
a  sceniini:  passum  !«^r  privacv  .ind  a  comparable  passion  tor  needless 
iimaMons  ol  privacv.""'  Here,  the  piopjcni  oi  balancing  claims  to  the  rigtu  to 
"kfiow  Willi  pnvacv  iiiicresis  icuuircs  turthcr  Icijislalion.  not  constitutional 
adiudic.ition.  lo  aclucvc  ijrealer  staiiiiorv  paritv  holwecn  the  fTeedt)m  ol 
Inlorniaiion  and  I'livacv  Acts. 
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Consider  now.  the  competing  interests  in  the  pubhc's  right  to  know, 
and  personal  privacy  at  the  level  ot  constitutional  adjudication.  The  Hill  of 
Rights  protects  individuals  against  unwarranted  governmental  intrusions 
and  abuses  ot  governmental  power.  The  Fourth  Amendment  prohibition 
against  unreasonable  searches  and  seizures  thus  applies  to  only  searches  and 
seizures  by  the  government,  not  to  those  by  private  individuals.'"  Accord- 
ingly, a  directly  enforceable  constitutional  right  to  know  would  appiv  to 
only  governmental  facilities  or  materials  and  not  entitle  public  access  to 
private  homes  or  personal  effects.  (In  addition,  the  moral  and  political  basis 
for  claiming  the  public's  right  to  know  about  the  intimate  details  of  an 
individual's  life  appears  untenable  and  indefensible.)  Therefore,  constitu- 
tional controversies  over  the  right  to  know  and  competing  interests  in 
personal  privacy  would  arise  in  rare  circumstances — circumstances  where 
members  of  the  public  claim  access  to  government  facilities  or  materials  to 
which  other  individuals  also  make  claims  of  personal  privacv — and  only 
after  the  denomination  of  a  constitutional  right  to  know. 

In  1970.  for  example.  Justices  John  Harlan.  Jr..  William  Douglas,  and 
William  Brennan  were  prepared  to  treat  such  conflicting  interests  as  posing  a 
constitutional  controversy.  They  di.ssented  from  the  denial  of  a  writ  of 
certiorari  to  hear  a  challenge  to  a  state  supreme  court  enjoining  the 
commercial  distribution  of  the  film  Titticui  Follies.  The  film  was  a  documen- 
tary portraying  the  inhumane  treatment  and  condition  of  inmates  at  the 
Hridgewater  State  Hospital  for  the  criminally  insane.  Si.x  justices  did  not 
deem  the  case  "certworthy."  perhaps  partially  because  the  public's  right  to 
know  had  not  attained  constitutional  legitimacy,  but  the  dissenters  thought 
the  Court  should  achieve  a  "balance  between  these  two  interests,  that  of  the 
individual's  privacy  and  the  public's  right  to  know  about  conditions  in 
public  institutions."'"' 

The  political  and  constitutional  controversies  over  the  public's  right  to 
know  largely  arise  from  the  failure  to  attend  to  the  foundations  for  claiming 
a  constitutional  right  to  know.  Members  of  the  press  and  constitutional 
scholars  advocating  the  public's  right  to  know  fundamentally  err  by  failing 
to  distinguish  the  public's  right  to  know  as  an  abstract  political  right— a 
bulwark,  as  it  were,  for  freedom  o[  information— from  the  concrete  rights 
embodied  in  the  First  Amendment.  Ronald  Dworkin  explains  the  difference 
between  abstract  and  concrete  ritzhts: 


An  abstract  ritiht  is  a  general  political  aim  the  statement  ol  uliich  does 
not  indicate  hou  that  general  aim  is  to  be  ueighted  or  compromised  in 
particular  circumstances  against  other  political  aims.  Concrete 
rights  .  .  .  vire  political  aims  that  are  more  precisely  delined  so  as  \.o 
express  more  ticiinitely  the  weight  they  may  ha\e  against  (nher  political 

aims  on  particular  occasions Abstract  rights  .  .  .  pro\  iiie  arguments 

lor  concrete  rights,  but  the  claim  ot  a  concrete  right  is  more  detinite  than 
an\  claim  ol  abstract  right  that  supports  it.'- 
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Abstract  rights  are,  in  a  s-^nsc.  unconditional  and  unqualified,  whereas 
concrete  rights  are  quaiiHcd  by  competing  moral,  legal,  or  political  consider- 
ations. Abstract  rights,  theretore,  may  serve  as  important  arguments  for  the 
legitimacy  of  concrete  rights  as  against  other  moral,  legal,  or  political 
considerations. 

The  significance  of  the  public's  right  to  know  as  an  abstract  political 
right  is  that  it  provides  powerful  arguments  for  extending  concrete  rights 
guaranteed  by  the  First  Amendment.  As  an  abstract  right  the  public's  right 
to  know  at  once  under:  ;ores  the  import  of  the  enumerated  guarantees  for 
freedom  of  speech  and  press,  but  does  not  itself  mandate  a  concrete  con- 
stitutional right  to  know.  As  later  chapters  show,  when  adjudicating  First 
Amendment  claims  the  Supreme  Court  has  acknowledged  the  need  for 
freedom  of  information  and  treated  the  public's  right  to  know  as  an  abstract 
political  right  or  constitutional  background  right.  The  political  ideal  of  the 
public's  right  to  know  is  invoked  to  underline  the  importance  of  broadly 
interpreting  specific  rights  guaranteed  by  the  First  Amendment.  Thus, 
Walter  Gellhorn's  observation  that  "the  'right  to  know'  principle  is  itself  so 
broad  and  vaguely  phrased  that  it  cannot  decide  cases"^^  correctly  criticizes 
the  insistence  on  claiming  a  concrete  constitutional  right  to  know,  but  fails 
to  appreciate  how  a  broad  principle  or  abstract  political  right  ma\  provide 
powerful  arguments  for  the  protection  of  free  speech  and  press. 

Members  of  the  press  and  some  constitutional  scholars,  nevertheless, 
argue  that  the  public's  right  to  know  is  a  concrete  and  directly  enforceable 
constitutional  right  against  the  government."-^  Notably,  Thomas  1.  Emerson, 
a  distinguished  First  Amendment  scholar,  insists  that,  "The  Supreme  Court 
has  recognized  in  a  number  of  cases  that  the  first  amendment  embodies  a 
constitutional  guarantee  of  the  right  to  know."  He  is  quick,  however,  to  note 
that  the  Court  "has  never  clarified  the  right  or  pressed  it  toward  its  logical 
borders."'^'  For  Emerson,  delineation  of  a  First  Amendment  right  to  know 
presents  no  major  theoretical  or  practical  problems  in  constitutional  inter- 
pretation. The  right  to  know  simply  "focuses  on  the  affirmative  aspects  of 
the  first  amendment  and  the  s\siem  of  freedom  of  expression."''''  He  reasons 
that. 

In  a  number  ot  areas  the  dc\clopnicnl  ol  a  constilutional  right  to  know 
would  play  a  siiinilicant  role  in  the  system  of  freedom  of  expression.  In 
some  situations  the  government  attempts  to  interfere  directly  with  the 
right  to  know,  as  when  it  imposes  sanctions  on  reading  or  receiving 
certain  materials.  Here  the  right  to  know  should  be  atforded  full 
protectii>n.  In  other  situations  .  .  .  the  right  to  know  may  gi\e  standmg 
to  the  recipients  or  potential  recipients  ot  the  communication.  .  .  .  1  he 
most  signilicant  apphcation  ot  the  right  \o  know,  however,  lies  in  its 
potential  role  in  increasing  the  amount  ol  intormation  available  to 
citi/enry  from  the  government.  .  .  .  (iovernment  seereev  is  essentiallv  in 
eonllict  with  the  imderlvmg  premises  ol  the  tirst  amendment.'" 
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Ostensibly,  much  would  be  gained  by  acknowledging  a  First  Amend- 
ment ■'penumbra"'^'*  embodving  the  public's  right  to  know.  I  he  Supreme 
Court  has  recognized  other  penumbral  rights  as  being  constitutionally 
guaranteed.  The  due  process  clause  ol  the  Fourteenth  Amendment  was 
construed  in  the  early  twentieth  century  to  safeguard  the  "liberty  of 
contract"'''  and,  more  recently,  a  right  of  privacy  and  a  right  to  travel."" The 
First  Amendment  has  been  interpreted  to  safeguard  such  penumbral  rights 
as  the  right  to  receive  information,  the  right  of  association,  and  associational 
privacy.'"  Hence.  Emerson  urges  the  Supreme  Court  to  articulate  a  constitu- 
tional right  to  know  by  refining  and  embellishing  other  previously  recog- 
nized First  Amendment  penumbral  rights,  as  the  Court  analogousK  delin- 
eated an  independent  constitutional  right  of  pri\acy  by  elaborating  prior 
judicial  recognition  of  protected  pri\ac\-  interests  under  the  First.  Fourth, 
and  Fifth  Amendments.-  Like  Cooper.  Cross,  and  Wiggins.  Emerson  thus 
insists  on  judicial  denomination  of  a  concrete  constitutional  right  to  know  as 
a  composite  right  derived  from  other  First  Amendment  penumbral  rights — 
for  example,  the  right  to  recei\e  and  gather  information  and  the  right  of 
access  to  governmental  facilities  and  materials. 

Because  the  public's  right  to  know  is  deemed  political  beneficial. 
Emerson  and  members  of  the  press  underestimate  the  potential  costs  for 
both  the  Court  and  the  republic  of  proclaiming  an  independent,  concrete 
constitutional  right  to  know.  At  the  turn  of  the  centur\  the  Court  was  w  idely 
critici/cd  for  acting  like  a  super-legislature  in  striking  down  progressive 
economic  legislation  as  an  infringement  of  individuals'  libert\  of  contract 
under  the  Fourteenth  Amendment.  The  dangers  of  infidelit\  to  the  parch- 
ment guarantees  of  the  Constitution  appeared  once  again  w  ith  the  proclama- 
tion in  (IriswoUl  v.  Connecticut  of  a  constitutional  right  of  privacy. 
I3issenting  in  GriswoUL  Justice  Black  cautioned:  "One  of  the  most  etfective 
ways  of  diluting  or  expanding  a  constitutionally  guaranteed  right  is  to 
substitute  for  the  crucial  word  or  words  of  a  constitutional  guarantee 
another  word  or  words,  more  or  less  tlexible  and  more  or  less  restricted  in 
meaning.""'  As  v\as  judicial  de\clopment  of  a  constitutional  right  of  privacy, 
judicial  elaboration  of  a  right  to  know  would  be  tantamount  to  "constitu- 
tional common  law.'"^  The  costs  of  the  Court's  enforcement  of  penumbral 
rights  bear  not  cml\  upon  judicial  craftsmanship  and  extraconstitutional 
decision  making  but  on  the  basic  structure  of  our  constitutional  democracy. 
Again.  .Iiistice  Black  warned,  "unbounded  judicial  authority  would  make  of 
this  Court's  members  a  day-to-day  constitutional  convention.""^ 

Flc\ation  o{  the  public's  right  to  know  to  constitutional  status  there- 
tore  raises  tundamental  issues  about  the  limits  of  constitutional  interpreta- 
tion and  about  the  role  of  judicial  re\iew  in  a  constitutional  democraev.  It  is 
.not  ncecssar\  to  rehearse  the  debates  o\er  the  permissible  scope  ol  judicial 
ereati\ii\  in  consiitulional  interpretation.  Instead,  coniroxersies  mcr  the 
public's  riglH  lo  know  ma\  best  he  addressed  bv  attendiiiu  to  the  toundaiions 
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lor  the  Supreme  Court's  delineation  of  a  concrete  constitutional  right  to   | 
know. 

The  transformation  of  the  public's  right  to  know  from  an  abstract 
political  right  into  a  concrete  constitutional  right  under  the  First  Amend- 
ment ostensibly  is  permissible  upon  establishing  one  or  more  of  three  basic 
justifications  for  the  constitutional  legitimacy  of  such  a  right.  First,  a 
historical  argument:  The  right  to  know  expresses  an  underlying  tenet  of 
constitutionally  limited  government  evident  and  endorsed  during  the  found- 
ing period  in  debates  over  the  ratification  of  the  Constitution  and  the 
adoption  of  the  First  Amendment.  Second,  a  policy  argument:  Regardless  of 
constitutional  history,  the  public's  right  to  know  attains  legitimacy  solely  on 
policy  considerations  of  the  desirability  of  governmental  openness.  Third,  an 
argument  based  on  constitutional  common  law:  The  public's  right  to  know 
may  be  legitimately  judicially  created  upon  showing  that  prior  c/Zc/a  (state- 
ments of  judicial  philosophy)  and  holdings  on  the  First  Amendment 
acknowledged,  albeit  in  a  more  limited  fashion,  the  interests  of  the  public  in 
knowing  about  governmental  operations. 

The  strongest  justification  for  the  Supreme  Court's  construction  of  a 
constitutional  right  to  know  entails  showing  that  all  three  arguments  are 
meritorious.  That  is  to  say,  the  public's  right  to  know  has  some  basis  in 
constitutional  history,  attains  support  from  previous  rulings  on  the  First 
Amendment,  and  would  likely  prove  auspicious  for  the  polity.  Weaker 
justifications  might  be  accepted  by  activist  members  of  the  Court,  demand- 
ing only  that  two  of  the  three  rationales  appear  demonstrable.  Indeed,  a 
radical  realist  or  purely  result-oriented  justice  might  maintain  that  the 
anticipated  beneficent  policy  of  governmental  openness  per  se  proxides  an 
adequate  basis  for  establishing  a  directly  enforceable  constitutional  right  to 
know.  However,  all  three  rationales — the  historical,  the  policy,  and  the 
constitutional  common  law  arguments — are  unpersuasive  for  members  of 
the  laity  and  the  Supreme  Court  who  subscribe  to  a  theory  of  strict 
construction  or  literal  interpretation  of  the  First  Amendment. 

THE  PUBLIC'S  RIGHT  TO  KNOW  AND 
THE  FIRST  AMENDMENT 

In  the  1970s  perhaps  the  most  significant  First  Amendment  litigation 
involved  members  of  the  press  claiming  the  public's  right  to  know  and 
special  privileges  in  order  to  obtain  access  to  information  that  ostensibly 
serves  the  interests  of  an  intormed  public.  These  developments  signify  new 
directions  in  First  Amendment  litigation  and  raise  the  fundamental  issue  oi 
whether  the  public's  right  to  know  has  constitutional  legitimacy.  Inexorably 
these  constitutional  contro\ersies  challenge  the  Supreme  Court  and  the 
public  to  comprehend  the  meaning  of  the  First  Amendment  and  the  proper 
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role  of  judicial  review  as  much  as  the  legitimacy  and  political  ramifications 
of  the  public's  right  to  know.  The  following  chapters  explore  the  legitimacy 
of  the  public's  right  to  know  as  a  concrete  constitutional  right  under  the 
First  Amendment  in  terms  of  constitutional  history,  judicial  politics,  and 
developing  constitutional  law  as  well  as  considerations  of  public  policy. 
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CHAPTER  2 

THE  FOUNDING  AND 
FREEDOM  OF  INFORMATION 


Like  the  course  of  the  heavenly  bodies,  harmony  in  national  life  is 
a  resultant  of  the  struggle  between  contending  forces.  In  frank  expres- 
sion of  conflicting  opinion  lies  the  greatest  promise  of  wisdom  in 
governmental  action;  and  in  suppression  lies  ordmarily  the  greatest  peril. 

Justice  Louis  Brandeis.  Gilbert  v.  Minnesota  (1919) 

The  principle  of  "consent  of  the  governed"  would  have  no 
meaning  if  public  discussion  were  banned. 

William  O.  Douglas.  We  the  JuJi^es  {  1956) 

Does  the  public's  right  to  know  attain  constitutional  legitimacy  in 
historical  perspective?  Is  an  enforceable  constitutional  right  to  know  defensi- 
ble in  terms  of  the  debates  over  adopting  and  ratifying  the  Constitution  and, 
subsequently,  over  enacting  the  First  Amendment? 

The  dilemma  of  claiming  that  a  right  to  know  is  constitutionalh' 
implied  disposes  the  press  and  some  students  of  the  Constitution  to  argue 
that  "'the  founding  fathers  intended  to  guarantee  the  right  to  know  per  se, 
that  IS.  that  the  First  Amendment  was  specificalK  intended  to  extend  to  the 
people  a  directly  enforceable  right  to  know  about  governmental  aflairs." 
Lexical  and  psychohistorical  diOicultics  in  determining  the  framers'  intent 
on  an\'  matter,  ho\\e\er.  suggest  the  more  qualified  claim  that  "the  freedom 
of  speech  and  press  clauses  were  intended  at  least  as  instrumental  means  of 
securing  and  protecting  the  right  to  know.  In  other  words,  assuming  the 
framers  had  no  intent  to  create  a  directl\  enforceable  right  to  know.  the\ 
expected  that  the  guarantee  of  freedom  of  speech  and  press  would  effecti\ely 
secure  the  right  of  the  people  to  know  about  their  go\ernment."' 

An  olten  cited  testimonial  b\  members  ot  the  press,  constitutional 
scholars,  and  legislators  is  .lames  .Madison's  eloquent  statement:  ",\  popular 
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Government,  without  popular  information,  or  the  means  of  acquiring  it,  is 
but  a  Prologue  to  a  Farce  or  a  Tragedy;  or  perhaps  both.  Knowledge  will 
forever  govern  ignorance:  And  a  people  who  mean  to  be  their  own 
Go\ernors,  must  arm  themselves  with  the  power  which  knowledge  gives."-. 
Commentators  thus  argue  that  as  much  as  government  censorship  of  the 
press  is  politically  and  constitutionalK  objectionable,  an  affirmative  right  of 
access  to  government  information  is  politicalK  and  constitutionally  legit- 
imate in  historical  perspective.^  Senator  Thomas  Hennings,  for  instance, 
reasons: 

By  1787,  the  year  the  Constitution  was  written,  there  had  developed  in 
England  the  concept  of  a  right  in  the  people  to  know  what  their 
Government  was  doing.  There  can  be  no  doubt  that  the  framers  of  our 
Government  recognized  the  existence  of  such  a  right  and  were  strongly 
influenced  by  it  in  writing  both  the  original  Constitution  and  the  Bill  of 
Rights.  .  .  .  [But]  no  explicit  provision  was  made  concerning  the  people's 
"right  to  know."  The  explanation  for  this  seems  to  be  that  the  right  to 
know,  like  many  other  fundamental  rights,  was  taken  so  much  for 
granted  that  it  was  deemed  unnecessary  to  include  it.-* 

The  continuity  between  the  founders'  understanding  of  freedom  of 
information  and  contemporary  commentators'  understanding  of  a  constitu- 
tional right  to  know  is  merely  apparent  and  actually  distorts  the  founders' 
vision  of  representative  government.  Madison's  testimonial,  for  example, 
was  made  not  in  defense  of  First  Amendment  freedoms.  Rather,  he  made  it 
in  a  letter  applauding  the  liberal  appropriations  by  Kentucky  for  a  system  of 
public  education.  Madison,  like  Thomas  Jefferson,  belie\ed  "that  a  well- 
instructed  people  alone  can  be  permanently  a  free  people.'"^  Yet,  there  is  no 
evidence  that  Madison  or  an\  other  members  of  the  constitutional  conven- 
tions or  the  first  Congress  supported  the  view  that  the  people  have  a  directly 
enforceable  constitutional  right  to  know  against  the  government. 

The  absence  of  an  expressly  guaranteed  right  to  know  is  because, 
although  the  availability  of  information  to  the  public  was  deemed  essential 
to  free  government,  the  view  that  the  people  enjoy  an  enforceable  right  to 
demand  access  to  government  information  was  premature  in  terms  of  the 
historical  struggle  for  freedom  of  speech  and  press.  The  most  that  may  be 
claimed  is  that  the  founders  envisioned  the  public's  right  to  know  as  an 
abstract  political  right,  at  once  underscoring  and  attaining  significance  from 
the  freedoms  of  speech  and  press.''  In  other  words,  the  public's  right  to  know 
was  secured  indirectly,  derivatively  by  the  First  Amendment.  That  the 
founders  envisioned  the  public's  right  to  know  in  this  less  ambitious,  though 
no  less  important,  way  is  evident  from  the  common  law  background  of,  and 
the  political  struggles  over,  adopting  and  ratifying  the  Constitution  and  the 
First  Amendment. 
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THE  ENGLISH  HERITAGE  AND  THE  ARTICLES  OF 
CONFEDERATION 

There  is  little  doubt  that  colonists  and,  later,  members  of  the  Conti- 
nental Congress  acknowledged  an  intimate  connection  between  freedom  of 
information  and  the  exigencies  of  a  free  government.  The  seventeenth  and 
eighteenth  century  understanding  of  freedom  of  speech  and  press,  however, 
was  considerably  more  circumscribed  than  the  contemporary  understand- 
ing, reflecting  the  protracted  battle  for  freedom  of  the  press  in  England  that 
dates  back  to  the  Middle  Ages. 

Governmental  censorship  of  speech  and  press  to  preserve  the  public 
realm,  instead  of  to  redress  private  wrongs,  stems  from  the  1275  enactment 
of  De  Scandalis  Magnatum,  imposing  penalties  for  any  false  talk  about  the 
king  and,  subsequently,  as  reenacted  in  1378  punishing  such  talk  about  all 
government  officials.'  The  law  punished  what  a  later  amendment  m  1559 
termed  "seditious  words"  because  they  constitute  a  public  mischief,  contrib- 
uting to  public  disorder  and  lawlessness.  In  the  si.xteenth  and  seventeenth 
centuries  censorship  expanded  and  the  law  against  seditious  libel — 
defamation  of  the  government — emerged  from  the  administration  oi  Scan- 
dalwn  Magnaium  by  the  King's  Council,  which  sat  in  the  "starred  chambre" 
at  Westminster  and  became  infamously  known  as  the  Star  Chamber.  During 
the  reign  of  Queen  Elizabeth  I.  the  Star  Chamber  effectively  and  severely 
punished  libel  and  exercised  almost  complete  control  over  printing  with  a 
1585  Act  requiring  publishers  to  obtain  a  printing  licence. 

De  Lihellis  Famosis  illustrates  the  principles  of  libel  law  that  the  Star 
Chamber  enunciated  and  that  eventually  dominated  English  and  early 
colonial  common  law.  Here,  the  court  explained  the  seriousness  of  defama- 
tion and  the  fundamental  difference  between  libel  of  private  individuals  and 
seditious  libel: 

If  it  he  against  a  private  man  it  deserves  a  severe  punishment,  for 
although  the  libel  be  made  agaiasi  one.  yet  it  incites  all  those  of  the  same 
family,  kindred,  or  society  to  revenge,  and  so  tends  per  consequens  to 
quarrels  and  breach  of  the  peace,  and  may  be  the  cause  of  shedding  of 
blood,  and  of  great  inconvenience:  if  it  he  against  a  magistrate,  or  other 
puhlic  person,  it  is  a  greater  offence;  for  it  concerns  not  only  the  breach 
of  the  peace,  but  also  the  scandal  of  government;  for  what  greater 
scandal  of  government  can  there  be  than  to  have  corrupt  or  wicked 
magistrates  to  be  appointed  and  constituted  by  the  King  to  govern  his 
subjects  under  him?  And  greater  imputation  to  the  state  cannot  be.  than 
to  sutler  such  corrupt  men  to  sit  in  the  sacred  seat  of  justice,  or  to  have 
any  meddling  in  or  concerning  the  administration  of  justice."* 

I^ecause  seditious  libel  was  particularly  egregious  and  judicial  complicity  an 
even  greater  evil,  the  Star  Chamber  was  especially  merciless  in  cases  such  as 
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that  of  the  Trial  of  William  Prynn."*  The  defendant  had  pubhshed  a  book 
expressing  disdain  for  actors  and  acting,  and  the  Star  Chamber  viewed  the 
book  as  an  attack  on  the  queen,  who  had  recently  appeared  in  a  plav.  and. 
therefore,  as  seditious  hbel  against  the  government.  Prynn  was  Hned  £10.000 
and  sentenced  to  Hfe  imprisonment,  as  well  as  suffered  branding  on  the 
forehead  and  having  his  nose  slit  and  ears  cut  off! 

The  abusive  treatment  of  individuals  by  the  Star  Chamber  left  a  legacy 
of  human  tragedy,  but  also  an  indelible  imprint  on  the  English  heritage  from 
which  the  drafters  of  the  Constitution  and  Bill  of  Rights  drew  their 
principles  for  free  government.'"  In  England,  not  until  1641  was  the  Star 
Chamber  abolished  by  the  Long  Parliament  and.  then,  for  two  years  it 
continued  issuing  licenses  for  publishers.  Even  after  the  Star  Chamber  was 
abolished,  the  principles  articulated  in  cases  such  as  De  Libellis  Famosis 
were  applied  by  common  law  courts,  which  gradually  assumed  the  role  of 
custos  moram  of  the  realm.  Criminal  liability  for  libel  remained  a  question 
of  law.  not  of  fact  for  juries  to  decide,  and  the  truth  or  falsity  of  a 
publication  was  immaterial.  Furthermore,  although  censorship  declined  by 
comparison  to  that  wielded  by  the  Star  Chamber,  partisan  political  publica- 
tions were  discouraged  by  both  the  Licensing  Act  of  1662  and  the  additional 
burden  of  a  tax  on  all  newspapers  and  advertisements  imposed  by  the  Stamp 
and  Advertising  Act  of  1711." 

By  1776  and  the  American  Revolution,  speech  and  press  was  deemed 
free,  but  not  unconditionally  so.  In  England  the  freedom  of  speech  and  press 
was  restricted  by  the  law  of  seditious  libel  and  the  irrele\ance  of  truth  as  a 
defense  in  such  prosecutions  as  well  as  by  the  taxation  of  publications. 
Freedom  of  speech  and  press  basically  meant  freedom  from  prior  censor- 
ship. As  Sir  William  Blackstone  obser\ed: 

The  liberty  of  the  press  is  indeed  essential  to  the  nature  of  a  free  state: 
but  this  consists  in  laying  no  previous  restraints  upon  publications,  and 
not  in  freedom  from  censure  for  criminal  matter  when  published.  Every 
freeman  has  an  undoubted  right  to  lay  what  sentiments  he  pleases  before 
the  public;  but  it  he  publishes  what  is  improper,  mischievous,  or  illegal, 
he  must  take  the  consequences  of  his  own  temerity. '- 

No  less  poignantly,  in  1770.  Lord  Manstield  in  //.  5.  W oo Ufa II  commcn\Q&. 
"As  for  the  liberty  of  the  press.  1  will  tell  you  what  it  is;  the  liberty  of  the 
press  is,  that  a  man  may  print  what  he  pleases  without  a  licenser;  so  long  as  it 
remains  so,  the  liberty  of  the  press  is  not  restrained."" 

At  common  law,  freedom  of  speech  and  press  even  in  the  absence  of 
prior  restraints  was  not  unqualihed  or  permitted  what  Blackstone  and 
Manslield  termed  the  "licentiousness  of  the  press."  Denying  Sir  Thomas 
Erskine's  argument  for  a  new  trial  in  I7S3  in  the  case  of  I^ean  of  St.  Asaph. 
for  example.  Lord  Manslield  reiterated  the  common  law  understanding  that 
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"[t]he  liberty  of  the  press  consists  in  printing  without  any  previous  licence, 
subject  to  the  consequences  ot  the  law.  The  liceniiuusness  of  the  press  is 
Pandora's  box,  the  source  of  e\ery  evil."'^  in  England  and  in  the  colonies, 
differences  in  opinion  over  what  constitutes  liberty  and  licentiousness,  truth 
and  falsehood,  and  good  motives  and  criminal  intent  perpetuated  the 
struggle  for  freedom  of  speech  and  press.  In  1792,  with  the  enactment  of  the 
Fox  Libel  Act,  English  juries  were  finally  given  the  power  to  determine  the 
culpability  of  alleged  libelous  publications,  rather  than  to  simply  decide  the 
question  of  whether  an  individual  m  fact  published  the  materials.'^  Still, 
even  after  the  Fox  Libel  Act  a  jury  convicted  Thomas  Paine  for  publishing 
The  Rights  of  Man  on  hearing  only  a  brief  defense  and  without  asking  for  a 
reply  or  either  attorneys'  summation.'^  By  the  late  eighteenth  century  the 
turbulent  struggle  in  England  had  established  only  that  liberty  of  speech  and 
press  meant  the  absence  of  prior  restraints,  prior  censorship.  Not  until  the 
enactment  of  Lord  Campbell's  Act  in  1843  was  truth  accepted  as  a  defense 
against  libel  indictments,  and  only  after  1855  was  the  stamp  and  Advertising 
Act  abandoned.''  These  developments  broadened  the  freedom  of  publica- 
tion, but  by  no  means  provided  a  foundation  for  a  right  of  access  to 
government  information.  Indeed,  until  1771  the  government  not  only 
supervised  all  reporting  on  government  affairs  but  also  prohibited  any 
publication  of  Parliamentary  proceedings. "< 

The  libertarian  impulse  for  freedom  of  speech  and  press  achieved 
somewhat  earlier,  albeit  mixed,  success  in  the  colonies.  That  is  not  to  say 
that  early  colonial  governments  were  any  less  suppressive  than  were  the 
Crown  and  Parliament.  To  the  contrary,  the  restrictions  and  constraints  on 
speech  and  press  articulated  in  English  common  law  were  largelv  incorpo- 
rated into  colonial  common  law.  reinforced  both  by  Puritans  and  by  royal- 
ist judges. '"^  "Colonial  America  was  an  open  society  dotted  with  closed 
enclaves,"  John  P.  Roche  perceptively  notes,  "and  one  could  generally  settle 
in  with  his  co-believers  in  safety  and  comfort  and  exercise  the  right  of 
oppression."-" 

Censorship  and  licensing  accompanied  the  introduction  of  printing 
presses  in  the  colonies,  with  the  General  Court  of  Massachusetts  appointing 
two  licensers  for  the  press  as  early  as  1662.-'  In  Massachusetts,  licenses  were 
required  for  publications  until  1719 — 24  years  later  than  in  England.  The 
censorship  inherent  in  the  licensing  of  publishers  was  prevalent  in  other 
northern  and  southern  colonics.  In  1671,  Virginia  Governor  Berkeley 
applauded  the  absence  of  printing  presses  in  his  colony:  "I  thank  God.  we 
have  no  free  schools  nor  printing;  and  I  hope  we  shall  not  have  these  [for  a] 
hundred  years;  for  learning  has  brought  disobedience  and  heresy  and  sects 
into  the  world;  and  printing  has  devulged  them,  and  libels  against  the 
government.  God  keep  us  from  both."--  Eleven  years  later  the  colonv  went 
so  far  as  to  punish  an  individual  for  printing  the  laws  of  Virgmia  w  ithout  a 
license  and  thereafter  printing  was  not  allowed  until  1729.  when  a  single 
press  controlled  bv'  the  governor  served  the  colony  until  1765. 
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Throughout  the  seventeenth  and  eighteenth  centuries  colonial  courts 
embraced  common  law  principles  permitting  the  punishment  ol  licentious 
speech  and  press.  When  reflecting  on  the  evolution  ol"  English  and  colonial 
common  law,  the  chief  justice  of  Massachusetts  in  1768  registered  the 
prevailing  understanding  of  free  speech  and  press: 

Formerly,  no  Man  could  print  his  Thoughts  ever  so  modestiv  and 
calmly,  or  with  ever  so  much  Candour  and  Ingenuousness,  upon  any 
subject  whatever,  without  a  License.  When  this  restraint  was  taken  otT, 
then  was  the  true  Liberty  of  the  Press.  Every  Man  who  prints,  prints  at 
his  Peril;  as  every  Man  speaks,  speaks  at  his  Peril.  It  was  in  this  Manner 
I  treated  this  Subject  at  the  last  Term,  yet  the  Liberty  of  the  Press  and 
the  Danger  of  an  Imprimatur  was  canted  about,  as  if  the  Press  was  going 
under  some  new  and  illegal  Restraint.  No  Gentleman  of  the  Bar,  I  am 
sure,  could  have  so  misunderstood  me.  This  Restraint  of  the  Press,  in  the 
Prevention  of  Libels,  is  the  only  Thing  which  will  preser\e  your  Libertv. 
To  sutVer  the  licentious  Abuse  of  Government  is  the  most  likely  Wa\  to 
destroy  its  Freedom.-' 

While  objecting  to  prior  censorship  of  the  press,  even  seventeenth  and 
eighteenth  century  English  and  colonial  libertarians  did  not  seriously 
question  the  propriety  of  punishing  seditious  libel  and  licentious  publica- 
tions. Thus,  although  John  Milton  exalted  freedom  of  speech  and  press  in 
Areopagidca,  he  refused  to  recognize  such  freedom  for  Protestants  and 
deplored  royalist  libel  against  the  Parliament.-^  So  too,  John  Locke,  whose 
writings  were  so  influential  for  the  Founding  Fathers  and  who  wrote  a 
document  for  the  House  of  Commons  condemning  governmental  censor- 
ship, was  rather  intolerant  of  what  he  deemed  seditious  libel.  In  A  Letter 
Concerning  Toleration,  Locke  urged  that  "no  opinions  contrary  to  human 
society,  or  to  those  moral  rules  which  are  necessary  to  the  preservation  of 
civil  society,  are  to  be  tolerated  by  the  magistrate."-'^  F'erhaps  even  more 
widely  read  in  the  colonies  than  .lohn  Locke's  works  were  the  letters  of  two 
English  Whig  political  journalists,  John  Trenchard  and  Thomas  Gordon, 
who  w  rote  under  the  pseudonym  of  Cato. 

Published  in  England  in  1720  and  numbering  no  less  than  138  essays, 
Cato's  Letters  were  collected  in  four  volumes  and  underwent  several  editions 
as  well  as  individual  republication  in  colonial  newspapers.  In  1721  and  1722 
Benjamin  Franklin  hrst  published  Cato's  important  essays  *'Of  Freedom  of 
Speech"  and  "Retlections  on  Libell."  His  own  "Apology  for  Printers" 
printed  on  June  10.  1731,  rehearsed  Cato's  principles.-''  In  proclaiming 
freedom  of  speech  and  press  as  "the  great  bulwark  of  Liberty,"  Cato 
observed: 

The  Administration  of  Government,  is  nothing  else  but  the  Attendance 
of  the  Trustees  of  the  People  upon  the  Interest,  and  AtVairs  of  the 
People.  And  it  is  the  Part  and  Busuiess  ol  the  People,  for  whose  sake 
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alone  all  publick  Matters  are  or  ought  to  be  transacted,  to  see  whether 
they  be  well  or  ill  transacted;  so  it  is  the  Interest,  and  ouehi  to  be  the 
Ambition  ot  all  honest  Magistrates,  to  have  their  Deeds  openl>  ex- 
amined and  publickly  scanned. 

Freedom  of  Speech  is  ever  the  Symptom  as  uell  as  the  I  Hect  ot 
good  Government.-' 

Although  giving  popular  expression  to  early  eighteenth  centur\  libertarian 
visions  of  freedom  of  speech  and  press,  Cato  challenged  only  the  common 
law  rejection  of  truth  as  a  defense  in  libel  actions.  Like  Milton.  Locke,  and 
other  libertarians.  Cato  did  not  challenge  the  common  law  proscription  of 
seditious  libel.  Significantly,  even  Cato's  colonial  proteges  .lohn  Peter 
Zenger  and  James  Alexander  failed  to  repudiate  the  common  law  of 
seditious  libel  per  se. 

Undoubtedly,  the  cause  celehre  of  colonial  prosecutions  was  the  trial 
of  John  Peter  Zenger,  publisher  of  The  Sew  York  Weekly  ./ourncil.  The 
Journal,  like  other  colonial  newspapers,  was  a  partisan  publication,  and 
Zenger,  poorly  educated  and  neither  editor  nor  writer  for  his  paper.  \s  as  part 
of  a  political  faction  that  lost  power  when  William  Cosby  became  Governor 
of  New  York.  In  1734  Zenger  and  Alexander  published  along  with  several  of 
Cato's  essays  a  series  of  satirical  ballads  attacking  Governor  Cosby.  Zenger 
was  tried  a  year  later  for  printing  "many  things  tending  to  raise  tactions  and 
tumults  among  the  people  of  this  province,  inflaming  their  minds  with 
contempt  for  his  majesty's  government,  and  greatly  disturbing  the  peace 
thereoL"-'^  in  the  penultimate  trial  before  royal  judges,-^  Zenger's  initial 
lawyers.  James  Alexander  and  William  Smith,  sought  to  use  the  trial  to 
further  discredit  Cosby's  administration  and  went  so  far  as  to  attack  the 
chief  justice  for  presiding  at  the  trial.  They  were  promptly  disbarred  from 
practicing  law  in  the  colony.  An  acclaimed  Quaker  attorney.  Andrew 
Hamilton,  came  unsolicited  from  Philadelphia  to  defend  Zenger  with  an 
unprecedented  challenge  of  the  common  law  principles — deriving  trom  De 
LihellLs  Famosis.  Hamilton,  however,  did  not  challenge  seditious  libel  per  se; 
rather,  he  contended  that  Zenger's  publications  were  true  and  that  if  he  was 
not  permitted  to  demonstrate  their  truth  as  a  defense,  then  the  jury  should 
acquit  Zenger.  The  jury,  already  critical  of  Cosby's  administration  and  the 
chief  justice,  found  Zenger  not  guilty. 

The  Zenger  trial  popularized  for  colonists  the  struggle  against  govern- 
mental censorship  in  the  form  of  prosecutions  for  sedition.  Sigmticantly, 
Zenger's  defenders  and  detractors  agreed  that  freedom  of  speech  and  press 
was  essential  to  the  public  and  popular  government  and  also  that  that 
freedom  did  not  permit  licentiousness.  That  both  sides  of  the  Zenger 
controversy  accepted  this  basic  principle  of  common  law  and  disagreed  onlv 
on  when  and  where  to  draw  a  line  between  permissible  political  commentary 
and  licentious  criticism  is  illustrated  bv  the  exchanue  follow  ing  Zenizer's  trial 


660 


FounJiin^  ami  Freedom  of  Infornmiion         I  35 

between  James  Alexander  and  Andrew  Bradford.  In  the  Pennsylvania 
Gazelle  Alexander  reasoned:  "THE  FREEDOM  OF  SPEECH  is  a  principal 
pillar  in  a  free  Government:  when  this  support  is  taken  away  the  Constitu- 
tion is  dissolved,  and  tyranny  is  erected  on  its  ruins.  Republics  and  limited 
monarchies  derive  their  strength  and  \igor  from  a  popular  examination  into 
the  actions  of  the  Magistrates.  This  privilege  in  all  ages  has  been  and  always 
will  be  abused."  Andrew  Bradford  was  no  less  libertarian  and  eloquent  in 
depicting  the  relationship  between  freedom  of  the  press  and  popular 
government:  "This  is  the  Liberty  of  the  Press,  the  great  Palladium  of  all  our 
other  Liberties,  which  I  hope  the  good  People  of  this  Province,  will  forever 
enjoy;  and  that  every  Pennsylvanian.  will  resent  with  Scorn  and  Indiana- 
lion,  the  least  Attempt  to  weaken  or  subvert  it."  What  disturbed  Bradford 
and  other  commentators  on  the  common  law  was  the  unpardonable 
licentiousness  of  the  press  in  criticizing  government  officials: 

Nor.  by  the  Lihertv  of  ihe  Press,  do  I  understand  a  License  of  traducing 
the  Conduct,  of  those  Cientlemen  who  appointed  our  Lawful  Governors: 
When  they  behave  themselves  well,  they  ought  to  be  treated  with  all  the 
Respect  and  Gratitude,  that's  due  from  an  obliged  People;  should  they 
behave  themselves  ill,  their  Measures  are  to  be  remonstrated  against  in 
Terms  of  Decency,  and  Moderation  not  of  Fury  and  Scurrility."" 

The  struggle  for  freedom  of  speech  and  press  during  the  colonial 
period  typically  was  over  the  application  of  accepted  common  law  princi- 
ples. Libertarians  accepted  the  common  law  principle  of  punishing  seditious 
and  licentious  communications,  although  disabused  of  the  idea  that  truth 
was  immaterial  in  such  prosecutions.  They  quarreled  about  what  publica- 
tions were  to  be  deemed  licentious. 

Seventeenth  and  eighteenth  century  libertarians  thus  dilTerentiated 
between  mere  political  commentary  cum  criticism  and  licentiousness  or 
seditious  libel.  The  former  was  considered  a  natural  and  political  right  w  ith 
auspicious  consequences  for  society;  the  latter,  they  agreed,  might  prove 
pernicious  and  be  legally  punished.  The  potential  salutory  affects  of  political 
commentaries  and  criticism  did  not  absolve  editors  of  their  responsibilities 
to  adhere  to  common  law  principles.  William  Livingston  observed  in  the 
August  30,  1753.  Independent  Re/lector: 

A  Printer  ought  not  to  publish  e\ery  Thing  that  is  otTered  to  him; 
what  is  conducive  of  general  Utility,  he  should  not  retuse,  be  the  Author 
a  Christian,  Jew,  Turk  or  Inlidel.  Such  Refusal  is  an  immediate 
Abridgement  oi  the  Freedom  ot  the  Press.  When  on  the  other  hand,  he 
prostitutes  his  Art  by  the  Publication  ot  any  Thing  injurious  to  his 
Country,  it  is  criminal  It  is  high  I'reason  against  the  Stale.  I  he  usual 
Alarm  rung  upon  the  I.IHPRJ  V  Of  rilP  PRF.SS.  is  groundless  and 
_  trilling,  and  whenever  it  is  assumed  the  Printer  should  he  punished.'' 
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Likewise,  in  1766  William  Hi)llan,  a  Massachusetts  lawyer  and  "laithtul 
friend  ot"  America."  as  John  Adams  called  him.  retined  Zengerian  principles 
to  emphasi/e  the  crucial  role  of  a  free  press  in  promoting  popular  govern- 
ment, in  his  treatise  on  freedom  of  speech  and  press,  BoUan  observed: 

[T]he  free  examination  of  public  measures,  with  a  proper  representation 
by  speech  or  uriting  of  the  sense  resulting  from  that  examination,  is  the 
right  of  the  members  of  a  free  state,  and  requisite  for  the  preservation  of 
their  other  rights;  and  that  all  things  published  by  persons  for  the  sake  of 
gi\ing  due  information  to  their  fellow  subjects,  in  points  immediately 
afiecting  the  public  welfare,  are  worthy  of  commendation.'- 

In  the  late  eighteenth  century,  controversies  arose  when  publishers 
were  deemed  to  have  abused  their  press  freedom,  and  legislative  assemblies, 
like  royalist  judges  and  governors  earlier,  enforced  the  law  against  seditious 
libel  as  a  matter  of  parliamentary  privilege,  punishing  speakers  or  writers 
who  impeached  their  authority. '^  The  New  York  Assembly,  for  example. 
resolved  that  "it  is  the  undoubted  right  of  the  people  of  this  Colony  to  know 
the  proceedings  of  their  representatives  in  General  Assembly  and  that  any 
attempt  to  prevent  their  proceedings  being  printed  or  punished  is  a  violation 
of  the  rights  and  liberties  of  the  People  of  this  Colony."'-'  Nevertheless,  even 
after  the  Revolutionary  War  the  New  York  Assembly,  like  other  state 
assemblies,  exercised  a  parliamentary  privilege  to  censure  and  imprision 
individuals  for  political  commentaries  and  criticisms  deemed  to  constitute 
sedition. 

Exhortations  of  the  auspiciousness  of  freedom  of  speech  and  press  for 
popular  government  therefore  must  be  comprehended  within  the  context  of 
the  common  law  and  colonial  practices.  The  Continental  Congress  in  a  letter 
to  the  inhabitants  of  Quebec,  for  example,  proclaimed: 

[T]he  first  grand  right  is  that  of  the  people  having  a  share  in  their  own 
go\ernment.  b\  their  representatives  chosen  by  themsehes.  and  in 
consequences  of  being  ruled  by  laws  which  they  themselves  approve,  not 
by  edicts  of  men.  over  whom  they  have  no  controul.  ... 

1  he  last  right  we  shall  mention,  regards  the  freedom  of  the  press. 
Ihe  importance  of  this  consists,  besides  the  advancement  of  truth, 
science,  moralits.  and  arts  in  general,  in  its  ditfusion  of  liberal  sentiments 
on  the  administration  of  government,  its  ready  communication  ot  union 
among  them,  u hereby  oppressive  ollicers  are  shamed  or  intimidated, 
into  more  honorable  and  just  n-iodes  t)t  conducting  atfairs.''' 

Still,  prosecutions  for  seditious  libel  were  permissible  and  the  libertarian 

argument  that  truth  is  a  defense  against  libel  actions  remained  unaccepted. ''' 

I  he  struggle  for  free  speech  and  press  prior  to  the  founding  period  and 

constitutional  coinentions,  nioieo\er,  provides  no  foundation  lor  an  athr- 
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mative  right  of  the  public  to  demand  access  to  government  information. 
Article  IX  of  the  Articles  of  Confederation  did  provide  that. 

The  Congress  of  the  United  States  .  .  .  shall  publish  the  Journal  of  their 
proceedings  monthly,  except  such  parts  thereof  relating  to  treaties, 
alliances  or  military  operations,  as  in  their  judgment  require  secrecy;  and 
the  yeas  and  nays  of  the  delegates  of  each  state,  or  any  of  them,  at  his  or 
their  request  shall  be  furnished  with  a  transcript  of  the  said  Journal, 
except  such  parts  as  are  above  excepted,  to  lay  before  the  legislatures  of 
the  several  states.'^ 

Yet  imder  the  Articles  of  Confederation  the  people  had  no  direct  access  to 
congressional  proceedings.  Only  their  representatives  could  obtain  materials 
relating  to  the  proceedings  of  the  Continental  Congress  and  even  the 
representatives  had  access  to  only  those  materials  not  deemed  to  require 
secrecy.  While  the  necessity  for  popular  information  about  the  go\ernment 
was  understood,  it  was  always  balanced  against,  if  not  usually  sacrificed 
because  of.  the  simultaneous  need  for  confidentiality  in  negotiating  financial 
transactions,  foreign  affairs,  and  military  operations.  Thus,  libertarians, 
including  Thomas  Jefierson,  unsuccessfully  insisted  on  the  import  of  public 
access  to  information  concerning  governmental  operations  even  when 
confronted  with  such  incidents  of  domestic  violence  as  Shay's  Rebellion: 
"The  way  to  prevent  these  irregular  interpositions  of  the  people,  is  to  give 
them  full  information  of  their  atTairs  thro'  the  channel  of  the  public  papers, 
and  to  contrive  that  those  papers  should  penetrate  the  whole  mass  of  the 
people."^**  The  notes  and  reports  of  the  proceedings  of  the  Contineniial 
Congress  remained  inaccessible  to  the  public  and  were  not  collected  and 
published,  as  the  Roui^h  and  Secret  Journals,  until  1821 — more  than  30 
years  after  the  adoption  and  ratification  of  the  Constitution.-"^ 

THK  CONSTITl  TIONAL  CONVENTIONS  AND 
CONGRESSIONAL  JOURNALS 

Libertarians  like  Thomas  Jelferson  protested  against  the  secrecy  of  the 
Constitutional  Convention.  During  the  summer  of  1787  in  a  letter  to  John 
Adams.  Jelferson  wrote:  "1  am  sorr\  the\'  began  their  deliberations  by  so 
abominable  a  precedent  as  that  of  t\ing  up  the  tongues  of  their  members. 
Nothing  can  iustify  this  example  but  the  innocence  of  their  intentions,  and 
ignorance  of  the  \alue  of  public  discussions."'^"  Politically  neither  naive  nor 
ignorant,  James  Madison,  who  as  a  delegate  to  the  convention  imolficially 
took  voluminous  notes  throughout  the  debates,  would  not  permit  their 
publication  during  his  lifetime  and  they  were  not  published  until  1840.  four 
vears  alter  his  death.  1  he  necessity  ior  secrecy  and  confidentiality  remains 
undisputed.  "No  bocK  can  sa\  w  hai  sort  of  constitution  w  ould  have  emerged 
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if  the  convention  had  been  open  to  the  public."  Irving  Brant  perceptively 
observes,"  [but  had]  Madison"^  notes  been  published  before  the  states  held 
their  ratifying  conventions,  the  Constitution  would  never  had  been  adopted. 
The  dialogue  contained  far  too  much  that  would  have  been  seized  upon  by 
demogogues."-" 

During  the  federal  and  state  conventions  on  the  adoption  of  the 
Constitution,  the  issue  of  the  public's  right  to  know  was  directly  confronted 
in  connection  with  the  publication  of  congressional  proceedings.  On  August 
11,  1787,  James  Madison  and  John  Rutledge  moved  the  adoption  of  the 
following  provision:  "[T]hat  each  House  shall  keep  a  Journal  of  its  proceed- 
ings, and  shall  publish  the  same  from  time  to  time;  except  such  part  of  the  of 
the  proceedings  of  the  Senate,  when  acting  not  in  its  legislative  capacity,  as 
may  be  judged  by  that  House  to  require  secrecy."-*-  The  proposal  differed 
from  the  analogous  provision  in  the  Articles  of  Confederation  in  how  often 
the  proceedings  would  be  published  as  well  as  in  its  granting  direct  public 
access  to  the  printed  records  except  where  the  Senate  withheld  information 
concerning  its  proceedings — proceedings  apparently  relating  to  the  negotia- 
tion of  treaties  and  to  military  operations. 

During  debate  on  the  proposal,  Oliver  Ellsworth  argued  that  the  clause 
was  superfluous  because  "[t]he  legislature  will  not  fail  to  publish  their 
proceedings  from  time  to  time."  James  Wilson  thought  the  clause  prudent: 
"The  people  have  a  right  to  know  what  their  agents  are  doing  or  have  done, 
and  it  should  not  be  in  the  option  of  the  legislature  to  conceal  their 
proceedings.  Besides,  as  this  is  a  clause  in  the  existing  Confederation,  the  not 
retaining  it  would  furnish  the  adversaries  of  the  reform  with  a  pretext  by 
which  weak  and  suspicious  minds  may  be  easily  misled."  Similarly,  George 
Mason  found  the  clause  necessary  because  "it  would  give  a  just  alarm  to  the 
people,  to  make  a  conclave  of  their  legislature."  The  convention  subse- 
quently adopted  as  Article  1,  Section  5,  Clause  3  of  the  Constitution  the 
following  provision:  "Each  House  shall  keep  a  Journal  of  its  Proceedings, 
and  from  time  to  time  publish  the  same,  excepting  such  Parts  as  may  in  their 
Judgment  require  Secrecy:  and  the  Yeas  and  Nays  of  the  Members  of  either 
House  on  any  question  shall,  at  the  Desire  of  one  fifth  of  those  Present,  be 
entered  on  the  Journal." 

Concern  over  this  provision  and  the  public's  interests  in  information 
about  legislative  proceedings,  emerged  again  during  the  debates  in  the  state 
convehtions  on  the  ratification  of  the  Constitution.  In  particular,  during  the 
Virginia  convention  Patrick  Henry  impassionately  warned  that  "[ujnder  the 
abominable  veil  of  political  secrecy  and  contrivance,  your  most  valuable 
rights  may  be  sacrificed  by  a  most  corrupt  faction,  without  having  the 
satisfaction  of  knowmg  who  injured  you.  .  .  .  [Legislative  representatives] 
are  bound  by  honor  and  conscience  to  act  with  integrity,  but  thev  are  under 
no  constitutional  constraint."  In  his  animated  appeals  "to  take  off  the  veil  of 
secrecv,"  Henrv  further  lamented: 
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Gi\e  us  at  least  a  plausible  apology  why  Congress  should  keep  their 
proceedings  in  secret.  They  have  the  power  of  keeping  them  secret  as 
long  as  they  please  [in  Article  I,  Section  2,  Clause  3],  tor  the  provision 
tor  a  periodical  publication  is  too  inexplicit  and  ambiguous  to  avail 
anything.  The  e.xpression  trom  rime  to  time,  as  I  have  more  than  once 
observed,  admits  of  any  schemes  under  the  dark  veil  of  secrecv.  The 
liberties  of  a  people  never  were,  nor  ever  will  be,  secure,  when  the 
transactions  of  their  rulers  may  be  concealed  from  them.  The  most 
iniquitous  plots  may  be  carried  on  against  their  liberty  and  happiness. ■'^ 

Once  again  George  Mason  objected  to  the  ambiguity  of  the  provision: 
"Under  this  \eil  they  may  conceal  any  thing  and  every  thing." 

But  neither  Patrick  Henry  nor  George  Mason  advocated  "divulging 
indiscriminately  all  the  operations  of  government."  Henry,  the  ardent 
libertarian,  acknowledged  that  "[s]uch  transactions  as  relate  to  military 
operations  or  affairs  of  great  consequence,  the  immediate  promulgation  of 
which  might  defeat  the  interests  of  the  community,  1  would  not  wish  to  be 
published,  till  the  end  which  required  their  secrecy  should  have  been 
effected."  Mason  further  explained: 

The  reason  urged  in  favor  of  this  ambiguous  e.xpression  was,  that  there 
might  be  some  matters  which  require  secrecy,  in  matters  relative  to 
military  operations  and  foreign  negotiations,  secrecy  was  necessary 
sometimes;  but  [I  do]  .  .  .  not  conceive  that  the  receipts  and  expenditures 
of  the  public  money  ought  ever  to  be  concealed.  The  people  .  .  .  had  a 
right  to  know  the  expenditures  of  their  money. ■'■* 

Hence,  even  the  two  most  vociferous  advocates  of  the  public's  right  to  know 
did  not  entertain  the  notion  that  the  public's  interest  in  access  to  governmen- 
tal information  was  unconditional  or  unqualified.  Notably  there  was  no 
claim  that  indi\iduals  have  a  directly  enforceable  constitutional  right  to 
know. 

The  sentiments  of  other  delegates  to  the  Virginia  Convention  were 
more  restrained:  they  were,  perhaps,  epitomized  by  James  Madison's 
observation  that  "[tjhere  never  was  any  legislative  assembly  without  a 
discretionary  power  of  concealing  important  transactions,  the  publication  of 
which  might  be  detrimental  to  the  community."  Madison  concluded  that  "by 
giving  [both  Houses  of  Congress]  an  opportunity  of  publishing  [their 
Journals]  from  time  to  time,  as  might  be  found  easy  and  convenient,  they 
would  be  .  .  .  sufficiently  frequent."  He  thought,  "after  all.  that  this  provi- 
sion went  farther  than  the  constitution  of  an\-  state  in  the  Union,  or  perhaps 
in  the  world. "^' 

Delegates  to  the  federal  and  state  constitutional  con\entions  recog- 
nized the  need  to  balance  the  public's  interests  in  information  about 
governmental  atfairs  with  the  competing  exigencies  of  intormed.  ctficient 
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decision  making  by  their  representatives.  The  delegates  unanimousK  agreed 
that  it  was  both  necessary  and  legitimate  for  the  government  to  withhold 
from  the  public  information  concerning  the  negotiation  of  foreign  affairs, 
treaties,  and  military  operations  as  well  as  on  particular  occasions  informa- 
tion relating  to  domestic  governance.  Early  congressional  practice  adhered 
to  the  principle  that  representative  government  requires  an  informed 
citizenry  but  not  unlimited  disclosure  or  publication  of  governmental  affairs. 
Although  the  House  of  Representatives  permitted  the  public  to  attend  its 
deliberations  on  May  4.  1789.  the  Senate  did  not  do  so  until  1794.  and  the 
right  of  the  press  to  attend  proceedings  of  both  Houses  was  not  secured  until 
1801.^'' 

The  public  therefore  enjoys  no  specific  constitutional  right  to  know. 
nor  does  Congress  have  an  obligation  to  disclose  or  permit  unlimited  access 
to  its  materials  or  processes.  Materials  that  in  Congress's  judgment  require 
secrecy  may  be  constitutionally  withheld  from  the  public.  Congress,  for 
example,  has  no  obligation  under  the  Constitution  to  disclose  its  appropria- 
tions for  the  intelligence  operations  of  the  Central  Intelligence  Agency,  and 
the  House  of  Representatives  has  consistently  rejected  attempts  to  impose 
such  a  requirement. ■'' 

Despite  express  constitutional  limitations,  some  commentators  and 
jurists  maintain  an  expansive  notion  of  the  right  to  know.  In  1974  the 
Supreme  Court  considered  a  federal  taxpayer's  suit  seeking  a  declaration 
that  the  section  of  the  Central  Intelligence  Agency  Act  permitting  the  CIA  to 
account  for  its  expenditures  "solely  on  the  certificate  of  the  Director"  was 
unconstitutional.  The  Court  held  that  the  taxpayer  had  no  standing  to  bring 
the  challenge.  Dissenting  Justice  Douglas  asserted  that  the  public  has  a  right 
to  know  as  evidenced  by  the  Constitutional  Convention  debates.  That  right. 
he  said,  both  imposes  a  general  obligation  on  the  government  to  disclose 
such  secret  funding  and  entitles  individuals  to  demand  access  to  government 
materials  withheld  from  the  public.-*'*  Justice  Douglas,  however,  interpreted 
the  convention  debates  so  broadly  that  he  significantly  departed  from,  and 
thereby  distorted,  the  political  ideal  of  the  public's  right  to  know  embedded 
in  the  parchment  guarantees  of  the  Constitution. 

The  principles  of  governmental  openness  and  an  informed  citizenry 
were  debated  and  deemed  politically  essential  to  the  republic.  Yet  during 
the  founding  period  those  principles  comprehended  only  the  view  that  "[ijo 
cover  with  the  veil  of  secrecy  the  common  routine  of  [government]  business 
is  an  abomination  in  the  eyes  of  every  intelligent  man  and  every  friend  of  his 
country."-''^  The  public  has  no  enforceable  right  to  know  under  the  Constitu- 
tion. Rather,  the  necessity  for  and  the  occasions  deemed  to  require  gov- 
ernmental openness  are  political  issues  to  be  decided  by  the  public's 
elected  representatives.  The  public's  interest  in  openness  about  governmen- 
tal activities  was  until  the  mid-twentieth  century  thought  to  be  adequately 
satisfied  by  the  publication  of  congressional  records,  by  communications 
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from  representatives  in  public  speeches  and  print,  and,  most  important,  by 
the  guarantees  tor  freedom  of  speech  and  press. 

LIBERTY,  LICENTIOUSNESS,  AND  A 
DECLARATION  OF  RIGHTS 

After  the  Federal  Convention  completed  drafting  the  Constitution, 
political  intrigue  centered  around  the  state  ratifying  con\entions.  In  the 
initial  half-do/en  conventions — held  in  Delaware,  PennsyKania.  New  Jer- 
sey, Georgia.  Connecticut,  and  Maryland — ratification  came  without  further 
recommendations  or  amendments,  although  Luther  Martin  opposed  Mary- 
land's ratification  because  of  the  absence  of  a  declaration  of  rights.  The 
omission  of  a  declaration  of  rights  was  an  almost  insurmountable  source  of 
contro\ersy  in  the  later  con\entions.  Following  the  con\ening  ot  the 
Massachusetts  convention  on  January  9.  1788,  opposition  seriously  threat- 
ened ratification.  The  presiding  officer.  John  Hancock,  avoided  defeat  by 
suggesting  that  a  resolution  accompany  ratification,  recommending  to 
Congress  the  adoption  of  certain  amendments  to  the  Constitution.  Han- 
cock's plan  succeeded  and  pro\  ided  a  model  for  other  state  con\  entions.  The 
New  Hampshire.  New  York,  North  and  South  Carolina.  Rhode  Island,  and 
V'irginia  conventions  all  ratified  the  Constitution  with  proposals  for  amend- 
ments. 

In  the  Virginia  and  New  York  con\ entions  the  controversy  over 
omission  of  a  declaration  of  rights  and,  in  particular,  protection  for  speech 
and  press  became  paramount.  In  the  Virginia  convention  Patrick  Henry, 
then  governor,  led  the  opposition,  arguing: 

If  wo  must  iidopt  a  constitution  ceding  avva\  such  \asl  powers,  express 
and  implied,  and  so  frought  with  danger  to  the  liberties  of  the  people,  it 
ought  at  least  to  be  guarded  by  a  bill  of  rights;  that  in  all  free 
governments,  and  in  the  estimation  of  all  men  attached  to  liberty,  there 
were  certain  rights  unalienable — imprescriptible— and  ot  so  sacred  a 
character,  that  the\  could  not  be  guarded  with  too  mucii  caution;  among 
these  ucre  the  liberty  of  speech  and  of  the  press — what  security  had  we. 
that  even  these  sacred  privileges  would  not  be  invaded?  Congress  might 
think  It  necessary,  in  order  to  carry  into  effect  the  given  powers,  to 
silence  the  clamors  and  censures  ot  the  people;  and  it  they  meditated 
views  o\  lawless  ambition,  thev  certainly  v\ill  so  think;  what  then  would 
become  ol  the  libertv  ot  speech  and  ot  the  press?'" 

I'rom  the  ensuing  debate  two  committees  were  formed:  the  first  to  prepare 
and  rep(Mt  the  necessary  amendments;  the  second  to  prepare  a  dralt  ot  the 
raliticaiu)n  resolution.  Within  a  lew  days  the  committee  draltmg  the 
proposed  amendments  set  lorth  a  resolution  recommending  adoption  ot  a 
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Declaration  or  Bill  of  Rights  including:  "That  the  people  have  a  right  to 
freedom  of  speech,  and  of  writing  and  publishing  their  sentiments;  that  the 
freedom  of  the  press  is  one  of  the  greatest  bulwarks  of  liberty,  and  ought  not 
to  be  violated.'"^'  The  convention  approved  the  ratification  resolution  and 
proposed  Bill  of  Rights,  enjoining  the  state  representatives  in  Congress  to 
obtain  ratification  of  the  amendments.  The  New  York  convention  was 
initially  similarly  inclined  to  require  adoption  of  a  bill  of  rights  as  a  condi- 
tion for  ratification,  but  eventually  passed  a  ratifying  resolution  "in  confi- 
dence that  the  proposed  amendments  would  receive  the  early  and  mature 
consideration  of  Congress." 

The  bitter  debates  within  and  without  the  state  conventions  over  the 
necessitv  of  a  declaration  of  rights  provide  a  basis  for  comprehending  the 
prevailing  understanding  of  freedom  of  speech  and  press.  The  debates 
centered  around  those  who  embraced  or  with  slight  modification  endorsed 
the  Blackstonian  or  common  law  understanding  of  freedom  of  speech  and 
press  and  more  libertarian  thinkers  such  as  James  Madison  and  Thomas 
Jefferson.  That  the  predominant  understanding  was  neo-Blackstonian  is 
evident  from  Alexander  Hamilton's  leadership  in  the  New  York  con\ention 
and  eloquent  defense  under  the  pseudonym  of  Publius  of  both  the  Constitu- 
tion and  the  omission  of  a  bill  of  rights,  and  from  devotees  of  the 
Constitution  like  James  Wilson  at  the  Pennsylvania  convention  as  well  as 
from  the  antifederalists.  such  as  Richard  Henry  Lee.  in  opposition  to  the 
Virginia  convention. '- 

Adoption  of  a  bill  of  rights.  Alexander  Hamilton  argued  in  his 
celebrated  essay  Number  84  of  The  Federalist  Papers,  would  be  "not  only 
unnecessarv  .  .  .  but  would  even  be  dangerous."  An  enumeration  of  rights 
was  unnecessary  because  "the  Constitution  is  itself,  in  every  rational  sense, 
and  to  every  useful  purpose,  A  BILL  OF  RIGHTS."  More  generally, 
parchment  guarantees  would  prove  dangerous,  he  thought,  because  they 
would  prohibit  the  exercise  of  governmental  power  when  authority  for  that 
power  had  not  been  previously  granted  by  the  Constitution.  "Why,  for 
instance,  should  it  be  said  that  the  liberty  of  the  press  shall  not  be  restrained, 
when  no  power  is  gi\en  by  which  restrictions  may  be  imposed?"  Continuing, 
he  posed  the  persistently  \exatious  definitional  questions:  "What  signifies  a 
declaration  that  'the  liberty  of  the  press  shall  be  inviolably  preserved''  What 
is  the  liberty  of  the  press?  Who  can  give  it  an\  definition  which  would  not 
leave  the  utmost  latitude  for  evasion?"  Hamilton  concluded  "it  to  be 
impracticable"  to  define  freedom  of  the  press  "and  from  this  [he  inferred] 
that  its  sccuritN.  whatever  fine  declarations  may  be  inserted  in  any  constitu- 
tion respecting  it.  must  altogether  depend  on  public  opinion,  and  on  the 
general  spirit  of  the  people  and  o\  the  government."  Hamilti)n  nonetheless 
made  clear  his  acceptance  ot  the  Blackstonian  definition  of  freedom  ot  the 
press,  remarking  in  a  footnote  that  "it  is  notorious  that  the  press  no  where 
enjoys  greater  libcrtv  than  in  [L. ngland]."^' 
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Libertarians  like  James  Madison  and  Thomas  Jetferson  contributed 
powerful  arguments  for  securing  the  adoption  of  a  bill  of  rights,  but  thev  did 
not  successfully  challenge  the  widely  accepted  Blackstonian  understanding 
of  freedom  of  speech  and  press.  Madison,  like  Hamilton,  worried  about  the 
potential  problems  arising  from  a  declaration  of  rights.  In  a  letter  to 
Jetferson.  he  explained; 

My  own  opinion  has  always  been  in  favor  of  a  bill  of  rights;  provided  it 
be  so  framed  as  not  to  imply  powers  not  meant  to  be  included  in  the 
enumeration.  ...  At  the  same  time  I  have  never  thought  the  omission  a 
material  defect,  nor  been  an.xious  to  supply  it  even  by  subsequent 
amendment,  for  any  other  reason  than  that  it  is  an.xiousiy  desired  bv 
others.  1  have  favored  it  because  1  suppose  it  might  be  of  use.  and  if 
properly  e.xecuted  could  not  be  a  disservice,  i  ha\e  not  \iewed  it  in  an 
important  light  .  .  .  [bjecause  there  is  a  great  reason  to  fear  that  a 
positive  declaration  o{  some  of  the  most  essential  rights  could  not  be 
obtained  in  the  requisite  latitude.'''^ 

In  response,  Jefferson  wrote: 

Your  thoughts  on  the  subject  of  the  Declaration  of  rights  in  the  letter  of 
Oct.  17  [1788]  1  have  weighed  with  great  satisfaction.  Some  of  them  had 
not  occurred  to  me  before,  but  they  were  acknowledged  [sic]  just  in  the 
moment  they  were  presented  to  my  mmd.  in  the  arguments  m  favor  of  a 
declaration  of  rights.  \ou  omit  one  which  has  great  weight  to  me.  the 
legal  check  which  it  puts  into  the  hands  of  the  judiciary.  This  is  a  bod\. 
w  hich  if  rendered  independent,  and  kept  strictly  to  their  own  department 
merits  great  confidence  lor  their  learning  and  integrity." 

The  Madison-Jefferson  correspondence  reflects  their  concern  that  "[a] 
positive  declaration  of  some  essential  rights  could  not  be  obtained  in  the 
requisite  latitude."  but  also  their  conviction  (and  response  to  Hamilton's 
arguments)  that  "Haifa  loaf  is  belter  than  no  bread.  If  we  cannot  secure  all 
our  rights,  let's  secure  what  we  can.--  Both  Madison  and  Jetferson  viewed  a 
bill  of  rights  as  providing  through  the  judiciary  a  crucial  legal  check  on  the 
exercise  ot  coercixe  governmental  power,  and  the  Ninth  Atnendment. 
specifically,  as  providing  the  courts  with  a  rule  of  construction  for  ensuring 
the  requisite  latitude  of  individuals'  civil  liberties  and  civil  rights. 

Madison  and  .IctTcrson  did  not  share  the  generally  accepted  Black- 
stonian approach  to  Ircedoin  of  speech  and  press.  Madison's  view  of  free 
speech  and  press  was  tar  too  libertarian  for  his  contemporaries.  Jefferson's 
position  was  more  congenial  to  the  common  law  approach  and  \et  prophetic 
of  constitutional  developments.  .Ictterson  lamented  "the  putrid  state  into 
which  our  newspapers  have  passed,  and  the  maligniiv.  the  vulgaritv'.  and 
i7iendacu)us  spirit  of  those  v\ho  write  them.  .  .  .    Ihese  ordures  are  rapidlv 
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depraving  the  public  taste.  ...  It  is  however  an  evil  for  which  there  is  no 
remedy,  our  liberty  depends  on  the  freedom  of  the  press,  and  that  cannot  be 
limited  without  being  lost."''^  Yet.  Jefferson,  unlike  Madison,  embraced  both 
Zengerian  principles  and  the  common  law  of  libel.  That  is.  unlike  reliuious 
freedom,  which  he  deemed  an  "unceded"  or  natural  right,  freedom  of  the 
press  was  primarily  a  means  tor  checking  abusive  government  power.  \o 
freedom,  of  course,  is  unconditional,  and  even  religious  freedom  could 
permissibly  be  restricted  when  religious  principles  "break  out  into  overt  act 
against  peace  and  good  order."  In  his  Bill  for  Esiahlishini^  Relii^ious 
Freedom  for  the  state  of  Virginia,  he  maintained  that  "the  acts  of  the  body." 
unlike  "the  operations  of  the  mind,  are  subject  to  the  coercion  of  the  laws."-" 
Although  this  broad  libertarian  principle  could  apply  to  both  religious  and 
political  matters  in  terms  of  distinguishing  between  speech  per  se  and 
conduct,  with  the  latter  "subject  to  the  coercion  of  the  laws,"  Jefferson  did 
not  go  that  far  in  his  thinking  about  the  scope  of  protection  for  political,  in 
contrast  to  religious,  publications.  In  1783  when  drafting  a  proposal  for  a 
new  constitution  for  Virginia.  Jeflerson  provided  that  "PRINTING 
PRESSES  shall  be  subject  to  no  other  restraint  than  liableness  to  legal 
prosecution  for  false  facts  printed  and  published. "^^^  Even  in  response  to  the 
Sedition  Act  of  1798,  Jefferson,  unlike  Madison,  did  not  question  the 
propriety  of  punishing  the  licentiousness  of  the  press.  Instead,  he  objected  to 
the  national  government's  exercise  of  that  power.  Jefferson  made  clear  in  the 
Kentucky  Resolutions  and  in  his  letters  that  the  states  may  properly  punish 
seditious,  false,  and  licentious  publications.^*^  Jefferson  was  not  as  libertarian 
as  Madison,  but  more  tolerant  of  the  abuses  of  speech  and  press  than  his 
neo-Blackstonian  contemporaries.  Jefferson  accepted  in  general  the  com- 
mon law  doctrines  governing  freedom  of  speech  and  press,  and  advocated 
the  role  of  the  states  in  constraining  the  licentiousness  of  the  press. 

The  traditional  common  law  principles  were  indeed  w  idely  accepted  by 
the  participants  in  the  state  ratifying  conventions.  James  Wilson,  for 
example,  when  defending  the  Constitution  at  the  Penns\lvania  convention 
argued:  "What  is  meant  by  the  liberty  of  the  press  is  that  there  should  be  no 
antecedent  restraint  upein  it;  but  every  author  is  responsible  when  he  attacks 
the  security  or  welfare  of  the  government,  or  the  safety,  character  and 
propriety  of  the  individual."'"  Likewise,  in  1788  Chief  Justice  Thomas 
McKean,  who  had  previously  signed  the  Declaration  of  Independence  and 
ser\ed  as  president  of  the  Continental  Congress,  ruled  in  Rcspuhlica  v. 
Oswald  that  freedom  of  the  press  meant  precisely  what  it  did  at  English  and 
colonial  common  law.''  So  too.  in  the  next  \ear  the  year  the  First 
Amendment  was  drafted  Massachusetts  Chief  Justice  William  Cushing 
and  John  Adams  worried  about  whether  common  law  principles  could  be 
modified  to  adopt  the  Zengerian  principle  that  truth  ser\es  as  a  defense  in 
libel  actions."' 
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THE  FIRST  AMKNDMKNT  AND  COMMON  LAW 
PRINCIPLES 

Because  a  representative  democracy  requires  some  freedom  ot  infor- 
mation concerning  governmental  affairs,  and  some  limitations  on  public 
disclosure  of  such  information,  the  First  Amendment  plays  an  important 
role  in  constitutional  law  and  the  political  processes  of  the  polity.  As  Justice 
Felix  Frankfurter  once  observed:  "Without  a  free  press  there  can  be  no  free 
society.  Freedom  of  the  press,  however,  is  not  an  end  in  itself  but  a  means  to 
the  end  of  a  free  society. "^^  More  generally  Justice  Frankfurter  understood 
that  the  First  Amendment  was  only  a  part  of  a  complex  constitutional 
scheme  and  political  system.  Far  from  guaranteeing  an  atlirmative  right  to 
know,  the  fundamental  question  in  adopting  the  First  Amendment  was 
whether  the  amendment  simply  gave  constitutional  effect  to  traditional 
common  law  principles  or  embodied  more  libertarian  precepts,  thereby 
granting  broader  protection  for  free  speech  and  press.  When  examined,  the 
argument  that  "explicit  recognition  by  the  courts  that  the  constitutional 
right  to  know  embraces  the  right  of  the  public  to  obtain  information  from 
the  government"''-*  runs  counter  to  the  historical  background  of  the  First 
Amendment  and  the  constitutional  law  that  it  spawned. 

In  1789,  when  the  first  Congress  entertained  amendments  to  the 
Constitution.  James  Madison  endeavored  to  give  constitutional  effect  to  his 
libertarian  precepts  and  concomitant  rejection  of  common  law  principles. 
He  urged  adoption  of  the  following  provision:  "The  people  shall  not  be 
deprived  or  abridged  of  their  right  to  speak,  to  write,  or  to  publish  their 
sentiments:  and  the  freedom  of  the  press,  as  one  of  the  great  bulwarks  of 
liberty,  shall  be  inviolable."  Madison  argued,  as  he  did  later  when  the 
Sedition  Act  of  1798  was  passed,  that  "freedom  of  the  press  and  rights  of 
conscience,  those  choicest  privileges  of  the  people,  are  unguarded  in  the 
British  constitution."  in  England.  Parliament  was  considered  to  possess 
unlimited  power  to  guard  the  people  against  the  sovereign's  unlawful  acts. 
By  contrast,  in  the  United  States  the  people  are  sovereign  and  their  rights  to 
free  speech  and  press  must  therefore  be  guaranteed  against  both  the 
executive  and  the  legislature.  For  these  reasons  Madison  not  only  rejected 
the  application  of  Blackstonian-common  law  principles  to  the  freedom  of 
speech  and  press  but  also  proposed  as  a  constitutional  amendment  that  "[n]o 
State  shall  violate  the  equal  rights  of  conscience,  or  the  freedom  of  the 
press. "'''' 

in  rebuking  the  principal  tenets  of  the  lilackstonian-common  law 
understanding  Madison  advanced  perhaps  the  broadest  possible  view  of 
freedom  of  speech  and  press.  Considering  a  vigorous  press,  even  with  its 
potential  for  abuse,  essential  to  free  government,  he  rejected  the  imposition 
of  sanctions  lor  any  licentiousness  accompanving  the  exercise  o\  freedom 
speech  and  press; 
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Among  those  principles  deemed  sacred  in  America,  among  those  sacred 
rights  considered  as  forming  the  bulwark  of  Hberty,  which  the  Govern- 
ment contemplates  with  awful  reverence  and  would  approach  only  with 
the  most  cautious  circumspection,  there  is  no  one  of  which  the  impor- 
tance is  more  deeply  impressed  on  the  public  mind  than  the  libertv  of  the 
press.  That  this  liheriy  is  often  carried  to  excess;  that  it  has  sometimes 
degenerated  into  licentiousness,  is  seen  and  lamented,  hui  the  remedy 
has  not  yet  been  discovered.  Perhaps  it  is  an  evil  inseparable  from  the 
good  with  which  it  is  allied;  perhaps  it  is  a  shoot  which  cannot  be 
stripped  from  the  stalk  without  wounding  vitally  the  plant  from  which  it 
is  torn.  However  desirable  those  measures  might  be  which  might  correct 

without  enslaving  the  press,  they  have  never  yet  been  devised  in  Amer- 
ica hh 

As  Madison  acknowledged,  his  understanding  of  an  unconditional  freedom 
of  speech  and  press  was  simply  not  representative  of  the  foundmg  period  or 
even  of  subsequent  interpretations  of  those  freedoms. '^^  Since  colonial 
experiences  with  censorship  by  the  Crown  and  legislative  assemblies  fostered 
agreement  that  the  rights  of  free  speech  and  press,  if  not  Madison's  "rights  of 
conscience."  should  be  protected,  there  was  little  debate  in  the  first  Congress 
on  adopting  a  provision  for  the  freedom  of  speech  and  press.  Those  who 
feared  the  abuse  of  these  freedoms  expected  the  states  to  continue  common 
law  restrictions  on  libel  and  other  licentious  publications. 

The  primary  concern  during  the  congressional  debates  over  what 
became  the  First  Amendment  was  whether  by  guaranteeing  the  freedoms  of 
speech,  press,  and  assembly  representatives  would  be  constitutionally 
required  to  give  legislative  elTect  to  the  expressions  of  public  opinion. 
Madison  settled  that  issue  by  maintaining  that  the  guarantees  no  more 
granted  the  people  a  right  to  control  congressional  debates  than  they 
imposed  upon  representatives  an  obligation  to  act  on  their  constituents' 
opinions: 


The  right  of  freedom  of  speech  is  secured;  the  liberty  of  the  press  is 
expressly  declared  to  he  beyond  the  reach  of  this  Government;  the 
people  may  therefore  publicly  address  their  representatives,  may  priv- 
ately advise  them,  or  declare  their  sentiments  by  petition  to  the  whole 
body;  in  all  these  ways  they  may  communicate  their  will.  If  gentlemen 
■mean  lo  go  further,  and  to  say  that  the  people  have  a  right  to  instruct 
their  rcprcsentatnes  in  such  a  sense  as  that  the  delegates  arc  obliged  to 
conform  to  those  instructions,  the  declaration  is  not  true.''^ 

Although  Madison's  resolution  of  the  controversy  was  accepted,  his 
proposal  for  expressly  prohibiting  the  states  from  limiting  the  freedom  of 
speech  and  press  was  rejected  in  the  final  draft.  Ratified  on  December  15. 
1791.  the  first  Amendment  provides:  "Congress  shall  make  no  law  respect- 
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ing  an  establishment  of  religion,  or  prohibiting  the  exercise  thereot:  or 
abridging  the  freedom  of  speech,  or  of  the  press;  or  the  right  of  the  people 
peaceably  to  assemble."  The  amendment  was  so  worded  precisely  because  it 
was  adopted  by  representatives  who  imderstood  the  amendment  to  give 
constitutional  elTect  to  lilackstone's  all-too-detiniti\e  \  iew  of  the  freedom  of 
speech  and  press.  The  amendment  was  thought  to  protect  only  agamst  prior 
restraint  by  the  national  government;  it  did  not  provide  absolute  immunity 
for  what  speakers  or  publishers  might  utter  or  print.  Thus  the  First 
Amendment  was  in  Hamiltonian  terms  superfluous,  whereas  from  Madi- 
son's vantage  point  it  did  not  sufficiently  safeguard  individuals'  freedom,  and 
from  Jetferson's  perspective  the  amendment  reaffirmed  both  the  limits  of  the 
national  government's  power  and  the  reserved  powers  of  the  states. 

Less  than  a  decade  later,  the  initial  constitutional  and  political  crisis 
over  the  First  Amendment  arose  when  Congress  passed  the  Alien  and 
Sedition  Acts  of  1798.  The  Sedition  Act,  in  particular,  imposed  criminal 
sanctions  on  individuals  who  made  "any  false,  scandalous  writing  against 
the  government  of  the  United  States. "^"^  The  act  was  designed  by  the 
Federalists  in  Congress  to  politically  censure  and  turn  public  opinion  against 
the  Jeffersonsian  Republicans,  if  not  to  ensure  a  single  party  system.  In 
terms  of  legal  theory,  the  act  responded  to  the  Jeffersonians'  position  that 
libel  and  licentiousness  could  only  be  tried  in  state  courts.  The  Federalists' 
enactment  of  the  Sedition  Act  legitimated  their  political  preference  for  using 
federal  courts,  staffed  largely  with  Federalist  judges,  instead  of  state  courts 
in  which  the  judges  tended  to  be  Republicans.  More  significant,  the  act 
incorporated  earlier  libertarian  demands  for  demonstration  of  criminal 
intent  and  for  the  Zengerian  principle  of  truth  as  a  defense  in  libel  actions  as 
well  as  for  jury  determination  of  whether  publications  constituted,  as  a 
matter  of  law  and  of  fact,  seditious  libel.  Nonetheless,  the  ensuing  con- 
tro\ersy  produced  further  confirmation  of  the  predominant  Blackstonian 
approach  to  speech  and  press. 

The  congressional  reports  on  the  repeal  of  the  Sedition  Act  on 
February  25,  1799,  amply  illustrate  the  acceptance  of  Blackstonian  princi- 
ples. The  majority  report  defended  the  constitutionality  of  the  act  on  four 
grounds.  First,  punishment  of  seditious  libel  did  not  constitute  an  abridge- 
ment of  freedom  of  speech  and  press,  since  those  freedoms  never  included  "a 
license  for  every  man  to  publish  what  he  pleases  without  being  liable  to 
punishment."  Second,  although  little  more  than  a  restatement  of  the  first 
point:  The  laws  of  the  states  and  national  government,  as  well  as  those  of 
England,  never  extended  "to  the  publication  of  false,  scandalous,  and 
malicious  w ritings  against  the  Go\ernment."  Third,  the  Sedition  Act  was  not 
unconstitutional  because  it  was  "merely  declaratory  of  the  common  law:,  and 
useful  for  rendering  that  law  more  generally  known,  and  more  easily 
understood."  Fourth,  and  most  interesting,  the  committee,  like  Jefferson, 
drew  a  crucial  distinction  between  the  religious  and  the  speech  and  press 
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freedoms  protected  by  the  First  Amendment.  The  amendment  provides  that 
""Co/mrcss  shall  make  no  law  rcspectini^  an  establishment  ot  religion,  or 
prohihiiin^  the  free  exercise  thereof,"  implying  that  the  national  government 
is  abso!utel\  barred  from  legislating  on  religious  matters.  Bv  contrast,  the 
amendment  literally  forbids  Congress  from  only  passing  legislation  "(vAru/t,'- 
in",  the  freedom  of  speech,  or  of  the  press."  From  that  language,  the 
committee  surmised  that  Congress  was  not  precluded  from  passing  legisla- 
tion respecting  speech  and  press:  and,  in  any  case,  the  Sedition  .Act  did  not 
abridge  any  freedom  recognized  by  the  prevailing  common  law  understand- 
ing that  undergirded  the  First  Amendment's  guarantee  for  speech  and 
press.^" 

In  the  House,  representatives  such  as  Albert  Gallatin.  Edward  Living- 
ston. John  Nicholas,  and  Nathaniel  Macon  argued  against  the  Sedition  .Act 
because  "[t]he  States  have  complete  power  on  the  subject."''  Likewise. 
Thomas  JelTerson  insisted  that  under  the  First  Amendment  the  states  alone 
possess  the  power  to  initiate  libel  actions.  The  minority  report  on  the  repeal 
of  the  Sedition  Act  further  emphasized  that  the  act  was  designed  to 
proscribe  precisely  that  kind  of  speech  and  press  that  is  essential  to  free 
government,  namely,  political  commentary  and  criticism: 

It  must  be  agreed  that  the  nature  of  our  Government  makes  a 
diffusion  of  knowledge  of  public  affairs  necessary  and  proper,  and  that 
the  people  ha\e  no  mode  of  obtaining  it  but  through  the  press.  The 
necessity  for  their  ha\ing  this  information  results  from  its  being  their 
duty  to  elect  all  the  parts  of  the  Government,  and.  in  this  way.  to  sit  in 
judgment  o\er  the  conduct  of  those  who  ha\e  been  heretotore  employed. 
The  most  important  and  necessary  information  for  the  people  to  reeene 
is,  of  the  misconduct  oi  the  Go\ernment:  because  their  good  deeds, 
although  the\  will  produce  affection  and  gratitude  to  public  otlicers,  will 
only  confirm  the  existing  confidence,  and  will,  theretore,  make  no 
change  m  the  conduct  of  the  people.  The  question,  then,  whether  the 
Government  ought  to  have  control  over  the  persons  who  alone  can  give 
information  throughout  a  country,  is  nothing  more  than  this,  whether 
men  interested  in  suppressing  information  necessary  for  the  people  to 
have,  ought  to  be  entrusted  with  the  power,  or  whether  they  ought  to 
have  a  power  whieh  their  personal  interest  leads  to  the  abuse  ol'.''- 

In  urging  the  unconstitutionalitv  of  the  Sedition  .Act.  the  minoritv  report, 
like  Madison  and  other  inlluential  libertarians  such  as  (icorge  Ha\.  Tunis 
Wortman,  John  I  homson,  and  the  prominent  College  of  William  and  Mary 
law  professor,  St.  Cict)rge  Tucker,  drew  attention  to  the  import  of  political 
criticism  and  to  the  necessity  for  popular  and  accessible  inlormation  about 
the  conduct  ot  government  olhcials  and  public  alfairs."'  In  so  doing  these 
libertarians  rejected  the  Blackstonian  approach  to  the  lirst  Amendment. 
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Madison  poignantly  asserted:  "[i]t  would  seem  a  mockery  to  say  that  no  laws 
shall  be  passed  for  punishing  them  in  case  they  should  he  made. "'^  The  very 
idea  of  seditious  libel  was  repugnant  and.  as  Wortman  observed,  could 
"never  be  reconciled  to  the  genius  and  constitution  of  a  Representative 
Government."''' 

The  libertarians  were  not  entirely  persuasive  because  they  were  neither 
in  agreement  nor  consistent  in  their  views  on  freedom  of  speech  and  press. 
The  Jeffersonian  Republicans  waxed  and  waned  in  their  belief  that  the  only 
permissible  restrictions  on  speech  and  press  could  originate  from  state 
legislation.  Continued  federal  prosecutions  for  seditious  libel  after  the 
Sedition  Act  expired  underscores  the  inconsistencies  in  the  Jeffersonian 
Republican  position  and  the  intractability  of  the  common  law  understand- 
ing of  freedom  of  speech  and  press. 

M  oreover,  members  of  the  Supreme  Court  accepted  the  constitutional- 
ity of  the  Sedition  Act  and  the  common  law  of  seditious  libel.  Justices 
William  Patterson  and  Samuel  Chase  presided  over  some  prosecutions. 
Justice  William  Cushing  defended  the  act  before  a  Virginia  grand  jury  on 
September  23.  1798.  as  did  Justice  James  Iredell  a  year  later,  and.  finally, 
correspondence  between  Justice  Oliver  Ellsworth  and  Timothy  Pickering 
indicate  that  Ellsworth  also  approved  of  the  Sedition  Act.'^ 

There  were  no  prosecutions  under  the  Sedition  Act  after  1801.  when 
the  act  expired  and  Thomas  .lefTerson  became  president,  but  seditious  libel 
remained  a  crime  at  common  law.  In  1804.  while  quarrelling  with  Chief 
Justice  John  Marshall  over  the  role  of  the  Supreme  Court.  President 
.lefferson  wrote  Mrs.  John  Adams  explaining  his  pardoning  of  those 
convicted  under  the  Sedition  Act.  insisting  that  the  "law  [was]  a  nullity  as 
absolute  and  as  palpable  as  if  Congress  had  ordered  us  to  fall  down  and 
worship  a  golden  image:  and  that  it  was  as  much  my  duty  to  arrest  its 
execution  at  every  stage  as  it  would  ha\e  been  to  rescue  from  the  fiery 
furnace  those  who  should  have  been  cast  into  it  for  refusing  to  worship  the 
image. "''^  Eloquent  in  describing  his  rage  against  Federalists'  prosecutions 
under  the  act.  Jefferson  was  no  less  vengeful  in  recommending  prosecutions 
of  Federalist  editors!  A  year  earlier  he  wrote  to  Governor  McKean  of 
Pennsylvania: 

The  Icdcralists  have  failed  in  destroying  the  freedom  ot  the  press 
by  their  gag-law,  seem  to  ha\c  attacked  it  in  the  opposite  form,  that  is  by 
pushing  it's  licentiousness  &  it's  lying  to  such  a  degree  of  prostitution  as 
to  deprive  it  of  all  credit.  And  the  fact  is  that  so  abandoned  are  the  tory 
presses  in  this  particular  that  even  the  least  informed  of  the  people  have 
learnt  that  nothing  m  a  newspaper  is  to  be  believed.  Phis  is  a  dangerous 
state  of  things,  and  the  press  ought  to  be  restored  to  its  credibility  if 
possible.  Ihe  restraints  provided  by  the  laws  ol  the  states  arc  sutlicient 
tor    this    it    applied.   And    !    have  theretore   long  thought   that   a   lew 
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prosecutions  of  the  most  prominent  offenders  would  have  a  wholesome 
effect  in  restoring  the  integrity  ot  the  presses.  Not  a  general  prosecution, 
for  that  would  look  like  persecution:  but  a  selected  one  .  .  .  U  the  same 
thmg  be  done  in  some  other  oi  the  states  it  will  place  the  whole  band 
more  on  their  guard.''' 

Enclosing  a  copy  of  what  he  deemed  seditious  articles.  Jefferson  again 
showed  that  he  w.is  not  above  political  intrigue  and  that  the  First  Amend- 
ment did  not  alter  the  common  law  of  freedom  of  speech  and  press.  Rather, 
it  only  prohibited  Congress  from  legislating  on  such  matters:  "While  we 
deny  that  Congress  have  a  right  to  control  the  freedom  of  the  press,  we  have 
ever  asserted  the  right  of  the  states,  and  their  exclusive  right  to  do  so."^'* 

That  Jetfersonian  Republicans,  like  the  Federalists,  clung  to  the 
Blackstonian  understanding  of  freedom  of  speech  and  press  was  exemplified 
b\  their  prosecutions  for  seditious  libel  after  the  expiration  of  the  Sedition 
Act.  In  People  v.  Cro.swell  (1803),  for  instance.  Republicans  prosecuted  a 
New  York  Federalist  editor  for  seditious  libel  against  President  Jefferson!"*" 
Three  years  later  the  Republicans  were  still  using  federal  courts  to  prosecute 
individuals  for  seditious  libel  against  the  president.  Not  until  1812,  in 
another  action  for  libel  against  the  president,  did  the  Supreme  Court  finally 
rule,  in  United  Stales  v.  Hudson  and  Goodwin,  that  there  was  no  federal 
common  law  of  crimes,  including  the  crime  of  seditious  libel.**'  State  judges 
like  Massachusetts  Chief  Justice  Parker  nevertheless  stood  on  firm  common 
law  principles  when  declaring:  "The  liberty  of  the  Press,  not  its  licentious- 
ness; this  is  the  construction  which  a  just  regard  to  the  other  parts  of  that 
instrument  [the  Constitution],  and  to  the  w  isdom  of  those  who  founded  it, 
requires.  .  .  .  The  liberty  of  the  Press  was  to  be  unrestrained,  but  he  who 
used  it  was  to  be  reasonable  in  case  of  its  abuse;  like  the  right  to  keep 
firearms,  which  does  not  protect  him  who  uses  them  for  annoyance  or 
destruction. "^- 

In  1833  the  most  widely  read  and  knowledgeable  commentator  on  the 
Constitution  within  a  generation  of  the  founding  period,  and  also  a  member 
of  the  Supreme  Court.  .loseph  Story,  observed  that  "[t]here  is  a  good  deal  of 
loose  reasoning  on  the  subject  of  the  liberty  of  the  press,  as  if  it  inviolability 
were  constitutionally  such."  The  import  of  his  observations  consists  not  only 
in  comprehending  the  meaning  of  free  speech  and  press  after  the  founding 
period  but  also  in  addressing  claims  that  the  press  enjovs  special  priv  ileges  so 
it  can  inform  the  public  and  vindicate  the  public's  right  to  know.  That  the 
press  should  enjoy  special  privileges.  Story  remarked,  "is  too  extravagant  to 
be  held  by  any  sound  constitutional  lavwer."  Slorv.  like  those  who  dratted 
and  ratified  the  First  Amendment,  endorsed  Blackstone's  interpretation  of 
freedom  ot  speech  and  press:  The  First  Amendment  guarantees  individuals 
the  right  to  express  their  views  in  speech  or  print  without  prior  restraint. 
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More  than  30  years  alter  the  Sedition  Act,  Story  remained  uncertain  of 
whether  the  First  Amendment  prohibited  Congress  from  "punishing  the 
licentiousness  of  the  press."  but  he  did  not  doubt  that  the  states  could 
prosecute  individuals  for  libelous  and  "other  mischievous  publications."''^ 

By  the  late  nineteenth  century  another  authority  on  the  Constitution. 
Thomas  Cooley.  recognized  that  the  press  has  assumed  an  increasingly 
important  role  in  society  as  a  result  of  technological  inno\ations.  Cooley 
agreed  with  Madison  that  "[rjepression  of  full  and  free  discussion  is 
dangerous  in  any  government  resting  upon  the  will  of  the  people."  Unlike 
Story  he  also  appreciated  as  constitutionally  significant  the  difference 
between  defamation  of  private  individuals  on  the  one  hand,  and  of  public 
officials  on  the  other.  Prosecutions  for  libel  of  private  individuals,  but  not 
public  officials  and  political  actors,  were  constitutionally  permissible.  Like 
Storv  and  the  authors  of  the  First  Amendment.  howe\er.  he  continued  to 
\  iew  the  First  Amendment  in  terms  of  common  law  principles  and  practices. 
The  First  Amendment,  he  thought,  guarantees  "a  right  to  freely  utter  and 
publish  whatever  the  citizen  may  please,  and  to  be  protected  against  any 
responsibility  for  so  doing,  except  so  far  as  such  publications,  from  their 
blasphemy,  obscenity,  or  scandalous  character,  may  be  a  public  offense,  or 
as  by  their  falsehood  and  malice  they  may  injuriously  affect  the  standing, 
reputation,  or  pecuniary  interests  of  individuals."""* 

Cooley  also  rejected  the  claim  that  the  press  enjoys  special  privileges: 
"When  the  authorities  are  examined,  it  appears  that  they  have  generally  held 
the  proprietors  of  public  journals  to  the  same  rigid  responsibility  with  all 
other  persons  who  publish  what  is  injurious.  If  what  they  gi\e  as  news  proves 
untrue  as  well  as  damaging  to  individuals,  malice  in  the  publication  is 
presumed."  While  appreciating  that  the  "public  demand  and  expect  accounts 
of  every  important  meeting.  .  .  .  and  of  all  events  which  have  a  bearing  upon 
trade  and  business,  or  upon  political  affairs."  he  expressly  denied  that  the 
press  enjoys  special  privileges  under  the  First  Amendment  or  at  common  law 
to  obtain  and  publish  confidential  information  concerning  government 
proceedings  whether  they  be  ex  parte  proceedings,  preliminary  examina- 
tions, trials,  or  legislative  proceedings.'*^ 

From  the  founding  period  and  throughout  the  nineteenth  century  the 
First  Amendment  was  comprehended  in  terms  of  developing  common  law 
principles  and  practices.  The  Supreme  Court  repeatedlv  confirmed  that 
freedom  of  speech  and  press  was  limited  by  common  law  proscriptions  of 
licentious  publications  and  by  political  and  constitutional  determinations 
that  the  states,  but  not  the  national  government,  may  legislate  on  these 
freedoms.  In  I.S33.  in  one  of  Chief  Justice  .lohn  Marshall's  last  major 
decisions,  the  Court  ruled  in  Barron  v.  tialiiniorc  that  the  Bill  of  Rights 
applied  solely  to  the  federal  government,  and  partially  justified  its  holding 
on  the  First  Amendment's  proscribing  that  onlv  Ct)ngress  shall  make  no  law 
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abridging  freedom  of  speech  and  press/^  Consequently,  state  prosecutions 
for  licentious  publications  were  constitutionally  permissible.  In  1894.  in 
Matiu.x  V.  United  Stales,  the  Court  further  stated:  "We  are  bound  to 
interpret  the  Constitution  in  light  of  the  law  as  it  existed  at  the  time  it  was 
adopted  ...  as  securing  to  every  individual  such  [rights]  as  he  alreadv 
possessed  as  a  British  Subject — such  as  his  ancestors  had  inherited  and 
defended  since  the  days  of  Magna  Charta.'"*^  Three  years  later,  in  Robertson 
V.  Baldwin,  the  Supreme  Court  again  asserted  that  "[t]he  law  is  perfectly  well 
settled  that  the  first  ten  amendments  to  the  Constitution,  commonly  known 
as  the  Bill  of  Rights,  were  not  intended  to  lay  down  any  novel  principles  of 
government,  but  simply  to  embody  certain  guarantees  and  immunities  w  hich 
we  had  inherited  from  our  English  ancestors. "^^ 

Not  until  the  mid-twentieth  century,  when  the  Supreme  Court  held 
that  the  basic  guarantees  of  the  First  Amendment  extended  to  the  states 
under  the  Fourteenth  Amendment's  due  process  clause,  did  federal  courts 
recognize  jurisdiction  over  challenges  to  state  legislation  infringing  on  the 
freedom  of  speech  and  press. '''^  Yet  when  the  Court  initially  turned  to  the 
task  of  interpreting  the  First  Amendment  and  its  applicability  to  the  states  it 
did  so  on  the  basis  of  common  law  principles.  In  1907.  for  instance.  Justice 
Oliver  Wendell  Holmes  observed:  "In  the  first  place,  the  main  purpose  of 
such  constitutional  provisions  is  to 'prevent  all  'such  previous  restraints  upon 
publications  as  had  been  practiced  by  other  governments.'  and  they  do  not 
prevent  the  subsequent  punishment  of  such  as  may  be  deemed  contrary  to 
the  public  welfare.  .  .  .  The  preliminary  freedom  extends  as  well  to  the  false 
as  to  the  true;  the  subsequent  punishment  may  extend  as  well  to  the  true  as 
to  the  false."""  Only  in  the  1930s  did  members  of  the  Court  begin  to  question 
reliance  on  common  law  principles  v\  hen  construing  the  First  Amendment. 
In  the  landmark  case  of  Sear  v.  Minnesota.  Chief  .lustice  Charles  Evans 
Hughes,  while  aflirming  common  law  principles,  indicated  that  '"[^he 
conception  of  the  liberty  of  the  press  in  this  countrv  had  broadened  with  the 
exigencies  of  the  colonial  period  and  v\ith  the  efforts  to  secure  freedom  from 
oppressive  administration.'""  Finally,  in  1936,  in  Grosjean  v.  American 
Press  Co.,  .lustice  Cieorge  Sutherland  declared: 

It  IS  impossible  to  concede  that  b\  the  words  "treedom  ot  the 
press"  the  tramers  of  the  amendment  intended  to  adopt  merelv  the 
narrow  \ievv  then  retlected  by  the  law  ot  England  that  such  treedom 
consisted  onl\  in  imnuinit\  Irom  previous  censorship;  tor  this  abuse  then 
permanentiv  disappeared  trt)m  British  practice.  .  .  .  Undoubtedly,  the 
range  ot  a  constitutional  provision  phrased  in  terms  ot  the  common  law 
sometimes  ma\  be  lixed  b\  recourse  to  ihe  applicable  rules  ot  law.  Hui 
thO  doctrine  which  lustities  such  recourse,  like  other  canons  o!  construc- 
tion, must  \ield  to  more  compellinL'  reasons  whenever  the\  exist.''' 
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Still,  two  decades  later  commentators  and  judges,  including  Justice  Frank- 
furter, contidently  maintained  that  Roherston  v.  Baldwin  expressed  the 
"authentic  and  genuine  view"  of  the  First  Amendment.'*^ 


CONSTITUTIONAL  HISTORY  AND  THE  RIGHT  TO  KNOW 

During  the  founding  period  the  First  Amendment  comprehended 
common  law  doctrines  for  freedom  of  speech  and  press.  Public  access  to 
government  information  and  the  political  ideal  of  the  public's  right  to  know 
was  concomitantly  and  indirectly  ensured  by  the  amendment's  proscription 
of  prior  governmental  restrictions  on  individuals'  communications.  The 
crucial  role  that  the  First  Amendment  assumes  in  the  polity  arises  precisely 
because  the  electorate  must  be  able  to  inform  its  representatives  concerning 
issues  of  public  moment  and  be.  informed  by  critical  appraisals  of  official 
activity  and  the  operations  of  government.  Still  although  the  First  .Amend- 
ment prohibits  prior  censorship  of  "information  and  communication  among 
the  people  which  is  indispensible  to  the  just  e.xercise  of  their  electorial 
rights.""'-*  the  broad  freedom  of  political  commentary  and  criticism  that  is 
enjoyed  was  not  the  achievement  of  architectonic  design  but  of  the  long 
arduous  struggle  for  free  speech  and  press  that  emerged  prior  to  and 
continued  throughout  the  bicentennar\'  of  the  founding  of  the  republic. 

There  exists  no  historical  basis  for  the  proposition  that  the  First 
Amendment  was  designed  to  guarantee  to  individuals  and  to  the  press  an 
atTirmati\e  constitutional  right  to  demand  access  to  government  facilities  or 
materials.  In  view  of  the  bitter  struggle  over  individuals'  freedom  trom  prior 
censorship  and  subsequent  punishment  for  licentious  speech  and  press, 
arguments  for  an  affirmative  right  to  demand  access  to  government  facilities 
are  misleading  and  counterhistorical.  in  sum,  the  argument  that  the  public's 
right  to  know  attains  constitutional  legitimacy  in  terms  of  the  historical 
background  of  the  First  Amendment  is  a  pretense  with  no  basis  in  the 
debates  over  the  adoption,  ratification,  and  interpretation  of  the  First 
Amendment. 

To  conclude  that  historical  arguments  for  the  constitutional  legitimacy 
of  an  enforceable  right  to  know  are  ill  founded  because  the  First  Amend- 
ment rellected  common  law  practices,  which  recognized  no  such  atfirmaiive 
right  ot  the  people,  presents  no  less  vexing  issues  about  the  scope  of  judicial 
creativity  in  constitutional  interpretation.  In  (irosjeun,  although  underesti- 
mating the  controlling  inlluence  of  the  common  law  on  judicial  construction 
ot  the  First  Amendment.  Justice  Sutherland  kccniv  perceived  that  common 
law  prmciples  would  prove  inadequate  for  constitutional  interpretation  in 
the  torthcoming  decades  and  in  accommodating  the  increasingly  dithcult 
issues  raised  hv  litigation  over  press  freedom  and  the  public's  right  to  know. 
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Justice  Sutherland  apprehended,  as  Madison  understood,  that  the  First 
Amendment  is  integral  to  the  pohtical  enterprise  of  sustaining  a  system  of 
free  government.  Madison,  like  Justice  Black  in  Griswold,  appreciated  that 
the  Constitution  is  subverted  as  much  by  judicial  self-restraint  that  renders 
constitutional  provisions  contingent  on  developments  in  public  policy  as  by 
judicial  activism  that  turns  the  Constitution  into  a  mandate  for  constitu- 
tional common  law  via  judicial  articulation  of  extraconstitutional  rights. 
The  Constitution  and  the  First  Amendment  requires  that  the  Supreme  Court 
articulate  constitutional  principles  based  on  parchment  guarantees  by 
reflecting  on  the  perennially  perplexing  dilemma  of  balancing  freedom  and 
restraint. 
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CHAPTER  4 

FIRST  AMENDMENT 
AFFIRMATIVE  ACTION 


[T]here  is  no  First  Amendment  right  of  access  in  the  public  or  the 
press  to  judicial  or  other  governmental  proceedings. 

Justice  William  Rehnquist,  Gannett  Co.  v.  DePasquale  {\919) 

These  expressly  guaranteed  [First  Amendment]  freedoms  share  a 
common  core  purpose  of  assuring  freedom  of  communication  on 
matters  relating  to  the  functioning  of  government. 

Chief  Justice  Warren  E.  Burger,  Richmond  S'ewspapers,  Inc.  v. 
Virginia  (\9m) 

"There  remain  after  nearly  two  hundred  years  unresolved  questions  on 
where  the  boundaries  of  these  [First  Amendment]  rights  shall  be  drawn."  So 
concluded  Justice  William  H.  Rehnquist  on  the  occasion  of  delivering  the 
1976  William  O.  Douglas  Lecture  at  Gonzaga  University  School  of  Law, 
Spokane,  Washington.'  A  degree  of  uncertainty  in  constitutional  line 
drawing  inescapably  arises  from  the  irrepressible  human  element  injudicial 
decision  making  and  the  inexorably  changing  political  circumstances  sur- 
rounding the  Court. - 

In  the  twentieth  century,  the  Court's  interpretation  of  the  First 
Amendment  remained  remarkably  coherent  in  two  fundamental  respects.  As 
the  last  chapter  showed,  on  the  one  hand,  the  speech  and  press  clauses  were 
historically  deemed  constitutionally  redundant,  and  a  structuralist  analysis 
cum  preferred  status  for  the  institutional  press  was  steadfastly  repudiated. 
The  scope  of  the  First  Amendment,  on  the  other  hand,  was  construed  to 
guarantee  the  freedom  from  impermissible  restraints  on  communications, 
but  not  the  right  of  the  public  to  demand  and  obtain  mformation  from  the 
goNcrnment.  Traditionally,  the  amendment  fell  short  ot  constitutionally 
mandatmg  atlirmati\e  governmental  action  to  either  inlorm  citi/ens  about 
or  grant  their  access  to  policy-making  materials  and  institutions. 
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Constitutional  history  establishes,  in  Justice  John  Paul  Stevens's 
words,  the  "general  rule"  that  affirmative  rights  to  receive,  gather,  and 
demand  access  to  government  information  are  outside  the  boundaries  of 
First  Amendment  guarantees.  During  his  address  m  September  1979,  at  the 
University  of  Arizona  College  of  Law  dedication  ceremony,  after  quoting 
Justice  Blackmun's  observation  that  "this  Court  heretofore  has  not  found 
.  .  .  any  First  Amendment  right  of  access  to  judicial  or  other  governmental 
proceedings,"  he  proposed  that  "[t]hat  statement  fairly  identifies  what  one 
might  characterize  as  a  'general  rule'  that  is  now  on  the  firing  line." 
According  to  Justice  Stevens,  "[t]he  rule  draws  a  sharp  distinction  between 
the  dissemination  of  information  and  ideas,  on  the  one  hand,  and  the 
acquisition  of  newsworthy  matter  on  the  other."  Concluding,  he  added: 
"Whereas  the  Court  has  accorded  virtually  absolute  protection  to  the 
former,  it  has  never  squarely  held  that  the  latter  is  entitled  to  any  constitu- 
tional protection  whatsoever."^ 

In  the  1970s  that  general  rule  was  indeed  on  the  firing  line,  with 
members  of  the  press  increasingly  contending  that  the  First  Amendment 
grants  the  public  and  the  press  affirmative  constitutional  rights  to  receive, 
gather,  or  obtain  access  to  government  information  and  facilities.  In  short, 
the  First  Amendment  embodies  a  directly  enforceable  public's  right  to  know. 
Litigation  over  First  Amendment  affirmative  rights,  like  that  over  press 
exceptionalism.  represents  nothing  less  than  a  demand  for  a  constitutional 
revolution.  Unlike  litigation  over  special  press  privileges,  however,  claims  to 
First  Amendment  affirmative  rights  are  based  on  the  Court's  own  functional 
analysis  of  the  amendment  as  indirectly  ensuring  the  public's  informational 
interests. 

Thus,  although  the  amendment  traditionally  comprehended  only 
individuals'  freedom  from  restraints  on  their  communications,  members  of 
the  press  and  some  constitutional  scholars  argue  that  affirmative  rights  to 
acquire  information  exist  as  a  corollary  of  First  Amendment  freedoms. 
Thomas  Emerson,  for  example,  explains:  "Reduced  to  its  simplest  terms  [the 
public's  right  to  know]  includes  two  closely  related  features:  first,  the  right  to 
read,  to  listen,  to  see,  and  to  otherwise  receive  communications;  and,  second, 
the  right  to  obtain  information  as  a  basis  for  transmitting  ideas  or  facts  to 
others.  Together  these  constitute  the  reverse  side  of  a  coin  from  the  right  to 
communicate.  But  the  coin  is  one  piece,  namely,  the  system  of  freedom  of 
expression."  He  further  argues  that  "the  right  to  know  serves  much  the  same 
function  in  our  society  as  the  right  to  communicate.  It  is  essential  to  personal 
self-fuUillment.  It  is  a  significant  method  for  seeking  the  truth,  or  at  least  for 
seeking  the  better  answer.  It  is  necessary  for  collective  decision-making  in 
a  democratic  society."^  .lustice  Thurgood  Marshall  likewise  observed: 

[i]n  a  variety  ot  contexts  this  Court  has  held  that  the  First  Amendment 
protects  the  right  to  receive  information  and  ideas,  the  treedom  to  hear 
as  well  as  the  treedom  to  speak,    the  reason  tor  this  is  that  the  First 

-5t_oci      r\     —     Q /I     _     AA 
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Amendment  protects  a  process  .  .  .  and  the  right  to  speak  and  hear  — 
including  the  right  to  inform  others  and  to  be  informed  about  public 
issues— are  inextricably  part  of  that  process.  The  freedom  to  speak  and 
the  freedom  to  hear  are  inseparable;  they  are  two  sides  of  the  same  coin. 
But  the  coin  itself  is  the  process  of  thought  and  discussion.^ 

First  Amendment  freedoms,  according  to  Emerson  and  Justice  Marshall, 
are  to  be  comprehended  with  the  metaphor  of  a  coin.  The  amendment 
connotes  on  the  one  side  a  guarantee  for  the  freedom  trom  restraints  on  the 
dissemination  of  information  and  on  the  other  side  a  guarantee  for  affirma- 
tive rights  to  receive  or  acquire  access  to  information. 

The  simplicity  of  the  coin  metaphor  is  deceptively  appealing.  Constitu- 
tional developments  under  the  First  Amendment  established  by  the  1970s 
extensive  protection  for  individuals'  freedom  Irom  restraints  on  their 
communications,  but  the  Courfs  underlying  jurisprudence  neither  man- 
dated nor  required  enforceable  constitutional  rights  to  recei\e  information. 
Although  Justice  Marshall  understood  that  "[t]he  First  Amendment  means 
that  Government  has  no  power  to  thwart  the  process  of  free  discussion,  to 
'abridge'  the  freedoms  necessary  to  make  the  process  work,"  neither  consti- 
tutional history  nor  prevailing  judicial  politics  support  claims  to  indepen- 
dent First  Amendment  affirmative  rights.  Before  the  I97()s,  members  of  the 
Court  on  occasion  did  acknowledge  the  amendment's  embodiment  of 
affirmative  rights,  such  as  the  right  to  recei\e  and  gather  or  obtain  informa- 
tion, but  only  in  dicta  and  dissenting  opinions.  Furthermore,  throughout  the 
1950s  and  1960s  affirmative  rights  to  acquire  information  were  recognized 
only  as  reciprocal  or  corollary  rights,  not  independently  assertable  constitu- 
tional rights. 

Litigation  over  First  Amendment  attirmatixe  rights  therefore  poses  the 
dilemma  of  constitutional  common  law  and  brings  to  bear  the  fundamental 
issue  in  judicial  line  drawing;  namely,  the  legitimate  scope  of  judicial 
creativity  in  constitutional  interpretation.''  Unlike  common  law  judges,  who 
may  expand  the  scope  of  legal  rights,  justices  of  the  Supreme  Court  are,  as 
Thomas  Jefierson  said,  "bound  down  by  the  chains  oi  the  Constitution." 
Accordingly,  judicial  creativit)  in  constitutional  interpretation  is  con- 
strained in  theory,  if  not  always  in  practice,  by  parchment  guarantees. 
Judicial  crcati\  ity  differs  not  onl\  m  degree  but  in  kind  when  used  to  expand 
the  scope  of  constitutional  rights  by  broadly  construing  enumerated  guar- 
antees and  when  used  to  construct  new  "constitutional  rights."  The  differ- 
ence between  construing  constitutional  provisions  and  the  construction  of 
new  constitutional  rights  is  largely  what  distinguishes  legitimate  and  illegiti- 
mate exercises  of  judicial  review.  The  difference  between  permissible  judicial 
creativity  and  extraconstitutional  judicial  ingenuity  in  fashioning  constitu- 
tional rights  from  within  the  "shadows"^  of  the  Constitution  often  becomes 
obscured,  and  perhaps  thereby  rendered  more  palatable,  but  no  less  crucial, 
by  the  incremental  process  of  constitutional  adjudication. 
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RIGHTS  TO  RECEIVE  AND  GATHER  INFORMATION 

Dictum  in  a  1943  Jehovah's  Witness  case.  Martin  v.  City  of  Struthers, 
that  "treedom  [of  speech  and  press]  necessarily  protects  the  right  to  receive." 
provided  the  genesis  tor  litigation  over  First  Amendment  alhrmativc  rights.'* 
In  subsequent  dicta  the  Court  elaborated  the  right  to  receive  as  a  corollary  of 
the  First  Amendment  applicable  to  disseminating  materials  about  organized 
labor:"*  religious,  educational,  and  political  matters;'"  and  commercial 
speech"  as  well  as  personal  correspondence.'-  In  these  cases,  however,  the 
Court  comprehended  an  affirmative  right  to  receive  to  exist  as  a  corollary  of 
the  enumerated  rights  in  the  First  Amendment.  For  example,  when  invali- 
dating a  statute  empowering  the  postmaster  to  detain  any  unsealed  foreign 
mailings  of  communist  political  propaganda  until  obtaining  the  addressee's 
notihcation  to  deliver  the  mailings.  Justice  Douglas,  writing  for  the  Court  in 
Lamoni  v.  Postmaster  General,  explained:  "We  rest  on  the  narrow  ground 
that  the  addressee  in  order  to  receive  his  mail  must  request  in  writing  that  it 
be  delivered.  This  amounts  in  our  judgment  to  an  unconstitutional  abridg- 
ment of  the  addressee's  First  Amendment  rights."'-  Here.  Justice  Douglas 
understood  the  right  to  receive  as  a  reciprocal,  rather  than  an  independent, 
right  with  respect  to  the  express  guarantees  of  the  First  Amendment.  Justice 
Brennan.  concurring  in  Lamont.  was  willing  to  go  further,  observing: 


It  is  true  that  the  First  Amendment  contains  no  specific  guarantee  of 
access  to  publications.  However,  the  protection  of  the  Bill  ot  Rights  goes 
beyond  the  specific  guarantees  to  protect  from  congressional  abridgment 
those  equally  fundamental  personal  rights  necessary  to  make  the  express 
guarantees  fully  meaningful.  ...  I  think  the  right  to  receive  publications 
is  such  a  fundamental  right. '^ 


Justice  Brennan's  broad  interpretation  of  the  First  Amendment  as  legitimat- 
ing an  independent  right  to  receive  failed  to  win  acceptance  with  his 
colleagues.  Majorities  of  both  the  Warren  and  Burger  Courts  later  affirmed 
that  any  constitutionally  protected  right  to  receive  exists  only  concomitantly 
with  enumerated  First  Amendment  rights  in  holding  that  individuals  have 
the  right  not  to  receive  information.'^ 

The  import  of  litigation  over  First  Amendment  affirmative  rights  lies  in 
securing  a  independent  constitutional  right  that  gives  standing  to  indiv  iduals 
to  challenge  governmental  withholding  of  information.  Affirmative  rights 
appear  compelling  in  those  situations  where  "the  speaker,  who  is  normally 
the  party  most  likely  to  seek  vindication  of  the  right  to  free  expression,  may 
not  be  in  a  position  to  assert  that,  and  the  listener  or  reader  may  find  it 
necessary  to  defend  the  right  of  expression  by  invoking  the  constitutional 
right  to  know.""'  Yet.  because  the  Court  acknowledges  a  First  Amendment 
riglit  to  receive  as  onlv  a  coordinate  with  each  individual's  riuht  to  free 
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speech  and  press,  individuals  may  claim  a  right  to  receive  only  after  another 
individual  seeks  unsuccessfully  to  exercise  the  First  Amendment  guarantee 
to  disseminate  information.  In  other  words,  the  Court's  recognition  of  the 
right  to  receive  extends  to  only  protect  the  intended  recipients  of  informa- 
tion from  governmental  interference  with  the  voluntary  dissemination  of 
intormation.  not  to  entitle  public  access  to  confidential  governmental  infor- 
mation.'-" 

In  1972  the  Burger  Court  encountered  in  Kliendiensi  v.  Mandelhs  first 
opportunity  to  consider  the  merits  of  claims  to  an  independent  right  to 
receive.  The  case  arose  when  the  U.S.  attorney  general  refused  to  grant  a 
temporary  nonimmigrant  visa  to  a  Belgian  journalist  and  Marxian  theoreti- 
cian whom  American  organizers  had  invited  to  participate  in  academic 
conferences  and  discussions.  The  majority  found  that  the  First  Amendment 
guarantees  no  such  independent  and  enforceable  right  against  the  govern- 
ment. Indeed,  any  infringement  of  First  Amendment  rights  was  not  to  be 
balanced  against  the  government's  bona  fide  exercise  of  discretion  m  the 
exclusion  of  aliens.  In  framing  the  issue  for  the  six-member  majority  Justice 
Blackmun  wrote:  "The  case,  therefore,  comes  down  to  the  narrow  issue 
whether  the  First  Amendment  confers  upon  the  appellee  professors,  because 
they  wish  to  hear,  speak,  and  debate  with  Mandel  in  person,  the  ability  to 
determine  that  Mandel  should  be  permitted  to  enter  the  country  or.  in  other 
words,  to  compel  the  Attorney  General  to  allow  Mandel's  admission."'** 
After  acknowledging  previous  cases  citing  a  First  Amendment  right  to 
receive,  the  Court  ruled  that  when  the  attorney  general  decides  for  a 
legitimate  reason  to  refuse  to  grant  a  visa  to  an  alien,  as  authorized  by 
Congress,  courts  may  not  weigh  that  decision  against  the  First  Amendment 
interests  of  those  desiring  to  communicate  with  the  alien.  The  majority  thus 
rejected  the  broad  interpretation  that  "[t]he  First  Amendment  involves  not 
only  the  right  to  speak  and  publish  but  also  the  right  to  hear,  to  learn,  to 
know,"  advocated  by  dissenting  Justices  Douglas,  Marshall,  and  Brennan.'*^ 
The  dissenters  had  argued  that  the  First  Amendment  embodies  affirmative 
constitutional  rights  of  the  public.  Justice  Douglas  would  have  permitted 
discretionary  exclusion  of  aliens  only  where  there  were  issues  of  "national 
security,  importation  of  drugs,  and  the  like";  Justice  Marshall  would  have 
required  the  showing  of  a  compelling  governmental  interest  outweighing  the 
infringement  of  First  Amendment  affirmative  rights  of  the  public  to  be 
informed. 

Kk'indiensi  v.  Mandel  complemented  the  Warren  Court's  decision 
seven  years  earlier  in  Zeniel  \.  Rusk,  upholding  the  secretary  of  state's 
passport  restrictions  on  travel  to  Cuba  as  authorized  bv  the  Passport  Act  of 
1926  and  the  Immigration  and  Nationality  Act  of  1952.  In  Zemel.  Chief 
Justice  Warren,  writing  for  the  Court,  acknowledged  that  the  restriction 
"renders  less  than  wholly  free  the  free  flow  of  information  concerning  that 
country,"  but  pointed  to  the  dangers  of  constructing  a  directly  enforceable 
public's  right  to  know: 
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There  are  few  restrictions  on  action  which  could  not  be  clothed  by 
ingenious  argument  in  the  garb  ot  decreased  data  flow.  For  example,  the 
prohibition  on  unauthorized  entry  into  the  White  House  diminishes  the 
citizen's  opportunities  to  gather  information  he  might  find  rele\ant  to  his 
opinion  of  the  way  the  country  is  being  run,  but  that  does  not  make 
entry  into  the  White  House  a  First  Amendment  right.  The  right  to  speak 
and  pubhsh  does  not  carry  with  it  the  unrestricted  right  to  gather 
information.-" 

The  majority  in  ZemeL  as  in  Kleindiensi,  comprehended  that  the  First 
Amendment  does  not  confer  on  the  public  an  independent  and  unqualified 
aftirmati\e  right  to  demand  information  from  the  government. 

Kleindienst  and  ZemeL  along  with  rulings  upholding  time,  place,  and 
manner  restrictions  on  the  dissemination  of  communications,  render  incon- 
tr,o\ertible  the  fundamental  point  that  the  First  Amendment  does  not 
convey  an  affirmati\c  right  to  recei\e  that  outweighs  governmental  interests 
in  imposing  reasonable  limits  on  the  free  How  of  iniormation.  The  two  cases 
emphasize  that  restrictions  on  the  free  How  of  information  arc  permissible 
under  the  First  Amendment  when  Congress  has  enacted  legislation  and 
where  governmental  officials  e.xercise  their  discretion  under  that  legislation 
even-handed  Iv. 


ACCESS  TO  GOVERNMENT  FACILITIES 

Two  \ears  after  Kleindienst,  members  of  the  press  pushed  for  First 
Amendment  attirmati\e  rights  when  challenging  policies  imposing  blanket 
prohibitions  of  personal  inter\iews  between  reporters  and  individually 
designated  inmates  in  state  and  federal  prisons.  Writing  for  bare  majorities 
in  Pell  \.  Procunier  and  Saxhe  \.  H'a.shini^ron  Post.  Justice  .Stewart 
reaffirmed  that  "the  First  Amendment  does  not  guarantee  the  press  a 
constitutional  right  of  special  access  to  information  not  available  to  the 
public  generally."-'  Hence,  the  Court  found  it  "unnecessar\  to  engage  in  a 
delicate  balancing  of ...  penal  considerations  against  the  legitimate  de- 
mands of  the  First  Amendment." 

Justice  Douglas,  in  dissent,  joined  by  Justices  Marshall  and  Brennan, 
again  argued  that  the  First  Amendment  embodies  an  atlirmati\e  right  to 
know  and  confers  special  privileges  on  the  press  so  it  may  \indicate  the 
public's  interests  in  information  about  the  operation  of  government.  Here, 
he  found  the  prison  regulations  on  press  interviews  to  be  "lar  broader  than  is 
necessary  to  protect  any  legitimate  governmental  interests  and  ...  an 
unconstitutional  infringement  on  the  public's  right  to  know  protected  by  the 
free  press  guarantee  of  the  First  Amendment."  He  thought,  moreover,  that 
special  pri\  ileges  lor  the  press  to  receive  information  and  acquire  access  lo 
iaciliiics  not  open  to  the  public  defensible  because  "prtihibiiion  of  visits  by 
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the  public  has  no  practical  effect  upon  their  right  to  know  beyond  that 
achieved  bv  the  exclusion  of  the  press.  The  average  citizen  is  most  unlikely  to 
inform  himself  about  the  operation  of  the  prison  system  by  requesting  an 
interview  with  a  particular  inmate  with  whom  he  has  no  prior  relationship. 
He  is  likely  instead,  in  a  society  which  values  a  free  press,  to  rely  upon  the 
media  for  information. "-- 

Justice  Powell  also  dissented  in  Pell  and  Saxhe,  finding  that  the 
absolute  prohibition  on  prisoner-press  interviews  "significantly  impairs  the 
right  of  the  people  to  a  free  flow  of  information  and  ideas  on  the  conduct  of 
the  Government."  Agreeing  with  Justice  Douglas,  he  further  explained  that 
"[t]he  underlying  right  is  the  right  of  the  public  generally.  The  press  is  the 
necessary  representative  of  the  public's  interests  in  this  context  and  the 
instrumentality  which  effects  the  public's  right."  Justice  Powell,  however, 
emphasized  that  "governmental  regulations  should  not  be  policed  in  the 
name  of  a  "right  to  know'  unless  they  significantly  affect  the  societal  function 
of  the  First  Amendment."  He  indicated  that  he  would  uphold  press  interview 
policies  that  accommodate  both  governmental  and  First  Amendment 
interests,  and  cautioned  against  excessive  claims  to  a  First  Amendment  right 
to  know:  "Common  sense  and  proper  respect  for  the  constitutional  commit- 
ment of  the  affairs  of  state  to  the  Legislati\e  and  Fxecutive  Branches  should 
deter  the  Judiciary  from  chasing  the  right-of-access  rainbows  that  an 
advocate's  eye  can  spot  in  \irtually  all  governmental  actions."-^ 

Pell  and  Saxhe  demonstrate  the  appeal  of  the  political  ideal  of  an 
informed  public  and  highlight  the  divisions  within  the  Burger  Court  o\cr 
interpreting  that  ideal  and  the  First  Amendment.  Those  divisions  emerged 
four  years  later,  in  1978.  with  a  bare  majority  again  rejecting  claims  by  the 
media  for  a  right  of  access  to  prison  facilities  in  lloiichins  \.  KQED.  KQED, 
a  broadcasting  station,  challenged  as  a  denial  of  First  Amendment  rights  the 
refusal  by  the  Alameda  Countx'  jail  to  permit  access  to  a  portion  of  the  jail 
where  a  prisoner's  suicide  had  occurred  and  was  reportedK'  a  result  of  the 
conditions  of  the  prison.  Chief  Justice  Burger,  in  an  opinion  joined  by 
Justices  White  and  Rehnquist.  examined  prior  rulings  in  rejecting  any  claim 
that  the  press  is  entitled  to  special  privileges  because  of  the  role  the  press 
plays  in  providing  information  to  the  public.  He  emphasized  that  "an 
analysis  of  those  cases  reveals  that  the  Court  was  concerned  with  the 
freedom  of  the  media  to  conitnnnicate  information  once  it  is  obtained,  [the 
cases  do  not  intimate]  that  the  Constitution  compels  the  government  to 
provide  the  media  w  ith  information  or  access  to  it  on  demand."  He  therefore 
concluded: 

[KQI'D'sj  areunicnt  is  Hawed,  not  onlv  because  it  lacks  prccccicntial 
support  and  is  contrarv  lo  statements  m  this  Court's  opinions,  but  also 
because  it  invites  the  Court  to  iiuoKc  itselt  in  what  is  clearly  a  leuislati\e 
task  w  Inch  the  Constitution  has  lelt  {o  the  political  process.  Whether  the 
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government  should  open  penal  institutions  in  the  manner  sought  by 
[KQED]  is  a  question  of  pohcy  which  a  legislative  body  might  appropri- 
ately resolve  one  way  or  the  other.-* 

The  plurality  opinion  in  Houchins  reaffirmed  the  Court's  position  in 
Pell  and  Saxhe  that  the  First  Amendment  neither  entails  special  rights  of 
access  to  the  press  nor  the  legitimacy  of  a  directly  enforceable  constitutional 
right  to  know.  The  author  of  Pell  and  Saxbe,  Justice  Stewart,  wrote  a 
concurring  opinion  in  Houchins  to  underscore  that  "[t]he  First  and  Four- 
teenth Amendments  do  not  guarantee  the  public  a  right  of  access  to 
information  generated  or  controlled  by  government,  nor  do  they  guarantee 
the  press  any  basic  right  of  access  superior  to  that  of  the  public  generally." 
After  considering  the  importance  of  the  press  to  society,  however,  he  added 
that  "terms  of  access  that  are  reasonably  imposed  on  individual  members  of 
the  public  may,  if  they  impede  effective  reporting  without  sufficient  justifica- 
tion, be  unreasonable  as  applied  to  journalists  who  are  there  to  convey  to  the 
general  public  what  the  visitors  sec^-^  In  other  words,  although  neither  the 
public  nor  the  press  has  a  First  Amendment  right  of  access  per  se,  on  Justice 
Stewart's  structuralist  theory,  once  access  to  government  facilities  is  granted 
to  the  public  generally,  the  press  may  be  able  to  gain  access  on  more 
favorable  terms  so  it  can  report  adequately  upon  the  conditions  and 
activities  in  the  accessible  areas. 

Justice  Stevens,  having  assumed  Justice  Douglas's  seat  on  the  high 
bench,  maintained  with  slight  modification  his  predecessor's  position  ex- 
pressed in  Pell  and  Saxhe.  in  Houchins  Justice  Stevens  wrote  the  dissenting 
opinion  joined  by  Justices  Brennan  and  Powell.  In  their  view  the  basic 
question  was  whether  the  Alameda  County  jail's  "policies,  which  cut  off  the 
flow  of  information  at  its  source,  abridged  the  public's  right  to  be  informed 
about  [the  jail's]  conditions."  Justice  Stevens  assumed  an  activist  posture 
toward  the  First  Amendment  because  "[wjithout  some  protection  for  the 
acquisition  of  information  about  the  operation  of  public  institutions  ...  by 
the  public  the  process  of  self-governance  contemplated  by  the  framers  would 
be  stripped  of  its  substance."-^ 

By  1978  the  Burger  Court  was  ostensibly  divided  between  the  chief 
justice  and  Justices  Rehnquist.  Blackmun.  White,  and  Stewart  on  the  one 
hand  and  Justices  Stevens,  Powell.  Brennan,  and  Marshall  on  the  other 
hand.  The  division  arose  because  of  the  latter  justices'  willingness  to  pursue 
judicial  creativity  in  fashioning  a  limited  but  constitutionally  enforceable 
right  to  know  by  extending  previous  dicta  on  First  Amendment  affirmative 
rights.  The  latter,  unlike  the  former,  bloc  of  justices  were  furthermore  willing 
to  concede  special  privileges  for  the  press  so  journalists  may  inform  the 
public  of  \  ital  issues  and  current  events.  I'hey  were  thus  willing  to  substitute 
their  judgments  tor  those  of  legislatures  m  deciding  what  and  how  much  the 
public  is  or  is  not  entitled  to  know.  In  contrast,  the  chief  justice  and  his 
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colleagues  tound  I'irst  Amendment  atfirmatue  rights  illegitimate  in  terms  ot 
the  historical  background  ot.  and  de\ eloping  case  law  under,  the  amend- 
ment as  well  as  pernicious  inasmuch  as  denomination  ot  such  atlirmaiive 
rights  would  expand  the  Court's  supervisory  role  and  promote  entanglement 
with  leiiislati\e  and  administrative  policy-making. 


THE  FIRST  AMENDMENT  IS  NOT  A  FREEDOM  OF 
INFORMATION  ACT 


Constitutional  adjudicatiim  in  the  I97()s  repeatedK  tested  the  general 
rule  that  the  scope  of  the  First  Amendment  tall^  short  ol  guaranteeing 
independent  and  entorceable  rights  to  recei\e.  gather,  and  obtain  access  to 
government  information,  or  tacilities.  Litigation  o\er  First  .Amendment 
alHrmati\e  rights  forced  the  Court  to  reassess  its  functional  anaKsis  o{  the 
amendment  in  terms  of  the  public's  interests  in  freedom  o\  intormation  and 
the  limits  of  judicial  inter\ention.  Although  the  Court  recogni/ed  f-'irst 
Amendment  atiirmative  rights  as  coordinate  with  e.xpressK'  guaranteed 
freedoms  and  extended  the  concept  of  public  forums  to  trials,  a  majoritv  of 
the  Court  persistentl\  refused  to  recogni/e  independent  and  directlv  enforce- 
able First  Amendment  ailirmati\e  rights  against  the  government. 

The  divisions  within  the  Burger  Court  over  fashioning  iinenumerated 
I-'irM  .Amendment  rights  reflect  the  perennial  dilemmas  ol  judicial  craftsman- 
ship. In  a  proh)iind  sense,  the  loundations  oi  our  constitutional  and  political 
s\sicm  iiie\itabl\  ilepend  on  the  tenuous  and  delicate  balance  tlraun  b\  the 
Court  between  briKulK'  construing  the  retjuisite  latitude  ot  enumerated 
guarantees  and  cxtraconstitutionalK  constructing  iioxcl.  unenumeiaied 
rigiits.    1  luis.   litigation  o\er  I  irst  .\meiulment   rights  sharpK   divided   the 
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Burger  Court  not  only  over  the  scope  of  the  amendment  hut  also  with 
respect  to  the  justices'  political  perceptions  of  the  proper  role  of  judicial 
review. 

Chief  Justice  Burger  and  Justices  Stewart  and  Rehnquist  remained 
steadfast  in  their  denial  of  the  constitutional  legitimacy  of  directly  enforce- 
able affirmative  rights  under  *he  First  Amendment.  Justices  Blackmun  and 
White  also  rather  consistently  agreed  with  them.  These  justices  construe  the 
amendment  as  only  ensuring  the  conditions  lor  freedom  ot  information  and 
an  informed  public,  rather  than  mandating  First  Amendment  affirmative 
action.  They  maintain  that  premissible  judicial  review  precludes  both  artic- 
ulation of  unenumerated  rights  and  prescriptive  policy  making,  since  the 
Court  thereby  substitutes  its  wisdom  for  legislative  determinations  of 
governmental  information  policies.  Hence,  the  majority  of  the  Burger  Court 
on  the  one  hand  continues  to  employ  a  broad  functional  analysis  of 
enumerated  guarantees:  "[T]he  First  Amendment  goes  beyond  protection  of 
the  press  and  the  self-expression  of  individuals  to  prohibit  government  from 
limiting  the  stock  of  information  from  which  members  of  the  public  may 
draw."**"  On  the  other  hand  they  understand  constitutional  history  and 
principle  to  preclude  First  Amendment  affirmative  rights,  regardless  of  the 
rights'  anticipated  utility  for  contributing  to  an  informed  public  and 
governmental  openness.  The  First  Amendment  secures  only  the  conditions 
for  an  informed  public  by  guaranteeing  freedom  of  speech  and  press  in  the 
absence  of  impermissible  restraints.  The  amendment  does  not  mandate  a 
constitutional  right  to  acquire  information  or  obtain  access  to  government 
materials  and  facilities  not  generally  open  to  the  public.  Accordingly,  for  a 
majority  of  the  Burger  Court,  the  propriety  of  governmental  openness 
presents  issues  of  public  policy  reserved  for  the  legislative  and  executive 
branches  of  government.  As  Justice  Stewart  succinctly  put  it:  "The  Constitu- 
tion itself  is  neither  a  Freedom  of  Information  Act  nor  an  Official  Secrets 
Act."*^'  In  sum,  the  First  Amendment  neither  requires  nor  permits  judicial 
formulation  of  information  policies  by  the  denomination  of  novel,  unenum- 
erated constitutional  rights. 

In  contrast.  Justices  Brennan  and  Marshall  endorsed  First  Amend- 
ment affirmative  action  because  they  hold  that  the  amendment  does  not 
prohibit  what  it  does  not  require  and  that  judicially  created  affirmative  rights 
serve  the  important  policy  objective  of  enhancing  the  free  flow  of  informa- 
tion. While  Justices  Powell  and  Stevens  agreed  that  a  right  of  the  public  to 
know  about  government  operations  is  defensible  in  terms  of  vindicating  the 
interests  of  an  informed  citi/enry.  they  disagreed  with  Justices  Brennan  and 
Marshall  on  the  scope  of  judicial  creativity  and  First  Amendment  protec- 
tion. Justices  Powell  and  Stevens,  thus  abandoned  Justices  Brennan  and 
Marshall  in  Ganneii  because  they  found  that  the  government  had  in  a 
reasonable  manner  considered  the  interests  of  an  informed  public  when 
denying  access  to  judicial  proceedings. 

In  Richmond  Newspapers,  Justice  Brennan  insisted  that  the  Court's 
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functionalist  analysis  of  the  First  Amendment  amounted  to  a  structuralist 
theory  of  the  amendment.  He  did  so  both  to  justify  First  Amendment 
affirmative  rights  and  to  explain  why  he.  along  with  .Justices  Marshall. 
Powell,  and  Stevens,  at  times  differ  with  the  majority  when  interpreting  the 
First  Amendment.  He  further  elaborated  his  interpretation  during  an 
address  at  the  dedication  of  the  Samuel  1.  Newhouse  Faw  Center  at  Rutgers 
University  on  October  1 7.  1979.'*-  There,  he  -suggested  that  First  Amendment 
litigation  in  the  1970s  in  important  ways  challenged  the  Court's  interpreta- 
tion of  the  First  Amendment.  He  proposed  two  "models"  of  the  First 
Amendment:  first,  a  "speech  model."  the  pre\ailing  approach  to  the  amend- 
ment, based  on  a  functionalist  analysis  and  definitional  balancing  of 
freedom  of  speech  and  press;  second,  what  he  called  a  "structural  model." 
extending  the  umbrella  of  the  First  Amendment  to  affirmative  rights  to 
"protect  the  structure  of  communication  necessary  for  the  existence  of  our 
democracy."  Fundamentally,  what  First  Amendment  litigation  in  the  1970s 
demanded  and  what  a  majority  of  the  Burger  Court  repeatedly  denied  was  a 
structuralist  theory  of  the  amendment.  In  Justice  Brennan's  view:  "It  is  a 
mistake  to  suppose  that  the  First  Amendment  protects  only  self-expression, 
only  the  right  to  speak  out.  1  belie\e  that  the  First  Amendment  in  addition 
fosters  the  values  of  democratic  self-government.  The  amendment  also 
forbids  the  government  from  interfering  with  the  communicative  processes 
through  which  we  citizens  exercise  and  prepare  to  exercise  our  rights  of  self- 
government."  The  First  Amendment  plays  a  structural  role  in  our  constitu- 
tional and  political  system  because  the  amendment's  provisions  for  speech 
and  press  function  to  safeguard  the  public's  interests  in  freedom  of  informa- 
tion and  self-governance. 

Justice  Brennan  echoed  his  earlier  lecture  dedicated  to  Alexander 
Meiklejohn  at  Brown  University  in  1965.  in  w  hich  he  discussed  the  impact  of 
Meiklejohn's  theory  of  the  First  Amendment  on  his  o\\  n  thinking  and.  more 
generally,  on  the  Supreme  Court's  approach  to  the  amendment  since  the 
1950s. '"^^  The  absolutist  theory  of  the  First  Amendment  advanced  by  Meikle- 
john. a  philosopher  and  educator,  was  indeed  a  powerful  influence  on 
Justice  Brennan  and  the  Warren  Court  when  repudiating  ad  hoc  balancing 
and  developing  a  definitional  balancing  approacli  to  the  First  Amendment. 
Even  in  Richmond  Newspapers  the  opinions  of  Chief  Justice  Burger  and 
Justice  Brennan  duly  credit  Meiklejohn's  w  ork.  The  Court's  commentators 
likewise  frequentlv  embrace  Meiklejohn's  interpretation  of  the  First  Amend- 
ment in  support  of  the  legitimacy  o'i  a  constitutionallv  enforceable  public's 
right  to  know.  Yet,  Meiklejohn's  admirers,  including  Justices  Brennan  and 
Douglas,  often  misunderstand  his  thesis  and  its  significance  tor  comprehend- 
ing the  public's  right  to  know.*  A  brief  discussion  ot  Meiklejohn's  theory  is 


*  For  example,  justice  DDuelas.  an  atiniirer  nl  Mcikleiohn  ,ind  an  ad\(>cate  ol  a  bidad 
cunstrueimn  ol  the  hirsi  Amendnieni,  \n  reenL'nii  mil  nl  a  dircctK  enhneeahle  nuht  \o  knou. 
nusiinderslood   oi .   at    best.  siunilieantK    niodilied   the   pniliis(i|iliers   ihe'sis.  Justice   l)iHii;ias. 


695 


144  I  Tlw  Public's  Rii;lii  to  Know 


beneticial  for  illuminating  further  the  import  of  litigation  over  First  Amend- 
ment allirmati\e  rights  and  the  divisions  within  the  Burger  Court. '^•^ 

Meiklejohn  argues  that  "the  First  Amendment  is  an  absolute."'*''  but  he 
neither  shares  Justice  Black's  absolutism  nor  remains  absolute  about  his 
own  version  of  absolutism.*  For  Meiklejohn.  the  First  Amendment  is  an 
absolute  because  "[i]t  is  concerned,  not  with  a  private  right,  but  with  a 
public  power,  a  governmental  responsibility."  The  amendment  does  not 
guarantee  rights  of  individuals,  but.  rather,  embodies  a  basic  structural 
principle  of  popular  sovereignty.  The  First  Amendment,  like  the  preamble  to 
the  Constitution,  Article  I,  Section  2  of  the  Constitution,  and  the  Tenth 
Amendment, t  recognizes  the  authority  and  power  of  citizens  to  enjoy  self- 
government  and  therefore  protects  "the  'governing  powers'  of  the  people 
from  abridgement  by  the  agencies  which  are  established  as  their  servants."'*'' 
By  contrast,  the  Second  through  the  Ninth  Amendments,  he  argues. 
recognize  that  individuals  are  also  governed  by  "the  agencies  which  are 
established  as  [the  people's]  servants,"  and  hence  "limit  the  powers  of  the 
subordinate  agencies  in  order  that  due  regard  shall  be  paid  to  the  private 
'rights  of  the  governed.'"  In  Meiklejohn's  view  the  First  Amendment 
establishes  not  a  right  of  individuals  but  a  regulatory  (or,  in  Justice 
Brennan's  view,  a  structural)  principle.  That  is,  the  amendment  was  not 
designed  to  guarantee  individual  self-e.xpression  or,  as  Meiklejohn  says,  an 
"unlimited  license  to  talk."  Instead,  the  amendment  prohibits  restrictions  on 
speech  and  press  so  citizens  may  freely  engage  in  the  deliberation  and  debate 
of  public  issues  that  are  essential  to  their  electorial  powers  and  self- 
government.  As  Meiklejohn  concludes:  "The  First  Amendment  does  not 
protect  a  'freedom  to  speak.'  it  protects  the  freedom  of  those  activities  of 
thought  and  communication  by  which  we  'govern.'" 

dissenting  in  liranzhiiri:,  v.  Haves.  4()X  LIS.  665.  721  (1972).  claimed  that  "[tjlie  press  has  a 
preterred  position  in  our  constitutional  scheme,  not  to  enable  it  to  make  monev,  not  to  set 
newsmen  apart  as  a  tavored  class,  but  to  bring  tullillment  to  the  public's  right  to  know.  1  lie 
right  to  know  is  crucial  to  the  governing  pt)ucrs  ol  the  people,  to  paraphrase  Alexander 
Meiklejohn.  Knowledge  is  essential  to  inlormed  decisions."  Meiklejohn.  however,  made  a 
radical  and  rigid  distinction  between  the  constitutional  right  to  speak  in  the  Filth 
Amendment  — a  right  ot  the  go\erned  and  the  people's  power  to  hear  and  debate  -or.  as  it 
uere.  a  "right"  of  the  governors     guaranteed  by  the  Kirst  Amendment. 

•Justice  Ulack's  interpretation  was  absolute  onlv  uilh  respect  to  speech.  He,  like 
Meikleiohn.  maintained  that  the  go\ernment  ma\  regulate  conduct.  Mul.luslice  Hlack  also  held 
detamaiorv  publications  to  be  absolutely  prixileged.  whereas  Meiklejohn  belie\ed  that  the  Kiist 
\mendment  onK  prohibits  prosecutions  tor  seditious  libel  and  iherelore  uouUI  premit  actions 
lor  libel  and  pornographv  based  on  publications  having  no  relation  to  citi/ens"  governing 
powers. 

'The  principle  of  sell-government  is  proclaimeil  in  the  I'reamble  to  the  (  onstitution. 
which  stales  m  par!  "We  the  I'eople  ot  the  I'mteil  States  .  .  do  ordain  and  establish  this 
(  (institution  lor  the  L'nited  States  ot  America."  Meikleiohn  linds  tiuther  support  toi  the 
principle  ot  sell-go\ernance  in  Article  1.  Section  2.  Clause  I  ot  the  t'onstiiiilion  and  the  I  ciith 
\mendment.  Article    I    provides  that.  "The  House  ol    Kepresentatives  shall  be  composed  ol 
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Because  the  F^rst  Amendment  is  viewed  as  a  regulatory  or  structural 
provision  of  the  Constitution.  Meiklejohn's  interpretation  has  appeal  lor 
proponents  of  afhrmativc  rights  of  the  public  to  compel  governmental 
openness.  Still,  Meiklejohn's  analysis  does  not  imply  or  justify  First  Amend- 
ment affirmative  rights.  In  the  first  place,  he  expressly  denies  that  the  First 
Amendment  confers  rights  per  se.  so  on  his  theory  it  is  inconsistent  to 
suggest  that  the  amendment  grants  any  affirmative  right  of  the  public  to 
compel  access  to  government  materials  or  facilities.  Instead,  the  First 
Amendment  only — albeit  absolutely — prohibits  the  government  from  re- 
stricting the  freedom  of  citizens  to  communicate  information  that  pertains  to 
their  self-governance.  Meiklejohn's  primary  concern  was  to  justify  broad 
protection  for  political  communications  and  to  defend  free  speech  interests 
at  a  time  (during  the  1950s)  when  the  government  prosecuted  expressions  of 
unpopular  political  doctrines  and  the  Court  upheld  those  actions  by  ad  hoc 
balancing.  In  the  second  place,  the  First  Amendment,  as  Meiklejohn 
recognizes,  is  not  unconditional  since  citizens'  freedom  and  governmental 
regulation  are  not  antithetical.  Freedom  and  restraint  are  constituents  of 
self-government.  "A  citizen  may  be  told  when  and  where  and  in  what 
manner  he  may  or  may  not  speak,  write,  assemble,  and  so  on."  Meiklejohn 
observes.  "On  the  other  hand,  he  may  not  be  told  what  he  shall  or  shall  not 
believe.  In  that  realm  each  citizen  is  sovereign."  Meiklejohn's  theory  thus 
buttresses  the  Supreme  Court's  protection  for  public  forums  and  upholding 
of  reasonable  time,  place,  and  manner  regulations  on  public  assemblies.  As 
Richmond  \e\vspapers  and  the  prison  access  cases  illustrate,  time,  place, 
and  manner  regulations  frequently  restrict  public  access  to  government 
facilities  even  though  an  individual  or  segment  of  the  public  deems  such 
access  important  to  the  governing  powers  of  citizens.  Meiklejohn,  like  the 
Supreme  Court,  maintains  that  "[t]o  interpret  the  First  Amendment  as 
forbidding  such  regulation  is  to  so  misconceive  its  meaning  as  to  reduce  it  to 
nonsense."**''  Just  as  Congress  or  the  states  may  permissibly  regulate  the 
time,  place,  and  manner  of  indi\  idual  or  group  access  to  public  forums,  so 
too  they  may  regulate,  under  Meikelcjohn's  analysis  and  the  Supreme 
Court's  interpretation  of  the  First  Amendment,  access  to  government 
facilities. 

Meiklejohn's  theory  illuminates  the  Supreme  Court's  interpretation  of 
the  First  Amendment  and  the  political  ideal  of  the  public's  right  to  know  as 
an  important  abstract  right.  The  freedoms  of  speech  and  press  ensure  the 
a\ailability  of  information  and  promote  debate  concerning  the  operations  of 
representative  government,  and  thereby  indirectly  contribute  to  the  political 
ideal  of  the  public's  right  to  know.  As  judicially  entorccd.  individuals"  First 


Mcinhcis  chosen  c\cr\  xcxotnl  \  cai  b\  \hc  People  ol  thcsc\cr;il  States"  I  lie  lentil  Amend- 
ment speeilies  that:  ""llie  poueis  not  tleleiiated  to  ttie  I  nited  Stales  b\  the  Constitution,  nor 
piohihiieil  b\  It  to  the  Stales,  aie  reser\eil  to  the  Stales  i  espeeti\el\ .  or  lo  llie  people." 
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Amendment  rights  to  free  speech  and  press  promote  the  conditions  for  an 
informed  public  by  safeguarding  the  dissemination  of  information,  but 
"[tjhere  [exists]  no  constitutional  right  to  have  access  to  particular  govern- 
ment information,  or  to  require  openness  from  the  bureaucracy"*''*  Rich- 
mond Newspapers,  no  less  than  rulings  on  commerical  speech  discussed  in 
the  last  chapter,  underscores  the  important  ways  in  which  the  political  ideal 
of  freedom  of  information  and  an  informed  public  remains  integral  to  the 
Court's  interpretation  of  the  First  Amendment.  The  Court's  rebuff  of 
litigation  over  First  Amendment  affirmative  rights  does  not  reflect  insensitiv- 
ity  to  the  political  ideal  of  the  public's  right  to  know.  Instead,  it  registers  the 
refusal  to  extraconstitutionally  expand  the  boundaries  of  the  First  Amend- 
ment and  supervise  government  information  policies. 
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CHAPTER  5 

THE  FIRST  AMENDMENT, 

THE  SUPREME  COURT,  AND 

GOVERNMENTAL  SECRECY 


Adjustment  of  the  ine\itable  conflict  between  [First  Amendment 
freedoms]  and  other  interests  is  a  problem  as  persistent  as  it  is  perplexmg. 
Justice  Felix  Frankfurter.  \'iemoiko  v.  Maryland  (\95Q) 

The  Constitution  itself  is  neither  a  Freedom  of  Information  nor  an 
Official  Secrets  Act. 

Justice  Potter  Stewart,  Speech,  1974 

In  American  politics  the  public's  right  to  know  became  increasingly 
important  with  the  enactment  of  freedom  of  information  laws  and  constitu- 
tional adjudication  aimed,  as  it  were,  at  transforming  the  First  Amendment 
into  a  Freedom  of  Information  Act.  Inasmuch  as  in  the  1970s  the  public's 
right  to  know  became  more  prominent  in  the  grammar  of  developing 
constitutional  law  under  the  First  Amendment,  the  right  to  know  does,  as 
Thomas  Emerson  claims,  appear  to  be  "an  emerging  constitutional  right."' 
Still,  as  much  as  judicial  construction  of  a  concrete  constitutional  right  to 
know  appears  salutory  with  regard  to  political  controversies  over  bureau- 
cratic secrecy  versus  democratic  governance,  it  invites  the  no  less  perennial 
debate  over  reconciling  judicial  review  with  a  representative  democracy. 
Inexorably,  litigation  over  translating  the  political  ideal  of  the  public's  right 
to  know  into  the  language  of  constitutional  rights  raises  the  persistent 
concerns  about  the  legitimacy  of  judicial  articulation  of  unenumerated 
rights. 

Since  the  193{)s  the  predominant  pattern  of  the  Supreme  Court's 
treatment  of  the  First  Amendment  manifests  neither  complete  self-restraint 
nor  uninhibited  judicial  activism,  but,  rather,  modest  intervention.  Although 
doctrinal  evolution  was  lorged  by  competingjudicial  approaches  to  the  First 
Amendment,  as  Chapter  3  showed,  in  historical  perspective  as  the  Court 
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elaborated  a  broad  functionalist  view  ot  the  I'irst  Amendment  as  essential  to 
indi\iduals'  freedom  of  expression  and  to  an  informed  public  and  self- 
governing  electorate.  Shifting  majorities  of  the  Court  rather  consistently 
apprehended  the  limitations  of  the  First  Amendment  and  the  limited  role  of 
judicial  review  under  the  Constitution.  The  Court  in  an  activist  fashion 
abandoned  deference  to  legislative  determinations  of  what  constitutes 
permissible  or  pernicious  communications,  and  graduall\  articulated  consti- 
tutional principles  designed  broadly  to  ensure  First  Amendment  freedoms. 
The  Court's  activist  posture,  however,  was  moderated  by  the  ubiquitous 
demands  for  judicial  craftsmanship  and  a  collective  approach  (or  a  com- 
posite posture  forged  by  individual  justices' competing  judicial  philosophies) 
to  the  exercise  judicial  review.  Thus,  in  enlarging  First  Amendment  free- 
doms the  Court  delimited  the  scope  of  the  amendment  by  developing  a  tuo- 
level  theory  of  First  Amendment  protection,  adhering  to  the  constitutional 
redundancy  of  the  speech  and  press  clauses,  and  declining  to  mandate 
affirmative  constitutional  rights  to  compel  governmental  openness.  Fhe  First 
Amendment  as  judicially  enforced,  therefore.  indirectK.  derivatively  ensures 
the  political  ideal  of  the  public's  right  to  know. 

The  Supreme  Court's  posture  of  modest  intervention  when  interpret- 
ing the  First  Amendment  to  indirectly  safeguard  the  public's  right  to  know  is 
underscored  by  its  policy  against  prior  restraints.  Even  more  than  litigation 
in  the  1970s  over  First  Amendment  attirmative  rights,  the  prior  restraint 
controversies  over  i\'ew  York  Times  Co.  v.  Uniied  Slaws-  (the  Pentagon 
Papers  case)  and  Uniieil  States  v.  The  Proi^ressive.  Ine.^  are  a  measure  of  the 
complexitv  of  accommodating  First  Amendment  freedoms  with  other 
governmental  interests  and  reconciling  judicial  review  with  the  principle  of 
separation  of  powers.  These  cases  are  particularly  illuminating  both  because 
the  information  suppressed  by  the  government  did  not  fall  w  ithin  a  category 
of  unprotected  speech  and  because  the  restraints  threatened  to  diminish  the 
public's  interests  in  political  communications  more  directly  than  would  time, 
place,  and  manner  regulations.  Yet.  as  much  as  the  Pentagon  Papers  and 
The  Progressive  cases  exemplify  the  import  of  the  judicial  policy  against 
prior  restraints  and  its  bearing  on  the  public's  right  to  know,  thev  underscore 
the  limitations  of  the  First  Amendment  and  of  the  Supreme  Court's  role  in 
enhancing  the  political  ideal  of  the  public's  right  to  know. 

Tin  FIRST  ami:ndiMi:nt  and  the  policy 
a(;ainst  prior  restraints 

in  construing  the  elimination  oi  prior  restraints  on  publications  as  the 
"leading  purpose"^  of  the  I'irst  Amendment,  the  Supreme  Court  ensured  the 
constitutional  bulvsaik  tor  the  political  ideal  oi  freedom  of  information  and 
an   inlormeil    public'    The  doctrine  of  no  prior  restraints,  as  Chapter  2 
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showed,  was  firmlv  rooted  in  the  Hlackstonian-common  law  understanding 
of  the  freedom  of  speech  and  press.  In  one  of  the  Supreme  Court's  earliest 
First  Amendment  rulings.  Justice  Holmes  perceptively  observed:  "1  he  main 
purpose  of  such  constitutional  provisions  is  to  prevent  all  such  previous 
restraints  upon  publications  as  had  been  practiced  by  other  governments, 
and  they  do  not  prevent  the  subsequent  punishment  of  speech  as  may  be 
deemed  contrary  to  the  public  welfare."'' 

The  policy  against  prior  restraints  crosscuts  the  Court's  two-level 
theory  of  First  Amendment  protection  inasmuch  as  prior  restraints  are 
nullified  without  deciding  whether  the  communication  may  be  constitution- 
allv  subject  to  subsequent  punishment.  Like  the  common  law  doctrine,  the 
judicial  policy  against  prior  restraints  focuses  principally  on  the  form  or 
method  of  governmental  restraints  on  com.munications.  Prior  governmental 
restraints  on  the  dissemination  of  information  are  subject  to  e.Kacting 
judicial  scrutiny  because,  as  Justice  Blackmun  comments,  "a  free  society 
prefers  to  punish  the  few  who  abuse  rights  of  speech  after  ihey  break  the  law 
than  to  throttle  them  and  all  others  beforehand."'  Similarly.  Alexander 
Bickel  in  his  typically  eloquent  way  observed: 

Prior  restraints  fall  on  speech  with  a  brutality  and  a  finality  all  their  own. 
Even  if  they  are  ultimately  lifted  they  cause  irremediable  loss— a  loss  in 
the  immediacy,  the  impact,  of  speech.  They  ditTer  from  the  imposition  of 
criminal  liability  in  significant  procedural  respects  as  well,  which  in  turn 
have  their  substantive  consequences.  The  \iolator  of  a  prior  restraint 
may  be  assured  of  being  held  in  contempt;  the  violator  of  a  statute 
punishmg  speech  criminally  knows  that  he  will  go  before  a  jury,  and  may 
be  willing  to  take  his  chance,  counting  on  a  possible  acquittal.  A  prior 
rcstramt,  therefore,  stops  speech  more  effectively.  A  crimmal  statute 
chills,  prior  restraint  freezes.  Indeed  it  is  the  hypothesis  ot  the  First 
Amendment  that  injury  is  inflicted  on  our  society  when  we  stitle  the 
immediacy  of  speech."'* 

Prior  restraints  arc  egregious  because  of  their  deterrent  ctTcct  on  the 
freedom  of  distributing  and  debating  information  and  ideas.  Ex  parte 
injimctions.  lor  example,  not  only  restrain  publications — therewith  poten- 
tially diminishing  the  \alue  of  disseminating  the  information — but  also  fail 
to  all'ord  an  adversary  hearing  wherein  individuals  may  defend  their  First 
Amendment  claims.''  Since  injunctions  against  publications,  even  with, 
expedited  proceedings,'"  thwart  the  dissemmation  of  information  to  the 
public,  they  carry  a  "heavy  burden  of  showing  justification  for  the  imposi- 
tion of  such  a  restraint."" 

The  presumption  against  prior  restraints  ne\ertheless  remains  rebut- 
table; indeed  "prior  restraints  are  ni)t  unconstitutional /^^rvt'."'-  In  Kifii^.sley 
Hooks.  Inc.  \.  Brown,  .lustice  |-"rankfuiler,  writing  for  the  Warren  Court, 
cautioned   agamst   concluding  that   the   policy  against   prior   restraints   is 


704 


The  Supreme  Court  and  (iovernmenial  Secrecy         /  153 

absolute:  "The  phrase  'prior  restraint'  is  not  a  self-wielding  sword.  Nor  can  it 
serve  as  a  talismanic  test.""  Quoting  law  professor  Paul  A.  Frcund.  he 
emphasized  that  "[w]hat  is  needed  is  a  pragmatic  assessment  of  its  operation 
in  the  particular  circumstances.  The  generalization  that  prior  resiramt  is 
particularly  obnoxious  in  civil  liberties  cases  must  yield  to  more  particularis- 
tic analysis."  '^  In  other  words,  the  Supreme  Court  may  neither  invalidate  all 
governmental  restraints  on  the  dissemination  of  information  nor  idly  permit 
governmental  suppression  and  dilution  of  First  Amendment  freedoms. 
Instead  of  either  unleashed  judicial  activism  or  impotent  self-restraint,  the 
Court  must  attend  to  the  particular  case  or  controversy  with  a  posture  of 
moderate  intervention,  safeguarding  essential  First  Amendment  interests 
while  respecting  the  principle  of  separation  of  powers  and  reasonable 
legislative  or  executive  branch  determinations  that  inhibit  the  free  tlow  of 
information. 

Illustrating  the  Supreme  Court's  posture  of  moderate  intervention 
when  implementing  the  policy  against  governmental  censorship  of  commu- 
nications is  Near  v.  Minnesota  (1931).  In  the  Court's  initial  and  major 
treatment  of  prior  restraints  it  struck  down  an  abatement  statute  for 
newspapers  that  created  a  public  nuisance  by  "malicious,  scandalous  and 
defamatory"  publications.  In  elevating  the  common  law  doctrine  to  the 
status  of  constitutional  law.  Chief  Justice  Hughes  observed:  "The  objection 
has  also  been  made  that  the  principle  as  to  immunity  from  previous  restraint 
is  stated  too  broadly,  if  every  such  restraint  is  deemed  to  be  prohibited.  That 
is  undoubtedK  true;  the  protection  even  as  to  previous  restraint  is  not 
absolutely  unlimited."''^  The  chief  justice  thereupon  articulated  certain 
exceptions  to  the  policy  against  prior  restraints. 

First,  when  the  nation  is  at  war  the  government  may  permissibly 
restrict  the  dissemination  of  information  that  might  hinder  the  war  etfort. 
Recalling  Schenck,  Chief  Justice  Hughes  observed  that  no  one  would 
gainsay  that  "a  government  might  prevent  actual  obstruction  of  the  sailing 
dates  of  transports  or  the  number  or  location  of  troops."  "On  similar 
grounds,"  he  also  thought  that  "the  primary  requirements  of  decency  may  be 
enforced  against  (Obscene  publications"  and  that  "[t]he  security  of  the 
community  lite  may  be  protected  against  incitements  to  acts  of  violence  and 
the  overthrow  by  force  of  t)rderly  government.""'  Hence,  in  addition  to 
inkMmation  pertaining  to  national  security  interests,  communications  that 
^er\c  "no  essential  part  of  any  exposition  of  ideas'"  receive  no  exemption 
Irom  the  judicial  policy  against  prior  restraints  anv  more  than  they  receive 
hirst  Amendment  protection  against  subsequent  punishment. 

Cliict  .Justice  Hughes's  understanding  of  the  First  Amendment  arid 
prior  restraints  remains  instructive.  As  initially  enunciated  the  policy 
against  prior  restraints  comprehended  both  procedural  safeguards  for  the 
public's  first  Amendment  interests  and  the  scope  ol  protected  communica- 
tions.   I  he  chict  justice  recomu/ed  that  the  1-irst  /\mendincnt,  like  Lnulish 
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and  colonial  common  law,  docs  not  pro\idc  immunit\  tor  particular 
categories  ot  speech-  lor  example,  lighting  words,  the  libelous,  and  the 
obscene  —but.  more  important,  indicated  that  the  amendment  also  does  not 
guarantee  cxculpability  for  disseminating  inlormation  that  endangers  na- 
tional security  interests.  More  significant,  then,  than  the  anticipation  ol  the 
Court's  later  articulation  ot  a  definitional  balancing  approach  to  the  First 
Amendment,  is  iWear's  suggestion  that  matters  related  to  national  security 
and  national  defense — matters  clearly  political  and  of  interest  to  an  in- 
formed public  and  electorate  -might  be  susceptible  to  prior  restraints. 

Not  until  1971  and  the  Pentagon  Papers  case  did  the  Supreme  Court 
consider  the  policy  ot  no  prior  restraints  with  regard  to  competmg  First 
Amendment  and  national  security  interests.  In  the  inter\ening  40  years, 
however,  the  Court  did  enforce  its  policy  against  prior  restraints  in  three 
other  areas,  elaborating  Ikwible  standards  for  determining  the  permissibility 
of  prior  restraints. 

First  Amendment  protection  against  prior  restraints  was  primarily 
asserted  in  cases  striking  down  systems  of  administrati\e  censorship  erected 
by  licensing  or  tax  schemes  bearing  a  resemblance  to  those  traditional 
censorial  practices  that  gave  rise  to  the  common  law  prohibition  of  prior 
restraints."^  More  problematic  were  challenges  to  administrati\e  systems 
designed  to  determine  the  alleged  obscenity  of  books,  plays,  and  films  '''  or  to 
regulate  access  to  public  forums.-"  In  Southeastern  Promotions  \.  Conrad. 
for  instance,  the  Burger  Court  required  the  municipal  board  of  Chattan- 
ooga, lennessee.  to  make  its  city  Memorial  .Auditorium  a\ailable  for  the 
stage  production  of  Hair,  a  theatrical  performance  that  includes  nudity, 
simulated  sex.  and  vulgar  language.  0\er  .lustice  Rehnquist's  biting  dissent 
that  there  was  no  real  issue  of  prior  restraint  (since  scheduling  limitations  for 
the  auditorium  precluded  the  presentation  of  e\ery  production),  the  major- 
itv  ruled  that  withholding  the  use  oi  the  lacility  constituted  prior  restraint 
and  that  the  stale  in  regulating  access  to  the  public  facilitv  tailed  to  provide 
procedural  safeguards  for  First  Amendment  interests.  In  reatlirming  that  "a 
system  (^t  prior  restraint  \i\oids  constitutional  intirmit\  (miI\  it  it  takes  place 
under  procedural  safeguards  designed  to  obviate  the  dangers  of  a  censorship 
system.""''  the  (\iurt  indicated  that  prior  restraints  do  not  run  afoul  of  the 
First  Amendmeni  when  the  burilcn  of  instituting  jutlicial  piDceetlings  and  o{ 
proving  that  ihemalciial  is  unprotected  is  placed  on  the  goxeniment.  not  the 
indixidual:  and  icstiaint  prior  to  iiulicial  ileterminalions  is  iinposeti  for  only 
a  bnci  period  o\  ti!nc;aiul"a  prompt  tmal  ilclcimmatioii  |  is  |  assured"  b\  the 
regulator\  schcnie.  '  Prior  icstraiiUs  in  the  toiiii  ot  authon/ed  atlministra- 
ii\e  sNstems  or  regulations  are  permissible  onl\  it  tlie  gcnernincnt  ensures 
procedural  saleguards  tor  t-irst  Amendment  interests. 

B\  the  IM7()s  (ho  Supreme  Court  had  also  afiplied  its  poIic\  against 
prior  icsirainis  uiih  respect  to  the  iiidieial  imposition  ol  gag  onlcis  on 
["iictnal  aiul  iiili  lal  publicity.  '  1  he  iiu^si  liillicull  and  unsettled  problems  still 
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remain  in  the  final  area  of  judicial  assertion  of  the  policy  against  prior 
restraints — namely,  where  the  government  requests  the  judiciary  to  enjoin 
the  publication  of  information  in  the  interest  of  national  security. -■* 

SEPARATION  OF  POWERS  AND  GOVERNMENT  SECRECY 

The  complex  and  myriad  issues  of  accommodating  claims  to  the  First 
Amendment  and  the  public's  right  to  know  with  governmental  withholding 
of  information  pertaining  to  national  security  have  infrequently  risen  to  the 
level  of  constitutional  adjudication.  Indeed,  as  the  Pentagon  Papers  and  The 
Progressive  cases  illustrate,  there  persists  serious  issues  in  constitutional 
politics  as  to  what  the  First  Amendment  requires  and  permits.  The  Supreme 
Court,  on  the  one  hand,  has  affirmed  the  necessity  and  permissibility  of 
governmental  secrecy  with  regard  to  technological  materials  related  to 
defense  strategy  and  national  security,  and  in  the  conduct  of  diplomatic  and 
foreign  affairs  in  times  of  war  and  international  crisis.--  Accordingly,  the 
First  Amendment  does  not  protect. individuals  who  pass  classified  defense 
information  to  enemy  agents-^  nor  does  it  prohibit  injunctions  forbidding 
government  contractors  from  disclosing  technical  information  about  con- 
ventional weaponry  to  potential  customers.-^  The  First  Amendment,  on  the 
other  hand,  ensures  the  vital  interests  of  the  public  in  knowing  about 
government  operations.-^  The  dilemma  of  reconciling  the  First  Amendment 
with  competing  national  security  interests  is  becoming  salient  because  of  the 
increasingly  frequent  confrontations  over  challenges  to  government  regula- 
tions restricting  the  dissemination  of  technical  and  political  information 
relating  to  national  defense,-'^  requiring  secrecy  agreements  of  government 
employees.'"  and  imposing  limitations  on  the  political  activities  of  some 
government  employees.^' 

The  Pentagon  Papers  and  The  Progressive  cases  posed  and  left 
unresolved  basic  issues  in  constitutional  politics.  In  the  Pentagon  Papers 
case  the  Court's  brief  per  curiam  opinion  did  not  address  the  merits  of  the 
case.  The  Progressive  case  never  reached  the  Court's  docket,  because  the 
government  abandoned  its  efforts  to  enjoin  publication  after  the  publication 
of  similar  material  on  the  construction  of  hydrogen  bombs  by  another 
source.*  and  because  of  the  traditional  rule  of  equity  that  injunctions  may 
not  perform  a  futile  act.'-  Nonetheless,  the  cases  dovetail  in  illuminating  the 


*  Independent  ot  Howard  Morland's  research  and  article  tor  Tlw  Pr()i;rcssive  maga/ine, 
vvhich  prompted  the  government  to  seek  an  iniunction  against  publication  ol  the  article.  Charles 
Hansen,  a  computer  programmer  m  Calilornia.  prepared  a  similar  IS-page  storv  a  la  letter  on 
the  construction  ot  H-bombs.  The  Prew  Connection,  a  small  and  now  delunct  newspaper  in 
Madison.  Wisconsin,  published  his  letter  on  September  16,  1979.  Ihe  Chicago  Tribune 
subsequentlv  also  published  Hansen's  letter.  As  a  consequence  the  government  abandoned  its 
cllorts  to  eiiioin  The  f'roiirewne  magazines  publication  ot  the  Morland  article. 
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vexatiousness  of  implementing  the  policy  against  prior  restraints.  The  two 
cases,  moreover,  underscore  the  import  of  the  principle  of  separate  but 
shared  powers,  which  both  invites  constitutional  and  political  conflicts  and 
constrains  the  Court's  interpretation  of  the  First  Amendment  and  the 
public's  right  to  know.  The  Pentagon  Papers  case  raised  the  question  of 
whether  the  executive  branch  possesses  the  inherent  power  to  seek  an 
injunction  against  publication  of  materials  that  it  deems  in  the  interests  of 
national  security;  whereas  The  Progressive  raised  the  question  of  whether 
injunctions  may  be  issued  against  publication  of  technical  materials  that 
Congress  specifically  defined  in  the  Atomic  Energy  Act  as  "restricted  data" 
and  empowered  the  courts  to  issue  injunctions  against  the  publication  of 
such  material. 

In  1971  the  government  sought  to  enjoin  the  New  York  Times  and  the 
Washington  Post  from  publishing  a  series  of  articles  based  on  a  47-volume 
study.  History  of  U.S.  Decision  Making  Process  on  Vietnam  Policy.  The 
study,  examining  government  involvement  in  Vietnam  between  1945  and 
1968.  was  prepared  in  1968  under  the  direction  of  Secretary  of  Defense 
Robert  McNamara  and  was  classified  "Top  Secret — Sensitive."  the  highest 
authorized  classification  for  material  the  disclosure  of  "which  could  result  in 
exceptionally  grave  damage  to  the  Nation. "^^  The  New  York  Times  received 
copies  of  the  study  from  Daniel  Ellsberg,  who  had  secretly  copied  them 
while  working  for  Rand  Corporation  and  after  his  unsuccessful  efforts  to 
persuade  leading  political  figures  (he  had  approached  Senators  Edward 
Kennedy  and  William  Fulbright)  to  publicize  the  study. 

After  several  months  of  reviewing  the  documents  and  bitter  debates 
over  whether  to  publish  portions  of  the  study. '^  the  New  York  Times 
commenced  publication  of  selected  items  on  .June  13,  1971.  After  the  third 
installment  the  Department  of  Justice  sought  an  injunction  against  publica- 
tion of  the  balance  of  the  series,  and  on  June  15  obtained  a  temporary 
restraining  order  prohibiting  further  publication  until  June  19.  On  June  18 
the  Washington  Post  also  printed  two  articles  based  on  the  study  and  by  5 
o'clock  that  day  the  government  had  filed  a  similar  suit  against  its  further 
publication  of  the  material. 

The  following  morning  a  district  court  denied  the  government's  request 
for  a  preliminary  injunction,  but  later  in  the  day  a  circuit  court  judg? 
extended  the  temporary  restraining  order  until  noon,  June  21,  to  give  a 
panel  of  the  circuit  court  the  opportunity  to  consider  the  government's 
application.  Following  an  en  banc  hearing  on  June  22  the  circuit  court 
remanded  the  case  to  tlie  district  court  to  determine  whether  an\'  of  the  other 
materials  posed  "such  grave  and  immediate  danger"  to  the  security  of  the 
countr\  as  to  warrant  prior  restraint  and  C(»niinued  the  ..ta>  oi,  publiL.itiOn 
until  June  25.  On  .lune  24  {\w  New  York  Times  appealed  to  the  Supreme 
Court  lo  vacate  the  s'l.y  on  pi.'.";'icai!;.ii  add  lo  xpcdiic  consiUciation  of  ihe 
«:use.  Oil  .June  25  the  Couit  gr;ijncd  certiorari  ;ind  h::<fd  oral  arguments  ilic 
follow inu  dav. 
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Remarkably,  within  four  days,  on  June  30,  the  Supreme  Court  issued 
no  less  than  ten  opinions:  one  brief  per  curiam  opinion  simply  stating  that 
the  government  had  not  met  the  "heavy  burden  of  showing  justification  for 
the  imposition  of  such  a  restraint"  on  the  press,  and  six  concurring  and  three 
dissenting  opinions!  Dissenting  Chief  Justice  Burger  and  Justices  Harlan 
and  Blackmun  were  especially  critical  of  the  "frenzied"  process  of  rendering 
the  decision.  The  chief  justice,  in  particular,  criticized  the  New  York  Times 
for  its  unauthorized  possession  of  the  documents  for  three  months,  during 
which  time  its  reporters  studied  them,  and  then  pressure  on  the  courts  for  an 
immediate  decision  when  the  government  sought  to  enjoin  publication  of  the 
material.  Pointing  to  the  dilemma  (discussed  in  the  first  chapter)  of  the  press 
claiming  the  public's  right  to  know  or  the  public's  "right  immediately  to 
know"  he  observed:  "[T]he  Times,  presumably  in  its  capacity  as  trustee  of 
the  public's  'right  to  know,' .  .  .  held  up  publication  for  purposes  it  consid- 
ered proper  and  thus  public  knowledge  was  delayed."  ^5 

That  the  New  York  Times  proceeded  with  publication  of  the  classified 
study  reflects  both  the  institutional  independence  of  the  press  and  the 
perception  of  the  political  role  of  the  press  as  a  guardian  of  the  public's  right 
to  know.  Indeed,  the  Supreme  Court  has  often  been  spared  the  task  of 
deciding  such  "hard"  cases  because  the  government  and  the  press  reached 
agreement  on  the  self-censorship  of  highly  sensitive  national  security  and 
defense  matters.  During  World  War  II  the  press  generally  complied  with  the 
Office  of  Censorship's  "Code  of  Wartime  Practices  for  the  American 
Press." ^^  After  the  war  the  press  exercised  a  good  deal  of  self-imposed 
censorship  either  by  delaying  publication  of  information  or  minimizing  its 
reporting  of  matters  potentially  damaging  to  national  security  and  defense. 
The  New  York  Times,  for  example,  possessed  information  for  over  a  year 
that  the  government  was  flying  high-altitude  U-2  missions  over  the  Soviet 
Union  from  a  base  in  Pakistan  to  photograph  military  and  missile  installa- 
tions but  did  not  publish  the  facts  until  one  of  the  planes  was  shot  down."  It 
also  considerably  played  down  its  information  about  the  CIA's  preparations 
for  the  Bay  of  Pigs  invasion  and  the  Cuban  missile  crisis.^** 

The  Pentagon  Papers  controversy  epitomizes  more  than  the  institu- 
tional independence  of  the  press.  It  also  reflects  the  growing  opposition  to 
bureaucratic  secrecy  after  World  War  II.  While  the  press's  relations  with 
Congress  and  the  president  waxed  and  waned  during  the  Korean  conflict 
and  the  Vietnam  war,  the  press  increasingly  criticized  administrative  agen- 
cies for  withholding  too  much  information.''^  In  addition  to  the  problems 
arising  under  the  Administrative  Procedure  Act  discussed  in  Chapter  1,  the 
development  of  an  executive  classification  system  greatly  promoted  adminis- 
trative secrecy  and  precipitated  the  Pentauon  Papers  controversy. 

The  executive  branch's  security  classification  system  was  established 
during  the  Korean  conflict  by  President  Harry  Truman.^"  All  federal 
agencies  were  authorized  to  mark  sensitive  material  "Top  Secret,"  "Secret," 
"Confidential."  or  "Restricted."  I  he  order  was  \ague  and  sweeping,  permit- 
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ting  covering  up  personal  and  political  mistakes.  Opposition  led  in  1953  to 
President  Dwight  D.  Eisenhower's  order  eliminating  the  latter  category  ot 
"restricted"  materials,  curtailing  the  number  of  agencies  authorized  to 
classify  information,  and  limiting  an  agency  heads'  power  to  delegate 
authority  to  classify  materials.^'  Not  until  after  the  Pentagon  Papers 
controversy  was  the  classification  process  further  clarified.  1  hen.  President 
Richard  Nixon's  executive  order  in  1972  actuall\  produced  more,  rather 
than  less,  classification,  with  even  greater  dispersal  of  classification  authority 
spread  throughout  federal  agencies.-*-  President  Nixon's  directive  encour- 
aged increased  classification  by  reverting  to  the  language  of  the  original 
Truman  order  in  authorizing  the  classification  of  materials  related  to 
national  security,  rather  than  national  defense  or  foreign  policy,  and  by 
leaving  undefined  the  nature  and  scope  of  national  security.  Further 
compounding  the  problems  of  governmental  secrecy  federal  agencies 
adopted  the  practice  of  inventing  and  affixing  their  own  classification  labels 
to  documents.*  On  June  28.  1978.  President  James  Carter  issued  a  new 
executive  order  "to  balance  the  public's  interests  in  access  to  Government 
information  with  the  need  to  protect  certain  national  security  information 
from  disclosure."  once  again  limiting  the  number  of  agencies  and  agency 
officials  authorized  to  classify  documents,  and  speeding  up  the  declassifica- 
tion and  downgrading  process.-*'' 

In  political  perspective  the  Pentagon  Papers  controversy  reflects  the 
gradual  extension  of  a  system  of  classification  to  matters  often  outside  the 
scope  of  national  security  and  national  defense,  and  the  growing  concern  in 
the  1960s  and  1970s  by  members  of  the  press  and  Congress  with  the  public's 
right  to  know.-*''  Even  on  the  day  of  oral  arguments  before  the  Supreme 
Court  the  Department  of  Justice  conceded  the  excesses  of  administrative 
secrecy,  agreeing  that  43  volumes  of  the  47-volume  study  could  without 
damaging  national  security  be  released  to  the  public.  Joining  Alexander 
Bickel,  who  argued  the  case  for  the  New  York  Times  Company,  Bob 
Eckhart  and  Thomas  Emerson  filed  an  amici  curiae  (friends  of  the  court) 
brief  for  27  members  of  Congress,  arguing  that  here  the  government 
suppression  of  a  historical  and  political  study  profoundly  violated  the 
public's  right  to  know: 

The  precise  degree  of  protection  afforded  by  the  doctrine  of  the 
right  to  know,  as  embodied  in  the  First  Amendment,  has  not  yet  been 
fully  developed.  It  may  be  some  years  before  the  specific  rules  can  be 


■*  in  1977,  for  example,  the  interagency  Classification  i^eview  Committee,  established  to 
monitor  and  recommend  changes  in  the  classilication  system.  unco\ercd  widespread  "iinauthor- 
i/ed  classihcation  markings"  and  that  agencies  continued  to  overclassity  documents,-"  I'hc 
i  edcral  Commission  on  i'aperwork  lound  that  the  Departments  ol  State  and  i)ctense  alone 
had  more  than  fiO  unauthorized  additional  classihed  categories,  tor  example,  "special  mtelli- 
i:ence."'^ 
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worked  out.  \cl  the  starting  point  is  clear.  It  is  that  members  ot  the 
pubhc  have,  as  a  general  proposition,  the  right  to  know  all  miormation 
upon  which  decisions  tint  atlect  their  lives  and  properly  are  based,  f  his 
is  the  lundamental  premise  ol  a  democratic  s\slem.  ii.xceptions  to  the 
general  rule  must  be  narrow  and  specific.  I  hey  would  be  recogm/ed  only 
in  such  special  areas  as  military  weapons  and  operations,  current 
negotiations  with  a  foreign  country,  or  damage  to  indi\idual  reputation 
by  premature  disclosure  ot  investigative  data.-"^ 


Likewise,  in  another  amicus  curaie  brief  the  American  Civil  Liberties  Union 
( ACLU)  insisted  that  "[t]he  right  ot  the  people  to  know,  and  the  right  ot  the 
press  to  be  free,  are  the  real  interests  of  national  security  which  are  at 
stake. "■'^ 

Although  the  New  York  Times  Company,  the  congressinen,  and  the 
ACLU  attacked  the  government's  claim  of  an  inherent  power  to  enjoin 
publication  of  materials  in  the  interests  of  national  security,  they  conceded 
that  the  government  might  suppress  technical  information  pertaining  to 
present  or  future  military  operations,  blueprints  tor  military  equipment,  and 
secret  codes.  Here,  the  case  involved  a  political-historical  studv  of  interest  to 
the  electorate,  not  sensitive  technical  information  relating  to  national 
defense.  In  opposing  the  inherent  power  of  the  president  to  enjoin  publica- 
tions under  the  label  of  national  security,  the  New  York  77/;/t^i- agreed  that 
the  government  might  suppress  technical  information  where  Congress  had 
specihcally  authorized  the  withholding,  enjoining,  and  punishment  o\ 
publishing  that  information.  In  particular  it  noted  that  the  .Atomic  Energy 
Act  authorizes  the  /Atomic  Energy  Commission  to  classify  and  declassitV 
"Restricted  Data."  and  pro'.ides  penalties  for  an  individual  who  "communi- 
cates, transmits,  or  discloses  [restricted  data]  to  any  indi\  idual  or  person,  or 
attempts  or  conspires  to  do  any  o{  the  foregoing,  with  intent  to  injure  the 
United  States  or  vMth  intent  to  secure  an  advantage  to  any  foreign  nation." 
The  Atomic  Energy  Act  defines  "Restricted  Data"  as  all  data  "concerning  ( 1 ) 
design,  manufacture,  or  utilization  of  atomic  weapons;  (2)  the  production  of 
special  nuclear  material;  or  (3)  the  use  of  special  nuclear  material  in  the 
production  of  energv."  Section  22SO  ot  the  Act.  furthermore,  authorizes  the 
government  to  obtain  trom  the  judiciary  "a  permanent  or  temporary 
injunction,  restraining  order,  or  other  order"  to  prevent  the  dissemination  o\ 
restricted  data.-*'^ 

Thus  there  was  agreement  between  the  New  York  Times  Company  and 
Solicitor  General  Erwin  Cliiswold  that  when  authorized  by  Congress  the 
executive  branch  could  possihl\  enioin  and  punish  the  publication  o\ 
sensitive  national  securi!\  iniorniatioii.  1  he  (undamenial  disagreement  was 
o\er  whether,  consistent  witti  \\\c  li.st  .Anieodment  and  the  prineipie  of 
separation  powers,  ihe  [itcsidciii  t  ,is  ,ir  uil-icrent  pow:r  (o  se.k  miuaeuons 
against   the   piiblicatit)n   oi    niatcruiU   icLiimg   to   both   public    illairs  and 
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national  security  interests;  and  whether,  in  Solicitor  General  Ervvin  Gris- 
wold's  words,  "the  First  Amendment  bars  a  court  from  prohibiting  a  news 
paper  from  publishing  material  whose  disclosure  would  pose  a  'grave  and 
immediate  danger  to  the  security  of  the  United  States. '"^o 

In  conceding  that  the  government  might  enjoin  dissemination  of 
information  where  specifically  authorized  by  Congress,  as  under  the  Atomic 
Energy  Act,  the  participants  in  the  Pentagon  Papers  case  anticipated  The 
Progressive  case — they  also  apprehended  the  crucial  import  of  the  principle 
of  separation  of  powers  in  constitutionally  prescribing  the  appropriate 
political  arenas  for  vindicating  of  the  political  ideal  of  the  public's  right  to 
know.  Under  the  Constitution,  only  Congress,  and  neither  the  president  nor 
the  judiciary,  has  the  power  to  make  law  and  thus  enact  legislation  designed 
to  enhance  the  political  ideal  of  the  public's  right  to  know,  as  with,  for 
instance,  the  passage  of  the  Freedom  of  Information  Act. 5' 

The  salience  of  the  public's  right  to  know  in  the  post-World  War  II  era 
arose  not  only  because  of  the  expansion  of  an  elaborate,  all-too-often 
ambiguous  and  unwieldy  classification  system  or  simply  because  of  syn- 
dromes of  bureaucratic  secrecy. 5-  Over  the  last  30  years  Congress  promul- 
gated more  than  200  statutes  regulating  agencies'  use  of  specific  kinds  of 
confidential  information.  In  addition  to  the  Atomic  Energy  Act.  regulations 
cover  information  pertaining  to  national  defense  or  foreign  policy, ^^  classi- 
fied materials  under  executive  orders,^-*  diplomatic  codes, ^^  intelligence 
sources  and  methods, ^^  law  enforcement  investigatory  files, ^^  trade  secrets. 5** 
commercial  or  financial  information. '''^  and  personal  privacy.'""  These  stat- 
utes, as  implemented  by  admmistrative  agencies  and  enforced  by  the 
judiciary,  largely  define  the  legal  contours  of  the  political  ideal  of  the  public's 
right  to  know.  Yet  the  disjointed  process  of  legislation  perpetuates  syn- 
dromes of  administrative  secrecy  and  frustrates  demands  for  governmental 
openness  by  providing  overlapping  and  at  times  conflicting  laws  as  well  as 
"no  uniform  or  even  consistent  policy  at  the  Federal  level  of  regulating  the 
dissemination  of 'confidential' data."''' 

The  complexity  of  governmental  secrecy  as  authorized  by  legislation, 
typically  encouraged  by  executive  officials  and  established  in  bureaucratic 
routines  and  standard  operating  procedures,  requires,  as  numerous  study 
commissions  have  recommended,''-  comprehensive  legislation  and  greater 
cooperation  between  the  congressional  arid  executive  branches.  Within  our 
constitutional  system  of  separate  but  shared  powers  Congress  and  the 
president  possess  the  responsibility  and  power  to  minimize  unnecessary 
secrecy  and  maximize  governmental  accountability  and  openness.  Thus,  as 
the  Pentagon  Papers  case  illustrates,  the  judiciary  plays  an  important  but 
essentially  limited  role  when  vindicating  the  political  ideal  of  the  public's 
right  to  know. 

Although  the  Supreme  Court  refused  to  enjoin  the  publication  of  the 
Pentagon  Papers,  the  case  does  not  establish  a  precedent  forbidding  the 
governmeni  trom  enjoining  publication  of  classified  or  confidential  materi- 
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als.  That  is  so  not  because  of  the  Court's  per  curiam  ruhng  cwn  nine  separate 
concurring  and  dissenting  opinions.  Instead,  or  in  spite  of,  its  per  curiam 
decision,  a  majority  of  the  Court  indicated  acceptance  of  two  fundamental 
principles:  first,  five  justices  (Brennan,  Stewart,  White,  Blackmun,  and  Chief 
Justice  Burger)  acknowledged  that  the  First  Amendment  neither  provides 
absolute,  unconditional  protection  nor  mandates  impunity  for  dissemina- 
tion of  all  information;"'  second,  a  majority  of  the  justices  (Black,  Douglas. 
Stewart,  White,  and  Marshall)  concluded  that  the  executive  branch 
possesses  no  inherent  power  to  impose  a  prior  restraint  on  publications. 
Only  the  chief  justice  and  Justice  Harlan  embraced  the  proposition  that  the 
executive  branch  has  an  unqualified  inherent  power  to  maintain  secrecy."'' 
Justices  Brennan  and  Blackmun  also  recognized  a  limited  but  inherent 
power  to  enjoin  publication  of  sensitive  information."^  By  contrast.  Justices 
Black.  Douglas.  Stewart.  White,  and  Marshall  rejected  the  president's 
possession  of  such  inherent  power."" 

Justice  Marshall's  concurring  opinion  remains  the  most  instructive  tor 
illuminating  the  constitutional  and  political  issues  in  the  Pentagon  Papers 
and  The  Progressive  csis.e^.  Justice  Marshall  found  the  Pentagon  Papers  case 
to  turn  not  on  the  First  Amendment  per  se  but  on  the  principle  of  separation 
of  powers  since  the  ultimate  issue  was  "whether  this  Court  or  the  Congress 
has  the  power  to  make  law.""^  He  aflirmed  that  the  president  has  the  power, 
as  authorized  by  Congress,  to  classify  documents."**  and  the  power,  as  chief 
executive  and  commander  in  chief."*^  to  ensure  national  security  and 
discipline  employees  who  disclose  confidential  or  classified  information."" 
The  critical  question  in  the  Pentagon  Papers  case  was  whether  the  president 
possesses  inherent  authority  to  invoke  the  equity  powers  of  the  courts  to 
protect  what  the  presidert  perceives  to  be  in  the  interests  of  national 
security.  Here,  for  Justice  Marshall  the  reasoning  in  Younii^siown  Sheet  c^ 
Tube  Co.  v.  Sawyer  was  controlling.^' 

In  Youngstown.  although  a  nationwide  steel  strike  was  imminent  and 
potentially  would  jeopardize  the  national  defense  and  war  etTorts  in  Korea, 
the  Court  struck  down  an  executive  order  from  ['resident  Harry  Truman 
directing  the  secretary  of  commerce  to  seize  and  operate  steel  mills.  While  a 
majority  of  the  Court  concluded  that  here  the  president  had  no  constitu- 
tional authority  to  issue  the  order  in  the  absence  of  a  congressional  mandate, 
.histices  Black  and  Douglas  specifically  contended  that  the  president  does 
not  have  any  such  inherent  power.'-  Justice  Marshall  interpreted  their 
understanding  to  be  determinatixe  of  the  Court's  holding.  As  .lustice  Black 
explained  in  )'oLtfmsr(j\\t7:  "  I'he  President's  power  if  any.  to  issue  the  order 
must  stem  either  from  an  act  of  Congress  or  from  the  Constitution  itself.'"' 
Likewise.  Justice  Marshall  observed: 


It  would  ..bo  iittcrlv  incoiiMstcrit  with  thccDiiccpt  ol  separation 
1)1  powers  lor  tins  Court  to  use  its  power  ot  contempt  to  prevent 
behavior    that    C'oiiuress    has   ^peciliealK    declined    to   prohibit.    I  here 
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would  be  a  similar  damage  to  the  basic  concept  ot  these  co-equal 
branches  of  Government  il  when  the  Executive  Branch  has  adequate 
authority  granted  by  Congress  to  protect  "national  security"  it  can 
choose  instead  to  invoke  the  contempt  power  ol  a  court  to  enjoin  the 
threatened  conduct.  Ihe  Constitution  provides  that  Congress  shall  make 
laws,  the  President  execute  laws,  and  courts  interpret  laws.'^ 


In  the  absence  of  authorization  by  Congress  the  judiciary  may  not  legiti- 
mately enforce  prior  restraints  on  the  dissemination  of  information.  As 
Justice  Marshall  poignantly  noted:  "It  is  not  for  this  Court  to  fling  itself  into 
every  breach  perceived  by  some  Government  official  nor  is  it  for  this  Court 
to  take  on  itself  the  burden  of  enacting  law.  especially  law  that  Congress  has 
refused  to  pass."'^ 

Justice  Marshall's  view  that  the  executive  branch  has  no  inherent 
power  to  invoke  the  equity  jurisdiction  of  the  judiciary  is  buttressed  by  fn  re 
Deh.s  ( 1895).  There,  a  unanimous  Court  upheld  the  contempt  conviction  of 
Eugene  Debs  for  violating  an  injunction  (although  issued  without  express 
statutory  authority)  restraining  a  labor  bo\cott  designed  to  prevent  the 
operations  of  certain  railroads.  Justice  David  Brewer  upheld  the  convictions 
and  the  permissibility  of  the  injunction,  however,  solely  because  the  execu- 
tive branch  had  broad  congressional  authority  to  regulate  interstate  com- 
merce: "The  national  government,  given  by  the  Constitution  power  to 
regulate  interstate  commerce,  has  by  express  statute  assumed  jurisdiction 
over  such  commerce  when  carried  on  railroads,  it  is  charged,  therefore,  with 
the  duty  of  keeping  those  highways  of  interstate  commerce  free  from 
obstruction.  .  .  ."'''  Dchs  and  Younj^siown  thus  are  complementary  in 
supporting  the  view  that  the  executive  branch  must  receive  specific  authori- 
zation from  Congress  to  seek  injunctions  and  hence  impose  prior  restraints 
on  publications. 

In  both  the  Pentagon  Papers  and  The  Proi^re.s.sive  cases  the  govern- 
ment improperK  claimed  an  inherent  power  to  restrain  the  publication  of 
materials."  But  the  Pentagon  Papers  and  T/ie  Proi^resslve  cases  are  distin- 
guishable in  that  in  the  latter  case  the  government  sought  an  injunction 
pursuant  to  a  specific  authorization  in  the  Atomic  l:nergy  Act.  While 
acknowledging  that  the  article  on  the  construction  of  thermonuclear  wea- 
pons contained  restricted  data  that  might  prove  beneficial  to  foreign  nations 
in  developing  thermonuclear  arsenals,  the  appellees  defended  the  publica- 
tion on  the  grounds  that  the  information  lor  the  article  was  gathered  from 
data  within  the  public  domain,  that  the  article  was  an  essential  part  of  the 
exposition  of  ideas,  and  that  publication  wDuld  not  result  in  direct  immedi- 
ate and  irreparable  damage  to  national  securit\. '^  Although  raising  a 
number  of  unsettled  constitutional  issues,  the  fundamental  question  in  /'he 
Proi^resMve  was  whether  the  government  may  permissibK  rely  on  the 
judicial  A  to  cnioin  publication  ot  materials  that  Congress  speeilieally  delines 
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as  restricted  data  and  authorizes  the  government  to  seek  and  the  courts  to 
provide  injunctions  against  the  dissemination  of  that  information/'' 

Justice  Marshall  prophetically  addressed  that  issue  in  the  Pentagon 
Papers  case  when  he  tound  that  the  e.\ecuti\e  branch  improperly  sought  an 
injunction  against  publication  of  materials  that  Congress  had  not  expressly 
restricted  by  statute  or  empowered  the  courts  to  enjoin.  Justice  Marshall 
emphasized  that  the  executive  branch  and  the  judiciary  may  constitutionally 
restrain  publications  that  threaten  national  security  interests  only  when 
Congress  has  given  its  express  authorization.  With  virtual  clairvoyance  he 
suggested  that  the  government  and  the  courts  might  enjoin  publications 
when  authorized  by  Congress,  as  under  the  Atomic  Energy  Act.^"  Accord- 
ingly, in  United  Slates  v.  The  Progressive.  Inc..  after  district  court  judge 
Robert  Warren  wrestled  with  the  claim  of  a  First  Amendment  public's  right 
to  know,  concluding  that  he  could  "find  no  plausible  reason  why  the  public 
needs  to  know  the  technical  details  about  hydrogen  bomb  construction,"  the 
court  rested  with  the  preliminary  finding  that  the  injunction  was  appropriate 
as  pro\ided  by  Congress.^' 

Congressional  authorization  of  the  withholding  and  enjoining  of 
publications  in  the  interest  of  national  security.  ho\\e\er.  does  not  immunize 
prior  restraints  or  preclude  judicial  review.  As  the  Burger  Court  emphasized 
in  Landmark  Cumnninications  v.  I'ir^inia:  "Deference  to  a  legislative 
hnding  cannot  limit  judicial  inquirx'  when  First  Amendment  rights  are  at 
stake. "^-  Moreover,  although  several  members  of  the  Ci)urt  anticipated  in 
the  Pentagon  Papers  case  the  Proi^ressive  controversy,  a  majority  agreed 
that  the  government  may  enjoin  publication  only  when  authorized  by  a 
narrowly  drawn  siainie.  Justice  White,  in  his  concurring  opinion,  under- 
scored that  the  problem  in  the  l*entagon  Papers  case  was  that  "[t]o  sustain 
the  Government  [when  claiming  an  inherent  power  to  enjoin  publica- 
tions] .  .  .  would  start  the  courts  down  a  long  and  hazardous  road  that  1  am 
not  willing  to  travel,  at  least  vsithout  congressional  guidance  and  direc- 
tion.""^' Congress  is  the  appropriate  institution  for  either  mandating  prohibi- 
tions ol  the  disclosure  of  information  or  vindicating  the  public's  interests  in 
governmental  openness.  But  where  Congress  authorizes  the  withholding, 
enjoining,  and  pimishment  of  di.ssemination  of  information  the  judiciary  has 
a  crucial  role  in  ensuring  that  statutorv'  regulations  are  neither  overbroad '^•^ 
nor  vague''"  and  thus  impermissiblv'  restrictive  of  First  Amendment  free- 
doms. "Faced  with  a  clear  conllict  between  a  federal  statute  enacted  in  the 
inteiests  of  national  security  and  an  individual's  exercise  of  his  First 
Amendment  rights."  the  Warren  Court  stressed  in  i'nitcd  Stales  v.  RohcL 
judicial  "analvsis  [must  locus  on]  whether  Congress  has  adopted  a  constitu- 
tional means  in  achieving  its  concededlv'  legitimate  legislative  goal."  Legisla- 
tive o\-  excculive  branch  claims  of  national  security  (\o  not  "justifv  anv- 
exercise  ol  Icuislalue  pov\cr  designed  to  promote  such  a  goal."^''  in  The 
/'ro'^rcs.sive  the  injunction  issued  under  the  Atomic  Tneigv  Act  might  have 
been   found    inipioper  since   the   Act    is   overbroad   when   applied   to  anv 
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information,  regardless  ot  its  origins,  about  atomic  weapons.  As  The 
Progressives  attorney.  Gordon  Sinykin,  argued:  "A  journalist's  idle  musing 
about  the  nature  or  use  of  nuclear  weapons  or  the  operation  and  develop- 
ment ot  nuclear  power  facilities  ...  fits  the  category  [of  "restricted 
data"]."''^ 

In  constitutional  politics  reconciliation  of  the  First  Amendment  with 
national  security  interests  remains  an  unsettled,  perplexing  issue.  The 
Pentagon  Papers  and  Tlie  Progressive  controversies  dramatically  illustrate 
the  problem  of  bureaucratic  secrecy  and  the  significant  if  limited  role  of  the 
judiciary  in  vindicating  the  public's  right  to  know.  As  a  practical  matter, 
both  cases  underscore  the  futility  of  government  attempts  to  enjoin  publica- 
tion of  sensitive  information  no  longer  in  its  control;  "To  put  it  colloquially, 
a  cat  in  the  bag  cannot  be  treated  the  same  way  as  a  cat  outside  the  bag."**** 

In  the  future  the  Supreme  Court  may  be  forced  to  establish  a  standard 
for  accommodating  First  Amendment  and  national  security  interests. 
Dissenting  in  the  Pentagon  Papers  case.  Justice  Blackmun  urged  the 
necessity  for  such  a  standard:  "What  is  needed  here  is  a  weighing,  upon 
properly  developed  standards,  of  the  broad  right  of  the  press  to  print  and  the 
\ery  narrow  right  of  the  Government  to  prevent.  Such  standards  are  not  yet 
developed." ^"^  The  alternatives  to  the  unenviable  judicial  task  ot  articulating 
constitutional  standards  appear  unacceptable:  on  the  one  hand.. the  First 
Amendment  renders  the  government  powerless  to  punish  the  disclosure  of 
an\  secrets;  and.  on  the  other  hand,  that  the  classification  of  information 
precludes  First  Amendment  claims  and  judicial  inquiry.  Thus,  in  reconciling 
the  First  .Amendment  with  competing  national  security  interests  the  Court 
will  be  faced  with  a  vexing  line-drawing  problem  in  distinguishing  between 
protected  and  unprotected  communications  concerning  national  security 
matters,  as.  analogously,  when  it  applied  its  definitional  balancing  approach 
to  libel  and  obscenity. 

The  Pentagon  Papers  case,  furthermore,  indicates  that  any  national 
security  exception  to  the  First  Amendment  and  the  policy  against  prior 
restraints  is  extremely  narrow.  Governmental  interference  "in  advance  of 
"publication  must  inevitably,  directly,  and  immediately  cause  the  occurrence 
barrier."""  Although  in  the  Pentagon  Papers  case  only  .Justices  Black  and 
Douglas  would  not  countenance  any  prior  restraints,  the  remaining  concur- 
ring justices  indicated  that  any  national  security  exception  is  limited  to 
situations  where  the  alleged  harm  from  publication  would,  in  Justice 
.Stewart's  words,  "surely  result  in  direct,  immediate,  and  irreparable  damage 
to  our  Nation  or  its  people.'""  Justice  Brennan  further  imderlined  that  a 
"publication  must  inevitably,  directly,  and  immediately  cause  the  occurence 
of  an  event  kindred  to  imperiling  the  safety  of  a  transport  already  at  sea.'"^- 

Incontrovertibly.  the  onus  prohandi  is  on  the  government  to  justity  its 
suppression  ot  materials,  and  warrant  judical  creation  of  a  national  security 
exception  to  lirst  Amendment  protection,  in  this  regard  Lniied  Stales  \. 
Si.xon  (1974)  remains  inslructixe.    I  here,  a  unanimous  C\)urt  (with  .luslice 
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Rehnquist  not  participating)  rccogni/ed  the  presidential  claim  of  executive 
privilege'''  as  "fundamental  to  the  operation  of  government  and  inextricably 
rooted  in  the  separation  of  powers  under  the  Constitution.'"'^  Writing  for 
the  Court.  Chief  Justice  Burger,  however,  rejected  President  Nixon's 
assertion  of  an  absolute  privilege  and  the  right  to  make  a  final,  unreviewable 
claim  of  executive  privilege:  "Neither  the  doctrine  of  separation  of  powers, 
nor  the  need  for  confidentiality  of  high  level  communications,  without  more, 
can  sustain  an  absolute,  unqualified,  presidential  privilege  of  immunity  from 
[the]  judicial  process."  In  the  absence  of  a  claim  to  the  "need  to  protect 
military,  diplomatic  or  sensitive  national  security  secrets,"  the  Court  reso- 
lutely rejected  the  assertion  of  an  executive  privilege  based  on  a  generalized 
claim  to  national  security.  The  Burger  Court  also  unanimously  agreed  that 
an  assertion  of  national  security  does  not  foreclose  judicial  review.  To  the 
contrary,  as  when  Congress  has  authorized  the  withholding  of  information, 
presidential  claims  of  executive  privilege  to  protect  national  security  are 
subject  to  exacting  judicial  scrutiny  and  an  in  camera  review  of  the  materials 
to  determine  whether  the  claim  of  national  security  is  justified  b\'  a 
"demonstrated,  specific  need."'''' 

Finally,  the  Pentagon  Papers  and  The  Progressive  controversies  again 
point  out  the  dilemma  of  judicial  construction  of  a  constitutionally  enforce- 
able public's  right  to  know.  Not  only  does  judicial  creation  of  such  a  right 
violate  the  principle  of  separation  of  powers  but  (as  Chapter  I  indicated)  it 
actually  poses  an  increased  potential  for  prior  restraints.  Judge  Warren,  in 
The  Progressive,  for  example,  found  "no  plausible  reason  why  the  public 
needs  to  know  the  technical  details  about  hydrogen  bomb  construction  to 
carry  on  an  informed  debate  on  this  issue."  Judicial  invention  and  delimita- 
tion of  a  constitutional  right  to  know  leads  to  judicial  substitution  of  its 
judgments  for  not  only  legislative  determinations  of  the  wisdom,  need,  and 
propriety  of  governmental  secrecy  or  openness  but  also  editorial  decisions  as 
to  what  to  print.''^  In  the  Pentagon  Papers  and  The  Progressive  cases 
consideration  of  the  public's  right  to  know  was  not  the  crucial  factor,  and  at 
best  remains  tangential,  in  the  judiciary's  First  Amendment  analysis  and 
implementation  of  the  policy  against  prior  restraints.  The  First  Amendment 
expressly  guarantees  indi\iduals'  freedom  of  speech  and  press,  and  only 
indirectly  ensures  the  public's  richt  to  know.  "The  First  Amendment,"  as 
Gordon  Sinykin  put  it  in  his  brief  for  T/ie  Progressive,  "was  not  drafted  to 
enable  any  branch  of  government  to  determine  what  information  the  public 
'needs  to  know.'  That  was  a  responsibility  left— for  better  or  worse— to  a 
tree  press  and  a  free  people.""' 

THK  PUBLIC'S  RIGHT  TO  KNO\V,THE  FIRST  AMENDMENT, 
AND  THE  SUPREME  COURT 

In  U.S.  constitutional  politics  the  political  ideal  of  the  public's  right  to 
know  promises  to  remain  a  highly  controversial  issue.  Politicallv  salient,  the 
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pubic's  right  to  know  has  been  championed  by  the  press  and  in  Congress 
when  combating  bureaucratic  secrecy.  In  the  post-World  War  II  era 
Congress  and  state  legislatures  enacted  an  impressive  number  of  laws 
designed  to  enhance  governmental  openness,  and  constitutional  adjudica- 
tion has  increasmgly  involved  claims  to  First  Amendment  allirmative  rights 
and  press  privileges  to  ensure  an  informed  public  and  electorate. 

In  constitutional  politics  claims  to  the  public's  right  to  know  neverthe- 
less appear  neither  defensible  nor  salutory  in  terms  of  constitutional  history, 
developing  constitutional  law,  or  considerations  of  public  policy.  A  directly 
enforceable  public's  right  to  know  has  no  basis  in  the  te.xt  or  historical 
background  of  either  the  Constitution  or  the  First  Amendment.  Although 
the  attraction  of  freedom  of  information  and  governmental  openness  has 
enchanted  some  members  of  both  the  Warren  and  Burger  Courts  to  accept 
the  constitutional  legitimacy  of  the  public's  right  to  know,  developing  law 
under  the  First  Amendment  neither  supports  nor  justities  claims  to  an 
independently  enforceable  right  to  know  against  the  government.  Rather, 
constitutional  history  and  judicial  politics  demonstrate  that  the  public's  right 
to  know  is  an  important  abstract  right  within  the  background  of  the 
Constitution  and  First  Amendment.  The  First  Amendment  literallv  and  as 
judicially  enforced  only  indirectly,  derivatively  ensures  the  political  ideal  of 
the  public's  right  to  know.  In  historical  perspective,  the  Supreme  Court 
elaborated  a  broad  functionalist  view  of  First  Amendment  freedoms  as 
essential  to  both  individuals  and  an  informed  self-governing  electorate.  In 
protecting  First  Amendment  freedoms  and  recognizing  the  public's  interests 
m  the  free  flow  of  information,  the  Court  was  characteristically  modest  when 
intervening  in  political  controversies.  In  delimiting  the  scope  of  the  amend- 
ment by  developing  a  two-level  theory  of  First  Amendment  protection,  the 
Court  acknowledged  the  public's  important  interests  in  wide-ranging  infor- 
mation and  narrowly  defined  those  categories  of  unprotected  speech  while 
rigorously  implementing  its  policy  against  prior  restraints.  The  Court  also 
steadfastly  adhered  to  the  constitutional  redundancy  of  the  speech  and  press 
clauses  and  declined  to  further  extend  the  First  Amendinent  by  mandating 
allirmative  rights  to  compel  governmental  openness.  The  Court's  posture  of 
modest  intervention  when  interpreting  the  First  Amendment  was  reinforced 
bv  considerations  of  public  policy.  The  denomination  of  a  concrete  constitu- 
tional public's  right  to  know,  or  press  privileges  and  athrmative  rights  of 
access,  not  only  commits  the  Court  to  extraconstitutional  decision  making 
and  violates  the  principle  of  separation  oi  powers.  Concomitantly,  the 
inevitability  of  judicial  delimitation  of  the  scope  the  public's  right  to  know 
poses  the  potential  for  more  restraints  and  dilution  of  First  Amendment 
freedoms. 

Within  our  constitutional  and  political  system  the  political  ideal  of  the 
public's  right  to  know  has  been  enhanced  by  the  Supreme  Court's  broad 
interpretation  ot  the  I^irst  Amendment  as  securing  the  conditions  for  an 
inlormed  public  and  electorate.  Further  vindication  ot  the  public's  right  to 

31-251    0-84-46 


718 


The  Supreme  Court  ami  Governmental  Secrecy         /  /67 

know  requires  congressional  legislation  and  executive  branch  cooperation 
toward  ensuring  governmental  openness  and  accountability  as  well  as  the 
continued  vigilance  of  the  institutional  press,  the  lonely  pamphleter.  and  the 
citizen-critic. 
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UNIVERSITY  OF  VIRGINIA 

CHARLOTTESVILLE.   \IRCINIA     i;2901 
TELEPHONE     804-924-3192 

WooDROw   Wilson   Department 

OF    Co\FRNMENT    AND     FOREIGN     AFFAIRS 

232  Cahell  Hau.  25  ^^ril  1983 

The  Honorable  Senator  Orrin  G.  Hatch 

Chairman 

Subconmittee  on  Constitution 

Caimittee  on  the  Judiciary 

United  States  Senate 

108  Russell 

Washington,  D.C. 

Dear  Senator  Hatch: 

Thank  you  for  extending  the  kind  invitation  to  testify  before 
the  Subconmittee  at  its  Hearings  on  "The  Freedon  of  Information 
Reform  Act."  As  you  know,  circumstances  prevented  my  presence  at 
the  Hearings.  Again,  please  accept  my  apology. 

Since  I  have  introduced  major  portions  of  ray  book,  The  Public's 
Right  to  Know  into  record,  permit  me  to  briefly  respond  to  your 
questions  here. 

1.  In  your  book  you  examine  in  detail  the  origins  of  the 
concept  of  the  public's  right  to  know  and  have  established  that 
there  is  no  constitutional  basis  for  such  a  right.  In  your 
scholarly  vrorks  you  have  also  discussed  extensively  the  notion 
that  any  "right"  in  the  area  of  access  to  goverrment  files  really 
has  its  foundation  in  a  "need  to  know"  demonstrated  by  the  requester. 
Could  you  sunmarize  your  thoughts  on  this  point? 

The  monumental  inportance  of  the  enactment  of  the  Freedon  of  Information 
Act  lies  precisely  and  principally  in  the  provision  that  any  individual 
may  request  access,  subject  to  nine  statutory  exertptions,  to  governmental 
documents  and  records.  The  Freedon  of  Information  Act  established  a 
presumption  of  openness  and  removed  large  areas  of  administrative  dis- 
cretion in  granting  or  denying  access  based  on  an  agency's  detennination 
of  the  requestor's  "need  to  know."  Congress  made  a  political  decision  to 
encourage  "governmental  openness"  and  to  confine,  structure  and  check  the 
previously  discretionary  information  practices  of  federal  administrators — 
administrators  who  are  not  directly  politically  accountable  for  their 
decisions.  Congress  balanced  demands  for  "govemnvental  openness"  against 
conpeting  interests  such  as  the  confidentiality  requisite  to  effective 
law  enforcement,  safeguarding  national  security  matters  and  preserving 
personal  privacy  in  our  "information-oriented  socifety."  The  essential 
point  is  that  Congress,  rather  than  unelected  administrators,  balanced 
in  the  Act  the  public's  "need  to  know"  against  conpeting  legal,  administrative 
and  political  considerations.  As  Chapter  1  in  my  book  details,  "the 
public's  right  to  1-uiow"  is  not  absolute  or  unconditional.  The  "Freedom 

of  Information  Reform  Act  reflects  an  atteirpt  to 

refine  the  lines  drawn  in  light  of  agencies'  FoIA  experience  in  the 

last  decade  and,  in  particular,  the  problems  that 

individuals  and  agencies  have  encountered  with  litigation  over,  for 

exanple,  cotmercial  "trade  secrets"  and  protection  of  personal  privacy. 

2.  Do  you  think  it  is  sound  policy  for  the  United  States  to 
extend  its  statutory  rights  of  access  under  FOIA  to  foreigners? 

Again,  this  is  clearly  a  matter  for  congressional  balancing 
and  line-drawing.  Others,  including  Mr.  Janes  T.  O'Reilly,  have  done 
more  work  in  this  area  and,  therefore,  are  in  a  better  txDsition,  than  I, 
to  iudae  the  "soundess"  of  the  proposed  policv  chanqe.  Fion  my  own 
study  of  the  problem,  however,  I  would  agree  with  Mr.  O'Reilly  that 
"connercial  espionage  use  of  the  FOIA  Act  is  expanding"  and  should  be 
statutorily   addressed  by  Congress. 
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3.  In  your  research,  have  you  developed  any  opinion  on  vAiether 
the  FOIA  offers  sufficient  legal  protection  for  the  personal  privacy 
interests  protected  by  the  Privacy  Act? 

Protection  of  personal  privacy  in  our  "information-oriented  society" 
is  indeed  a  serious  problem.  While  amending  the  Freedan  of  Information 
Act  in  1974 ,  Congress  in  that  year  also  passed  the  Privacy  Act  in 
recognition  of  the  need  to  balance  demands  both  for  "governmental  openness" 
and  protection  of  personal  privacy.  Alas,  the  crosscutting  nature  of  the 
Freedom  of  Information  and  Privacy  Acts  caused,  especially  during  the 
initial  years  of  canpliance  with  both  Acts,  some  problems  for  federal 
agencies'  processing  of  requests  for  certain  docunents  that  impinged  on 
individuals '  privacy  interests .  I  addressed  sore  of  these  problems  in 
an  article  published  in  30  Administrative  Law  Review  45  (1978) ,  entitled, 
"Privacy  and  the  Right  of  Access:  Purposes  and  Paradoxes  of  Information 
Control  Policy."  I  attach  a  copy  of  the  article  for  your  consideration. 
In  addition  to  the  problems  arising  from  the  overlapping  and  crosscutting 
provisions  of  the  Acts,  there  has  also  arisen  a  considerable  amount  of 
litigation  over  third-parties '  access  to  records  in  which  individuals 
have  ostensibly  reasonable  expectations  of  privacy.  In  my  view,  the 
"Freedan  of  Information  Reform  Act"  moves  in  the  right  direction  (though 
not  far  enough)  toward  achieving  greater  parity  between  the  Freedan  of 
Information  Act  and  the  Privacy  Act,  and  toward  resolving  sane  of  the 
problems  created  by  third-party  requests  for  access  to  governmental 
records . 

4.  As  you  )<ncw,  the  Act  currently  grants  waivers  of  fees  to  anyone 
v^o  is  acquiring  the  information  for  the  "benefit  of  the  general  public." 
Do  you  feel  it  is  important  for  there  to  be  sane  mechanism  t.n  asrpr<-ain 
if  a  requested  disclosure  is  in  fact  primarily  beneficial  to  the  public? 

I  think  that  it  is  important  that  agencies  have  guidance  in  the 
exercise  of  their  discretion  to  grant  fee  waivers.  The  Department  of 
Justice  recently  issued  new  guidelines,  for  example;  but,  I  have  learned, 
the  guidelines  have  created  some  confusion  among  the  agencies.  The 
proposed  bill  basically  maintains  the  standards  in  current  law  for  waivers 
and  automatically  waives  fees  for  the  non-corriercial  requests  by  scholars, 
scientists,  journalists  and  non-profit  organizations  seeking  materials 
for  the  purpose  of  making  them  publicly  available.  The  merit  of  the 
guidelines  lies  in  providing  a  uniform  schedule  for  fee  waivers  by  all 
agencies,   i  would  nonetheless  emphasize  that  those  guidelines  must  be  clear  and 
siitple  in  approach,  if  they  are  to  be  easily  understood  by  administrators, 
uniformily  applied  by  all  agencies,  and  not  used  to  thwart  the  flow  of 
information  to  the  public. 

With  appreciation  and  best  wishes. 

Sincerely, 


David  M.  O'Brien 
Associate  Professor 
University  of  Virginia 
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The  Chairman.  We  want  the  committee  to  have  every  word  that 
is  important,  but  there  is  no  sense  in  duplicating. 

Again,  we  thank  you  both  for  your  appearance  here  and  wish 
you  well. 

Mr.  Adler.  Thank  you. 

The  Chairman.  The  subcommittee  now  stands  adjourned. 

[Whereupon,  at  4:40  p.m.,  the  subcommittee  was  adjourned.] 
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Honorable  Strom  Thurmond 

Chairman,  Committee  on  the  Judiciary 

United  States  Senate 

Washington,  D.C.   20510 

RE:  Freedom  of  Information  Act 

Dear  Mr.  Chairman: 

At  the  meeting  of  the  House  of  Delegates  of  the 
American  Bar  Association  held  February  7-9,  1983,  the 
attached  resolution  was  adopted  upon  recommendation 
of  the  Section  of  Administrative  Law.   The  action 
taken  thus  becomes  the  official  policy  of  the 
Association  in  this  matter. 

This  resolution  is  transmitted  for  your  information 
and  whatever  action  you  may  deem  appropriate.   If 
hearings  are  scheduled  on  the  subject  of  this 
resolution,  we  would  appreciate  your  advising 
Robert  D.  Evans,  Director  of  the  American  Bar 
Association  Governmental  Affairs  Group,  1800  M 
Street,  N.W.,  Washington,  D.C.  20036,  (202)  331-2210. 

Please  do  not  hesitate  to  let  us  know  if  you  need  any 
further  information,  have  any  questions  or  if  we  can 
be  of  any  assistance. 

Sincerely  yours. 


F.  Wm.  McCalpln 

FWM/BAH/kab 

Enclosure 

0717L/1574T/1575T 


William  H.  Allen,  Esquire 

Chairman,  Section  of  Administrative  Law 
Marlon  Edwyn  Harrison,  Esquire 
Robert  D.  Evans,  Esquire 
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REPORT  10 2D 

BE  IT  RESOLVED,  That  the  American  Bar  Association  supports 
amendments  to  the  Freedom  of  Information  Act  ("FOIA"),  5  U.S.C. 
552,  which  would  follow  these  proposals  and  principles: 

1.  Time  Limits. 

a.  The  time  limits  currently  established  by  Sec. 
552(a)(6)  should  continue  to  govern  agency  handling  of  FOIA 
requests,  except  that  it  should  be  made  clear  in  the  statute 
that  an  agency  is  not  in  violation  of  the  time  limits  where  it 
is  clear  that  they  cannot  be  complied  with,  for  example,  where 
notice  must  be  given  to  a  third  party  or  where  additional  time 
is  required  to  resol"e  bona  fide  issues  regarding  fees  and  the 
agency  provides  by  regulation  additional  time  limits  applicable 
to  such  situations. 

b.  Agencies  should  be  encouraged  to  adopt  categories  of 
"immediately  answerable"  requests. 

2.  Computation,  Collection  &  Waiver  of  Fees. 

a.  Each  agency  should  adopt,  pursuant  to  rules 
established  by  a  congressionally  designated  oversight 
authority,  rules  relating  to  computation,  collection,  and 
waiver  of  fees  and  a  fee  schedule  which  provides  in  appropriate 
circumstances  for  imposition  of  fees  for  search,  copying,  and 
processing . 

b.  Agencies  should  be  authorized  to  keep  fees  collected 
under  the  FOIA,  and  provision  should  be  made  for  improved  cost 
reporting  in  the  annual  reports. 

c.  All  agency  decisions  relating  to  fees  should  be 
subject  to  judicial  r<='view  under  5  U.S.C.  706,  except  that  such 
review  should  not  be  de  novo  in  nature. 

d.  Agencies  should  be  authorized  to  promulgate 
regulations  restricting  the  ability  of  a  requester  to  obtain 
government  proprietary  information  that  is  commercially 
valuable  at  standard  FOIA  fees;  the  release  of  such 
commercially  exploitable  resources  in  whatever  form  should 
ordinarily  be  subject  to  the  "User  Charges"  statute  rather  than 
FOIA  fee  schedules. 

3 .  Miscellaneous  Procedural  Issues. 

a.  No  legislative  change  should  be  made  regarding  the 
principle  of  access  under  the  FOIA  for  "any  person,"  nor  should 
a  limitation  be  placed  on  the  number  of  requests  "llowed  under 
the  Act. 

b.  No  legislative  change  shoul'l  be  made  regarding  the 
requirement  that  nonexempt  segregable  parts  of  records  be 
disclosed. 

c.  A  new  exemption  should  be  added  to  the  FOIA  for 
information  obtained  through  sensitive  intelligence  sources  or 
methods,  and  for  information  obtained  from  foreign  intelligence 
sources  under  a  promise  of  confidentiality. 

d.  Intelligence  agencies  should  be  encouraged  to 
experiment  with  modifications  in  current  administrative 
practices  for  handling  FOIA  requests. 

4 .  Invasion  of  Privacy. 

Exemption  6  should  be  amended  to  apply  to  all  personal 
information  the  release  of  which  would  constitute  a  clearly 
unwarranted  invasion  of  personal  privacy. 
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New  York,  N.Y.,  April  18,  1983. 
Hon.  Orrin  G.  Hatch, 

Chairman,  Subcommittee  on  the  Constitution,  Committee  on  the  Judiciary, 
U.S.  Senate,  Washington,  D.C. 

Dear  Senator  Hatch:  Please  permit  me  to  submit  for  the  record  my  original 
comments  that  were  published  April  1  in  Los  Angeles  with  a  typesetter's  inadvert- 
ent errors  that  distorted  my  latest  published  attempt  to  correct  what  I  believe  are 
mistaken  impressions  of  recent  developments  dealing  with  the  overall  effectiveness 
of  the  implementation  of  the  goals  of  the  Freedom  of  Information  Act. 
Respectfully, 

Aaron  I.  Reichel. 
Enclosure. 

Widespread  Misconceptions  About  FOIA's  Direction  Exposed 

(By  Aaron  I.  Reichel,  Esq.) 

Although  many  people  are  under  the  impression  that  the  Reagan  Administration 
is  chipping  away  at  the  Freedom  of  Information  Act  (FOIA),  an  objective  look  at 
what  has  actually  been  transpiring  in  the  field  of  government  disclosure  reveals 
that  the  Act  has  grown  more  pervasive,  rather  than  less  so,  even  during  the  Reagan 
years. 

The  major  m3dhs  that  I  propose  to  expose  are  that:  (1)  the  Reagan  Administra- 
tion's positions  in  this  area  are  significantly  different  from  the  Carter  Administra- 
tion's; (2)  the  Reagan  Administration  has  raised  fees  for  FOIA  requests  across-the- 
board;  and  (3)  agencies  are  now  being  pressured  by  law  and  executive  fiat  to  be  re- 
pressively  restrictive  in  what  they  release  to  requesters  of  information  under  the 
Act.  It  just  isn't  so. 

REAGAN  V.  carter  ON  FOIA 

It  took  the  Carter  Administration,  under  former  Attorney  General  Benjamin  Civi- 
letti,  until  well  into  the  end  of  its  last  year  in  office  to  so  much  as  issue  proposals  to 
amend  the  Act.  Rather  than  beginning  anew,  the  Reagan  Administration  picked  up 
where  Civiletti  had  left  off,  modified  the  proposals  only  minimally,  and  then  re- 
leased its  fundamentally  similar  version  to  the  public  for  comment  well  before  the 
close  of  its  first  year  in  office. 

Those  who  have  taken  the  trouble  to  examine  both  administrations'  proposals  to 
amend  the  FOIA  have  been  astounded  to  discover  that  not  only  are  the  proposals 
similar,  but  that  the  Reagan  Administration's  are  even  the  lesser  restrictive  in 
some  significant  respects.  (See  my  National  Law  Journal  article  of  Dec.  14,  1981, 
page  11.) 

Dropped  from  the  Reagan  Administration's  proposals  were  both  the  Carter  pro- 
posals' blanket  exclusion  of  CIA  material  and  the  Carter  moratorium  (albeit  limited) 
on  disclosure  of  FBI  criminal  files,  although  that  is  not  to  say  that  either  of  these 
agencies  has  abandoned  these  proposals. 

Furthermore,  the  Reagan  Administration  later  accepted  an  independent,  less 
sweeping  set  of  proposals  advanced  by  Senate  Constitution  Subcommittee  Chair 
Orrin  Hatch,  who,  in  turn,  eventually  accepted  the  full  package  of  further  watered- 
down  proposals  adopted  unanimously  by  the  full  Senate  Judiciary  Committee,  with 
the  Administration's  blessings. 

Significantly,  one  of  the  surviving  proposals  is  the  insertion  of  a  clear  mandate 
for  submitters'  rights  under  the  Act  for  the  first  time,  thereby  creating  rather  than 
eliminating  not  merely  a  right  but  a  whole  defensive  avenue  for  the  benefit  of  an 
entire  category  of  previously  virtually  disenfranchised  individuals. 

FEES  haven't  been  RAISED  ACROSS  THE  BOARD 

Although  the  Reagan  Administration  has  proposed  raising  fees  across-the-board, 
all  requesters  would  continue  to  be  partially  subsidized,  indirectly,  and  fully  subsi- 
dized, in  some  cases,  by  the  government.  Furthermore,  the  raises  are  far  from  being 
a  fait  accompli. 

In  contrast,  the  action  on  fees  that  the  Administration  has  taken  is  far  from  the 
reversal  of  past  policies  that  it  is  widely  misunderstood  to  be.  First  of  all,  the  Jus- 
tice Department's  newest  "guidance"  does  not  affect  fees  charged,  but,  rather,  it 
deals  exclusively  vdth  fee  waivers.  Fee  waivers  only  affect  a  minority  of  FOIA  re- 
questers, since,  even  under  the  pre-Reagan  guidelines,  fee  waivers  were  only  sup- 
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posed  to  be  granted  to  those  who  made  requests  in  the  public  interest,  and  most 
FOIA  requesters  sue  to  enhance  their  own  personal,  private  or  commercial  inter- 
ests. Much  ado  has  been  made  about  the  Reagan  Administration's  position  that  a 
requester's  indigency  alone  is  not  enough  of  a  justification  to  automatically  require 
the  government  to  issue  a  fee  waiver.  Few  people  seem  to  realize,  however,  that,  as 
has  been  pointed  out  in  Prentice-Hall's  Government  Disclosure  Service  Feb.  8,  1983, 
this  is  precisely  the  position  likewise  taken,  explicitly  but  in  fine  print,  by  the 
Carter  Administration  [H  300,794 — IIC2].  Finally,  granting  fewer  fee  waivers  would 
encourage  public  interest  groups  to  be  more  selective  and  would  reduce  suits  on 
behalf  of  antisocial  convicts  and  exposers  of  identities  of  CIA  agents,  for  example, 
while  freeing  more  resources  for  speeding  up  FOIA  processing,  and  thereby,  enhanc- 
ing FOIA's  usefulness  for  the  majority. 

OVERALL  AGENCY  MANDATES 

Although  the  Reagan  Administration  may  at  times  put  more  emphasis  on  over- 
coming the  abusive  infringements  on  privacy,  national  security,  and  proprietary 
rights  caused  by  disclosures  of  certain  information,  than  may  those  still  satisfied 
with  the  present  version  of  FOIA,  most  of  the  non-statutory  executive  and  regulato- 
ry directives  tightening  the  Act  and  closing  perceived  loopholes  seem  to  differ  from 
those  of  previous  administrations  more  in  tone  and  emphasis  than  in  substance.  A 
Presidential  executive  order  that  was  widely  improperly  summarized  to  stand  for 
the  principle,  "When  in  doubt,  leave  it  out,"  has  actually  been  found  to  fit  more 
accurately  under  the  evenhanded  mandate,  "If  in  doubt,  find  out" — and  from  those 
most  qualified  to  know.  (See  my  New  Jersey  Law  Journal  article  of  Nov.  4,  1982,  pp. 
1,  10.) 

Perhaps  the  most  dramatic  distortion  of  the  reality  of  FOIA's  evolving  strength  is 
the  one  that  is  occurring  in  reaction  to  the  recent  case,  decided  in  January  1983, 
involving  a  1978  request  for  information  about  the  Jim  Jones  People's  Temple  in 
Guyana,  and  the  related  tragedy.  Typical  coverage  in  the  mass  media  highlighted 
reporting  of  the  case  with  headlines  such  as  "Appeals  Court  Rebukes  CIA  in  Jones- 
town Information  Case."  (New  York  Times,  Jan.  10,  1983,  p.  A9.)  True,  the  court 
rebuked  the  CIA  for  its  delay,  but  delay  in  government  is  hardly  worthy  of  unusual- 
ly accusatory  outrage.  True,  the  court  rebuked  the  CIA  for  not  announcing  its  cut- 
off date  for  documents  to  be  processed,  but  in  not  making  such  an  announcement, 
the  CI  was  simply  not  deviating  from  standard  then-customary  procedures. 

What  the  media  in  many  instances  failed  to  emphasize — or  even  refer  to — in  its 
coverage  of  this  precedent-shattering  case,  is  that  the  most  important  Circuit  for 
FOIA  matters  has  just  established  two  new  sets  of  guidelines  that  will  result,  poten- 
tially, in  far  greater  disclosure  than  ever  before,  in  these  respects,  subject  to  further 
changes  or  refinements.  Agencies  will  now  be  pressured  to  extend  their  cut-off  dates 
almost  open-endedly,  to  cover  increasing  numbers  of  documents  for  each  request, 
thereby  cutting  requesters'  costs  and  adding  to  the  government's.  Furthermore,  cus- 
todian agencies  will  also  be  pressured  to  make  determinations  themselves  on  in- 
creasing numbers  of  documents  that  the  custodian  agencies  would  previously  have 
left  to  the  discretion  of  agencies  more  familiar  with  the  documents,  thereby  poten- 
tially adding  to  the  quantity  of  documents  to  be  processed,  but  decreasing  the  qual- 
ity of  the  processing. 

CONCLUSION 

To  recapitulate,  although  the  Reagan  Administration  continues  to  emphasize  the 
importance  of  safeguarding  legitimate  privacy,  national  security,  and  commercial 
creativity  rights,  as  well  as  the  taxpayers'  collective  coffers,  it  has  not  done  so  at  the 
unwarranted  expense  of  the  typical  FOIA  requester,  nor  has  the  Administration 
stemmed  the  tide  toward  increased  government  disclosure. 

Mr.  Reichel,  a  New  York  and  New  Jersey  bar  member  who  works  chiefly  with 
FOIA  matters,  has  written  detailed  articles  on  this  subject  for  the  National  Law 
Journal  and  other  major  legal  periodicals. 
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AMERICAN  COUNCIL  ON  EDUCATION 

Dtvision  of  Governmental  Relations 


May  4,   1983 


The  Honorable  Orrin  G.  Hatch 
Committee  on  the  Judiciary 
United  States  Senate 
Washington,  DC   20510 

Dear  Senator  Hatch: 


Re:  Freedom  of  Information  Act 


On  behalf  of  the  American  Council  on  Education,  an  association 
representing  over  1,500  colleges,  universities,  and  other  organizations  in 
higher  education,  and  the  associations  listed  below,  we  wish  to  urge  your 
support  for  legislation  to  amend  section  4(b)  of  the  Freedom  of  Information 
Act. 

Principally,  the  higher  education  community  is  concerned  that  original 
ideas  contained  in  research  grant  applications  and  progress  reports  submitted 
by  investigators  could  be  disclosed  under  the  Freedom  of  Information  Act,  thus 
revealing  the  ingredients  of  a  potentially  patentable  invention.  Individuals 
submitting  such  information  are  now  without  an  enforceable  right  under  the  Act 
to  prevent  disclosure. 

Failure  to  recognize  the  proprietary  information  contained  in  research 
proposals  could  have  a  deleterious  impact  on  the  conduct  of  scientific  research 
and  the  application  of  that  research  to  the  development  of  new  products.  It  is 
possible  that  the  uncertainty  of  the  current  situation,  as  demonstrated  by  the 
decisions  in  the  Washington  Research  Project  and  Chrysler  v.  Brown  cases,  will 
cast  a  substantial  cloud  over  the  legitimacy  of  interests  that  academic  scien- 
tists seek  to  protect.  The  protections  noted  in  these  cases  and  those  avail- 
able under  the  Administrative  Procedure  Act  fail  to  grant  academic  researchers 
necessary  safeguards.  Unless  section  4(b)  is  amended,  the  acadmic  community 
would  not  be  exempt  from  mandatory  disclosure  provisions  of  the  FOIA,  and 
submitters  of  information  would  be  barred  from  statutory  protection  to  assert 
their  rights  in  the  confidentiality  of  their  own  information. 

It  is  our  view  that  the  Congress  should  specifically  recognize  the 
potential  commercial  interests  in  the  work  of  academic  scientists,  especially 
when  one  takes  into  consideration  the  likely  developments  under  Public  Law 
96-517,  "The  Patent  and  Trademark  Amendments  of  1980"  (35  U.S.C.  205  Part  9; 
OMB  Circular  A-124),  which  should  give  a  boost  to  the  number  of  patentable  pro- 
cesses that  are  produced  on  campus.  The  need  for  protecting  confidentiality  of 
such  information  until  appropriate  steps  have  been  taken  to  encourage  and  ini- 
tiate commercial  development  and  widespread  public  application  of  this  research 
is  evident.  Failure  to  provide  necessary  safeguards  could  impede  much  of  the 
significant  research  that  currently  is  being  conducted. 

In  addition  to  patentable  processes,  many  research  protocols  contain 
embryonic  research  data  and  designs  that  could  be  discovered  under  the  FOIA. 
Protection  is  needed  for  the  originality  of  thought  and  creativity  and  innova- 
tiveness  of  a  proposed  approach  contained  in  a  proposal.  The  proposer's  very 
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definition  of  a  problem  and  recommended  approach  to  a  solution  constitute  a 
valuable  interest  that  should  be  accorded  a  protected  status.  Failure  to  pro- 
vide sufficient  protections  to  these  research  proposals  casts  a  chilling  impact 
on  future  government-sponsored  research. 

Amendments  to  section  4(b)  of  the  FOIA  should  at  a  minimum:  1)  pro- 
vide that  submitters  of  information  be  notified  that  their  information  has  been 
requested,  2)  permit  such  individuals  to  assert  that  the  disclosure  of  this 
Information  would  damage  their  rights,  3)  ensure  that  agencies  give  formal  con- 
sideration to  the  claims  of  any  submitter  who  objects  to  the  release  of  the 
information,  and  4)  statutorily  require  that  an  agency  maintain  as  confidential 
any  defined  information  unless  there  is  an  overriding  public  purpose  to  be 
served  by  disclosure. 

We  urge  the  Judiciary  Committee  to  seek  a  solution  to  the  problems 
that  have  been  revealed  by  the  operation  of  the  Freedom  of  Information  Act.  We 
are  hopeful  that  the  Committee  will  consider  the  needs  of  the  acadmic  research 
community  and  the  importance  of  emerging  patentable  opportunities  as  it  con- 
ducts its  deliberations.  We  urge  your  support  for  an  amendment  which  would 
rectify  a  number  of  the  concerns  of  the  higher  education  community  with  the 
existing  Freedom  of  Information  Act,  and  we  would  be  pleased  to  meet  with  you 
or  your  staff  to  discuss  these  issues. 

This  letter  is  sent  on  behalf  of: 

American  Association  of  State  Colleges  and  Universities 

American  Council  on  Education 

Association  of  American  Universities 

Association  of  Catholic  Colleges  and  Universities 

Council  of  Independent  Colleges 

Council  on  Governmental  Relations 

National  Association  of  College  and  University  Business  Officers 

National  Association  of  Independent  Colleges  and  Universities 

National  Association  of  Schools  and  Colleges  of  the  United  Methodist 

Church 
National  Association  of  State  Universities  and  Land-Grant  Colleges 


Sincerely, 


% 


Sheldon  Elliot  Steinbach 
General  Counsel 


SESigfr 
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?1.9F\^I  /^R^  .  Pan  American  World  Airways.  Inc 

1660  L  Street,  N.  W. 
Washington,  D.  C.  20036 


May  10,  1983 

Mr.  Randal  Rader 

General  Counsel 

Senate  Judiciary  Subcommittee 

on  the  Constitution 
The  Carroll  Arms 
301  First  St.,  N.  E. 
Washington,  D.  C,  20510 

Dear  Randy: 

Further  to  our  conversation,  I  am  sending  for  your 
information  copy  of  a  letter  written  by  our  General  Counsel 
to  the  Department  of  Defense. 

In  addition,  I  am  submitting  for  your  consideration 
additional  language  which  we  feel  would  clarify  the  type 
of  information,  the  release  of  which  would  be  restricted 
under  the  amended  sections  of  the  Freedom  of  Information  Act. 

I  will  give  you  a  call  as  soon  as  I  know  the  dates  that 
our  General  Counsel  will  be  in  Washington,  and  we  look  forward 
to  having  an  opportunity  to  discuss  this  issue  more  thoroughly 
with  you. 

Best  regares. 


(5^ 


William  J.    Evans 

Vice   President-Government 

Relations 
Pan  Am  World    Services,    Inc. 


Attachments 
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iVV  i^;  PdiiAm 

\A/>y   Viurld  Servicer  Inc. 


Pjn  AmOuldlno 
NfwYorK.  New  York  10168 
121?)  390  1034 

P£TERU  OUGRE 

(IflnorQl  Counsel  March    9,     1983 


Mr.    William  H.    Taft,    IV,    Esq, 
r.Ptiei'al    Counsel 
DcprivtMcnt   of   Defense 
Room  3E030,    Tho   Pentagon 
Washington,    D.    C,    20301 

Denr  Sir: 

I  am  writing  to  express  my  (jrave  concern  about  the  current  practice 
of  iho  Department  of  Defense  with  respect  to  tlie  processing  of 
Frcutlorn  of  Information  Act  (FOIA)  requests  for  proposals  submitted 
In  confidence  by  service  contractors  such  as  Pan  Am  World  Services, 
Inc.,  anU  Pan  American  World  Airways,  Inc.  (hereinafter  "Pan  Am") 
in  response  to  DoD  procurement  actions. 

During  Ihe  past  throe  months,  at  least  si?c  separate  FOIA  ro- 
que^sts  for  Pan  Am's  proposals  have  been  submitted  to  Dod 
component  agencies.   In  each  case,  the  request  was  by  a  com- 
petitor or  prospective  competitor  of  ours.   On  one  occasion 
we  u'Gj"-3  forced  to  seek  an  Injunction  in  federal  court  to 
prevent  the  roloa.se  of  the  valuable  commercial  information 
con ta.U'cd  in  our  propo.sal .   In  four  other  instances,  no 
(ifMclril  word  has  ever  been  received  regarding  the  dis- 
position uf  the  loquesta,  leaving  Pan  Am  to  rely  on  the 
verbal  assurance  of  a  cognizant  official  that  no  proprietory 
data  had  boon  released.   Moreover,  current  DoD  regulations 
are  such  that  FOIA  requests  for  our  proposals  may  have  been 
processed  without  our  ever  knowing  that  they  occurred. 

As  you  are  aware,  there  are  numerous  decisions,  commencing  with 
Chrysler  Corp.  _v.  Drown,  411  U.S!  281  (1079),  which  recognize 
the  bb'llga'tion  of"  the  Government  under  the  Trade  Secrets  Act, 
IB  U.y.C.  Sec.  1905,  not  to  disclose  trade  and  financial  informa- 
tion provided  to  the  Government  In  confidence  by  a  business  con- 
cern,  This  Important  principle  recently  has  been  reaffirmed  by 
a  United  States  Court  of  Appeals  in  General  Motors  Cqr^.  y.  Marshan_, 
651  F,2d  291  (Uh  Cir.  1981),  which  "also  held  thaV  the  FOIA  o'xcmp- 
tlon  (b)(-l)  and  the  Trade  Secrets  Act  are  to  be  treated  as  co- 
e.xtonslve  with  respect  to  non-disclosure.   Thus,  material  exempt 
frotij  disclosure  under  (b)(4),  which  covers  "trade  secrets  and 
commercial  or  financial  information  obtained  from  a  per.'ion  are 
privileged  or  confidential,"  is  barred  from  disclosure  under 
18  U.S.C.  Soc.  1905  unless  its  release  is  otherwise  authoi'izod 
by  law. 

The  D(,  D  Freedom  of  Information  Act  Program,  32  C.F.n.  Part  280, 
recently  issued,  represents  a  serious  and  largely  successful 
effort  to  incorporate  recent  case  law  into  the  procedures  for 
handl.A^nt-  FOIA  requests.   From  our  perspective,  however,  it 
falls  bhort  In  three  key  respects.   As  a  result,  wo  must  con- 
tlnuo  to  expend  a  considerable  amount  of  effort  and  financial 
resources  to  prevent  disclo-sure  of  information  which  we  believe 
the  Government  is  legally  prohibited  from  disseminating.   The 
prublcms  are  as  follows: 

])   Tho  rcgiliitions  do  not  require  that  the  non-Government  sources 
of  a  record  requested  under  FOIA  be  advised  of  the  rcqueat. 
They  merely  require  the  source  "normally"  be  notified  "unless 
it  Is  clear  that  there  can  be  no  valid  basis  for  objection." 
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Thus,  if  a  Covernment  employee  at  the  local  level  ilctoi'mlnes 
that  the  information  requested  docs  not  meet  the  "tiubstantlal 
bariii"  test  Lhc  courts  have  devised,  he  may  believe  hlmsoll 
to  b©  authorized  to  release  it  without  notifying  the  source. 
Such  may  not  bo  the  Intent  oi    32  C.F.R.  285.51(h),  but  it 
could  be  the  effect  especially  when  so  many  individuals 
within  the  Government  have  the  authority  to  release  the 
information  under  FOIA  and  so  few  are  authorized  to  with- 
hold it.   A  bettor  procedure  would  be  to  follow  OFPP  Policy 
Letter  No.  78-3,  a  copy  of  which  is  attached,  which  provides 
that  the  agency  "immediately  notify"  the  contractor  or 
potential  contractor  supplying  the  information  of  the  re- 
quest and  afford  it  "an  opportunity  to  present  its  views 
on  whether  disclosure  should  be  made."  This  Input  must  be 
considered  before  a  fair  and  informed  decision  can  be 
reached.   In  fairness,  it  should  be  mentioned  that.  In  all 
six  FOIA  requests  involving  Pan  Am,  we  have  boon  promptly 
notified  of  the  request  by  DoD  officials.   Of  course, 
others  may  have  been  made  without  our  knowlodgo, 

2)  Subpart  D  of  the  regulations,  entitled  Exemptions,  states 
that  even  if  the  DoD  component  determines  that  exemption 
(,b)(l)  applies,  it  retains  the  "discretionary  power  to  ro- 
Joase."   The  regulation  states  further  that  this  power 
ordinarily  should  not  be  exercised  absent  a  compelling 
reason.   However,  the  rcyulatioD  falls  to  recognize  tho 
Judicial  mandate  that  such  material  shall  not  bo  roloaacd 
unless  required  by  law  and  that  it  may  be  a  violation  of 
the  Trade  Secrets  Act  to  release  the  information.   Thus, 
another  procedural  step  needs  to  be  Included  in  the  regu- 
l;i.tlons  to  rctiuire  that  the  non-Covornmcnt  source  be  ad- 
vised as  to  the  precise  material  or  information  which 

the  Government  intends  to  release  prior  to  its  release  -- 
so  that  the  originator  may  have  nn  opportunity  to  seek 
appropriate  review  to  prevent  release. 

3)  There  is  no  provision  in  tlie  regulations  for  notifying  the 
non-Governmental  source  of  the  final  disposition  of  a  re- 
quewf.  for  1n  Format  Inn.   As  ,a  result,  the  sourco  mii.st  either 
go  to  court  to  protect  its  interests  or  rely  on  unofficial 
sources  regarding  the  action  taken  on  the  request.   A  better 
procedure  would  bo  to  require  that  tho  source  be  advised  of 
the  disposition  of  each  such  request.   A  copy  of  the  response 
sent  to  the  requester  would  serve  this  purpose. 

The  most  serious  problem,  however,  is  not  the  regulations,  but  the 
lack  of  .-strict  adherence  to  them  by  those  within  DoD  authorized  to 
release  information  under  FOIA.   Subsection  286.  31  (aX'l )  provides, 
as  an  cxnmplc  of  records  covered  by  exemption  (bXi)  "and  meeting 
the  substantial  harm  test,"  "commercial  or  financial  information 
received  in  confidence  in  connection  with... bids,  contracts,  or 
proposiils .  .  .  .  "   This  is  in  accordance  with  National  Parks  and 
Conservation  A5_sociji_tion__v._  Kleppe,  547  F. 2if  "6'73"  (T).<:r.  "ClrTTOTii) 
whlcTi  hold  that'  it  is  "virtually  axiomatic"  that  disclosure  of 
this  type  of  contractor  information  would  cause  substantial  harm. 
Yet,  wo  still  are  confronted  with  contracting  officers  willing  to 
release  substantial  portions  of  our  proposals  in  order  to  satisfy 
what  they  perceive  to  be  their  obligation  or  right  under  FOIA, 
apparently  unaware  of,  the  substantial  harm  that  may  be  done  to 
the  contractor  supplying  the  material  as  a  result  of  their  deci- 
sion. 

Unlike  manufacturers,  our  product  is  service,  and  the  only  tangible 
m.jthod  of  effectively  marketing  these  services  to  tho  Government  is 
by  means  of  superlative  technical,  management  and  price  proposals. 
Those  tjuality  proposals  represent  many  years  of  corporate  expcri- 
onco  in  the  service  contracting  business  and  many  hundreds  of 
years  of  collective  experience  by  our  proposal  writing  teams. 
Tho  proposal  format  and  contents,  particularly  manning  and  cost 
data,  constitute  our  unique  method  of  operation,  developed  at 
threat  (Expense  to  Pan  Am.   Our  record  of  performance  speaks  for 
itself,  and  we  believe  more  than  substantiates  our  claim  to 
possessing  valuable  trade  secrets  in  this  material.   Allowing 
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competitors  free,  or  even  limited,  access  to  this  mcitei-lal  and 
Information  will  give  them  valuable  Insights  into  our  opera- 
tions, and  competitive  .strategy,  thus  dcatroying  this  hard-won 
advantage  and  causing  Pan  Am  irreparable  competitive  harm. 
T/Ms  is  especially  true  today  in  view  of  the  over  increasing 
Government  service  work  which  is  being  competed, 

Efi'Killy  as  important  here  ia  the  point  that,  by  allowing  the 
FOIA  to  be  used  for  the  purpose  of  "industrial  ospionago"  by 
our  compotitor-s,  substantial  harm  is  inflicted  upon  the  Covorn- 
i;ient.   If  all  competitors  have  access  to  each  other's  proposals, 
this  indispensable  competitive  discriminator  will  b9  substantially 
reduced,  if  not  eliminated,  thus  impairing  the  Government's  ability 
to  dl^tinyuish  between  the  proposal  of  a  competent  contractor  and 
that  of  a  clever  plagiarist.   Such  arbitrary  access  will  also,  as 
rccoj;nizod  in  OFPP  Policy  Letter  78-3,  impair  the  Government 'a 
ability  to  obtain  such  information  voluntarily  in  the  futur©. 
The  prevailing  sentiment  among  many  service  contractors  today 
Is  to  furnish  the  Government  as  little  information  as  possible 
unloE.s  they  can  be  assured  that  the  confidentiality  authorized 
by  DAR  3-507.1  will  be  strictly  maintained.   We  believe  that 
such  an  attitude  is  detrimental  to  the  legitimate  needs  of  the 
Government,  but  find  it  difficult  to  maintain  our  policy  of 
Lhorou[ih  disclosure  in  light  of  present  circumstances, 

Maintaining  the  confidentiality  of  our  proposals  is  of  such 
liroat  importance  that  we  will  protect  them  with  the  full  ro- 
;jourccs  that  are  at  our  command.   Ve  strongly  believe  that  the 
Covcrnmcnt  has  an  equally  compelling  vested  interest  In  not 
breaching  this  confidentiality,   I  would  greatly  appreciate  the 
opportunity  to  discuss  this  matter  with  you  and,  if  you  would 
J1ko  additional  Information,  please  do  not  hesitate  to  call  me. 

Very  truly  yours, 
Peter  M.  Dugre 
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Office  of  Federal  Procuremenf  Policy 

Roquestt  for  Dhclosbrc  of 

Conlroctor-Supplicd  Informotlon 

Obtained  In  ihe  Course  of  o 

Procurement 

[f  960) 
(Policy  Letter  No.  78^3.  March  30, 1978.) 
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The  Pree<fom  of  laformitioo  Act.  5 
U.  S.  C.  I  55?.  i»  inl«nJ«J  to  btUtr  inform 
»hc  pul>Iic  by  ojxning  the  prxcssci  of 
Ccvtmmcnt  lo  puLlIc  icrwHoy  by  etiUbllih- 
\ng  a  genenl  ^tiey  of  diitlosure  of  infor- 
fiijliou  iri  Govcrnnicnt  fi1«  i>poi»  request. 
Tli«  A\:t  rt<OKi'iic>>,  Jiowcvtf,  iJ>a<  ■whifc  Ihc 
KCP<j;il  i»o!icy  is  one  of  pubtic  Jlictosure, 
il  \\  niso  In  ihc  public  jtitcrt^l  to  protccl 
certain  typ«j  of  m»t<r'.al  from  Ji4ct(»ur*, 

The  purpoje  of  thij  Tolicy  I^Utr  is  10 
pr{-J<ril>e  a  uniform  i«ticy  jjij  aj>pfOAch 
towiiJ  IiAndii^K  re(;uc^t}  filtd  under  (he 
Fttc^'im  of  Information  Ad  for  inform*' 
linn  that  may  fall  wiihin  cxempttoo  4  of 
cbc  AcJ.  S  U.  S.  C.  5SS2(b)(4).  obtained 
from  Govtrnrticnt  contractors  or  pglcniial 
CovCH^Incnl  cotttraclors  in  ihe  course  of  & 
procufcrncnl,  Thai  provision  provides  a 
discretionary  exemption  from  discfosyre  for 
"•  ♦  •  u.^de  iccfrts  atid  coinmcrct:\l  or 
rmaiKijl  iiiforin.it)<>ii  olrlaiiicd  frorp  a  per* 
son  ind  priyilcKcd  or  confidential."  In  the 
pro>,urcmciit  proccjv  such  ir^form^iluin  nsoaJly 
comes  Into  the  possession  of  the  Covcrn- 
innii  thfOi^Jt  »  proi«sat  or  iJmifar  document. 

A  rcCfiie  co<irl  decision  •  fias  hclj  thai 
i:oiniii<.rcial  or  f^nand^l  information  h  wilh- 
huldiljle  Mnder  exemption  4  if  disclosure 
woulJ  satUfy  cither  of  tNVO  tests.  Broadly 
speabiitg,  llicse  tests  are  satis^td  if  Jis' 
closure  would; 

1.  unp-iir  the  Government's  ability  to 
obtain  nert-<iiiry  ijifornution  ll\fough  pyrdy 
voluntary  cooperation  in  the  future;  or 

2,  cau.'.c  suf^st^^niial  harm  lu  the  com- 
pclilive  iKisiliou  of  the  subniiltcr  of  the 
re<jueittd   Information, 

The  same  coott  has  held,*  in  app'yinu 
and  clarifying  tlic  "competitive  harm"  test, 
tJiat  (0  t(  is  "viitvially  axiomatic"  that  dts- 
t?05urt  uf  Certain  types  of  contractor  if»- 
fonnjtion  wo^itd  cius«  subslaniial  hrrrn, 
(2)  act\Lal  hirm  need  not  he  demonstrated 

V    UijtIuH,  408  t:  2d  vOa  to.  C.  Or.  1&7<>. 
Govimmeot  CootractiB  Reports 


to  warrant  t7oa-^itclosur«,  %nd  (J)  tn  % 
competitive  conte«t,  »  »howing  th»|  com* 
petitors  (or  others)  would  gi'in  "valuabU 
insight*"  into  a  comrattoKj  oper^llom  is 
an  important  constderatlot  in  latis'ying  the 
"comjKiitivc  harm"  test. 

The  bataiKinR  of  competing  interests  often 
involved  »n  Freedom  of  Inforrrulioo  r«» 
quests  merits  tpeeial  altention  tn  the  pro- 
curement procei*.  Procurtment  li  ofl«  of 
the  principal  meani  ^ihereby  our  Covein* 
mri>l  effectuates  nalionat  potictes,  aj  to  both 
don\es(ic  and  intematiorul  concerns,  and 
therefore  the  public  h}S  a  strong  Interest 
in  how  ft  is  conducted.  TTic  pvibTic's  right 
to  tcrutinirc  the  process  must  be  recog- 
nized, particularly  with  regard  to  the  terms 
and  conditions  of  awarded  coiUracls,  which 
represent  Government  action,  and  with  re* 
^rd  to  contract  deliveribfes.  At  the  Jam* 
lime.  iFie  Covcrnmrnt*!i  hvcj  to  oblaiti 
accur.itc  and  conipUle  infbrmatiot)  neces- 
sary to  procure  goods  and  servicei  for 
puttie  use  of  a  nature  and  at  the  cost  tnosi 
beneficial   to  the   public  Is  critical. 

Tlicreforp,  unless  and  until  new  cowrt 
decisions  or  IcgijlatJon  require  ehinges,  in 
order  to  achieve  a  uniform  approach  to  the 
competing  interests,  and  to  protect  th« 
integrity  of  the  procurement  process  aj 
well  as  the  p»>blic*»  right  to  disiio!ure,  you 
are  reqiseslcd,  on  receipt  of  a  Freedom  of 
Information  request  for  InforjnalJon,  sul>» 
tnitted  by  a  contractor  or  potcntiaJ  cot^» 
tractor,  that  m^y  fall  within  exeni^/tion  ♦ 
to:  (1)  Immediately  notify  the  submiHer  of 
tfie  iriforinalion  of  the  rr(]ue>t  »nd  afford 
lh<  submillcr  an  opportunity  to  present  it4 
views  on  whether  disclosure  shoiiM  bt 
(naile;  anj  (2}  ^ive  care.'ul  consideration  to 
the  f^cts  that! 

(i)  commercial  anil  financial  informs* 
lion  submitted  tn  connection  with  a  pro- 
curement frequently  Is  submitted  more  pf 

V.  KUyH;  H7  F    W  673  tD.  C  Or.  1T.1»>. 
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,  Pfocvrcr^cnl  PoHcSct 


Ht    «-l»-7l 


«»iC  wishti  of  lli€  igbinilUr  miy  resuM  In 
1c j»  (C'DipIctv  information  in  future  prtf 
curcmcrtts,  an«i 

(b)  jhc  conlcut  in  wtiicil  Juqh  <«»nn»tr» 
ci»l  >nJ  f!n»n<UI  Inform*! km  is  Jut>' 
initled— tKil  o(  ih«  highfy  coinp^lillvc 
>rf*  of  CovernnKul  procuffment  anJ  ffCt 
rrufkcl  cnlcrpriit—niikej  It  more  likely 
thAl  n;ieaxe  of  the  informailon  wouJd  In 
m^ny  Imtajices  oujc  jvbtUntial  com- 
petitive harm, 

I  .^inpKj^izc  th>t  (hcs«  policy  ttuitlelinc* 
la  nc  way  rclKvC  a  pcocunng  ag^cncy  ol  it> 
rc^('\>nj)btlity   to   c;<aroiae   individually   (h<, 


fieri  ja'cach  cxit'Xtifoti  inaktnc  a  Jeter- 
inlnition  io<>withM<l  of  rcfe»i<,  out  f*jhvr 
are  intended  to  preso^ib^  consiJcrtfloi^^  mhI 
1  wnifofnri  approach  ifui  ihopM  generally 
be  adhered  t(X 

The  foregpJng  polFey  has  been  coorJinatcrf 
wilt)  Ihc  Depa/lmenI  of  Justice  througfa  Us 
FrceJooi  (if  IrkfociTMtion  CommSUte,  and 
that  Department  concuri  ui  ihf  general 
guidance  set  forth  abcv<.  Agendci  jhould 
continue  to  adhere  lo  ritablishcd  procedures 
for  (oeuutting  the  Department  on  partkuU/ 
matter*  involving  application  ol  thli  policy. 

L<atCr  A.  Fettig 
Administrator 


[Paragraph  98?  b«t!na  on  p*te  1741.1 
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Senate  Bill  774,  inter  alia,  would  amend  Subsection 
(b)  (4)  of  the  FOIA  to  clarify  the  type  of  information  the 
release  of  which  should  be  restricted.   We  believe  that  a  more 
comprehensive  wording  would  benefit  both  requestors  and  con- 
tractors.  We  propose  the  following  wording  for  Subsection 
(b)  (4)  : 

Commercial  or  financial  information  received  in 
confidence  in  connection  with  loans,  bids,  con- 
tracts, or  proposals,  as  well  as  any  other  in- 
formation received  in  confidence  such  as  trade 
secrets,  inventions,  discoveries,  research  or 
other  proprietary  data  where  release  may  impair 
the  legitimate  private,  competitive,  financial, 
research  or  business  interests  of  the  person 
who  submitted  such  information  to  the  government 
or  whose  release  may  impair  the  government's 
ability  to  obtain  such  information  in  the  future. 
Information  shall  be  deemed  to  have  been  received 
in  confidence  if  it  is  clearly  marked  "confidential" 
or  designed  as  such  pursuant  to  the  guidelines  es- 
tablished by  government  agencies  or  departments  and 
it  is  of  a  type  which  is  not  customarily  released 
to  the  public  by  the  person  submitting  it  to  the 
government. 
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MACHINERY  and  ALLIED   PRODUCTS   INSTITUTE 

1200  EIGHTEENTH  STREET,  N.W.     WASHINGTON,  D.C.  20036     203-331-8430 

May  10,   1983 


The  Honorable  Orrin  G.   Hatch 

Chairman,   Subcommittee  on  the  Constitution 

Senate  Judiciary  Committee 

108  Russell  Senate  Office  Building 

Washington,   DC     20510 

Dear  Mr.  Chairman: 


The  Proposed  Freedom  of  Information  Reform  Act 

We  appreciate  the  opportunity  to  offer  the  views  of  the 
Machinery  and  Allied  Products  Institute  (MAPI)  on  S.  774,  the  proposed 
Freedom  of  Information  Reform  Act  which  you.  Senator  Thurmond,  and 
Senator  DeConcini  have  cosponsored.  This  bill,  of  course,  is  identical 
to  the  bill,  S.  1730,  which  the  full  Judiciary  Committee  approved 
without  dissent   last  year  prior  to   the  adjournment  of   the  97th  Congress. 

As  you  know,  the  Machinery  and  Allied  Products  Institute  is 
the  national  organization  and  spokesman  for  manufacturers  of  capital 
goods  and  allied  products.  Our  interest  in  this  subject  dates  from  the 
original  consideration  and  adoption  of  the  Act.  We  have  always 
supported  the  basic  concept  underlying  FOIA,  but  we  believe  that  the  Act 
has  created  serious  problems  for  both  government  and  business  to  which 
8.  774  is  addressed.  We  have  been  concerned  over  the  cost  and  burden 
that  has  resulted  for  government  departments  and  agencies  in  their 
efforts  to  comply  with  the  Act's  information-disclosure  requirements. 
The  extent  of  this  cost  and  burden  was  grossly  underestimated  at  the 
time  FOIA  was  originally  enacted  into  law.  However,  our  principal 
concern  in  this  area  has  been  the  complete  lack  of  protection  in  the  Act 
for  information  submitters  as  distinguished  from  information  requesters. 

Subsection  (b)(4)  of  FOIA  states  that  the  Act's  compulsory 
disclosure  requirements  do  not  apply  to  "trade  secrets  and  commercial  or 
financial  information  obtained  from  a  person  and  privileged  or 
confidential."  As  you  know,  this  exemption  has  been  construed  to  be 
permissive  rather  than  mandatory  in  application,  and  its  scope  has  been 
judicially  qualified  by  the  U.S.  Court  of  Appeals  for  the  District  of 
Columbia  Circuit  in  the  National  Parks  case  by  what  is  referred  to  as 
the  "substantial  competitive  harm"  test. /I  In  addition,  agencies  are 
not  required  to  notify  information  submitters  of  FOIA  requests  for  the 
information  furnished  to  the  agency,  nor  does  the  statute  accord  such 
information  submitters  a  "reverse-FOIA"  cause  of  action  in  the  courts 
for   improper  disclosure  of   their   information. 


ly     National  Parks  and  Conservation  Association  v.   Morton.   498  F.2d  765 
(D.C.  Cir.    1974). 


MACHINERY     &     ALLIED    PRODUCTS     INSTITUTE     AND     ITS     AFFILIATED     ORGANIZATION      COUNCIL    FOR  /  jw-     \ 

TECHNOLOGICAL  ADVANCEMENT.   ARE  ENGAGED   IN    RESEARCH   IN   THE  ECONOMICS   OF   CAPITAL  GOODS  (    [10 

(THE  FACILITIES  OF  PRODUCTION.  DISTRIBUTION.  TRANSPORTATION.  COMMUNICATION  AND  COMMERCE!  ^   =^^  ' 
IN  ADVANCING  THE  TECHNOLOGY  AND  FURTHERING  THE  ECONOMIC  PROGRESS  OF  THE  UNITED  STATES 
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The  Institute  has  long  urged  remedial  action  by  the  Congress  with 
respect  to  these  issues.  We  testified  in  detail  on  these  issues  on  September  17, 
1977  to  the  Judiciary  Subcommittee  on  Administrative  Practices  and  Procedures, 
then  chaired  by  Senator  Abourezk.  Later,  on  June  21,  1981,  we  submitted  a  letter 
for  the  record  to  this  Subcoimnittee  summarizing  the  case  made  earlier,  and 
strongly  supporting  S.  1247,  introduced  by  Senator  Dole  of  Kansas,  which  was 
specifically  addressed  to  the  problems  of  the  information  submitter. 

Much  of  the  substance  of  the  Dole  bill  was  included  subsequently, 
together  with  other  needed  FOIA  revisions,  in  both  the  Chairman's  bill,  S.  1730, 
and  the  Administration's  bill,  S.  1751.  However,  during  consideration  by  the  full 
Judiciary  Committee  and  after  mark-up  by  the  Subcommittee,  apparently  in  the 
interests  of  securing  unanimous  support  for  the  bill  within  the  Conmittee,  it  was 
decided,  with  respect  to  the  rights  of  information  submitters,  to  drop  the 
provisions  revising  exemption  (b)(4)  while  retaining  the  provisions  for  agency 
notice  to  information  submitters  and  a  reverse-FOIA  cause  of  action. 

We  support  the  bill  in  its  present  form  but  with  some  reluctance.  We 
endorse  the  provisions  for  notice  to  information  submitters  of  FOIA  requests  and 
which  extend  to  information  submitters  the  right  to  protest  to  agencies  concerning 
information  disclosures  with  subsequent  de  novo  judicial  review  of  adverse  agency 
decisions.  Frankly,  though,  we  are  disturbed  by  the  decision  to  drop  the  substan- 
tive changes  which  the  original  version  of  the  Chairman's  bill  would  have  made  in 
exemption  (b)(4).  We  note  in  that  connection  that  the  Chairman,  in  his  intro- 
ductory statement  of  April  18  concerning  the  hearings,  commented  critically  on  the 
"substantial  competitive  harm"  test  of  the  National  Parks  case.  Since  doing 
something  about  the  test  would  require  revision  of  exemption  (b)(4)  which  is  not 
included  in  the  bill,  we  construe  this  comment  at  least  as  a  recognition  of  a 
problem  which  still  needs  to  be  dealt  with.  In  addition,  we  are  somewhat 
encouraged  by  the  testimony  of  Assistant  Attorney  General  Jonathan  C.  Rose  of  the 
Office  of  Legal  Policy  which  states  the  Department  of  Justice  view  that  ".  .  .  at 
some  point  Congress   should  turn  its  attention  to   [this  problem]    .    .    .    ." 

We  strongly  feel  that  an  intensive  examination  of  the  problems 
concerning  exemption  (b)(4),  including  the  adverse  impact  of  the  "substantial 
competitive  harm"  test,  now  is  very  much  overdue — nine  years  after  the  decision  in 
National  Parks — and  recommend  that  it  be  considered  as  a  priority  matter  by  this 
Subcommittee. 


This  concludes  the  statement  of  our  views  on  S.  774,  the  proposed 
Freedom  of  Information  Reform  Act.  If  we  can  be  of  any  further  assistance,  please 
let  us  know. 

Respectfully, 


President 
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STATEMENT  OF  AMERICAN  BUSINESS  PRESS 
TO  THE  SENATE  SUBCOMMITTEE  ON  THE  CONSTITUTION  ON  S.774, 
PROPOSED  AMENDMENTS  TO  THE  FREEDOM  OF  INFORMATION  ACT 

The  American  Business  Press  (ABP)  is  a  publishers'  asso- 
ciation of  specialized  business,  industrial  and  technical 
periodicals.   There  are  over  500  periodicals  published  by  over 
100  member  companies  which  include  periodicals  like  Aviation 
Week  and  Space  Technology,  Datamation ,  Defense  Electronics, 
Electronic  design,  Medical  Economics,  and  Sales  and  Marketing 
Management.   These  periodicals  are  relied  on  by  businessmen, 
engineers,  sales  and  marketing  executives,  physicians  and  other 
professionals  who  need  accurate  information  about  their  spe- 
cialized professions.   Because  of  the  specialized  nature  of  the 
editorial  content  of  these  publications,  access  to  business, 
research  and  technical  data  held  by  the  government  is  essential. 

ABP  is  a  firm  supporter  of  the  First  Amendment  and  the 
Freedom  of  Information  Act  (FOIA).   The  Board  of  Directors  of 
ABP,  as  a  result  of  FOIA  legislation  proposed  in  the  Senate  last 
year,  passed  a  resolution  in  favor  of  the  FOIA,  and  that  resolu- 
tion opposes  any  attempts  to  weaken  the  Act.   A  copy  of  that 
resolution  is  attached. 

Consistent  with  ABP ' s  position,  we  are  filing  these  comments 
for  inclusion  into  the  record  of  the  hearings  on  S.774,  intro- 
duced by  Senator  Hatch,  and  S.1034,  introduced  by  Senator  Leahy. 
Our  particular  concerns  are  with  the  proposals  in  both  bills  to 
permit  individuals  and  businesses,  which  have  submitted  commer- 
cial, research  or  business  information  to  the  government,  to 
enjoin  in  the  federal  courts  release  of  this  information. 

The  FOIA  now  contains  9  exemptions  which  agencies  may  (but 
are  not  required)  use  to  deny  disclosure  of  government  infor- 
mation.  The  fourth  exemption,  which  concerns  business  infor- 
mation, permits  but  does  not  require  an  agency  to  withhold  the 
following  kind  of  information:   "trade  secrets  and  commercial  or 
financial  information  obtained  from  a  person  and  privileged  or 
confidential ;".... 
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Last  year's  FOIA  legislation,  S.1730  (97th  Congress),  origi- 
nally contained  a  provision  which  would  have  broadened  the  defi- 
nition of  what  constitutes  confidential  business  information  as 
set  forth  in  the  FOIA.   It  would  have  made  it  more  difficult  to 
obtain  business,  research  or  technical  information  in  the 
possession  of  the  government. 

S.1730  was  opposed  by  various  press  groups  including  ABP. 
The  bill  would  have  allowed  a  government  agency  to  withhold  busi- 
ness information  "where  release  may  impair  the  legitimate  pri- 
vate, competitive,  financial,  research  or  business  interests  of 
any  person....".   That  language  would  have  relaxed  the  current 
standard  which  requires  showing  of  actual  and  substantial  com- 
petitive harm  to  justify  the  withholding  of  business  information. 

We  are  gratified  that  the  language  redefining  confidential 
business  information  has  been  deleted  from  this  year's  proposed 
FOIA  legislation  and  respectfully  urge  that  it  not  be  reinserted 
into  the  legislation  at  a  later  date. 

Unfortunately,  another  objectionable  provision  of  S.1730  has 
reappeared  in  this  year's  proposed  FOIA  legislation,  S.774  and 
S.1034,  which  would  allow  submitters  of  information  to  go  to 
court  to  block  disclosure  of  business  information  to  the  press  or 
other  requesters.   This  provision  is  contrary  to  the  language  and 
spirit  of  FOIA,  which  is  designed  to  require  the  prompt  disclo- 
sure of  information  by  the  government. 

Under  S.774  (a  similar  procedure  is  set  forth  in  S.1034), 
government  agencies  would  notify  the  submitter  that  a  request  has 
been  made  for  information  within  10  days  of  the  request.   The 
submitter  within  10  working  days  of  such  notification  could  sub- 
mit a  written  objection  to  disclosure  of  the  requested  data.   The 
requester,  (for  example,  a  member  of  the  press)  then  would  be 
notified  that  the  submitter  is  being  given  a  chance  to  object. 
There  would  be  a  further  10  day  delay  in  releasing  information  if 
the  agency  decides  to  disclose  the  information.   During  that 
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period  the  submitter  could  go  to  court  to  try  to  restrain  disclo- 
sure.  The  federal  district  court  (after  a  de  novo  hearing)  then 
could  enjoin  the  government  from  disclosing  the  information. 
Lengthy  appeals  could  follow  the  initial  court  ruling. 

This  complicated  procedure  appears  to  be  an  attempt  to  over- 
turn Chrysler  Corporation  v.  Brown,  (1979)  in  which  Justice 
Rehnquist  found  for  a  unanimous  Supreme  Court  that  the  Freedom  of 
Information  Act  is  first  and  foremost  "exclusively"  a  disclosure 
statute  and  that  private  parties  do  not  have  standing  under  the 
FOIA  to  seek  judicial  review  of  agency  disclosure  of  business 
information  . 

Adding  a  new  judicial  review  section  to  the  FOIA  could  tie-up 
requests  for  business  information  in  constant  litigation:   this 
would  have  a  chilling  effect  on  the  press  because  editors  would 
have  to  balance  the  cost  and  delay  of  litigation  with  the  value 
of  a  story.   The  news  value  of  a  story  would  decline  as  the 
courts  considered  each  case  separately.   This  is  hardly  the  kind 
of  burden  that  the  press  should  have  to  bear,  particularly  in 
light  of  the  presumption  in  the  FOIA  that  information  should  be 
disclosed,  not  withheld. 

The  present  Act  does  allow  genuinely  confidential  information 
to  be  withheld  by  government  agencies.   Certainly  submitters 
could  be  required  by  agency  regulation,  as  they  currently  are  by 
many  agencies,  to  mark  documents  as  confidential  so  as  to  high- 
light to  government  officials  what  the  submitter  believes  should 
be  withheld  under  current  standards.   But  once  the  agency's  deci- 
sion is  made  under  the  time  limits  set  by  the  FOIA,  the  only  role 
the  courts  should  have,  under  the  FOIA,  should  be  to  facilitate 
release  of  information  as  the  Act  currently  provides. 

As  an  example  of  how  agencies  do  seek  the  views  of  submitters 
before  disclosure  of  business  or  research  data  is  made,  we  attach 
a  copy  of  portions  of  recent  Air  Force  FOIA  regulations.   These 
regulations  provide  for  submitters  of  trade  secrets  or  confiden- 
tial data  to  be  notified  that  a  request  for  disclosure  has  been 
made  for  data  they  have  submitted. 
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Should  an  agency  like  the  Air  Force  decide  to  withhold  such 
information  under  the  present  fourth  exemption,  the  requester  can 
go  to  court  to  force  disclosure,  but  the  submitter  does  not  and 
should  not  have  this  right,  because  judicial  review  should  be 
consistent  with  the  overall  statutory  goal  of  prompt  disclosure. 

No  widespread  pattern  of  agencies  abusing  their  discretion  to 
disclose  information  under  the  FOIA  has  been  found  by  either  the 
Senate  Judiciary  Committee  or  by  the  House  Committee  on 
Government  Operations,  the  two  Congressional  Committees  which 
have  jurisdiction  over  the  FOIA.   Therefore,  there  is  no 
demonstrable  need  to  undercut  FOIA  by  a  new,  cumbersome  judicial 
review  process  that  will  retard  the  disclosure  of  business  infor- 
mation and  cause  further  congestion  on  Court  dockets.   We 
respectfully  urge  the  deletion  of  the  business  confidentiality 
sections  of  S.774  and  S.1034  because  they  are  unnecessary  and 
because  they  would  conflict  with  the  FOIA's  goal  of  prompt 

disclosure  of  government-held  information. 

Resolution  of  the  Board  of  Directors  of  the  American 
Business  Press  Concerning  the  Freedom  of  Information  Act 


WHEREAS    the  ABP  Code  of  Publishing  Practice  requires  that  each 

member  of  ABP  agrees  "To  vigilantly  and  forcefully  fight 
for  the  constitutional  right  of  freedom  of  the  press  and 

WHEREAS    the  ABP  Code  of  Publishing  Practice  also  requires  that 
members  of  ABP  "..,  strive  constantly  for  honest  and 
effective  presentation  of  all  news  and  articles,..." 
and 

WHEREAS    the  Freedom  of  Information  Act  is  consistent  with  the 
goals  of  the  Code  of  Publishing  Practice  and  serves  as 
an  important  means  by  which  the  business  press  can 
obtain  government  information  and  thereby  better  serve 
its  readers  and 

WHEREAS    the  present  Freedom  of  Information  Act  contains  safe- 
guards against  unwarranted  government  disclosure  of 
"trade  secrets  and  commercial  or  financial  information 
obtained  from  a  person  and  privileged  or  confidential", 
and  of  information  classified  in  the  interests  of 
national  defense,  foreign  policy  and  law  enforcement. 


BE  IT  RESOLVED  that  ABP  opposes  any  legislation  which  would  re- 
strict access  of  the  press  to  information  currently 
available  from  government  agencies  under  the  Freedom 
of  Information  Act. 
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Department.  200  Stovall  Street. 
Alexandria.  VA  22332.  Telephone 
Number  (202)  325-9744. 
SUPPLEMENTARY  INFORMATION:  Pursuant 
to  the  authority  granted  in  Executive 
Order  11964  and  33  U.S.C.  1605.  the 
Department  of  the  Navy  amends  32  CFR 
Part  706.  This  amendment  provides 
notice  that  the  Secretary  of  the  Navy 
has  certified  that  USS  jARRETT  (FFG 
33).  USS  CROMMELIN  (FFG  37).  and 
USS  CURTS  (FFG  38)  are  vessels  of  the 
Navy  which,  due  to  their  specia) 
construction  and  purpose,  cannot 
comply  fully  with  72  COLREGS:  Rule 
21(a)  regarding  the  arcs  of  visibility  of 
their  forward  masthead  lights;  Annex  I. 
Section  2(a)(i)  regarding  the  height 
above  the  hull  of  their  forward 
masthead  lights;  and  Annex  I.  Section 
3(b)  regarding  the  horizontal 
relationship  of  their  sidelights  to  their 
forward  masthead  lights,  without 
interfering  with  their  special  function  as 
Navy  frigates.  The  Secretary  of  the 
Navy  has  also  certified  that  the  above- 
mentioned  lights  are  located  in  closest 
possible  compliance  with  the  applicable 
72  COLREGS  requirements. 

Notice  is  also  provided  to  the  effect 
that  USS  lARRETT  (FFG  33).  USS 
CROMMELIN  (FFG  37).  and  USS 
CURTS  (FFG  38)  are  members  of  the 
FFG  7  class  of  ships  for  which  certain 
exemptions,  pursuant  to  72  COLREGS 
Rule  38,  have  been  previously 
authorized  by  the  Secretary  of  the  Navy. 
The  exemptions  pertaining  to  that  class, 
found  in  the  existing  tables  of  §  705.3. 
are  equally  applicable  to  these  three 
ships.  Moreover,  it  has  been  determined, 
in  accordance  with  32  CFR  Parts  296  and 
701.  that  publication  of  this  amendment 
for  public  conunent  prior  to  adoption  is 
impracticable,  unnecessary,  and 
contrary  to  public  interest  since  it  is 
based  on  technical  findings  that  the 
placement  of  lights  on  these  ships  in  a 
manner  different  from  that  prescribed 
herein  will  adversely  affect  the  ships' 
ability  to  perform  their  military  function. 

List  of  Subjects  in  32  CFR  Part  706 

Marine  safety.  Navigation  (water)  and 
Vessels. 

PART  706— [AMENDED] 

Accordingly.  32  CFR  Part  706  is 
amended  as  follows: 

§  706.2    [Amended! 

1.  Table  One  of  §  706.2  is  amended  by 
adding  the  following  vessels  forwhich 
navigational  light  certifications  are 
being  herewith  issued  by  the  Secretary 
of  the  Navy: 


Dtstanccm 

meters  ot 

forward 

masarwad 

Vessel 

Number 

tight  below 

requrred 

heignL 

soctton  2(a) 

2.  Table  Four  of  §  706.2  is  amended  by 
adding  to  the  existing  paragraph  8  the 
following  vessels  for  which  navigational 
light  certifications  are  being,  issued 
hereivith  by  the  Secretary  of  the  Navy: 
USS  [ARRETT  (FFG  33) 

USS  CROMMELIN  (FFG  37) 
USS  CURTS  (FFG  38) 

3.  Table  Four  of  §  706.2  is  amended  by 
adding  to  the  existing  paragraph  9  the 
following  vessels  for  which  navigational 
light  certifications  are  being  issued 
herewith  by  the  Secretary  of  the  Navy: 

Sidelights  on  the  following  ships  do 
not  comply  with  Annex  I.  Section  3(b): 


Vessel                              Number 

Distance  of 
siOeiignt 
(orward  of 
masthead 
lights  tn 
meters 

■                ■                >                • 

, 

USS  CURTS .„..  FFG  38_.    . 

2  75 

(EO  11964;  33  U.S.C.  1605) 

Dated:  March  23.  1983. 

Approved: 

John  Lehman, 

Secretary  of  the  Navy. 

|FR  Dot  63-9246  F.led  4-7-63;  8  Ah  am] 

BIU.ING  CODE  3810-AE-M 

Department  of  the  Air  Force 
32  CFR  Part  806 

Disclosure  of  Air  Force  Records 

AGENCY:  Department  of  the  Air  Force. 

DOD. 

action:  Final  rule. 

summary:  The  Department  of  the  Air 
Force  is  revising  Part  806 — Disclosure  of 
Air  Force  Records.  This  revision 
changes  the  definition  of  records; 
defines  responsibilities  for  processing 
FOIA  requests  and  appeals  from 
denials;  gives  expanded  guidance  on 
policy  for  fee  assessment;  and  revises 
the  schedule  of  fees  for  searching  and 
duplicating  under  the  FOIA.  The 
intended  effect  is  to  provide  current 


information  on  Air  Force  policy  and 
procedures  for  the  disclosure  of  records 
to  the  public  under  the  Freedom  of 
Information  Act  (5  U.S.C.  552).  This 
revision  implements  the  provisions  set 
forth  by  the  Department  of  Defense 
Directive  5400.7.  March  24. 1980.  and 
Department  of  Defense  Regulation 
5400J'-R. 

EFFECTIVE  DATE:  April  8. 1983. 

FOR  FURTHER  INFORMATION  CONTACT: 

Ms.  M.  K.  Ward.  Department  of  the  Air 
Force.  HQ  USAF/DAAD.  Washington, 
D.C  20330,  telephone  (202)  694-3488. 
SUPPLEMENTARY  INFORMATION:  Because 
this  part  implements  a  higher  authority 
directive  it  was  not  published  as 
proposed  for  public  comment.  It  is 
published  as  a  final  rule  for  information 
purposes.  The  Department  of  the  Air 
Force  has  determined  that  this 
regulation  is  not  a  major  rule  as  defined 
by  Executive  Order  12291;  is  not  subject 
to  the  relevant  provisions  of  the 
Regulatory  Flexibility  Act  of  1980  (Pub. 
L  96-354):  and  does  not  contain 
reporting  or  recordkeeping  requirements 
under  the  criteria  of  the  Paperwork 
Reduction  Act  of  1980  (Pub.  L.  96-511). 
Part  806  is  derived  from  Air  Force 
Regulation  (AFR)  12-30.  Air  Force 
Freedom  of  Information  Act  Program.  IS 
December  1982. 

List  of  Subjects  in  32  CFR  Part  806 

Freedom  of  information.  Classified 
information.  Records. 

Part  806  is  revised  as  follows: 

PART  806— DISCLOSURE  OF  AIR 
FORCE  RECORDS 

Subpart  A — General  Information 

Sec 

806.1  Purpose, 

806.2  Freedom  of  Information  Act  (FOLA) 
requests. 

806.3  Terms  explained. 

806.4  Use  of  the  functional  address  symbol. 
DADF. 

Subpart  8 — Policies  Governing  Disclosure 
of  Records 

806.5  Basic  policies  on  disclosure. 

806.6  Specific  policies  on  disclosure. 
806-7    Specific  policies  on  withholding 

records. 

806.8  Partial  denial. 

Subpart  C— Processing  FOIA  Requests 

806.9  Documentation  Management  Office 
(DAD)  Responsibilities. 

806.10  Processing  requests  for  records- 

806.11  Fee  asscssmenL 

806.12  Fees  assessed  for  FOIA  requests. 

806.13  Schedule  of  fees  for  searching  and 
duplicatmg  under  ihe  FOIA, 

80C.14     Notice  of  administrative  extension. 
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representatives  throogh.  public 
information  channels:  people  seeking 
access  to  their  personal  records). 

§  806.6    Specific  policies  on  disclosure. 

(a)  Any  "reasonably  described" 
matenal  (see  §  806.6(d))  in  the 
possession  and  control  of  the  .Mr  Force 
that  qualifies  as  a  record  (see  §  806. 3(j)) 
and  is  not  exempt  from  disclosure  under 
§  80S. 7.  must  be  made  available  on 
written  request. 

(b)  If  the  information  exists  in  the 
form  of  several  records,  at  so  many 
different  locations  that  gathering  if 
would  involve  excessive  time  and 
administrative  costs,  the  requester 
should  be  referred  to  these  sources- 

(c)  There  is  no  obligation  to  create  a 
record  to  fulfill  a  request. 

(d)  A  requester  must  be  reasonably 
specific  in  identifying  each  record 
sought.  The  Air  Force  must  make  a 
reasonable  effort  to  find  any  records 
requested.  Sufficient  data  must  be  given 
to  help  find  the  records,  in  a  way  that 
doesn't  involve  an  unreasonable  amount 
of  effort.  The  Air  Force  isn't  required  to 
let  requesters  browse  through  entire 
files  or  large  series  of  records  to  find  a 
record  that  they  then  "identify."  If  a 
record  isn't  reasonably  described,  the 
requester  must  be  asked,  by  letter,  for 
m.ore  specific  information.  The  request 
should  not  be  processed  until  the 
requester  answers  that  letter. 

(e)  A  request  for  a  specific  record 
should  not  be  denied  solely  because  the 
record  is  mamtained  by  a  computer  (see 
§  806.3(j)(2)(vi)). 

§  806.7    Specific  policies  on  wittitiolding 
records. 

Records  or  portions  of  records  that 
fall  in  one  or  more  of  those  exemptions 
listed  in  §  806.7(a)  through  §  806.7n)  may 
be  withheld  from  disclosure  to  the 
public.  Records  that  may  be  exempt 
from  release  are: 

(a)  Those  properly  and  currently 
classified  in  the  interest  of  national 
defense  or  foreign  policy,  as  authorized 
by  Executive  Order.  Exemptions  on  the 
basis  of  a  classification  must  be 
supported  by  a  denial  authority's 
determination  that  the  unauthorized 
disclosure  of  such  information  could 
reasonably  be  expected  to  cause 
damage  to  the  national  security.  The 
classification  authority  must  determine 
that  the  information  is  currently  and 
properly  classified.  When  the  OPR  that 
originated  the  classified  record  can't  be 
identified,  send  requested  records  of 
1947  ASG/DADF,  for  review  by  HQ 
USAF/IGS.  Unclassified  portions  of 
overall  classified  documents  should  be 
released,  unless  those  portions  can  be 
withheld  for  some  reason  other  than 


classification.  Although  material  is  not 
classified  at  the  lime  a  FOIA  request  is 
received,  review  may  be  made  to 
determine  if  it  should  be  classified  or 
othewise  withheld  under  policies  in 
§  80G.7(b)  through  §  806.7(i).  Procedures 
in  DOU  5200.1-R/AFR  205-1. 
Information  Security  Program,  apply. 
Information  received  from  a  foreign 
government  or  foreign  source  may  be 
properly  classified  according  to 
Executive  Order  and  DOD  5200.1-R/ 
AFR  205-1. 

(b)  Those  that  contain  rules, 
regulations,  orders,  manuals,  directives, 
and  instructions  on  the  internal 
personnel  rules  or  practices  of  the  Air 
Force,  if  these  records  do  not  directly 
affect  the  general  public,  or  if  their 
disclosure  would  tend  to  allow  persons 
to  violate  the  law.  or  would  hinder 
enforcement  of  the  law.  Examples 
include: 

(1)  Those  operating  rules,  guidelines, 
and  manuals  for  Air  Force  investigators, 
inspectors,  auditors,  or  examiners  that 
must  remain  "privileged"  to  prevent 
circumvention  of  their  purpose  by 
disclosure  to  a  member  of  the  public 

(2)  Personnel  and  other  administrative 
matters,  such  as  examination  questions 
and  answers  used  in  training  courses  or 
in  determining  candidates'  qualifications 
for  employment,  entrance  to  duty, 
advancement,  or  promotion. 

(c)  Those  that  concern  matters  that  a 
statute  specifically  exempts  from 
disclosure,  by  terms  that  permit  no 
discretion  on  the  issue  of  withholding  or, 
according  to  defined  standards,  for 
withholding  or  referring  to  particular 
types  of  matters  to  be  withheld. 
Examples  include: 

(1)  42  U.S.C.  2161  (Restricted  Data  and 
Formerly  Restricted  Data). 

(2)  50  U.S.C.  402  (.National  Security 
Agency  Information  Exemption). 

(3)  35  U.S.C.  181  through  188  (Patent 
Secrecy).  Any  documents  containing 
information  relating  to  inventions  that 
are  the  subject  of  patent  applications  on 
which  Patent  Secrecy  Orders  have  been 
issued. 

(4)  21  U.S.C.  1175  and  42  U.S.C.  4582 
(Drug  and  .\Icohol  Abuse  Programs). 

(5)  18  U.S.C.  793  (Communication 
Intelligence). 

(d)  Those  containing  trade  secrets  or 
commercial  or  finandat  infonnation 
submitted  by  a  person  outside  the  Air 
Force,  with  the  understanding  that  it 
will  be  kept  on  a  privileged  or 
confidential  basis,  according  to 
customary  handling.  In  these  cases, 
submitters  of  these  data  should  be 
contacted  for  their  views  on 
releasability. 

(1)  If  the  submitter  objects  to  the 
release,  but  the  Air  Force  release 


authority  determines  that  data  are 
releasable,  the  submitter  should  be 
notified  of  that  decision. 

(2)  Such  documents  are  withheld  if 
their  disclosure  would: 

(i)  Reveal  a  trade  secret: 

(ii)  Cause  substantial  harm  to  the 

competitive  position  of  the  source  that 

provides  the  information:  or 

(i:i)  Impair  the  government's  ability  to 

get  necessary  information  in  the  future. 

(3)  Examples  of  records  covered  by 
this  exemption  include: 

(i)  Commercial  or  financial 
information  received  in  confidence, 
concerning  loans,  bids,  contracts,  or 
proposals:  and  other  information 
received  in  confidence  or  on  a  privileged 
basis,  such  as  trade  secrets,  inventions, 
and  discoveries,  or  other  proprietary 
data. 

(ii)  Statistical  data  and  commercial  or 
financial  information  concerning 
contract  performance,  income,  profits, 
losses,  and  expenditures,  if  offered  and 
received  in  confidence  from  a  contractor 
or  potential  contractor. 

(iii)  Personal  statements  given  in  the 
course  of  inspections,  investigations,  or 
audits,  if  such  statements  are  received 
in  confidence  from  the  individual  and 
kept  in  confidence,  because  they  reveal 
trade  secrets  or  commercial  or  financial 
information  usually  considered 
confidential  or  privileged, 

(iv)  Financial  data  provided  in 
confidence  by  private  employers  for 
locality  wage  surveys,  used  to  fix  and 
adjust  pay  schedules  that  apply  to  ■ 
prevailing  rate  employees  in  the 
Department  of  Defense, 

(v)  Scientific  and  manufacturing 
processes  or  developments  concerning 
technical  or  scientific  data:  or  other 
proprietary  information  submitted  with 
an  application  for  a  research  grant  or 
with  a  report  while  research  is  in 
progress. 

(e)  Intra-agency  or  interagency 
memorandums  or  letters  that  would  not 
be  routinely  available  to  a  party  in 
litigation  with  the  Air  Force. 

(1)  Examples  include; 

(i)  Those  portions  of  records  which 
consist  of  advice,  opinions,  evaluations, 
or  recommendations  the  release  of 
which  would  reveal  the  deliberative 
process  of  the  Air  Force. 

(ii)  Advice,  suggestions,  or 
evaluations  prepared  for  the  Air  Force 
by  individual  consultants  or  by  boards, 
committees,  councils,  groups,  panels, 
conferences,  commissions,  task  forces. 
or  other  similar  groups  formed  to  obtain 
advice  and  recommendations. 

(iii)  Those  nonfactual  portions  of  Air 
Force  personnel  evaluations  of 
contractors  and  their  products. 
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(iv)  Advance  information  of  a 
speculative,  tentative,  or  evaluative 
nature,  on  such  matters  as  proposed 
plans  to  procure,  lease,  or  otherwise 
acquire  and  dispose  of  materials,  real 
estate,  facilities,  or  functions. *if  such 
information  would  provide  undue  or 
unfair  competitive  advantage  to  private 
personal  interests  or  would  impede 
legitimate  governmental  functions. 

(v)  Records,  exchanged  between  Air 
Force  personnel  and  within  and  among 
components  or  agencies,  that  are 
prepared  for  anticipated  administrative 
proceedings  or  litigations  before  any 
Federal.  Slate,  or  military  court,  as  well 
as  records  that  qualify  for  the  attorney- 
client  privilege. 

(vi)  Official  reports  of  inspection, 
audits,  investigations,  or  surveys  on  the 
safety,  security,  or  the  internal 
management,  administration,  or 
operation  of  the  Air  Force  that  have 
been  treated  by  the  courts  as 
"privileged"  against  disclosure  in 
litigation. 

(vii)  Trade  secrets  or  other 
confidential  research,  development,  or 
commercial  information  owned  by  the 
government,  where  premature  release  is 
likely  to  affect  the  government's 
negotiating  position  or  other  commercial 
interests, 

(2)  If  any  such  intra-agency  or 
interagency  record,  or  a  reasonable 
portion  of  such  a  record  is  made 
available,  on  a  routine  basis  through  the 
"discovery  process,"  in  the  course  of 
litigation  with  the  agency,  then  the 
record  should  not  be  withheld  from  the 
general  public.  The  "discovery  process" 
is  that  process  by  which  litigants  get 
information  from  each  other  that  is 
relevant  to  those  issues  in  a  trial  or 
hearing.  The  record  or  document  need 
not  be  made  available  to  a  member  of 
the  general  public,  if  the  informulion  in 
only  made  available  through  the 
"discovery  process"  by  special  order  of 
the  court. 

(3)  Intra-agency  or  interagency 
memorandums  or  letters  that  are  factual, 
or  that  have  factual  portions  that  can  be 
separated,  are  made  available,  on  a 
routine  basis  through  the  "discovery 
process."  and  should,  therefore,  be  made 
available  to  a  requester,  unless  the 
factual  material  is  "privileged"  or 
otherwise  exempt  from  release. 

(4)  Generally,  a  direction  or  order 
from  a  superior  to  a  subordinate,  though 
contained  in  an  internal  communic;itioa. 
can't  be  withheld  from  a  requester  if  it 
forms  policy  guidance  or  a  decision,  as 
distinguished  from  a  discussion  of 
prelimmary  matters  that  would 
compromise  the  decisionmaking 
process. 


(f)  Personnel  and  medical  files,  as 
well  as  similar  personal  information  In 
other  files  that,  if  diclosed  to  a  member 
of  the  public,  would  result  in  a  clearly 
unwarranted  invasion  of  personal 
privacy. 

(1)  Examples  include: 

(i)  Records  compiled  to  evaluate  or 
judge  the  suitability  of  candidates  for 
employment  (including  membership  in 
the  Armed  Forces),  and  the  eligibility  of 
individuals  (civilian,  military  or 
industrial)  for  security  clearances  or  for 
access  to  particularly  sensitive 
classified  information. 

(ii)  Files  containing  reports,  records, 
and  other  material  pertaining  to 
personnel  matters,  where  administrative 
action,  including  disciplinary  action, 
may  be  taken. 

(2)  To  determine  whether  releasing 
information  would  result  in  a  "clearly 
unwarranted  invasion  of  personal 
privacy,"  the  request  must  be  examined 
to  determine  the  stated,  known,  or 
assumed  purpose  of  the  request.  When 
determining  whether  a  release  is 
"clearly  unwarranted,"  the  public 
interest  in  satisfying  that  purpose  must 
be  balanced  against  the  sensitivity  of 
the  privacy  interest  being  threatened. 
This  exemption  must  not  be  used  in  an 
attempt  to  protect  the  privacy  of  a 
deceased  person,  but  may  be  used  to 
protect  the  privacy  of  the  deceased 
person's  family. 

(3)  Personnel,  medical,  or  similar  files 
may  be  withheld  from  subjects  of  those 
records,  or  their  designated  legal 
representative,  only  according  to  5 
U.S.C.  552a.  the  Privacy  Act  of  1974  (32 
CFR  Part  806b). 

(4)  A  clearly  unwarranted  invasion  of 
the  privacy  of  others,  identified  in  a 
record,  may  be  a  basis  for  deleting  some 
portions,  even  when  providing  it  to  the 
subject  of  the  record. 

(p)  Those  investigative  records 
compiled  for  enforcing  civil,  criminal,  or 
military  law,  including  carrying  out 
executive  orders  or  regulations  issued 
according  to  the  law. 

(1)  This  exemption  applies  only  if  the 
release  of  a  record  or  portion  of  a  record 
would: 

-  (i)  Interfere  with  enforcement 
proceedings; 

(ii)  Deprive  a  person  of  the  right  to  a 
fair  trial  or  an  impartial  adjudication; 

(iii)  Be  an  unwarranted  invasion  of  the 
personal  privacy  of  a  living  person, 
including  surviving  family  members  of  a 
person  identified  in  such  a  record; 

(iv)  Disclose  the  identity  of  a 
confidential  source: 

(v)  Di.sclose  confidential  information 
furnished  only  by  a  confidential  source 
and  obtained  by  a  criminal  law 
enforcement  authority  in  a  criminal 


investigation,  or  by  an  agency 
conducting  a  lawful  national  security 
intelligence  investigation; 

(vi)  Disclose  investigative  techniques 
and  procedures  not  already  in  the  public 
domain,  which  require  protection 
against  public  disclosure  to  ensure  that 
these  techniques  and  procedures  remain 
effective;  or 

(vii)  Endanger  the  life,  physical  safety, 
or  well-being  of  law  enforcement 
persormel  or  their  families. 

(2)  Examples  of  investigative  records 
include: 

(i)  Statements  of  witnesses  and  other 
material  developed  during  the  course  of 
the  investigation,  and  all  materials 
prepared  for  related  government 
litigation  or  adjudicative  proceedings. 

(ii)  The  identity  of  firms  or  individuals 
being  Lnvestigated  for  alleged 
irregularities  that  involve  contracting 
with  the  Air  Force,  when  neither  an 
indictment  has  been  obtained  nor  any 
civil  action  filed  against  these 
individuals  by  the  United  States. 

(iii)  information  obtained  in 
confidence,  expressed  or  implied,  durmg 
a  civil  or  criminal  law  enforcement 
investigation;  or  affirmative  or 
counterintelligence  information  obtained 
during  a  lawful  national  security 
intelligence  investigation,  conducted  by, 
an  authorized  agency  or  office  in  the  Air 
Force. 

(3)  The  right  of  subjects  to 
investigative  records  currently  available 
by  law  is  not  decreased. 

(4)  When  the  subject  of  an 
investigative  record  is  the  requester  of 
the  record,  see  32  CFR  Part  806b. 

fh)  Those  in  or  related  to  examination, 
operating,  or  condition  reports  prepared 
by,  on  the  behalf  of.  or  for  the  use  of,  an 
agency  responsible  for  regulating  or 
supervising  financial  institutions. 

(i)  Those  that  have  geological  and 
geophysical  information  and  data, 
including  maps,  concerning  wells. 

§  806.8     Partial  denial. 

Exempt  portions  of  a  record  should  be 
deleted  and  remaining  portions  that  can 
reasonably  be  separated  should  be 
disclosed  to  the  requester.  Each  deletion 
must  be  justified  in  writing,  citing  the 
FOIA  exemption  and  corresponding 
section  of  this  part.  Describe  the  deleted 
material  as  stated  in  AFR  12-30, 
paragraph  25(b)(1)  any  part  of  a 
requested  record  is  withheld,  it  is 
considered  a  partial  denial. 
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National  Association 

of  Manufacturers  J^Jne     15,      1983 

JAMES  P  CARTY 

Vice  President  and  Manager 

Government  Regulation  and  Competition 

The  Honorable  Orrin  G.  Hatch 
Senate  Judiciary  Committee 
United  States  Senate 
Washington,  DC   20510 


Dear  Se 


riitdP'llatcir: 


On  behalf  of  the  National  Association  of  Manufacturers 
(NAM),  I  strongly  urge  you  to  vote  in  favor  of  S.  774,  the 
Freedom  of  Information  Reform  Act,  "when  the  Judiciary 
Committee  considers  this  important  legislation.   S.  774  is  a 
bipartisan,  compromise  reform  bill  that  is  intended  to  make 
needed  improvements  to  the  procedures  agencies  follow  in 
processing  public  requests  for  information  under  the  FOIA. 

Specifically,  the  bill  requires  agencies  to  implement 
procedures  in  accordance  with  the  bill's  minimum  guidelines 
that  will  provide  for  more  consistent  and  less  controversial 
handling  of  FOIA  requests  at  the  agency  level.   The 
procedural  reforms  place  the  submitter  and  requester  of 
information  in  equal  standing  and  are  supported  by  the 
concept  of  due  process.   They  include  an  agency  notification 
requirement,  a  public  opportunity  to  object,  a  stay  of 
disclosure  pending  agency  reconsideration  and,  the  right  to 
judicial  review  of  an  agency  decision.   NAM ' s  members  view 
this  proposal  as  needed  legislation  and  fully  support  the 
bill.   Moreover,  NAM  members  believe  its  passage  is  clearly 
in  the  public  interest  in  that  the  bill  would  serve  to  make 
federal  agencies  more  accountable  for  FOIA  disclosure 
decisions  and,  so,  would  help  to  improve  the  quality  of 
agency  decision-making. 

Last  year,  virtually  identical  legislation  was  passed 
unanimously  by  the  Judiciary  Committee.   Recently,  the 
Judiciary  Subcommittee  on  the  Constitution  unanimously 
approved  the  bill,  with  a  very  few,  technically  improving 
amendments.   A  strong  expression  of  support  for  S.  774  in 
full  committee  will  help  expedite  scheduling  of  the  bill  for 
Senate  floor  consideration.   If  you  have  any  questions  on 
nam's  position  with  respect  to  the  legislation  or  if  you 
need  additional  information,  please  contact  me  or  Hugh  S. 
Brady,  Director,  Regulatory  Reform  and  Government 
Organization  at  626-3869. 

Sincerely, 


JPC/ctw 


1 776  F  Street,  N  W 
Wastiington,  D  C  20006 
(202)626-3700 
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